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IBWkgX-Force Threat Analysis: QuirkyLoader - A new malware loader
delisrering prfosiaaters ardeRATs | IBM

IBM X-Force Threat

, , Phishing Campaigns “I Pai
Analysis: QuirkyLoader - A Bookirig.com Hotels aniie
new malware loader

delivering infostealers and

T
c’ce"‘i’ argeting
ustomers; _

RATS THE STING OF FAKE KLING: FACEBOOK MALVERTISING LURES
VICTIMS TO FAKE Al GENERATION WEBSITE

May 20, 2025

Research by: Jaromir Hor¥jéi (@JaromirHorejsi)
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https://blog.sekoia.io/phishing-campaigns-i-paid-twice-targeting-booking-com-hotels-and-customers/
https://blog.sekoia.io/phishing-campaigns-i-paid-twice-targeting-booking-com-hotels-and-customers/
https://blog.sekoia.io/phishing-campaigns-i-paid-twice-targeting-booking-com-hotels-and-customers/
https://www.ibm.com/think/x-force/ibm-x-force-threat-analysis-quirkyloader
https://www.ibm.com/think/x-force/ibm-x-force-threat-analysis-quirkyloader
https://www.ibm.com/think/x-force/ibm-x-force-threat-analysis-quirkyloader
https://www.ibm.com/think/x-force/ibm-x-force-threat-analysis-quirkyloader
https://www.ibm.com/think/x-force/ibm-x-force-threat-analysis-quirkyloader
https://www.ibm.com/think/x-force/ibm-x-force-threat-analysis-quirkyloader
https://www.ibm.com/think/x-force/ibm-x-force-threat-analysis-quirkyloader
https://research.checkpoint.com/2025/impersonated-kling-ai-site-installs-malware/
https://research.checkpoint.com/2025/impersonated-kling-ai-site-installs-malware/
https://research.checkpoint.com/2025/impersonated-kling-ai-site-installs-malware/
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Users expecting to preview their generated video instead unknowingly launched a loader. In several instances, this executable

utilized .NET Native AOT [Ahead-0f-Time) Compilation to complicate analysis and evade many traditional detection techniques. Once
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TLP:CLEAR
W/ NFLabs.

ZHZEH NETOTIL T 73 EI N> TEBITTAD ?

Copyright © 2026 N.F.Laboratories Inc. TLP:CLEAR 9



TLP:CLEAR
W/ NFLabs.

 NEJUCE S 2l ) CIER s t7o il F (. = > /N A VD)5
BICE2>TENTO LRI INEDLS

+ T 7T IL(FEEE) DB END -,
dnSpy/dnSpyExILSpyR EZ&fE->TT I /8 ILF B T & T,
EREEZOL RITHEIFTT A ENTES

Copyright © 2026 N.F.Laboratories Inc. TLP:CLEAR 10



TLP:CLEAR
W/ NFLabs.

source code »> MSIL,IL > Native code

Just-In-Time

C# Compilation Compilation
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IL 8806: nop
IL @001: ldstr "Hello, World!"

IL 8006: call wvoid [mscorlib]System.Console: :Writeline(string)
IL 8@8b: nop
IL @88c: ret

L LT | IIFI ICALISFN N
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o w X Program

a 19 [STAThread] -

%? ?ublic static bool Main(bytel] inPBY 15 rkAvmaxpoMOwYCURzu250t 3Hdj 806 ZRJFNDZc, =trinz PL1bcjp¥G9oaHr5WEexwSZam0tBy | dR3vnCOY27 i fUQs)
22 bool flas?;
RN
25 bool flag = | sts("Ci¥¥Program Fi les¥¥AYAST Software™) || Exists(T:¥¥Program Files (x86)Y¥¥AVAST Software™) || Frocess.GetProcessesByMame

. BullGuard . =0 || Process.GetProcessesBubame(” anuard . = 0 || Process.GetProcessesBytame! "druweb™) . =0 || Process.GetProcessesBylame

(Tvssery), U || Process.GetProcessesByblame ("AYGUI ™) .Length 1= 0 || Process.GetProcessesByName("bdagent ™). =0 || Process.GetProcessesBylame

("odscanui ). =0 || Process.GetProcessesBublane("hdred|ire™). =0 | Ldetectwd();

i[f (flag)
try

[
HEFASTCinPBY 15 rkAymaxpolOwYCUhzu2 30t 3Hdj 806 7RJFND7c, PL1bcjp¥GdoaHrbWEexwSZam0tBy | dR3wnCOY27 ifUls);

return 1 rue;

%atch
return false;

Taces
)13

flag? = false;
0000¢ catch
00600 {
- boo flag? = false;
@060 return flag?;
1g) 1 v

T e e e [ P S0 CalialeCal SO Salal Cad P [
] T DD —0 D OO0 T ] e D [ o QD OD 1T

dint, u A8 Teken: DxOB000007 RIN: 2 RWA: 0=00002128 File Dffzet: 000000378
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¢ THWGIIEIDE 2 (7 R @ L5
« AOT(Ahead-Of-Time) 2=t

-.NET@%ETU:&U v/ ow 7o EE s e D A
AT l482 2 = AT LS

« T TClE. ERICEBLBLDAEITEINS DI FEZTA ) MED
» 5
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M | Spy
File View Window Help

® ‘ﬁ- @‘ (Default) v ¥u | v 92| ReadyToRun v

@ ®
Assembli|s s e e L e ]il Main() : void
—Dﬂ test (0.0.0.0, NETFramework, v4.7.2)
2-001 testR2R (1.0.0.0, NETCoreApp, v8.0)
ﬁ,_@ Metadata PBE0BR0000RA1786 ABB3EC28 sub rsp,28h
[+ Debug Metadata (Fr rtable PDB
é_% Ref ug Metadata (from portable PDE) 0000000A000A1784 A33BAD35096000 mov rox, [rel 20Coh]
L0 SIETEnces 00000PBAOPEA17SE 483809 mov rex, [rex]
B2 AB00EBRE00RA178E FF15246096000 call gword [rel 20B8h]
—% <Module =
ﬂ—‘fb Program 0PPERAEEEERE1794 90 nop
— ¥ Base Types PP0EPNORRRRA1795 4883C428 add rsp,28h
@- & Derived Types #00oeRREERRE1799 C3 ret
@ .ctor()
—Dﬂ dumped
:ll—r:lﬂ
—Dﬂ
:ll—r:lﬂ
—Dﬂ
—Dﬂ
a-0o
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 Ready To Run

e UL AT - FiE e e
cILZT734ICL T, EEOEBEZ R AT 4 73— FICRTFELG LN
»H 5 -> R2R stomping
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https://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/R2R-stomping-are-you-ready-to-run.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/R2R-stomping-are-you-ready-to-run.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/R2R-stomping-are-you-ready-to-run.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/R2R-stomping-are-you-ready-to-run.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/R2R-stomping-are-you-ready-to-run.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/R2R-stomping-are-you-ready-to-run.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/R2R-stomping-are-you-ready-to-run.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/R2R-stomping-are-you-ready-to-run.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/R2R-stomping-are-you-ready-to-run.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/R2R-stomping-are-you-ready-to-run.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/R2R-stomping-are-you-ready-to-run.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/R2R-stomping-are-you-ready-to-run.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/R2R-stomping-are-you-ready-to-run.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/R2R-stomping-are-you-ready-to-run.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/R2R-stomping-are-you-ready-to-run.pdf
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10
11
12 void Program.Main()
13 Handle: ©@x©6000001
14 Rid: 1
15 EntryPointRuntimeFunctionId: ©
16 Number of RuntimeFunctions: 1
17 Number of fixups: 1
18 TableIndex 6, Offset @0€0: "Hello, World!"™ (STRING_HANDLE)
19
20 void Program.Main()
21 Id: ©

22 StartAddress: @xeeeel1786
Pk Size: 26 bytes
24 UnwindRVA: ©xeeeel7le

25 Version: 1

26 Flags: ©@xe3 EHANDLER UHANDLER

27 SizeOfProlog: exeee4

e e e R2RDUMpTHA 74 72— FOIBARAETE 3
30 FrameOffset: exe

31 PersonalityRVA: ex17A4

32 UnwindCode[@]: CodeOffset @x0004 FrameOffset ©xe000 NextOffset @xe Op 40
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« Native AOT (Ahead-Of-Time)
s BRREROR AT 47— RIiIcEgiav/SM LT BAT
« Native AOTO 7 A7 7 LFEEREAEL., AEUFEHEL AW
e .NET runtimedr’M4 YR b—ilbanTcWiWRIETH 707 T A% EITRIEE
WIT O 2 % 585 Lk g )
« NET T HEEI N, LLBAFETL L
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 Native AOT
¢ NG T M U o LT I LEE R S F IS E N D
(N=L 3 VICL2EEDHY)
 hydrate/.managedt 7 > 3 ~
e DotNetRuntimeDebugHeader(ExportEd%%)

Name VirtualAd... VirtualSize RawAddre... RawSize PtrToRelocs PtrToLine... NumOfRe.. NumbOfL... Characteri...

00001000 0006F1C8 00000400 0006F200 00000000 00000000 0000 0000 60000020

0010F000 000D9C00
00178000 00145C00
00189000 00147000

00196000 00152A00
00197000 00153200
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« Native AOT
c BERA T 7O—FRIZav/3M LT 578, dnspyFDILA R E T
%Y — LTl BN DY R B
e O PCKERR Lo\ H ook it e e

Copyright © 2026 N.F.Laboratories Inc. TLP:CLEAR 20



TLP:CLEAR
W/ NFLabs.

Erums x| Imports

rdx, jpt_1800B6CBO

edx, ds:(jpt_1800B6CBO - 18013F138h)[rdx+rcx*4]
r9, loc_1800B6C55

rdx, ro

rdx ; switch jump

def 1300B6CEA: ; jumptable 90000001800B6CBA default case, case 1 loc_1309B6CE2: ; jumptable @000P2A130QB6CER case 2
lea rcx, [rbp-46h] rex, rsi

[rsp+88h+var_68], rcx rdx, rl3

rcx, rdi rod, ebx

rdx, rld réd, réd

r8, rl3 sub_186@C95A0

r9d, ebx rcx, unk_18610A280

sub_1362B6580 edx,
ebx, eax sub_18600a1F48
r15, ris dword ptr [rax+18h],
short loc_1800B6D36 edx, [rax+1eh]
ecx, [rdx+4]
réd, ecx
[rax+14h], r8d
ecx,
ecx, edx
edx, ecx
[rax+18h], edx
eax, rl2d

ecx
r12d, [rax+
loc_186@B6CT6

80.00% (—40,1304) (654,33) 0O00BS5268 00000001800B6CE8: chgwszumatgedvykjpnbrx+48 | (Synchronized with Hex View-1)
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o A7 ERE T Vi
s Native O PO I — R 257 1 X Bt 7 ld s b seai i)' 7 S -
RS A T7Z7VEZEDa—- R AkEBIZEEZT NS
e RYICEFTLA-WI—FBEINTLEY>ID, BESA 7T EZF
STHEWI— RKE4H %T%#b@/7%+v%%bﬁbwﬁ 9 B

» Ghidra*>IDA ProCo 7% F Y aeEE e c& 5id, N=il—. %
dCEWNWID=F 2 aEEE CrlapEaElE S U E
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e Ghidra: Function ID

e IAY S ADEMZHA LS sl T 20 RS dA7 744 —
e BEAMOAEKAE Ny b L, FDNYy T amA Ty I REEINT-T—
ARN—-—ADF*—¢ L THERH., T8 aR"RT5

o« KRR
c BRIV AT ZYDEN(T A7 T BEEDFRE)
- BERdEM 4
« OtV H—RBBELEDLT—FTI9TFv—8ICT —ER—ZAHDNHE)
c BAILIZZAT7ZVIEREBENI AV b
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https://github.com/NationalSecurityAgency/ghidra/tree/master/Ghidra/Features/FunctionID/src/main/doc
https://github.com/NationalSecurityAgency/ghidra/tree/master/Ghidra/Features/FunctionID/src/main/doc
https://github.com/NationalSecurityAgency/ghidra/tree/master/Ghidra/Features/FunctionID/src/main/doc
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« Ghidra: Function ID Plug-in

¢ J—Pa M E D FunctionlDm—2 2 —A(Tidb)& {EEk - BIETZX 3
- FoHRE

« Choose active FidDbs

e Create new empty FidDb

e Attach existing FidDb

 Detach attached FidDb
 Populate FidDb from programs
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« Ghidra: Function ID Plug-in

« &
&

BT 7P B EEL D 73 A S B0 () 5K L Al &
Bl Ll

L 5475 )ty — A F il
2. GhidraT4 »sR— b « Auto Analyze(PDBA %)
3%
4
5

Function ID7"Z 7' 4 > ¢FidDb(.fidb) Z# {ERk

. Populate FidDb from programs TR & T — X X— X [Z A S
. FidDb5ERk (U2 DT D Analyzer T/EH)
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, FID DbViewer dotret—naot—-8019—win—84 fidb

Domain Path ID

OxdH -l" | [ [ a ad. ] £ L i i [
(3327809622574 b O] ffefBabbdb93fda Ox12 O] e4b8e39 od22 <934 0x33278092d 5860 (033278096226 70 01402 c1 afd 0x33278093007TH/E7b  Ox

b 14

1
1
1
1
1
1
1
1
Ox1
Ox1
1
1
1
1
1
1
1
1
1
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Function ID Analyzer7s L Function ID Analyzerd V)

90 (undefined4 p -5-1-'-5-1'11_1 ;undefin = Thundefi wmain (undefined4 param 1,undefin

param_l,param 2);
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 IDA Pro: FLIRT(Fast Library Identification and Recognition
Technology)

e IDAICIEEZT AT A2BHIE, AlspEzm LS5 2 EDNTE DHEE
o« BN

« BN o ENT-T A4 T T Y DFA

c HREBE~DOMME (V> o0 — FEBICRESNDAIZE/NA FDfFEE)

c ART—R{tE (BfgLaty boBEFHEY K0)

« BRI T i LRk & e

o AEMRY HEBEESNSKLBB L DANRNXT—0y F 7 DRET
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https://docs.hex-rays.com/user-guide/signatures/flirt
https://docs.hex-rays.com/user-guide/signatures/flirt
https://docs.hex-rays.com/user-guide/signatures/flirt
https://docs.hex-rays.com/user-guide/signatures/flirt
https://docs.hex-rays.com/user-guide/signatures/flirt
https://docs.hex-rays.com/user-guide/signatures/flirt
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DA Pro CH&EAT

FLIRT 7 %F v 7 7 A L ERHE] FLIRT 7 %F v 7 7 4 JLER%E

rcx, sub_ 140141308 ; lpModuleName
sub_14008C3C0

rcx, sub_ 140871690
[rsp+d8hevar_18],

r9, sub_149@76C30

rsi, rax

ecx, r9d

r8, sub_l4@15BES50

rdx, sub_140872000

rbp, off_1482AB070

réd, edx
[rsp+
[rsp+
rcx, rax

+var_20], rbp
+var_28], ecx

: 000R00140002984
: PPOAPEO1400029BB
: eeBpee1400020C0
: 00080 1400020C7
: 00080 1400029CF
: 00000001400029D6
: PPOAPEO1400829D9
: 00080 1400029DC
: 00000 1400029E3
: 0080 1400029EA
: 0000001400029F1
: PPOADEO1400829F4
: H00BRE01400029F9
: 00800 1400029FD

lea
call
lea
mov
lea
mov
sub
lea
lea
lea
sub
mov
mov
mov

rcx, _ managed_ Main ; lpModuleName
PalGetModuleHandleFromPointer

rcx, ?PEventSink@GCToEEInterface@@SAPEAVIGCToCLREventSink@@xXz_7
[rspsdBhevar_18],

r9, ?EventSink@GCToEEInterface@@SAPEAVIGCToCLREventSink@@XZ_6
rsi, rax

ecx, rod

r8, ?EventSink@GCToEEInterface@@SAPEAVIGCToCLREventSink@@xXz 21
rdx, ?EventSink@GCToEEInterface@@SAPEAVIGCToCLREventSink@@xXz_8
rbp, off_1482ABB78

réd, edx
[rsp+
[rsp+.
rcx, rax

+var_28], rbp
+var_28], ecx

:000AERO140002A00 call
:B200000140002A85 test
: 000000140002A07 jnz

sub_14080BF60
al, al
short loc_140802A10

RhRegisterOSModule
al, al
short loc_140002A10

e ________________________

1002489

1002489 loc_148002A89:

1002489 mov eax, @F

J002ABE jmp short loc_140082A42

text:0000000140002A10
.text:PR0AORO140002A10 loc_140002A10:

.text:0000000140002A10 lea rdx, unk_1401C4898

.text:0000000140002A17 mov [rsp+4Sh+var_28],

.text:0009000140002A1F lea r8, unk_1491C48A8

text:0000000140002A26 mov r9, rbp

.text:0000000140002A29 sub r8, rdx

.text:0000000140002A2C mov rex, rsi

Ltext:0000000140002A2F sar rg,

.text:0P00000140002A33 call S_P_CoreLib_Internal_Runtime_CompilerHelpers_StartupCodeHelpers_ InitializeModules
text:0000000140002A38 mov rdx, rbx

.text :00080600146002A3B mov
.text :0000000140002A3D call

loc_146002A09 : loc_140002A10:
eax, OF F lea rdx, unk_1481C4898
short loc_140002A42 mov [rsp+4Bhevar_28],
lea r8, unk_1481C48A8
mow ra, rbp
sub r8, rdx
mov rcx, rsi
sar ra,
call sub_1408EABOG
mow rdx, rbx
mov ecx, edi
.text:p00BROA140002A3D call sub_1481413D8

ecx, edi
__managed__Main
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AOT A F BT DI DY 73 F v DAL & E

1.2Native \ AOT 7 7' U o — a3 TR QS m s 7 =T v
ERRDT-DDAOT/NA + 1 % E K

2. Ghidram = » CTAOT2SA 7 1) ﬁ\bFldDb%ti)ﬁT%
3EiaE Rl =R idDb AAO s (SRt e L 045
4. ~ I m PIRIRIE ST 4 F % R .?%
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NG AADE#] Y &

NET-Native AOTx2{E-~7=-7 75— 23 VOEKICHERIRIE

e \Visual Studio 2022 / 2026

« C++ IC&BTRI My TRFE 7—7R—FH0E

e Visual Studio 2026@’)% TNETIOLADNETE9D 77— g v %
Publishd 2 7=® 2 IZ LU T OEIEAHE (2025/12/168 5)

o NETLSDK 9.0y 1.0
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https://developercommunity.visualstudio.com/t/AOT-Publish-Issue-while-target-NET-9-an/11000135?sort=newest
https://developercommunity.visualstudio.com/t/AOT-Publish-Issue-while-target-NET-9-an/11000135?sort=newest
https://developercommunity.visualstudio.com/t/AOT-Publish-Issue-while-target-NET-9-an/11000135?sort=newest
https://developercommunity.visualstudio.com/t/AOT-Publish-Issue-while-target-NET-9-an/11000135?sort=newest
https://developercommunity.visualstudio.com/t/AOT-Publish-Issue-while-target-NET-9-an/11000135?sort=newest
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https://developercommunity.visualstudio.com/t/AOT-Publish-Issue-while-target-NET-9-an/11000135?sort=newest
https://developercommunity.visualstudio.com/t/AOT-Publish-Issue-while-target-NET-9-an/11000135?sort=newest
https://developercommunity.visualstudio.com/t/AOT-Publish-Issue-while-target-NET-9-an/11000135?sort=newest
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https://developercommunity.visualstudio.com/t/AOT-Publish-Issue-while-target-NET-9-an/11000135?sort=newest

TLP:CLEAR

NG AADE#] "N A

1. 7B 22 F(AOT _TestApp) % 45k

> dotnet new console --aot -0 AOT_TestApp

2. 7> b7 74 I)L(AOT TestApp.csproj) #iRET %

<Project Sdk="Microsoft. NET.Sdk">
<PropertyGroup>
<OutputType>Exe</OutputType> <l-- BT A Zexe TIBE-->
<TargetFramework>net8.0</TargetFramework>  <!-- AOT/NA F U ICHAATLNETZ A 77 U DNRN—2 3 > A I5E-->
<ImplicitUsings>enable</ImplicitUsings> <l-- using ® B&HENI-->
<PublishAot>True</PublishAot> <!-- AOTRITOEREZB3hL-->
<DebugType>portable</DebugType> <!-- PDBERDIEE (13 £S5 D Tportablets E L T 72& Ly-->
<Optimize>True</Optimize> <!-- &Bt =B (B DEZEDHERNZEH > TL 2D TTrueZiEEL TLZE WY)-->
</PropertyGroup>
</Project>

KUEDT —0 >3y 7 TERT2FIEZEHLI-NBICA>TVWET
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NG AADE#] RN &

3. Probramg.colc Ul D) 75T G |- <50 5

S RN M EBE Dy — AT g

4, SO /8P B D ARy

> cd AOT _TestApp
> dotnet publish -r win-x64

-r <RID> : Runtime Identifier ®35E (win-x64, win-x86--)
EDTZy b T7F+—LRBITDORAT 4 T4 F Y EERT DD EIETE
¥dotnet publishd (C/XA FUICERYIAL 7 VXA LZEBINITX 7 O— K 23550 H 5

exe & pdb 7 7 1 /LA bin¥Release¥net8.0¥win-x64¥publish LU T ICERL S L 5
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https://harfanglab.io/insidethelab/reverse-engineering-ida-pro-aot-net/
https://harfanglab.io/insidethelab/reverse-engineering-ida-pro-aot-net/

TLP:CLEAR

IND AAL #2 "N &)

Ghidraz > CTAOT/NA( F Y ZHTH D

« Create Project

« ghidra_11.3.1 PUBLIC¥ghidraRun.batZ %17 L TGhidra% &}
« File = New Project "5 7B = 7 b Z1ERK

@
File
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IND AAL #2 "N &)

s BTN RD 7 7 A% A FR—bF L, PDBZ{EHLT AT

« File— Import File
e fVR=bhLI=T77ANERTILY w2 L TCodeBrowserzir kT
o ¥EEIREFIC ;tAuto analyze= E1T9 2 HN 5 DT Yes%z HEiR

« PDB UniversalOF = v 7 &AL CTHETT 5
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N AA LA #2 "N &)

B Listing AOT TestAppesxs
1

CIESY oV NCRANAN <
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N AA LA #2 RN &

PDB#Z &M L THEMNT
e Analysis — One Shot — PDB Universal

;;;;
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W/ NFLabs.

Listing: AOT TestApp.exe

lauuCerLap LAS_12UUCol98

1400cé6fad qword ptr [RBP + local_ 68],RAX

1400c6£bl 89 qword ptr [RBP + local res8],R

1400c&fb5 MOV EA¥,dword ptr [RCX]
1400cé6fb7 . MOV dword ptr [RBP + local_44],
Program 7
1400céfba 8 LEA ¥, [ Str Hello World 979AB€536128EE79BCBBSD0386F29429D09B706B5CATTIBFAS497968187E304C..

Program.cs:17 (33)
1400céfcl CMP byte ptr [RBx]=>_ Str Hello World 979AB653€128EE79BCBBSD0386F29429D09B706B5CATTBFASY

1400c6£c3 58 CALL S_P_CoreLib_System Globalization CultureInfo_  get CurrentCulture

1400cefc8 8 8 CX, R
1400céfch dword ptr [ X],E
1400c6fed S_P _CoreLib_system Globalization CultureInfo get TextInfo

1400cefd2

1400cefd> 8 __Str Hello World 979AB6536128EE79BCBBSD0386F29429D09B706B5CATTBFAS497968187E304C.
1400c6fds dword ptr [ ] ,ECX

1400cé6fda 8 S_P_CoreLib_sSystem Globalization TextInfo ToLower 0

1400cefdf 8 MOV I
Program.cs:18 (31)

1400céfe2 g CALL S_P_CoreLib_system_Globalization_cultureInfo_ get_CurrentCulture

1400céfed
1400céfea
1400céfec

1400c6ffl
1400c6ff4
1400cef£?

1400c6ff9

1400ceffe

N
Program.cs:19 % ) ﬁ\ 7L__ L \
1400c7001 8 MOV z __ Str Hello World 979AB6536128EE79BCBBED0386F29429D09B706B5CATTBFAS497968187E304C. —

1400c7004 CALL String_ Trim

1400c7009 8 MOV

Program.cs:20
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N AA LA #2 "N &)

PDBAYEA SN TWLWAHIREE T, FidDbZz4ARL L T <

1. GhidraDBEREZLE
File->Configure->Developer®configure->FidDebugPluginiZF = v 7 =Lyl 5%

2. GhidrazBikc#Hd %

Ghidra Core

Configure

BSim

Configure

Debugger
Configure

Miscellaneous

Configure

Experimental

Configure
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IND AAL #2 "N &)

3. ZOFidDbDFHIEIERK
Tools—Function ID—Create new empty FidDbZ2IRT % & 7 7 A ILAERREEIZTE 5
Z ZTlE. AOT TestApp.exe®d 5 7 # )L X (Zdotnet8 AOT TestApp.fidb TIERL T 5

4 CodeBrowser_1: AOT_APP:/AOT TestApp.exe

File Edit Analysis BSim Debugger Graph Navigation Search Select Tools Window Help

=T E Er E1 Er E, J-L I DWLF ¥ Process

b Alll." . Function Graph — wmainCRT Startup — 1 vertic Process )ptions

Function ID > Choose active FidDbs...
2

. . Create new empty FidDb...
View Program Differences...

Attach existing FidDb...

)<' Create VSCode Module Project.. Detach attached FidDb...

YERX< % & BB ICActiveZFid Databasesé L TEHRESI NS

& CodeBrowser_1: AOT_APP/AOT TestApp.exe
File Edit Analysis BSim Debugger Graph Navigation Search Select Tools Window Help
=-=- BBREBERG 1 I DUOLF Y Processor Manual

x ;5 Function Graph — wmainCRT Startup — 1 vertid Processor Options...

Function ID > Choose active FidDbs...
ia A p roara iffara = 2

Create new empty FidDb...
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IND AAL #2 "N &)

4. Function IDD 4R
Tools—Function ID—Populate FidDb from programsz 3%k
KRENBZAT7 07 CFidDbDIEHRE AL TOKEFHRT

# CodeBrowser_1: AOT_APP:/AOT TestApp.exe ] Populate Fid Database

File Edit Analysis BSim Debugger Graph Navigation Search Select Tools Window Help
BEEE JOIDULFY

;: . Function Graph — wmainCRT Startup — 1 werdi

Function ID Choose active FidDbs...

. . Create new empty FidDb...
View Program Differences...

Attach existing FidDb...
’<| Create VSCode Module Project... Detach attached FidDb...

Generate Checksum... Populate FidDb from programs...

XLanguage CTlZGhidradD S &l F 2 ERT 3
(5 [E]lxVisual StudioTHRET 2 & HH Y LT L)

64 little
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I\ XA #3 Y &

ARk L7-FidDbZz{E > Tkl ODPDBR L OIRREICEA L TH S
1. &gk L 7=-FidDbAActive’sFid Databases & L TEIRI N T L5 HFEER

4l Select Active Fid Databases

4 CodeBrowser_1: AOT_APP:/AOT TestApp.exe

File Edit Analysis BSim Debugger Graph Navigation Search Select Tools Window Help
== FPRERE d2I1DULFV

Processor Manual

i

+. Function Graph — wmainCRT Startup — 1 vertid P

Function ID b Choose active FidDbs...

Create new empty FidDb...

2. AnalysisZx &7
Analysis—0One Shot—Function ID % &R

Search Select Tools Window Help

ULFVYB- #-%
One Shot

lyze Stack
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IS XA #3

3. Before/After D HEE?.

HY Tz &

s crcni
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I\ XA #3 W E &7 NFLabs.

IDA Pro TV 7 % F ¥ ERT RN

1.  Signature” 7 £ JLVEBICWHER Y — )L (sigmake) D ZE1fg
pattern” 7 4 JL(.pat) &= & %

pattern 7 7 4 JLH signature 7 7 A JL(.sig) & & Bk
signature 7 7 A4 JL D& A

Before/After

R o s n

¥IDA Pro ver.8.3% {#HH
IDA Pro ver.8.4L EIZLLT 2 &8
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https://hex-rays.com/blog/an-overview-of-the-makesig-plugin
https://hex-rays.com/blog/an-overview-of-the-makesig-plugin
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https://hex-rays.com/blog/an-overview-of-the-makesig-plugin
https://hex-rays.com/blog/an-overview-of-the-makesig-plugin
https://hex-rays.com/blog/an-overview-of-the-makesig-plugin
https://hex-rays.com/blog/an-overview-of-the-makesig-plugin
https://hex-rays.com/blog/an-overview-of-the-makesig-plugin
https://hex-rays.com/blog/an-overview-of-the-makesig-plugin
https://hex-rays.com/blog/an-overview-of-the-makesig-plugin

TLP:CLEAR

I\ XA #3 W E &7 NFLabs.

1. Signature” 7 41 JLERICKHESY — )L (sigmake) D ZE(E
Hex-Raystt @ Download centerh msigmakeE WH Y — L Ez X O0— Fd 5
>‘< l\/ly h ex_ r ayS ~ 0) D 7‘ /r \/ 7b§ //\Z\g \DA—-AOT_TestApp.ex'eC:¥User'5¥testuser¥Desktop¥AOT_TestApp¥b\n¥Re\ease¥net8.0¥win—x64¥pubhsh¥AOT_T

File Edit Jump Search View Debugger Lumina Options Windows Help

Xflair ZEIDOM L 7 7 A LDFRIZEENS b e e ——

Select all
Select identifier Shift+Enter

R

Structs

Edit—Plugins—Create PAT from the database

Patch program

2. pattern” 7 4 )L (.pat) LR T
IDA Pro 8.0LU & THh nifpattern 7 7 A LERAD T TS Ha—.
A U HEREHEINT WD, PDBEFRARLAIRETUT FEE. |
DT 774 v xfEVpattern7 7 A IV EE£KRT 3 o

Other

Plugins Quick run plugms Ctrl+3
XRefel

XRefer Alt+8
Universal PE unpacker

Swift

SVD file management Ctrl+Shift+F11
Sample plugin

Shellcode Hashes

Jump to next fixup
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I\ XA #3 FHE

3. pattern”7 7 4 )LD Bsignature 7 7 A JL(.sig) & & Bk
> sigmake.exe AOT_TestApp.pat dotnet8 AOT TestApp.sig
LUTDL I AXAy =R ENTZHEICIETFETH TCollisionszE AT 2HLENLNH 5

dotnet8 AOT TestApp.sig: modules/leaves: 12656/22929, COLLISIONS: 625
See the documentation to learn how to resolve collisions.

A7 ANKICHDexcT77AILE, LULTOBYRET S

. TET%EL’Cm%/\"&—‘/’é@?ﬁ'@“%vyﬁf)vw%éﬁc:+%iaéaL’C:»::<
e FHELTWABANRE—VZBFEANTZEEIEMAD LAV
o 77 AINKEICHDH N OIEE D] %%Jlﬁab’(i»ﬁt D7 7AI%ZimHERY) ALIET B
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I\ XA #3 W E &7 NFLabs.

4. signature” 7 1 JLDE A

¢ ERRENSSigZ FANEIDADA VA —ILT 4L Y FIZHBsig7 ALK
DHEDOBEIELE T A IWNKICANTEL (T —FT 2 F v LI TANLERDEFEETBD
T ool TlEpe 7 # L KITAN D)

« File—Load file—=FLIRT signature file..Z &R L., LIZEKAL 7=sig7 7 1 L%
EIRT 5 Esignature’ @RI NS

¥ IDA - AOT TestApp.exe C:¥Users¥testuser¥Desktop¥AOT TestApp¥bin¥Release¥net8.0¥win-x64¥publish¥AOT TestApp.exe
File Edit Jump Search View Debugger Lumina Options Windows Help
New instance
% Open...

Load file Reload the input file

Produce file

* % Additional binary file...

@ Bi . Shift+D BinDiff results... Ctrl+Shift+6
i Alt+F7 IDS/IDT file...

Shift+F2 PDB file...

Ctrl+W

Ctrl+Shift+

Copyright © 2026 N.F.Laboratories Inc. TLP:CLEAR 49



TLP:CLEAR

I\ XA #3 W E &7 NFLabs.

5. Before/After

.managed : 88880e81480C6FAD

02202001408CEFB1
.managed : 20000081428 BS
.managed : 286802a1488CEFB7
.managed: 600020@1400C6FBA
.managed: 60002001400C6FC1
.managed : 80862881480C6FC3

-managed : 880000@1400CEFCB [r
.managed : 808000@1480C6FCD sub_14@1EE@0R
.managed : 88800081480CEFD2
.managed : 80000881480CEFDS
.managed: 80000281420CEFDE
-managed : 288802@1488CEFDA
.managed: 60002001400C6FDF
-managed: @88620@148@CE6FE2
80000001408CEFET
.managed: 80800001400CEFEA

¥
File Edit Jump Search Vie
fH &+ £ % % @ o L e ~| e @
[

.managed: 820@@BR14@0CEFAD [rbp-6eh], rax
[rbp+10h], rex

, @
rbx, unk_1494Ad2C8
[rbx], bl

) At @

[rex], ecx
sub_l1481FF248@
rsi, rax

3 rax
[rex], ecx

rex, rax
rdx, rbx
[rex], ecx
sub_1401FF46@
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)L T IR AN DEE RN o

VU XRTF Y EEDITIEOHICIE, BMEEVITRTFYERDIZDICHAHLIZ/ XA F YD
TargetFramework®@ /8 — 5 V (NETD/NN— 3 ) —8L TWLWAREHLH 3

TRz b7 7AIILOAR

<Project Sdk="Microsoft.NET.Sdk">
<PropertyGroup>
<OutputType>Exe</OutputType> <l-- EIT Zexe THRE-->
<TargetFramework>net8.0<, TargetFramework> <!-- AOT/SA F VY [CHAAL.NETZA 7 F Y D/N— 3V ZIBE-->
<ImplicitUsings>enable</ImplicitUsings> <l-- using ® B&HEN-->
<PublishAot>True</PublishAot> <!-- AOTEITDORE =B/ MWL-->
<DebugType>portable</DebugType> <!-- PDBEADIEE (& (F EE 5 D Tportablef§E L T ZE Lh-->
<Optimize>True</Optimize> <!-- &BIL =B (BDEBORERENEH > TL 5D TTrueziEE L T I WY)-->
</PropertyGroup>
</Project>
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)L T IR AN DEE RN o

SFECROEGE TV 5 /3 7 U (AOTHESTRRSEexCH X | T, B D.NET
W= a v TERLIEY 7 xFrvZEHL THS

......

NETS.0 NET9.0 NET10.0
(E2S) (UR—LTEBLVHRILEADENS)
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)L T IR AN DEE RN o

Native AOT/NA + U Hh & D H DHER!
¢ NERSQhm= "
 hydrated¥>.managed& WO ZFIDEL 7 a HFELTWS
« DotNetRuntimeDebugHeader& Ly 5 ZEIDExportA FEEL TUWLN 5

\
2 Dat ories [x] .manage 60000020

[ Relo ' -pdata

o\ NER 2 0-210.00D 5 ¢
e DotNetRuntimeDebugHeader& W5 ZEIDExport A FEL TWW 5
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)L T IR AN DEE RN o

HAAENTWBNET/N— 3 » DHER|
e strings% T 5

C:¥Users¥testuser¥Desktop¥AOT_TestApp¥bin¥Release¥net8. 0¥win-x64¥publish>strings AOT_TestApp.exe | Findstr NET

0. NETCoreApp, Version=v8. 0

.NET

ThooSyetom. Text. Json |ibrary is built—in as part of the shared framework in .NET Runtime. The package can be installed when yt¢
.NET 8.0

“nCroar r oworker

.NET Long Running Task

e Ghidra<Truntime versionXFixZSB L TWA Y T7IL—F U ORFAD%FAET 3
. NETA—Y 3V HHBZ BT N—F U AGET 2 \
(PDBZEA L TH 5 & ZNIERhGetRuntimeVersion& {1 2L Y7 IL—F )

1401a7aaa
1401a7aac
1401a7ab2
1401a7ab9
1401a7abe
1401a7ac3
140la7ac?

FUN_14000b130 XREF[1]: FUN_1401a79e0:1401a7abe(c)

14000b130 MOV dword ptr [RCX], 0x6
14000b136 LEA RAX, [s_8.0.22_1407d8220] :
AAn d 2
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N AA LA #4 RN &

VIl gk R RICY 2 TF v 2 EHE L

FRIT A2 B TILiEIH D

« 1E{RA: f5b31bd394e0a3adb6bd175207b8c3ccc51850c8f2ceel149a8421736168el3e
« 181AB: 9726e5c7f9800b36b671b064e89784fb10465210198fbbb75816224e85bd1306
« 181ARC: 2c5d40e2bcbd03c9bbf314b6a18133bbd3ea655e0586deb61bc668d91f7959¢e5

ZIP PW: jsac2026
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I\ XA #4 e

BIRAIC I3 TF vy Z2BHEL TH LD
e NET/ANX—=2 53 DF — .NETS.0.10

8c3ccc51850c8f2ceet149a8421736168e13e.exe

w' CFF Explorer VIII - [f5b31bd394e0a3adb6bd175207b8c3ccc51850c8f2ceet 144

ools  Window Help

File Settings

H @ 5b31bd394e0a3adb6bd 175207b8c
-
Virtual Size
= jﬁle: f5bh31bd394e0a3adbbbd 17!
207b8c3ccc51850c B 2cee114%
8421736168 13e exe
|l Dos Header
2l Nt Headers
=l File Header .managed
2l Optional Header
2l Data Directories [x]
[Z) Section Headers [x] . 00119648 001C
) Export Directory
() Import Directory . .
) Resource Directory 00015D2C 002F0f a pr— XREF[1]:
() Exception Directory : me Z
() Relocation Directory
) Debug Directory Jrsre 00307
() TLS Directory 0030A

00070698

000112F8 002D

Native AOT/NA F+ 1 O EJBEM S V) ' . NETOAS—3 5 VIEREHRE
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I\ XA #4 "N &)

BEAIL IR F Y ZEBBEL THE S

7'/_
« T RxFw DiE

14007 C. FUN_140077al0

1400
14007
14007
140077a

14007

LAB_140077ab5
140077a

140077ab

DAT_1401

o T HYDNT-L D
e s Plos S——== - e & A DB -

140077ad3 41

1400774
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B GRvaofz AldrmmiaB, Cle 592 iy &

param 2,undefined

3 P Corelib System Convert FromBase64Stringl();

FUN 1800732c30(uVarl,param Z,param 3);

o

\ =

1=

S P CorelLib System Text UTF8Encoding();

1801>feabr:Method 15(*(Class 18015f6a8
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8 param 3]
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2L\ |/ —— W/ NFLabs.
HIFEK 6D

e Native AGHTI 0 01 > 28 JU ST BRI S = 1 DI D /R ET O
IRAIINENT=NA T OB AERITRELELR S

WAYS L. iﬁgwﬁ 7477U#aiﬂ%t@ Yo s
?y%ﬁgtl H—F&ZROI— K EDDEENF

->7i?v%ﬁﬁbfﬁﬁﬁﬁwﬂ4fu_ B L 7:
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CLEAR
¥ NFLabs.

g

TLP

W

1me-~

~Break T

0 ot

60

:CLEAR

TLP
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Re:birth the fidb:
Reverse Engineering the NET AOT Malware
section #2
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(j: L“/&D(: W/ NFLabs.

o 377 NI OO sy b IE/ETNEO R S T R R )
B L (E R L7

o LS 77 AADZ e C D& ST ST
O — R DRIFEEEAMEL

s TNV TEITICE > TXFNI T2 IUADZRE=ETI ST L
IFRIBETEDY . BITIEABWFHEL DD D)
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(j: L‘\/&D(: W/ NFLabs.

o LR DL [IL StringZl QA AT S G { 3 XY
uhk XXX V5T bW, "HelloWetldl™s & @ 3257 H B =R
[ DENB IS 72

s =
13 | .managed: 00000001400D26EC
class Program .managed:00000001400D26EC loc_ 149@D26EC:
e g .managed:00000001400D26EC cmp [rex], cl
{ .managed:00000001400D26EE mov edx,
. . . . -managed:08000001400D26F3 mov r8d,
tatic void Ma 1n'|: Stf"'-f'lg [ ] args ) .managed :00000001400D26F9 call S P Corelib System Threading Thread SetApartmentState @

.managed : 00000001400D26FE call S P Corelib Internal Runtime CompilerHelpers StartupCodeHelpers RunModul
.managed:00000001400D2703 call sub_1400B5F78

= LN

Console.WriteLine("Hello, world!™); .managed : 00000001400D2708 lea rcx, unk_1400EBEBO
.managed:00000001400D270F call sub_ 1400/ 21A0
} .managed:00P00A01400D2714 call sub_140095400
} .managed:0000000140002719 call S_P_Corelib_System_AppContext_ OnProcessExit
.managed :00000001400D271E lea rbx, unk 1480F63A0
.managed :00000001400D2725 cmp gword ptr [rbx-8],
.managed :00000001400D272A jnz short loc_1480D2741
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(j: L\\/&D(: W/ NFLabs.

Y

e Unk XXXDZSBBI ILETR ICHER{L = 1 5 7815,

=g ] = Hesx View—1 ] 7] Structures ] = | Enurms ] & Irmports %/

® hydrated:00000001400EBEAC db b =

®* hydrated:00000001400EBEAD db =

®  hydrated:20000001400EBEAE db ?;

® hydrated:00000001400EBEAF db i

*  hydrated:00000001400EBEB® unk_1400EBEB® db ?; ; DATA XREF: RhEnableFinalization(void)to

hydrated: 00000001400EBEBO ; _ managed_ Main+D8To

® hydrated:00000001400EBEB1 db =

®  hydrated:20000001400EBEB2 db ?;

® hydrated:00000001400EBEB3 db =

*  hydrated:20000001400EBEBA db =

®  hydrated:00000001400EBEBS db ?

® hydrated:00000001400EBEBG db =

®  hydrated:00000001400EBEBT db ?;

® hydrated:00000001400EBEBS db =

®* hydrated:00000001400EBEBS db =

®  hydrated:00000001460EBEBA db ?

® hydrated:00000001400EBEBB db =

®*  hydrated:00000001400EBEBC db ?;

® hydrated:00000001400EBEBD db =

* hydrated:00000001400EBEBE db =

®  hydrated:20000001400EBEBF db ?;

® hydrated:00000001400EBECS db =

®  hydrated:90000001400EBECL db ?;

®  hydrated:00000001400EBEC2 db ?

® hydrated:00000001400EBEC3 db o

®  hydrated:90000001400EBECA db ?;

® hydrated:00000001400EBECS db =

L]

UNENOWN 00000001400EBEBO: hydrated:unk 1400EBEBO (Synchronized with Hex View-1)
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(j: L“/&D(: W/ NFLabs.

e Kt 3 Tl Native AOTD O > /3 A JLE DB 45 ENE
(7 — & DhydrateZs £) OBIE#ZF N, FFRIET O AR 4E % [ L
H5FEEHEHIT S

e ATV 2T hDART —RFEZTZNICERL., VY RILEBEY = LT
AGhidraZZ 74 v DERALEEZEEKT 5
« X Native AOTOENERERIZNET 8 X—X & L TW3
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S50+ A C L DEEATHEER D LR PN

FUN_140158a20 (&DAT_1
&dn u_C

&dn u W

FUN_140158a20 (&DAT_140]
= FUN_140158a20 (&DRT 14 - B

= FUN_140158a20 (&DAT_14
FUN_140158a20 (&DAT_1
FUN_140158a20 (&DAT_1
FUN_140158a20 (&DAT 1
FUN_140158a20 (&DAT 14017

&dn_u_ GetThreadCon
FUN_140158a20 (&D2T_14

&dn_u
FUM_140158a20 (&DRT_14

|

FUN_ 140158220 (&DAT 1
if (*(int *) (local_ + 8) '=0) {

local_ce = *(uint *) (local_ ]

local_aB = 07
100 if (*{short *)(local_ 148 + 0x10) == Ox5a4d) {
101 if (local_cc < *(uint *) (local_148 + 8)) {
102 1lvar® = local 148 + 0xl10 + (ulonglong)local
102 . 14 = *(uint *) (1Var9 + 0x28); &dn_u Wowb4SetThreadContext_1
104 uvarl #(ulonglong *) (LVarS + 0x30); if (*(int *) (local 148 + 8)
105 avarls *(uint *) (1Var9 + 0xS0 local_cc = *{uint *) (local 1

106 uVarl7 = *(uint *) (LVar9 + local af =

FUN_140158a20 (&DAT 14

1na AE klohews k) {1oma]l 1A 10 = A3

C¢ Decompile: FUN 140077dc0 X oAl Defined Strings X 1 Functions X C; Decompile: FUN 140077dc0 | 5 Defined Strings X | Functions X
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J S04 2ERIC K DERTFERODLEE ™™

= FUN_140158a20 (&DAT_ 14017ac40, &dn_u kernel32.d11_ 14017&0de,
&dr, \»- Crea sProg¢ zssd 1a) e 3 |7
I €8 N N 1L == L] 14C L760dc,
a’ _u Wri* _Srot s8seem 4y [uIXTA- " [;
FUN 140158a20 (&DAT_ 14017ac80, &dn u kernel32.dll 1401760dc,

&—. ru Getun madleumas sxv_1%016650c) ;

FUN_140158a20 (§DAT 14017ac40, §DAT 140176040, &DAT 140164750) ;
= FUN_140158a20 (§DAT //4A17==%), & 114017 30.\), &DA7 140174520
FUN_140158a20 (&DAT| 140177 /90, §DAY /14< (77 /40,5 4 b 14016F d

0
o _ > - 5 > M, (401 9 20 (&LAT & 4077 -bB, &o., u ke mel32.d11 1401760dc,
FUN 140158a20 (&DAT .'4C7 racb8, &7 «T 1407 (60d0, &DZ * 140.6c850 _ - - =
= = = = &dn u SetThreadContext 14016cB85c);
FUN 140158a20 (&DAT 14017ace0, &DAT 140176040, &DAT 14016clS8 S -

)

|

)
FUN 140158420 (8DAT 140172d08, EDAT 140176618, EDAT 14 0169960: = FUN_140158a20 (&DAT 14017acel,&dn u kernel32.dll 1401760dc, &dn u ResumeThread 14(

)

)

)

I
r
r
r

0

FUN_140158a20 (&DAT 14017ad30, &DAT 1401760d0, &DAT 1401740c8) ;
FUN_140158a20 (&DAT 14017ad58, &DAT 1401760d0, &DAT 14017452
o FUN_140158a20 (&DAT 14017ad80, &DAT 1401760d0, &DAT 140174560
f (*(int *) (local 148 + 8) !=0) {
local_cc = * (uint *) (local_148 + Ox4c);
local aB = 0;
100 if (*({short *)(local_ 148 + 0x10) == Ox5a4d) {
101 if (local _cc < *(uint *) (local_ 148 + 8)) {
102 1lVar® = local 148 + 0x10 + (ulonglong)local cc;
102 . = *(uint *)(1Var9 + 0x28); &dn u Wowb4SetThreadContext 14017456c);
104 uVarl4 = *(ulonglong *) (1VarS + 0x30); AE (Plame =) @ezml il = 6) =) 4
105 uvarlS = *(uint *) (1VarS + 0x50); lemnl ez = ©(EmE o) (Ceeml_eE & Oxde)s
106 uvarl? = *(uint *) (lVarS + 0x54); e, S

|H
FUN_140158a20 (&DAT 14017ad08,&dn u ntdll.dll 140176624,

0

0

[

(-J
o

r

e

&dn_u NtUmmapViewOfSection 1401€55ec);
FUN_140158a20 (&DAT_14017ad30, &dn u kernel32.d1ll 14017€0dc,

&n:h'__u_*\?irtual}-\ll-:\cEx_l4_ 01740d4) ;
FUN_140158a20 (&DAT_ 14017ad58, &dn u kernel32.dll 14017€0dc,

&dn u Wow64GetThreadContext 14017452c);
FUN_140158a20 (&DAT_ 14017ad80, &dn u kernel32.dll 140176€0dc,

1TNG AfF ik fohemrtr *) (1ol 140 4 Omel0) == NS4 T

C¢ Decompile: FUN 140077dc0 * oAl Defined Strings X 8 Functions X C; Decompile: FUN 140077dc0 | 5% Defined Strings X | 8 Functions X
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Native AOT 7 NFLabs.

Native @OT € 7.7 5 Ler 3 > 25490 a8

« AN IIPAF OEUSE T A AR T — X ia e 1 7 b (Frazen Object)z T
L 7T/ A F U RIZIKINS 5 (Dehydrate)

» 70T 7 LRI, NMFUROEMT — L ERETHI LT X 4T —
XXF 7T b~ADSRB%EETT % (Rehydrate)

ARTFT—R L BEUEEDS\TableZ % B4 5 Method Table

Frozen Object;: AV /S WESICER S NDENLEF TPz 2 M A X T—2 LR, ERELT:
REETNA F Y ICECEEIN D)
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Native AOT

RTHICET BT -2 DR

‘ managed code ‘

DehydratedData

7‘5‘5’5 EH
Copy

Zero Fill

o B i PtrReloc

7’07 2 LZ=1TH]

Copyright © 2026 N.F.Laboratories Inc.

3 (Rehydrate) 7EE XD A X —

managed code

TLP:CLEAR
W/ NFLabs.

-----------------------------------------------------------------

Method Tables

W
B

A

P

Frozen Objects |&

T — 2 EH

DehydratedData I

J A7 7 AZE{TH
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G adyT()Run &/ NFLabs.

Native AOT/N 4 + U NI IZReadyToRun~y X —A'& 5

FITFICIZI TR A LDOA—FARACOE I g v EREICART — X% EH

ReadyToRun Header(A X —3)
Signature(“RTR")

*
*
*
*
*
*
*
*
*
*
*
*
*
“
* - L]
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
“
*

%O

Minor Version

ReadyToRun Header Flags
: NumberOfSections

FrozenObjectRegion EntrySize
EntryType
DehydrateData (Bt s g

Copyright © 2026 N.F.Laboratories Inc. TLP:CLEAR /1



W
&

AN e = = LT AR Ak e , TLP:CLEAR
0 | ol S §7 NFLabs.

= a\_ :

{ e = eE |
ReadyT@Run/\ ‘/ ﬁ @E‘FGD%I S I* ") 0) 0)’1 27h'DehydratedData% 1

Ly )_‘f”ﬁéﬁ%f:; — 2%

thyd rated Data® 7 — 2 I

- _
3 A.
< i
Q

*
.
.
.
.
.
.
.
.
.
*
4 *
* .
A
.
Ad
.
.
A d
.
.
A d
.
.
.
.
“
*

e N TERES BN D 2 T C Ry

“
‘e
.
.
‘e
.
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7 NFLabs.
ReadyToRun %

iiill”iii”l' ||'iIli"ﬁfiiiﬂ:ﬁilllllilllater\nJ_.._qL‘\ 2 i A e /o 24 2073
// NativeAOT ReadyToRun sections

[

StringTable = 200, // Unused R ALY —XROA—F
GCStaticRegion = 201, TN R N —
ThreadStaticRegion = 202, =5 H CRAZ g e DiE
// Unused = 203, %5%

TypeManagerIndirection = 204,
EagerCctor = 205,
FrozenObjectRegion = 206,
DehydratedData = 207,

. ThreadStaticOffsetRegion = lﬂEJ

W // 209 is unused - it was used by ThreadStaticGCDescRegion
i~ // 210 is unused - it was used by ThreadStaticIndex

// 211 is unused - it was used by LoopHijackFlag
ImportAddressTables = 212,

ModuleInitializerList = 213,

.

e “,ht’t'b‘s://github.com/dotnet/runtime/blob/main/src/coreclr/tooIs/Commo
DehydrateData n/Internal/Runtime/ModuleHeaders.cs

Copyright © 2026 N.F.Laboratories Inc. TLP:CLEAR /3


https://github.com/dotnet/runtime/blob/main/src/coreclr/tools/Common/Internal/Runtime/ModuleHeaders.cs
https://github.com/dotnet/runtime/blob/main/src/coreclr/tools/Common/Internal/Runtime/ModuleHeaders.cs

TLP:CLEAR

Dehydrate/Rehydrate W NF Labs.

DehydratedDatatz 7 2 3 > dStart pointer(offset0x08) A #6 9 5E IS EMES ML 7c
T—XOEBAAI—FAEMINTLS

RVA
Command+payload
SectionType(207(0xCF)) Command+payload Sl
Flag Command+payload
Start pointer
End pointer
Al A%
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'Dehydrate/Rehydrate o M A ) ire

. BB T — Flfcommand DiELE & Command?— A (payload) h LB S 1L

+ payload DR E &2 & - THERDT — & BE

https://github.com/dotnet/runtime/blob/main/src/coreclr/tools/Common/Internal/Runtime/DehydratedData.cs
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TLP:CLEAR

Dehydrate/Rehydrate a s

Tra—b+FAaYy 7 DEZEHI(DehydratedData.cs & Y k)

43 public static int Encode(int command, int commandData, byte[] buffer)

45 Debug . Assert((command & DehydratedDataCommandMask) — command);
41 int remainingData = commandData - MaxShortPayload;

- iT (remainingData == 0)

18 {
49 buffer[0] = EncodeShort({command, commandData);
: return 1;
51 }
int numExtraBytes = 0; F—RXEICISLCE-AZERETZO—F

54 for (; remainingData !'= 0; remaininglata >>= 8)
b5 buffer[++numExtraBytes] = (byte)remainingData;
i (numExtraBytes > MaxExtraPayloadBytes)
throw new InvalidOperationException(); decoder can only decode this many extra bytes

buffer[0] = (byte)(command | ((MaxShortPayload + numExtraBytes) << DehydratedDataCommandPayloadShift));
return 1 + numExtraBytes;

61 1
© https://github.com/dotnet/runtime/blob/main/src/coreclr/tools/Common/Internal/Runtime/DehydratedData.cs
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TLP:CLEAR
W/ NFLabs.

Dehydrate/Rehydrate

e TNYHICEBTZ XA LOT—XERWED L —X
e RehydrateDatad’ X X T — X BT 2R EL B IL—F

SAMANaQETU .. yuYw sl L F ZO0RJAW I Aca I Ly L1 UpTUUIITVGD _ JU ]

.managed:B8007FF798A5AD99 lea r8, [rbp+6oBh+var 48]
.managed:@@007FF798A5AD9D mov edx, OCFh
.managed:@@007FF798A5ADA2 call RhpGetModuleSection
.managed:@0007FF798A5ADAT test rax, rax
.managed:@@007FF798A5ADAA jz short loc 7FF798A5ADB7

s 5=

.managed:000@7FF798A5ADAC mov rcx, rax

.managed:000Q7FF798A5ADAF mov edx, [rbp+6@h+var 48]

.managed:00007FF798A5ADB2 call 5 P Corelib Internal Runtime CompilerHelpers StartupCodeHelpers RehydrateData

.managed:88887FF798A5ADBY

.managed:808@7FF798A5ADB7 loc_ 7FF798A5ADBY:
.managed:@@@@7FF798A5ADB7 mov edx, [rbp+66h+var 3C]
.managed:@0007FF798A5ADBA lea ecx, [rdx+1]
.managed:@00@7FF798A5ADBD movsxd rdx, edx
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Dehydrate/Rehydrate

« Dehydrated Datad4ciElbyteh b apmDIEFE A HAIT 2O v 7

- *  .rdata:00007FF61D7BDB33 db @FFh
P - mand O B * .rdata:00007FF61D70DB34 db A1lh
.managed: @00A7FF61D675D4¢ L 5
.managed:@00A7FF61D675D4S 1oz FEFSADETEDAL: - Pdata _ EIEIEIEI?FF&]'D?BDE?’S db
.managed: 800A7FF61D675045 movzx  rldd, byte ptr [rsi] b
.managed:00007FF61D675D4A mov r8d, rldd -
.managed:00007FF61D675D41) and r8d, 111b
.managed:00@R7FF61D675D51 sar ridd, 3 [ ]
.managed:00007FF61D675D55 lea ecx, [rl4-1Ch]
.managed:00007FF61D675D59 test ecx, ecx -
.managed:P0RA7FF61D675D5B jle short loc_7FF61D675D8A -

[ ]

M=
.managed:P0RA7FFA61D675D5D inc rsi *
.managed:00007FF61D675D60 movzx  rldd, byte ptr [rsi] - _
_managed:@00@7FF61D675D64 cmp ecx, 1 .rdata:00007FF61D70DE3D db AABh
.managed:P0RA7FF61D675D67 jle short loc_7FF61D675D86 - {:F:Ih

.rdata:00007FF61D70DB3E db
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TLP:CLEAR
7 NFLabs.

8 D I (Switch-Case)

S P Corelib_Internal Runtime CompilerHelpers StartupCod

0XB)DF v

x+r8*4]

S P CorelLib_Internal Runtime CompilerHelpers StartupCod

; jumptable 00@O7FF61D675DAF case @

/—\/_\ » —_— ﬁ » I
e ip%5 3 — F(command)IZED <K, 43

.managed:@0007FF61D675D8A loc 7FF61D675D8A: ; CODE XREF:

* _managed:00007FF61D675D8/A inc rsi

* _managed:00007FF61D675D8D cmp rid, ; switch 6 cases

- .managed:@00B7FF61D675D9 ja def 7FF61D675DAF

* _managed:@0@07FF61D675D97 wov 04, rod Command(0x0~

* _managed:00007FF61D675D9A lea rcx, jpt 7FF61D675DAF

*  _managed:@00@7FF61D675DA1 mov ecx, ds:(jpt_7FF61D675DAF - 7FF61D70D@58h)[rc

* _managed:000@7FF61D675DAS lea rdx, loc_7FF61D675D2A
.managed:@00R7FF61D675DA5
.managed:@00R7FF61D675DA5

* _managed:00007FF61D675DAC add rcx, rdx

* _managed:00007FF61D675DAF jmp rcx ; switch jump
.managed : @@0A7FF61D675DB1
.managed : 00BA7FF61D675DB1
.managed : 90BO7FF61D675DB1 loc 7FF61D675DB1: ; CODE XREF:
.managed : 90BO7FF61D675DB1

*  _managed:@@007FFo1D675DB1 cmp rldd,

*  .managed:@0007FF61D675DBS jge short loc 7FF61D675DD8

*  .managed:@0007FF61D675DB7 movzx  r8d, byte ptr [rsi]

* _managed:00007FF61D675DEE mov [rbx], r8b

* _managed:00007FF61D675DBE cmp rl14d,

* _managed:00007FF61D675DC2 jle short loc 7FF61D675E22

Copyright © 2026 N.F.Laboratories Inc.
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Dehydrate/Rehydrate

- 5 (CopyDHH)
48 | EO | FF | FF | FF | FF | FF | FF|FF | 08

DehydratedData® JciE1byte Z BX V) HHT

TI3bitxaS I — K& L THE.
0x48 and 0x07 — 0x00
bbbt By E=e
0x48 sar 0x03 — 0x09

Copyright © 2026 N.F.Laboratories Inc.
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Case0(0x00) == Copy

0x9 == 9bytes

I bhb,. 2bytesBUREDINA F %
hydratet 7 > 3 VHEEICERT 5. &LV D
SR (273 B

TLP:CLEAR = 80



‘ g N ¥ . = : A & e “ i S " TLP:CLEAR

b

S

A

gil=7

!h ® a8 e

%lﬁe?@l Data( rdata—r)b‘bhydgr

‘hl &

"93/«@? R ER
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 5](Zero FillDE4E)

DehydratedData® 5cEE1byte & B Y Hd,

TL3bitztpms & I35 &,
0x21 and Ox7 — 0x01
bbbt By E=e
0x21 sar 3 — 0x04

Copyright © 2026 N.F.Laboratories Inc.
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Casel(0x01) == Zero Fill

Dd = —— dbytesyy

d b, hydratet 7S 3 v %484 ko,
TEReHn s LV AEIZR S,

(131 FDEEh B, dbyter DT —X
alB BT E S5
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i’ P di e Lok - AR TR 7 NFLabs.
«Dehvdrate/fRehydragesss salE G g« . %%
} % - y Y o ;M::\' f ga : % ,,e:; -_f{. ,: e »:.—_i_-f'""'; %5 <,~' ; X .
/ / o § = 4 A i ' : ‘

e

&

el (Z&ro Filldl' =

y "1‘ !'.b

e h drate%%@%“/ -3 /@Fﬁmwu

(A%
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Dehydrate/Rehydrate a s

« BIRAYIC. hydratet 7 > 3 >~ IZl&Method Table’>Frozen Object?: & A ECE
M3

o I\/Iethod Table(Z i?*”d)@*ﬁ)@ﬁ%x Method Table~dD R A > & Vtable
DIFRNASEN TS

_uFlags Method Table®
AEY LOBEEAN A=

_uBaseSize
_relatedType

uFlags|3 B D&% CEitE | SRS
_usNumVtableSlots _UFlagsidBlof@EaxdTEY b 74 i

_usNumlinterfaces relatedTypelzi8 2 5 X DMT~AD KA > &
_uHashCode
VtableSlots VtableSlots|Z (£ usNumVtableSlotsD# 7=+ D
| RAE Ay B
nterface
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hydratetz, 8 145 BB | A A

Method Table

_relatedType

hydratetz 7 > 3 > EICIZETT I NI EE DMethod TableA
e L CTERESI N5

Copyright © 2026 N.F.Laboratories Inc.
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System.Objectd® Method Table

P _uFlags(0x50000000)

_relatedType(=0)
_usNumVtableSlots(=3)
_usNumlnterfaces(=0)

relatedTypeD DFHDOMTH DD 5
relatedType%&ill 5 & & TERAAERIIC
System.Object®OMTIZEE L. MT DR
EROEMNRZBIETE S
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Dehydrate/Rehydrate

hydratetz, 8 145 BB | A A

| MT

EINTLNNG,

I Frozen Object I

I Frozen Object

Frozen Objectd [EIHERICIETTEINT
hydratet 7> a VIAANEERBE S LS
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System.Stringd Method Table

<
g
5
5
o

_relatedType
Method Table

Length
“H”
“e"
| RehydratelZ & W), 3XF % DFrozen Object
| bhydratet 7> 3 VICERREAIND
o BRINI-XFEINFT7 7 MIFET 3
2 B (System.String) DM T % {1 F
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Dehydrate/Rehydrate RN Foks:

System.string® Method Table

2 a > ANDFrozen ObjectD$E1g 1Z XX F 51| A
7 kLA T RHASR

Jectd) R (E ReadyToRunT4 B @

7‘~/ = /ODIEIF;FF%&’%E’?I YBECRENT WD

UNENOWN 00007FF61D6ABEBC: hydrated:aHelloWorld (Synchronized with RIP)]

| Frozen Object |

e

e

“l"

1] ”

0
NUL
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Ghidra 7 521 > §7 NFLabs.

EAMRRRIIEBINT., TAR T Z2WEHE X2 -5 ILADTA v
AN PHEENTULWA WD, JXFIBRAFTRSINTWLERL, TNzl
TOEBMAT A 0™  (Ghidra)z £ 2 &.& @8 FIlENT (T 2y 75217) &6
F iR~ FZ28NICERT 288D CE 5,

« Ghidra .NET Native AOT Analyzer Plugin
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 Native AOT

« https://learn.microsoft.com/en-us/dotnet/core/deploying/native-
aot/?tabs=windows%2Cnet8

o GitHub =dotnet/runtime: .NET is a cross-platform runtime for cloud, mobile, desktop,
and ol apps.
« Malware

 |IBM X-Force:Threat Analysis: Quirkyl.oader - A new malware loader delivering
infostealers and RATs | IBM

« Booking.com Phishing Campaign Targeting Hotels and Customers - Sekoia.io Blog

« Impersonated GenAl Site Lures Victims to Infostealer Download - Check Point
Research

s A %
o https://github.com/Washil337/ghidra-nativeaot
« https://blog.washi.dev/posts/recovering-nativeaot-metadata/
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