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Key takeaway

A.NET Native AOT

A
A
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A.NET (Managed vs Native AOT)

AGhidra IDA Pro
A( 19.%)

A
A
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Native AOT

IBNE - Force Threat Analysis: QuirkyLoader - A new malware loader

deligtering irfestesders andRATs | IBM H&
IBM X-Force Threat

hA

, . Phishing Campaigns “I Paid lwice” Targeting
Analysis: QuirkyLoader - A Booking.com Hotels ané Customers;
new malware loader

delivering infostealers and

RATS THE STING OF FAKE KLING: FACEBOOK MALVERTISING LURES
VICTIMS TO FAKE Al GENERATION WEBSITE

May 20, 2025

Research by: Jaromir Hor¥jéi (@JaromirHorejsi)
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https://blog.sekoia.io/phishing-campaigns-i-paid-twice-targeting-booking-com-hotels-and-customers/
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https://blog.sekoia.io/phishing-campaigns-i-paid-twice-targeting-booking-com-hotels-and-customers/
https://www.ibm.com/think/x-force/ibm-x-force-threat-analysis-quirkyloader
https://www.ibm.com/think/x-force/ibm-x-force-threat-analysis-quirkyloader
https://www.ibm.com/think/x-force/ibm-x-force-threat-analysis-quirkyloader
https://www.ibm.com/think/x-force/ibm-x-force-threat-analysis-quirkyloader
https://www.ibm.com/think/x-force/ibm-x-force-threat-analysis-quirkyloader
https://www.ibm.com/think/x-force/ibm-x-force-threat-analysis-quirkyloader
https://www.ibm.com/think/x-force/ibm-x-force-threat-analysis-quirkyloader
https://research.checkpoint.com/2025/impersonated-kling-ai-site-installs-malware/
https://research.checkpoint.com/2025/impersonated-kling-ai-site-installs-malware/
https://research.checkpoint.com/2025/impersonated-kling-ai-site-installs-malware/
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In
v

Native AOT

Users expecting to preview their generated video instead unknowingly launched a loader. In several instances, this executable

utilized .NET Native AOT [Ahead-0f-Time) Compilation to complicate analysis and evade many traditional detection techniques. Once

Impersonated GenAl Site Lures Victims to Infostealer Download - - Check Point Research
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https://research.checkpoint.com/2025/impersonated-kling-ai-site-installs-malware/
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ANET(C# )

A IL( )
dnSpy/ dnSpyEx ILSpy
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source code »> MSIL,IL > Native code

Just-In-Time

C# Compilation Compilation
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IL 8806: nop
IL @001: ldstr "Hello, World!"

IL 8006: call wvoid [mscorlib]System.Console: :Writeline(string)
IL 8@8b: nop
IL @88c: ret

L LT | IIFI ICALISFN N
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o w X Program

a 19 [STAThread] -

%? ?ublic static bool Main(bytel] inPBY 15 rkAvmaxpoMOwYCURzu250t 3Hdj 806 ZRJFNDZc, =trinz PL1bcjp¥G9oaHr5WEexwSZam0tBy | dR3vnCOY27 i fUQs)
22 bool flas?;
RN
25 bool flag = | sts("Ci¥¥Program Fi les¥¥AYAST Software™) || Exists(T:¥¥Program Files (x86)Y¥¥AVAST Software™) || Frocess.GetProcessesByMame

. BullGuard . =0 || Process.GetProcessesBubame(” anuard . = 0 || Process.GetProcessesBytame! "druweb™) . =0 || Process.GetProcessesBylame

(Tvssery), U || Process.GetProcessesByblame ("AYGUI ™) .Length 1= 0 || Process.GetProcessesByName("bdagent ™). =0 || Process.GetProcessesBylame

("odscanui ). =0 || Process.GetProcessesBublane("hdred|ire™). =0 | Ldetectwd();

i[f (flag)
try

[
HEFASTCinPBY 15 rkAymaxpolOwYCUhzu2 30t 3Hdj 806 7RJFND7c, PL1bcjp¥GdoaHrbWEexwSZam0tBy | dR3wnCOY27 ifUls);

return 1 rue;

%atch
return false;

Taces
)13

flag? = false;
0000¢ catch
00600 {
- boo flag? = false;
@060 return flag?;
1g) 1 v

T e e e [ P S0 CalialeCal SO Salal Cad P [
] T DD —0 D OO0 T ] e D [ o QD OD 1T

dint, u A8 Teken: DxOB000007 RIN: 2 RWA: 0=00002128 File Dffzet: 000000378
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AReady To Run

A IL

AAOT(Ahead-Of-Time)
ANET I
A
AILSpy IL
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M | Spy
File View Window Help

® ‘ﬁ- @‘ (Default) v ¥u | v 92| ReadyToRun v

@ ®
Assembli|s s e e L e ]il Main() : void
—Dﬂ test (0.0.0.0, NETFramework, v4.7.2)
2-001 testR2R (1.0.0.0, NETCoreApp, v8.0)
ﬁ,_@ Metadata PBE0BR0000RA1786 ABB3EC28 sub rsp,28h
[+ Debug Metadata (Fr rtable PDB
é_% Ref ug Metadata (from portable PDE) 0000000A000A1784 A33BAD35096000 mov rox, [rel 20Coh]
L0 SIETEnces 00000PBAOPEA17SE 483809 mov rex, [rex]
B2 AB00EBRE00RA178E FF15246096000 call gword [rel 20B8h]
—% <Module =
ﬂ—‘fb Program 0PPERAEEEERE1794 90 nop
— ¥ Base Types PP0EPNORRRRA1795 4883C428 add rsp,28h
@- & Derived Types #00oeRREERRE1799 C3 ret
@ .ctor()
—Dﬂ dumped
:ll—r:lﬂ
—Dﬂ
:ll—r:lﬂ
—Dﬂ
—Dﬂ
a-0o
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AReady To Run

AlL

AlL
-> R2R stomping

A https://www.virusbulletin.com/uploads/pdf/conference/vb2023/pa
pers/R2R -stomping - are-you-ready-to-run.pdf
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https://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/R2R-stomping-are-you-ready-to-run.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/R2R-stomping-are-you-ready-to-run.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/R2R-stomping-are-you-ready-to-run.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/R2R-stomping-are-you-ready-to-run.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/R2R-stomping-are-you-ready-to-run.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/R2R-stomping-are-you-ready-to-run.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/R2R-stomping-are-you-ready-to-run.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/R2R-stomping-are-you-ready-to-run.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/R2R-stomping-are-you-ready-to-run.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/R2R-stomping-are-you-ready-to-run.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/R2R-stomping-are-you-ready-to-run.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/R2R-stomping-are-you-ready-to-run.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/R2R-stomping-are-you-ready-to-run.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/R2R-stomping-are-you-ready-to-run.pdf
https://www.virusbulletin.com/uploads/pdf/conference/vb2023/papers/R2R-stomping-are-you-ready-to-run.pdf
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11
12 void Program.Main()
13 Handle: ©@x©6000001
14 Rid: 1
15 EntryPointRuntimeFunctionId: ©
16 Number of RuntimeFunctions: 1
17 Number of fixups: 1
18 TableIndex 6, Offset @0€0: "Hello, World!"™ (STRING_HANDLE)
19
20 void Program.Main()
21 Id: ©

22 StartAddress: @xeeeel1786
Pk Size: 26 bytes
24 UnwindRVA: ©xeeeel7le

25 Version: 1

26 Flags: exe3 EHANDLER UHANDLER

27 SizeOfProlog: exeee4

28 CountOfUnwindCodes: 1

29 FrameRegister: None RZRDump

30 FrameOffset: exe

31 PersonalityRVA: ex17A4

32 UnwindCode[@]: CodeOffset @x0004 FrameOffset ©xe000 NextOffset @xe Op 40
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ANative AOT (Ahead - Of-Time)
A
ANative AOT

A .NET runtime
(JIT )

A.NET 7
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ANative AOT
A
( )
Ahydrate/.managed
ADotNetRuntimeDebugHeader (Export )

VirtualAd... VirtualSize RawAddre... RawSize PtrToRelocs PtrToLine... NumOfRe.. NumbOfL... Characteri...

00001000 0006F1C8 00000400 0006F200 0 00000000 0000 0000 60000020

0010F000 000D9C00
00178000 00145C00
00189000 00147000

00152A00
00153200
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ANative AOT
A dnspy IL

AC++
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Erums x| Imports

rdx, jpt_1800B6CBO

edx, ds:(jpt_1800B6CBO - 18013F138h)[rdx+rcx*4]
r9, loc_1800B6C55

rdx, ro

rdx ; switch jump

def 1300B6CEA: ; jumptable 90000001800B6CBA default case, case 1 loc_1309B6CE2: ; jumptable @000P2A130QB6CER case 2
lea rcx, [rbp-46h] rex, rsi

[rsp+88h+var_68], rcx rdx, rl3

rcx, rdi rod, ebx

rdx, rld réd, réd

r8, rl3 sub_186@C95A0

r9d, ebx rcx, unk_18610A280

sub_1362B6580 edx,
ebx, eax sub_18600a1F48
r15, ris dword ptr [rax+18h],
short loc_1800B6D36 edx, [rax+1eh]
ecx, [rdx+4]
réd, ecx
[rax+14h], r8d
ecx,
ecx, edx
edx, ecx
[rax+18h], edx
eax, rl2d

ecx
r12d, [rax+
loc_186@B6CT6

80.00% (—40,1304) (654,33) 0O00BS5268 00000001800B6CE8: chgwszumatgedvykjpnbrx+48 | (Synchronized with Hex View-1)
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Ready to Run
(ACT)

source code

MNative AOT

MSIL,IL > Native code
C# Compilation slizaliel e
Compilation
MSIL,IL r g Native code
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A
ANative AOT

A

AGhidra IDA Pro
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AGhidra: Function ID

A https://github.com/NationalSecurityAgency/ghidral/tree/master/Ghidra/
Features/FunctionlD/src/main/doc

A
A

To o To T
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https://github.com/NationalSecurityAgency/ghidra/tree/master/Ghidra/Features/FunctionID/src/main/doc
https://github.com/NationalSecurityAgency/ghidra/tree/master/Ghidra/Features/FunctionID/src/main/doc
https://github.com/NationalSecurityAgency/ghidra/tree/master/Ghidra/Features/FunctionID/src/main/doc
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AGhidra: Function ID Plug -in
A FunctionID (.fidb)

A

AChoose active FidDbs
ACreate new empty FidDb

A Attach existing FidDb
ADetach attached FidDb
APopulate FidDb from programs
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Ghldl’a\ 7 NFLabs.

AGhidra: Function ID Plug -in

A
if
2. Ghidra Auto Analyze(PDB )
3. Function ID FidDb (.fidb)
4. Populate FidDb from programs
5. S EIgRD Analyzer
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, FID DbViewer dotret—naot—-8019—win—84 fidb

Domain Path ID

OxdH -l" | [ [ a ad. ] £ L i i [
(3327809622574 b O] ffefBabbdb93fda Ox12 O] e4b8e39 od22 <934 0x33278092d 5860 (033278096226 70 01402 c1 afd 0x33278093007TH/E7b  Ox

b 14

1
1
1
1
1
1
1
1
Ox1
Ox1
1
1
1
1
1
1
1
1
1
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Ghidra & NFLabs.

Function ID Analyzer Function ID Analyzer

(undefined4 param 1l,undefin aram wmain (undefined4 param 1,undefin
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AIDA Pro: FLIRT(Fast Library Identification and Recognition
Technology)
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https://docs.hex-rays.com/user-guide/signatures/flirt
https://docs.hex-rays.com/user-guide/signatures/flirt
https://docs.hex-rays.com/user-guide/signatures/flirt
https://docs.hex-rays.com/user-guide/signatures/flirt
https://docs.hex-rays.com/user-guide/signatures/flirt
https://docs.hex-rays.com/user-guide/signatures/flirt

IDA Pro

FLIRT

loc_146002A89 :

eax, 0OF FF

short loc_1.

40802742

rcx, sub_ 140141308 ; lpModuleName
sub_14008C3C0

rcx, sub_ 140871690
[rsp+48h+var_18],

r9, sub_149@76C30
rsi, rax

ecx, r9d

r8, sub_l4@15BES50
rdx, sub_140872000
rbp, off_1482AB070
réd, edx
[rsp+48h+var_20], rbp
[rsp+48h+var_28], ecx
rcx, rax
sub_14000BF60

al, al

short loc_140002A10

loc_140002A10:

lea rdx, unk_1401C4898

mov [rsp+4Bhevar_28],

lea r8, unk_1401C48A8

mow ra, rbp

sub r8, rdx

mov rcx, rsi

sar ra,

call sub_1408EABOG

mow rdx, rbx

mov ecx, edi
.text:p00BROA140002A3D call sub_1481413D80
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: 0000000140002984 lea
:00000001488029BB call
:0000EPO1400029C0 lea
: 000BRE01400029CT7 mov
: 00000001460029CF lea
:02900001400029D6 mov
: 00000001480029D9 sub
:0000ePO1400029DC lea
:000AERO1400029E3 lea
: 00000001460029EA lea
: 00000001400029F1 sub
: PPOAPOO1400829F4 mov
: 000BBE01400029F9 mov
: 000BBE01400029FD mov
:000AERO140002A00 call
:B200000140002A85 test
: 000000140002A07 jnz

1002489

1002489 loc_148002A89:

1002489 mov eax, @F

J002ABE jmp short loc_140082A42

FLIRT

rcx, _ managed_ Main ; lpModuleName
PalGetModuleHandleFromPointer

rcx, ?PEventSink@GCToEEInterface@@SAPEAVIGCToCLREventSink@@xXz_7
[rsp+dBh+var_18],

r9, ?EventSink@GCToEEInterface@@SAPEAVIGCToCLREventSink@@XZ_6
rsi, rax

ecx, rod

r8, ?EventSink@GCToEEInterface@@SAPEAVIGCToCLREventSink@@xXz 21
rdx, ?EventSink@GCToEEInterface@@SAPEAVIGCToCLREventSink@@xXz_8
rbp, off_1482ABB78

réd, edx

[rsp+dB8hevar_28], rbp

[rsp+dsh+var_28], ecx

rcx, rax

RhRegisterOSModule

al, al

short loc_140002A10
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-text:0000600140602A10
.text:0000000140002A10 loc_140002A10:

.text:0P00000140002A10 lea rdx, unk_1401C4898

. text:0000600140002A17 mov [rsp+48h+var_28], oF
.text:0000000140002A1F lea r8, unk_1401C48A3

. text:0000000140002A26 mov r9, rbp
.text:0000000140002A29 sub r8, rdx

. text:0000600140002A2C mov rex, rsi
.text:00006000140002A2F sar rs,
.text:0000000140002A33 call
. text:0000000140002A38 mov
.text :00006000140002A38 mov
.text:P000000148002A3D call

rdx, rbx
ecx, edi
__managed__Main

S_P_CoreLib_Internal_Runtime_CompilerHelpers_StartupCodeHelpers_ InitializeModules
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AOT
1. Native AOT
AOT
2. Ghidra AOT FidDb
5 FidDb AOT
4.
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.NET Native AOT

AVisual Studio 2022 / 2026
AC++ t WUyl pEA®dPL M. pK. X

A Visual Studio 2026 .NET10 NET8 9
Publish (2025/12/16 )

A.NET SDK 9.0/ 10.0
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https://developercommunity.visualstudio.com/t/AOT-Publish-Issue-while-target-NET-9-an/11000135?sort=newest
https://developercommunity.visualstudio.com/t/AOT-Publish-Issue-while-target-NET-9-an/11000135?sort=newest
https://developercommunity.visualstudio.com/t/AOT-Publish-Issue-while-target-NET-9-an/11000135?sort=newest
https://developercommunity.visualstudio.com/t/AOT-Publish-Issue-while-target-NET-9-an/11000135?sort=newest
https://developercommunity.visualstudio.com/t/AOT-Publish-Issue-while-target-NET-9-an/11000135?sort=newest
https://developercommunity.visualstudio.com/t/AOT-Publish-Issue-while-target-NET-9-an/11000135?sort=newest
https://developercommunity.visualstudio.com/t/AOT-Publish-Issue-while-target-NET-9-an/11000135?sort=newest
https://developercommunity.visualstudio.com/t/AOT-Publish-Issue-while-target-NET-9-an/11000135?sort=newest
https://developercommunity.visualstudio.com/t/AOT-Publish-Issue-while-target-NET-9-an/11000135?sort=newest
https://developercommunity.visualstudio.com/t/AOT-Publish-Issue-while-target-NET-9-an/11000135?sort=newest
https://developercommunity.visualstudio.com/t/AOT-Publish-Issue-while-target-NET-9-an/11000135?sort=newest
https://developercommunity.visualstudio.com/t/AOT-Publish-Issue-while-target-NET-9-an/11000135?sort=newest
https://developercommunity.visualstudio.com/t/AOT-Publish-Issue-while-target-NET-9-an/11000135?sort=newest
https://developercommunity.visualstudio.com/t/AOT-Publish-Issue-while-target-NET-9-an/11000135?sort=newest
https://developercommunity.visualstudio.com/t/AOT-Publish-Issue-while-target-NET-9-an/11000135?sort=newest
https://developercommunity.visualstudio.com/t/AOT-Publish-Issue-while-target-NET-9-an/11000135?sort=newest

194 M Y #]1

1. (AOT_TestApp)

> dotnet new console --aot -0 AOT_TestApp

2. (AOT _ TestApp.csproj)
<Project Sdk="Microsoft. NET.Sdk ">
<PropertyGroup >
<OutputType >Exe</ OutputType > <l -- exe ->
<TargetFramework >net8.0</ TargetFramework > <! -- AOT NET
<ImplicitUsings >enable</ ImplicitUsings > <! -- using ->
<PublishAot >True</ PublishAot > <l-- AOT *“ ¥ 6 " 3->
<DebugType>portable</ DebugType> <! -- PDB ( portable
<Optimize>True</Optimize> <! -- ( True
</ PropertyGroup >
</Project>

Copyr i 20B6tN.F@aboratories Inc.
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3. Program.cs

4. AOT

>cd AOT_TestApp
> dotnet publish -r win-x64

-r <RID> : Runtime ldentifier (win -x64, win-x 8 6 ...)

dotnet publ i sh

exe pdb bin\ Release\ net8.0 \ win -x64\ publish
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https://harfanglab.io/medias/2024/01/Program.txt
https://harfanglab.io/insidethelab/reverse-engineering-ida-pro-aot-net/
https://harfanglab.io/insidethelab/reverse-engineering-ida-pro-aot-net/
https://harfanglab.io/insidethelab/reverse-engineering-ida-pro-aot-net/
https://harfanglab.io/insidethelab/reverse-engineering-ida-pro-aot-net/
https://harfanglab.io/insidethelab/reverse-engineering-ida-pro-aot-net/
https://harfanglab.io/insidethelab/reverse-engineering-ida-pro-aot-net/
https://harfanglab.io/insidethelab/reverse-engineering-ida-pro-aot-net/
https://harfanglab.io/insidethelab/reverse-engineering-ida-pro-aot-net/
https://harfanglab.io/insidethelab/reverse-engineering-ida-pro-aot-net/
https://harfanglab.io/insidethelab/reverse-engineering-ida-pro-aot-net/
https://harfanglab.io/insidethelab/reverse-engineering-ida-pro-aot-net/
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Ghidra AOT

ACreate Project

A ghidra_11.3.1_PUBLIC¥ghidraRun.bat Ghidra
A File - New Project
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A PDBO »2 Yy
A File -~ Import File
A CodeBrowser
A Auto analyze Yes

A PDB Universal

Frogam Trees
e

=
T
B
5]
B
B ner
B
B «
a
)
2
(-]

+ Sl T

#E

C e
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B Listing AOT TestAppesxs
1
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v S Sl &\ iy

PDB
AAnalysis — One Shot - PDB Universal

e e-e- /B sG.L08

B UUUUUUUUUUUS

i
o
[ ]
x

ogesopl@ §
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Listing: AOT TestApp.exe

lauuCerLap LAS_12UUCol98

1400cé6fad qword ptr [RBP + local_ 68],RAX

1400c6£bl 89 qword ptr [RBP + local res8],R

1400c&fb5 MOV EA¥,dword ptr [RCX]
1400cé6fb7 . MOV dword ptr [RBP + local_44],
Program 7
1400céfba 8 LEA ¥, [ Str Hello World 979AB€536128EE79BCBBSD0386F29429D09B706B5CATTIBFAS497968187E304C..

Program.cs:17 (33)
1400céfcl CMP byte ptr [RBx]=>_ Str Hello World 979AB653€128EE79BCBBSD0386F29429D09B706B5CATTBFASY

1400c6£c3 58 CALL S_P_CoreLib_System Globalization CultureInfo_  get CurrentCulture

1400cefc8 8 8 CX, R
1400céfch dword ptr [ X],E
1400c6fed S_P _CoreLib_system Globalization CultureInfo get TextInfo

1400cefd2

1400cefd> 8 __Str Hello World 979AB6536128EE79BCBBSD0386F29429D09B706B5CATTBFAS497968187E304C.
1400c6fds dword ptr [ ] ,ECX

1400cé6fda 8 S_P_CoreLib_sSystem Globalization TextInfo ToLower 0

1400cefdf 8 MOV I
Program.cs:18 (31)

1400céfe2 g CALL S_P_CoreLib_system_Globalization_cultureInfo_ get_CurrentCulture

1400céfed
1400céfea
1400céfec

1400c6ffl
1400c6ff4
1400cef£?
1400c6ff9

1400céffe

Program.cs:19
1400c7001 8 MOV . __ Str Hello World 979AB€536128EE79BCEBED0386F29429D09BT06BSCATTBFAS497968187E304C..
1400c7004 CALL String_ Trim

1400c7009 8 MOV

Program.cs:20
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PDB
1. Ghidra

File->Configure ->Developer

2. Ghidra

*- &

stAppexe’ o rORTStartup = 1 vertices (ADT TestAppens)

1400ba s

1400baecd

1490baed1 NP

Copyr i 20B6tN.F@aboratories Inc.

Ghidra Core

Configure

BSim

Configure

Debugger

Miscellaneous

Experimental

Configure

FidDDb

configure -> FidDebugPlugin

# Configure Developer Plugins

TLP:CLEAR
W/ NFLabs.

Diagnostic

D
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MM Y #2

31 FidDb
Tools - Function ID — Create new empty FidDb
AOT_ TestApp.exe dotnet8 AOT_TestApp.fidb

4 CodeBrowser_1: AOT_APP:/AOT TestApp.exe
File Edit Analysis BSim Debugger Graph Navigation Search Select Tools Window Help

= - = E Er E1 E,r J-L I DWLF ¥ Processor Manual
i . Function Graph — wmainCRT Startup — 1 vertid Pro
Function ID > Choose active Fid

. . Create new empty FidDb...
View Program Differences...

Attach existing FidDb...

1<| Create VSCode Module Project...

h attached FidDb...

4 Select Active Fid Databases

& CodeBrowser_1: AOT_APP/AOT TestApp.exe
File Edit Analysis BSim Debugger Graph Navigation Search Select Tools Window Help

== E-L Ef J-L IDULFHW Processor Manual
. Function Graph — wmainCRT Startup — 1 wvertid Pr .
Function ID > Choose active FidDbs...

Create new empty FidDb...
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I MY i EH0 )

4. Function ID
Tools - Function ID - Populate FidDb from programs
FidDb OK

# CodeBrowser_1: AOT_APP:/AOT TestApp.exe % Populate Fid Database

File Edit Analysis BSim Debugger Graph Navigation Search Select Tools Window Help
PRRPRE $0IDULF\ " ; A% “d
Famil
. Function Graph — wmainCRT Startup — 1 werdi

Function ID Choose active FidDbs...

. . Create new empty FidDb...
View Program Differences...

Attach existing FidDb...
’<| Create VSCode Module Project... Detach attached FidDb...

Generate Checksum... Populate FidDb from programs...

4% Select Language

L angua g&Ghidra
( Visual Studio )

Visual Studio

Cription
1/AMD 64-bit x86
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v > N 3 N T

FidDDb PDB
19 FidDb Active Fid Databases

4l Select Active Fid Databases

4 CodeBrowser_1: AOT_APP:/AOT TestApp.exe

File Edit Analysis BSim Debugger Graph Navigation Search Select Tools Window Help
= - = E1 E}P i ﬂ‘ I DWULF 1 Processor Manual

> Choose active FidDbs...

Create new empty FidDb...

2. Analysis
Analysis —» One Shot - Function ID

Aralyze AllOpen
One Shot ASCII Strings

Agg ction Finder

Call Convention ID

Call-Fixup Installer

Create Address Tables

Decompiler Parameter 1D
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3. Before/After

s crcni
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v IV Sl E#3 o

IDA Pro

1. = Signature CIELCY
pattern (.pat)

pattern signature (.sig)
signature

Before/After

A sl

| DARREO VEair 8. 3
IDA Pro ver.8.4
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https://hex-rays.com/blog/an-overview-of-the-makesig-plugin
https://hex-rays.com/blog/an-overview-of-the-makesig-plugin
https://hex-rays.com/blog/an-overview-of-the-makesig-plugin
https://hex-rays.com/blog/an-overview-of-the-makesig-plugin
https://hex-rays.com/blog/an-overview-of-the-makesig-plugin
https://hex-rays.com/blog/an-overview-of-the-makesig-plugin
https://hex-rays.com/blog/an-overview-of-the-makesig-plugin
https://hex-rays.com/blog/an-overview-of-the-makesig-plugin
https://hex-rays.com/blog/an-overview-of-the-makesig-plugin
https://hex-rays.com/blog/an-overview-of-the-makesig-plugin
https://hex-rays.com/blog/an-overview-of-the-makesig-plugin
https://hex-rays.com/blog/an-overview-of-the-makesig-plugin
https://hex-rays.com/blog/an-overview-of-the-makesig-plugin

14 MY #3

1. Signature
Hex- Rays Download center
My hrays
e | §n

(sigmake)
sigmake

2. pattern
IDA Pro 8.0

(.pat)
pattern
PDB
pattern
Edit -PI| ugi nPATOM thadatabase
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W/ NFLabs.

IDA - AOT_TestApp.exe C:¥Users¥testuser¥Desktop¥AOT_TestApp¥bin¥Release¥net8.0¥win-x64¥publish¥AOT_T4

File Edit Jump Search

510

X % % 5 B B

E

View Debugger Lumina Options Windows Help

DO chehtFvdwX

Begin selection
Select all
Select identifier
Segment

Export data

Code

Data

Struct var...

Strings

Array...

Undefine u
Rename N
Operand type
Comments

Segments

Structs

Functions

Patch program

Other

Plugins Quick run plugins

XRFf?' ] XRefer

Universal PE unpacker
Swift

SVD file management
Sample plugin
Shellcode Hashes

Jump to next fixup

Ctrl+3

Alt+8

Ctrl+Shift+F11

IFL - Interactive Functions List
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S IAVER o [T N T

3. pattern signature (.sig)
> sigmake.exe AOT_TestApp.pat dotnet8 AOT_TestApp.sig

Collisions

dotnet8 AOT TestApp.sig: modules/leaves: 12656/22929, COLLISIONS: 625
See the documentation to learn how to resolve collisions.

.EXC

Too o T
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4. signhature

A .Sig

pC

AFil e oIlfodd -Fslgnamre file...

signature

% DA - AOT TestApp.exe C:¥Users¥testuser¥Desktop¥AOT TestApp¥bin¥Release¥net8.0¥win-x64¥publish¥AOT TestApp.exe

File Edit Jump Search View Debugger Lumina Options Windows
New instance
% Open...
Load file
Produce file
BinDiff...
T Script file...
% Script command...
Save
Save as...
@ Take database snapshot...

Close

Quick start

Copyr i 20B6tN.F@aboratories Inc.

Help

IDA

TLP:CLEAR
W/ NFLabs.

sig

Sig

Reload the input file
% Additional binary file...
Shift+D BinDiff results... Ctrl+Shift+6
Alt+F7 IDS/IDT file...
Shift+F2 PDB file...

Ctrl+W DBG file...

Ctrl+Shift+
Parse C header file... Ctrl+F9
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v > N 3 N T

5. Before/After

.managed : 88880e81480C6FAD

02202001408CEFB1
.managed : 20000081428 BS
.managed : 286802a1488CEFB7
.managed: 600020@1400C6FBA
.managed: 60002001400C6FC1
.managed : 80862881480C6FC3

-managed : 880000@1400CEFCB [r
.managed : 808000@1480C6FCD sub_14@1EE@0R
.managed : 88800081480CEFD2
.managed : 80000881480CEFDS
.managed: 80000281420CEFDE
-managed : 288802@1488CEFDA
.managed: 60002001400C6FDF
-managed: @88620@148@CE6FE2
80000001408CEFET
.managed: 80800001400CEFEA

¥
File Edit Jump Search Vie
fH &+ £ % % @ o L e ~| e @
[

.managed: 820@@BR14@0CEFAD [rbp-6eh], rax
[rbp+10h], rex

, @
rbx, unk_1494Ad2C8
[rbx], bl

[rex], ecx
sub_l1481FF248@
rsi, rax

3 rax
[rex], ecx

rex, rax
rdx, rbx
[rex], ecx
sub_1401FF460
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TargetFramework (.NET )

<Project Sdk="Microsoft. NET.Sdk ">
<PropertyGroup >
<OutputType >Exe</ OutputTvpe > <l -- exe ->
<TargetFramework >net8.0</ TargetFramework > <! -- AOTHp 331 05 C.NETXpYX3XH. Sgapb6®m -->
<ImplicitUsings >enable</ ImplicitUsings > <! -- using ->
<PublishAot >True</ PublishAot > <! -- AOT ->
<DebugType>portable</ DebugType> <! -- PDB ( portable ->
<Optimize>True</Optimize> <! -- ( True )-->
</ PropertyGroup >
</Project>
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\J 1 - = am A 4 = =2 ‘\\?//'NFLCIbS.

NET

NET8.0 NET9.0 NET10.0
& ) ( D)
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Native AOT

A.NET8.0

A hydrated .managed
A DotNetRuntimeDebugHeader Export

ext 000C1918 0 )00

=] Section Headers [x]
() Export Directory

007E33DC Dword

() TLS Directory
't,\J Address Converter

ntimeDebugHeader

Copyr i 20R6tN.F@aboratories Inc. TLP:.CLEAR 53



TLP:CLEAR
Tl Ay ¥ 7 NFLabs.

\l 24 l

NET
A strings

C:¥Users¥testuser¥Desktop¥AOT_TestApp¥bin¥Release¥net8. 0¥win-x64¥publish>strings AOT_TestApp.exe | Findstr NET

0. NETCoreApp, Version=v8. 0

.NET

ThooSyetom. Text. Json |ibrary is built—in as part of the shared framework in .NET Runtime. The package can be installed when yt¢
.NET 8.0

“nCroar r oworker

.NET Long Running Task

A Ghidra runtime_version

NET
(PDB RhGetRuntimeVersion )

1401a7aaa
1401a7aac
1401a7ab2
1401a7ab9
1401a7abe
1401a7ac3
140la7ac?

FUN_14000b130 XREF[1]: FUN_1401a79e0:1401a7abe(c)

14000b130 MOV dword ptr [RCX], 0x6
14000b136 LEA RAX, [s_8.0.22_1407d8220] :

Q00
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Y4 MY d #4 & NFLabs,

A A: f5b31bd394e0a3adb6bd175207b8c3ccc51850c8f2ceel149a8421736168e13e
A B: 9726e5c7f9800b36b671b064e89784fb10465210198fbbb75816224e85bd1306
A C: 2¢c5d40e2bc5d03c9bbf314b6a18133bbd3ea655e0586deb61bc668d91f7959e5

ZIP PW: jsac2026
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Y4 MY d #4 & NFLabs,

- .NEJS.0 0

8c3ccc51850c8f2ceet149a8421736168e13e.exe

ools  Window Help
D ULFVYVE-

File Settings

H

-

5 T File: f5b31bd394e0a3adb6bd 17!

207b8c3ccc51850c B 2cee114%
8421736168 13e exe
|l Dos Header
2l Nt Headers

=l File Header .managed

2l Optional Header

2l Data Directories [x]

[Z) Section Headers [x] . 00119648 001C
) Export Directory
() Import Directory
) Resource Directory 00015D2C
() Exception Directory RDATA
() Relocation Directory
() Debug Directory
() TLS Directory 0030A

000112F8 002D
un ned
XREF[1]:

140004ec0 c7 01 086

Native AOT
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RhpPI

RhpPInv

)077ab5

0077acO
77ac3
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Y4 MY d #4 & NFLabs,

2woid FUW_lEDDTHEDD{uncefinEdH param_l,uncefinedu Param_ﬂ,uncefined

3 P Corelib System Convert FromBase64Stringl();

FUN_180075c30(uVarl,param 2,param 3);

18015f6al: :Method_15(*(Class_18015f6a8
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/l ~ Fa \ NFLabs.

ANative AOT

A
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CLEAR
7 NFLabs.

4 o e
PO A R

N

g

TLP

me-~

~Break T

CLEAR 60

TLP
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W/ NFLabs.

Re:birth the fidb:
Reverse Engineering the .NET AOT Malware
section #2
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A String
unk XXX "He kil & . Wo ot dl "

s =
13 | .managed :00000001400D26EC
.managed:00000001400D26EC loc 148@D26EC:
class Program .managed : 60@000A1400D26EC cmp [rex], cl
{ .managed:00000001400D26EE mov edx,
) ) . ) .managed:00000001400D26F3 mov r8d,
static void Mﬂlﬂ(Stf‘lﬂg[] al‘gs) .managed :00000001400D26F9 call S P Corelib System Threading Thread SetApartmentState @
{ .managed : 00000001400D26FE call S P Corelib Internal Runtime CompilerHelpers StartupCodeHelpers RunModul
.managed:00000001400D2703 call sub_1400B5F78
Console.WriteLine("Hello, world!™); .managed : 00000001400D2708 lea rcx, unk_1400EBEBO
: .managed:00000001400D270F call sub_ 1400/ 21A0
} .managed:00P00A01400D2714 call sub_140095400
} .managed:0000000140002719 call S_P_Corelib_System_AppContext_ OnProcessExit
.managed :00000001400D271E lea rbx, unk 1480F63A0
.managed :00000001400D2725 cmp gword ptr [rbx-8],
.managed :00000001400D272A jnz short loc_1480D2741
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Aunk_ XXX

® o DAVeA = B

hydrated:
hydrated:
hydrated:
hydrated:
hydrated:
hydrated:
hydrated:
hydrated:
hydrated:
hydrated:
hydrated:
hydrated:
hydrated:
hydrated:
hydrated:
hydrated:
hydrated:
hydrated:
hydrated:
hydrated:
hydrated:
hydrated:
hydrated:
hydrated:
hydrated:
hydrated:
hydrated:

00000001400EBEAC
000RERA14BOEBEAD
00000001400EBEAE
00000001400EBEAF

00000001400EBEE® unk_140@EBEBO

00000001400EBEBG
A0000001400EBEB1
00000001400EBEB2
00000001400EBEB3
00000001400EBEBA
00000001400EBEBS
A0000001400EBEBG
20000001400EBEBY
00000001400EBEBS
000RERA110OEBEBS
00000001400EBEBA
A00000014100EBEBB
20000001400EBEBC
00000001480EBEBD
00PEERA110OEBEBE
00000001400EBEBF
A0000RA1100EBECE
20000001400EBEC1
00000001400EBEC2
000OORR14BOEBEC3
00000001400EBECA
00000001400EBECS

Hex Wiew—1

L
db
db
db
db
db

db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db
db

W W W T W W W T W W Wt W e

o m

Structures

] = | Enurms = &

; DATA XREF: RhEnableFinalization(void)to
; _ managed_ Main+D8To

UNENOWN 00000001400EBEBO: hydrated:unk 1400EBEBO (Synchronized with Hex View-1)
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W7 NFLabs.

&
a x
) %
= ke & . 2, & A it 5 X
S 3 5 3 33 e - TR : 3 5 : ERGER,
4 [
b4
»
-
&
3
x5

"Gamee
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25 , 7 NFLabs.
A Native AOT
( hydrate )
A
Ghidra

A Nea i ve AQ@nB NEE.
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100
101
102
103
104
105
106

= FUN_140158a20 (&DAT_14

= FUN_140158a20 (&DAT_14
FUN_140158a20 (&DAT_1
FUN_140158a20 (&DAT_1
FUN_140158a20 (&DAT 1
FUN_140158a20 (&DAT 14017

FUN_140158a20 (&DAT 1
if (*(int *) (local_ + 8) !1=0) {
local_ce = *(uint *) (local_ ]
local_aB = 07
i1f (*(short *)(lc cal 148 + 0x10) == 0x3a4d) {
if (local cc < *(uint *) (local 148 + 8)) {
1lvar® = local 148 + 0xl10 + (ulonglong)local
= *{uint *) (1Var% + 0x28);
*(ulonglong *) (1var® + 0x30);
*(uint *) (1Var9 + 0x50

*(uint *) (lVars +

C¢ Decorpile: FUN 140077dc0 X ba Defired Strings X Functions X

Copyr i 20B6tN.F@aboratories Inc.
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W/ NFLabs.

FUN_140158a20 (&DAT_1
&dn u_C

&dn u W
FUN_140158a20 (&DAT_ 1401

&dn_u_ GetThreadCon
FUN_140158a20 (&D2T_14

&dn_u
FUM_140158a20 (&DRT_14

|

FUN_140158a20 (&D2T_14
&dn_u Wowb4SetThreadContext_1
if (*{int *) (local_148 + B)
local_cc = *{uint *) (local 1

local_a8 =

1na AE klohews k) {1oma]l 1A 10 = A3

C; Decompile: FUN 140077dc0 % b4 Defined Strings X Functions X
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= parai 3;
= param_ 2;
FUN_140158a20 (&DAT_14017ac40, &dn_u_kernel32.d11 140176&0dc,
& a u_ CreateProcesss 14016475c);
FUN_1 0153}a2( (& )AT_ 110 |7/ c€8 ,&dn u ke m 01ve0dd ,
&dp u M. ?rocssMeme_ g ]

FUN 140158a20 (&DAT 14017ac40, &DAT 14 760d0, &DAT 140164750) ; = . _ - B
= = = = FUN_140158a20 (&DAT 14017ac90,&dn u kernel32.dll 1401760dc,

= FUN_140158a20 (&DAT 7~.4017act8, &DAT 140 0d0, &DAT 1401745a0) ; -
= y — = Edn u Ge/ thr ad( on :ext 4016650c)
= FUN_140158a20 (&DAT (14 /1 /4 ; v _14017€ &D T 14 /11 B9 - =

1401 A \J 1)
= FUN_140158a20 (&DAT. 14071 Jack s NN - IN VM

&dn u SetT read( ontext «
= FUN_140158a20(&DAT 14017ace0, &DAT 1 7 0, &DAT 14016cl98); B - -
= - - - - FUN 140158a20 (&DAT 14017ace0,&dn u
= FUN_140158a20 (&DAT 14017ad08, &DAT_ 140176618, &DAT 1401659=0) ; = = e
FUN_140158a20 (&DAT 14017ad30, &DAT 1401760d0, &DAT 1401740c8) ;

= FUN_140158a20 (&DAT 14017ad58, &DAT_ 1401760d0, &DAT 140174520); g

= FUN_140158a20 (&DAT_ 14017ad08,&dn u ntdll.dll 140176624,
&dn_u NtUmmapViewOfSection 1401€55ec);

if (*(int *) (local 1= 0) {
> FUN_140158a20 (&DAT 14017ad30, &dn_u kernel32.d11l 1401760dc,

local _ce = *(uint *) (local ]
&u:h'._'.;_"-f-':i_r:'.:al}-‘.ll-:\cEx_l 401740d4) 7

local aB =
FUN_140158a20 (&DAT_ 14017ad58, &dn u kernel32.dll 14017€0dc,

100 if (*({short *)(local_ 148 + 0x10)
101 if (local _cc < *(uint *) (local_ 148
102 1lvar9 = local 148 + 0x10 + (ulonglong)local |

&dn u Wowb4SetThreadContext 14017456c);

103 o i4 = *(uint *) (1lVar5 + 0x28); =
if (*{int *) (local_148 + B) != 0}

local_cc = *{uint *) (local 1

local_aB8 = 0;

&dn u Wow64GetThreadContext 14017452c);

FUN_140158a20 (&DAT 14017ad80, &dn_u_kernel32.d1l 1401760dc,

104 uv 1 *(ulonglong *) (lVvar® + 0x30)
105 uVarl5s *(uint *) (lVar9 + Ox

106 uvarl’ *(uint *) (lVar9 + 0x54

1na i€ fkfohers k) f1omal 1 + Nerl0) == NwSaddy I

C¢ Decompile: FUN 140077dc0 * oAl Defined Strings X 8 Functions X C; Decompile: FUN 140077dc0 | 5% Defined Strings X | 8 Functions X
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A 7 NFLabs.
Native AOT
Native AOT
A (Frozen Obiject)
(Dehydrate )

A

(Rehydrate )

VTable Method Table

Frozen Obiject: (

Copyr i 20B6tN.F@aboratories Inc. TLP:.CLEAR 69



TLP:CLEAR

Natlve AOT W7 NFLabs.

(Rehydrate)
‘ managed code ‘ .............. managed code
Method Tables <«
Copy
: Zero Fill A
Fo Bk PtrReloc :| Frozen Objects .
DehydratedData DehydratedData I
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ReadyToRun

Native AOT

ReadyToRun

*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
*
“
*

ReadyToRun Header

FrozenObjectRegion

DehydrateData
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ReadyToRun Header( )
Signature(“RTR")
Major Version
Minor Version
Flags
NumberOfSections
EntrySize
EntryType
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ReadyToRun RNELabs;
ReadyToRun DehydratedData
REEN @ oL S R DehydratedData *
Major Version
Minor Version SectionType
Flags Flaq
NumberOfSections Start pointer
EntrySize End pointer
R 0000
< e
DehydratedData .
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ReadyToRun

s S S S | (=
// NativeAOT ReadyToRun sections

I/
StringTable = 200, // Unused

GCStaticRegion = 201,
ThreadStaticRegion = 202,

/{ Unused = 203,
TypeManagerIndirection = 204,
EagerCctor = 205,
FrozenObjectRegion = 206,
DehydratedData = 207,

. ThreadStaticOffsetRegion = lﬂEJ

W // 209 is unused - it was used by ThreadStaticGCDescRegion
i~ // 210 is unused - it was used by ThreadStaticIndex

// 211 is unused - it was used by LoopHijackFlag
ImportAddressTables = 212,

ModuleInitializerList = 213,

PS4

‘,httﬁé://qithub.com/dotnet/runtime/blob/main/src/coreclr/tools/Commo

DehydrateData " n/nternal/Runtime/ModuleHeaders.cs
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TLP:CLEAR
W/ NFLabs.

Dehydrate/Rehydrate

DehydratedData Start pointer(offsetOx08)
RVA
Command+payload
SectionType (207(0xCF)) Command+payload
Flag Command+payload

Start pointer
End pointer
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W/ NFLabs.

‘Dehydrate/Rehydrate o

A (e c‘p"fnmand command (payload)

Apayload

https://qgithub.com/dotnet/runtime/blob/main/src/coreclr/tools/Common/Iinternal/Runtime/DehydratedData.cs
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Dehydrate/Rehydrate « \

(DehydratedData.cs )

43 public static int Encode(int command, int commandData, byte[] buffer)

45 Debug . Assert((command & DehydratedDataCommandMask) — command);
41 int remainingData = commandData - MaxShortPayload;

- iT (remainingData == 0)

48 {

49 buffer[0] = EncodeShort({command, commandData);

: return 1;

51 }

int numExtraBytes = 0;
54 for (; remainingData !'= 0; remaininglata >>= 8)
b5 buffer[++numExtraBytes] = (byte)remainingData;
i (numExtraBytes > MaxExtraPayloadBytes)
throw new InvalidOperationException(); decoder can only decode this many extra bytes

buffer[0] = (byte)(command | ((MaxShortPayload + numExtraBytes) << DehydratedDataCommandPayloadShift));
return 1 + numExtraBytes;

61 }
: https://github.com/dotnet/runtime/blob/main/src/coreclr/tools/Common/internal/Runtime/DehydratedData.cs
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Dehydrate/Rehydrate

A
ARehydrateData

SAMANaQETU .. yuYw sl L F ZO0RJAW I Aca I Ly L1 UpTUUIITVGD _ JU ]

.managed:B8007FF798A5AD99 lea r8, [rbp+6oBh+var 48]
.managed:@@007FF798A5AD9D mov edx, OCFh
.managed:@@007FF798A5ADA2 call RhpGetModuleSection
.managed:@0007FF798A5ADAT test rax, rax
.managed:@@007FF798A5ADAA jz short loc 7FF798A5ADB7

s 5=

.managed:000@7FF798A5ADAC mov rcx, rax

.managed:000Q7FF798A5ADAF mov edx, [rbp+6@h+var 48]

.managed:00007FF798A5ADB2 call 5 P Corelib Internal Runtime CompilerHelpers StartupCodeHelpers RehydrateData

.managed:88887FF798A5ADBY

.managed:808@7FF798A5ADB7 loc_ 7FF798A5ADBY:
.managed:@@@@7FF798A5ADB7 mov edx, [rbp+66h+var 3C]
.managed:@0007FF798A5ADBA lea ecx, [rdx+1]
.managed:@00@7FF798A5ADBD movsxd rdx, edx
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W/ NFLabs.

Dehydrate/Rehydrate

ADehydrated Data 1byte

*  .rdata:00007FF61D7BDB33 db @FFh
* .rdata:08007FF61D70DB34 db 41k
.managed: @00A7FF61D675D4¢ L 5
.managed:@00A7FF61D675D4S 1oz FEFSADETEDAL: - Pdata _ EIEIEIB?FF&]'D?BDE?’S db
.managed: 800A7FF61D675045 movzx  rldd, byte ptr [rsi] b
.managed:00007FF61D675D4A mov r8d, rldd -
.managed:00007FF61D675D41) and r8d, 111b
.managed:00@R7FF61D675D51 sar ridd, 3 [ ]
.managed:00007FF61D675D55 lea ecx, [rl4-1Ch]
.managed:00007FF61D675D59 test ecx, ecx -
.managed:P0RA7FF61D675D5B jle short loc_7FF61D675D8A -
[ ]
M=
.managed:P0RA7FFA61D675D5D inc rsi *
.managed:00007FF61D675D60 movzx  rldd, byte ptr [rsi] - _
_managed:@00@7FF61D675D64 cmp ecx, 1 .rdata:00007FF61D70DE3D db AABh
.managed:P0RA7FF61D675D67 jle short loc_7FF61D675D86 - {.F:Ih

.rdata:00007FF61D70DB3E db
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Dehydrate/Rehydrate

A

.managed:
.managed:
.managed:
.managed:
.managed:
.managed:
.managed:
.managed:
.managed:
.managed:
.managed:
.managed:
:BAB7FF61D675DB1

.managed

.managed:
.managed:
.managed:
.managed:
.managed:
.managed:
.managed:
.managed:
.managed:

(command)

0BBB7FF61D6T75D8A
QBBB7FF61DET75D8H
0BBB7FF61D675D8D
0BBBJ7FF61D675D9 L
0BBBJ7FF61D675D9Y
0BBB7FF61D6T75DOA
0OBB7FF61D675DAL
0OBBTFF61D6T75DAS
0OBBTFF61D6T75DAS
0eBaTFF61D6T75DAS
0eBaT7FF61D6T75DAC
0eBaTFF61D6T75DAF

PBBeY7FF61D675DB1
PBve7FF61D675DB1
BBBe7FF61D675DB1
PBBe7FF61D675DB1
0eee7FF61D675DB5
0eee/FF61D675DB7
0eve/FF61D675DBB
0eee/FF61D675DBE
0eve7FF61D675DC2

loc_7FF61D675D8A:

inc
cmp
ja

WOV
lea
mov
lea

add
jmp

loc_7FF61D675DB1:

cmp
jge
MOVZX
mov
cmp
jle
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(Switch - Case)

; CODE XREF: S P Corelib Internal Runtime CompilerHelpers StartupCod

rsi

rid, ; switch 6 cases
def 7FF61D675DAF

734, 54 command(0x0~0x5)
rcx, jpt_7FF61D675DAF

ecx, ds:(jpt_7FF61D675DAF - 7FF61D70D858h) [rcx+r8*4]
rdx, loc_7FF61D675D2A

rcx, rdx

rcx ; switch jump

; CODE XREF: S P Corelib Internal Runtime CompilerHelpers StartupCod

rldd,

short loc 7FF61D675DD8
r8d, byte ptr [rsi]
[rbx], r8b

rl14d,

short loc 7FF61D675E22

; jumptable 00@O7FF61D675DAF case @
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Dehydrate/Rehydrate

A (Copy )
OEGEEGEEEEGEE cascowo0) == Cony
0x9 == 9bytes
2bytes 9
DehydratedData 1byte hydrate

3bit

0x48 and 0x07 - 0x00
5bit

0x48 sar 0x03 — 0x09
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R

Dehydrate/ RehydraLe

A ':‘é";{;" 3

(A%

A o Tl <
ADehydrétr%é Data( rdata )

m tf- %%
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=
W7 NFLabs.
Dehydrate/Rehydrate
A (Zero Fill )
Case1(0x01) == Zero Fil
Ox4 == 4bytes
hydrate 4
DehydratedData lbyte
1 Abyte
3bit
0x21 and Ox7 — 0x01
5bit

Ox21 sar 3 — 0x04
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~

A

.
<

| § A (Ze=ro F

/u
2
N—r’
ﬂ
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W/ NFLabs.
Dehydrate/Rehydrate
A hydrate Method Table Frozen Object
AMethod Table Method Table Vtable
_UFlags Method Table
_uBaseSize
_relatedType
_UFlags
_usNumVtableSlots
_usNumlinterfaces _relatedType MT
_uHashCode
VitableSlots VtableSlots _usNumVtableSlots
Interface
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Dehydrate/Rehydrate

hydrate

hydrate
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Method Table

_relatedType

Method Table

TLP:CLEAR
W/ NFLabs.

System.Object Method Table

P _UFlags(0x50000000)

_relatedType (=0)
_usNumVtableSlots (=3)
_usNuminterfaces (=0)

relatedType MT
relatedType
System.Object MT MT
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Dehydrate/Rehydrate

hydrate
| MT
ENNTLNN,

I Frozen Object |

I Frozen Object

Frozen Object
hydrate
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Method Table
Length
[13 H 1

e
111 I ”
11 I ”

0)

TLP:CLEAR
W/ NFLabs.

System.String Method Table

_relatedType

Rehydrate Frozen Object
hydrate

(System.String) MT
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Dehydrate/Rehydrate

System.string Method Table

«  Frozen Object

ReadyToRun
_relatedType

UNENOWN 00007FF61D6ABEBC: hydrated:aHelloWorld (Synchronized with RIP)
kk

| Frozen Object |

NUL
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(Ghidra) ( )

AGhidra .NET Native AOT Analyzer Plugin
Ahttps://github.com/Washi1337/ghidra __ -nativeaot
Ahttps://blog.washi.dev/posts/recovering  -nativeaot - metadata/
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Ghidray 4 N~

A hydrate

AMethod Table

tesesanee
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G %

B Listing fBb31bd394e0aBadbibdl 75207803

addr[9]

uBaseS

l...relate

usNumV

ring ToString

ring ...Equals

GetHash...GetHashi

Interfaces
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M1 dMYd #5 o

Aghidra_11.3.1_PUBLIC¥Extensions ¥Ghidra¥
ZIp
AFile - Install Extentions

A
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P )
‘@ Install Extensions

NEE

[]
L
L
L
L]

Name:

Description: Provides analyzers for binaries compiled using .NET Native AOT technology.
Author: Washi

Created—on: 18/04/2025

Version: 11.31

Install Path: C:¥Users¥testuser¥AppData¥Roaming¥ghidra¥ghidra_11.3.1_PUBLIC¥Extensions¥ghidra—nat
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Frozen Object
ASearch-Memory “ RTR” (ReadyToRun )

A Add label
" ReadyToRunHeader"
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yToRunH

Filter:

-> Add label
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Frozen Object
AAnal ysi S$hOon e NaADT Analyzer
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undefined8 uvarl;
longlong 1lVarZ;
undefinedB8 uV.

undefinedf8 uv

uvarl FUN_l‘lDDBl:eSD (Oxlc,0);

uVarl = 8 P Corelib System IO Path Combine (uVarl,&dn u
uvarl =

uvVarl =

1lvarz

FUN_140002c70(1lVar2 + 0xl18,&dn u IsClose

& (System_string **) (lvar2 + 0x20) = &dn u "_|_f£f
FUN_140002c70(1Var2 + 0x28,&dn u IsClosed.exe 14 ? FUN_14007c550 (0x14);

*{8ystem String **) (1Var2 + 0x30) = &dn u " >nul if errorlevel 1 (_ 140152404 iVar4 = 8 _P Corelib System SpanHelpers Index0f 0
uvari = String_Cu:ncat_l2[l‘.‘arz} ; (2 Sstartup$, Santivt$, Santip
uvarl = String_cancat_? (uVar3, &dn_u_start_""_/MIN " 14( if (-1 < ivar4) | - - i

) , - FUN 140078c00 () ;
S_P Corelib_ System IC Path GetTempPath(); -

&dn u "_)_timeocut_/

= Btring_ Concat_5(&dn u ZmljF
5_P_CoreLib System IO Path_ Combine (uVar3,uvVar4); = S_P Corelib_System SpanHelpers IndexOf 0
5_P_CoreLib_System IO_File  get UTFSNoBOM(); (u_Sstartup$, 3antivt$, Santiprocessh_1401

5 P Corelib System IO File Validate(uVar3,uVar4);

5 P Corelib System IO File WriteToFile(uVar3,2,uVarl,uVar4); if (-1 < ivar4) {

uvarl = S_P_Cn:\reLib_System_IO_Path_GetE‘ullPath(.:'.'ar?};
FUN_1400cf440 (uvarl, 2);

1VarZ = RhpNewFast (&Class 1

*({System String **) (1VarZ + 8)

FUN_140078b60 () ;

S P CoreLib System SpanHelpers_  IndexOf 0

1 Sstartups. Santivts. Santimrocessh 1401
uVarl = String Concat 6 (&dn u / 1 7 ; T ant (u_Sstartupf, jantivts, fantiprocessh 1
FUN_140002c70(1lvar2 + 0x10,uV 1 if (-1 < ivar4) {
* fr1andafinadl k) (1722 1 . FUN_140078e10();
j ‘ ) 1
iVar4 = 8 P Corelib System SpanHelpers IndexCf 0

(u_Sstartup$, Santivt$, $antiprocessh 140152824
Oxd
Vi

1f (-1 < ivar4) {

FUN_140078£80();
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~ AN 7 NFLabs.
ANative AOT Ghidra IDA Pro

AMethod Table (Rehydrate)

AGhidra

ANative AOT
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ANative AOT

A https://learn.mi€rosoft.com/en -us/dotnet/core/deploying/native -
aot/?tabs=windows%2Cnet8

A GitHub = dotnét/runtime: .NET is a cross -platform runtime for cloud, mobile, desktop,
and loT apps.

AMalware

A IBM X-Force Threat Analysis: Quirkyl. oader. - A new malware loader delivering
Infostealers and RATSs | IBM

A Booking.com Phishing Campaign Targeting Hotels and Customers - Sekoia.io Bloqg

A Impersonated GenAl Site Lures Victims to Infostealer Download - Check Point
Research

A

A https://github.com/Washi1337/ghidra  -nativeaot
A https://blog.washi.dev/posts/recovering  -nativeaot - metadata/
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