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Mark Lim
● Principal Malware Reverse 

Engineer
at Palo Alto Networks

● Based in Singapore
● Love to go for long jogs
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OUTLINE

● Introduction
● Lab Preparation and Environment Setup
● Phase 1: VBS file
● Phase 2: Powershell
● Phase 3: shellcode stage 1

Coffee Break (15:20 - 15:50)

● Phase 4: shellcode stage 2
● Phase 5: Malware Configuration 

Extraction
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Get the stuff!

● https://tinyurl.com/JSAC26RE
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Lab Preparation and Environment 
Setup
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Phase I: VBS file 
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Phase II: Powershell 
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Powershell

Switch to Powershell x86 (if needed)
1. Open the Command Palette (Ctrl+Shift+P)
2. Type and select “PowerShell: Show Session Menu”
3. Type and select “Switch to: Windows Powershell (x86)”

To delete variables created in session (if needed)
1. Open the Command Palette (Ctrl+Shift+P)
2. Type and select: “PowerShell: Restart Session.”
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Powershell
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Phase III: Shellcode Stage1 
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● Debugging Stage 1 shellcode

● Attaching debugger to powershell.exe 
process to set breakpoint at the 
callback API (CallWindowsProcA) to 
locate the Stage 1 shellcode entry 
point

● Please watch 
DebugStage1ShellCode.mp4

Shellcode Stage 1
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Phase IV: Shellcode Stage2
Guloader 

the downloader
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 Constant Unfolding (or Value Splitting)

Guloader stage2shellcode entry point
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 Constant Unfolding (or Value Splitting)

Guloader stage2shellcode entry point
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● Control Flow Obfuscation 
intentionally confuses the code's 
logic.

● It makes the logical flow difficult 
for human analysts to follow.

● This technique uses nonsensical 
if-else statements and/or goto 
jumps and/or privilege 
instructions (e.g. Int 3)

● Its purpose is to increase time 
and effort for reverse 
engineering.

● Control flow obfuscation can 
include the use of Vectored 
Exception Handlers.

Control Flow Obfuscation

AI generated diagram not actual 
malware
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Control Flow Obfuscation (Vectored Exception Handler VEH)
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Context & Exception Record Structures (x86 & x64)
When an exception actually occurs, Windows bundles the crash details into these structures and passes them to your handler.

_EXCEPTION_POINTERS This is the "master" structure passed to your handler. It contains pointers to the two most critical pieces of info.

typedef struct _EXCEPTION_POINTERS {
  PEXCEPTION_RECORD ExceptionRecord; // The "What" (Error code, address)
  PCONTEXT          ContextRecord;   // The "Where" (Register state: EIP, ESP, EAX...)
} EXCEPTION_POINTERS, *PEXCEPTION_POINTERS;
_EXCEPTION_RECORD Describes the error itself.

typedef struct _EXCEPTION_RECORD {
  DWORD                    ExceptionCode;    // e.g., 0xC0000005 (Access Violation)
  DWORD                    ExceptionFlags;   // 0 = Continuable, 1 = Non-continuable
  struct _EXCEPTION_RECORD *ExceptionRecord; // Nested exception (usually NULL)
  PVOID                    ExceptionAddress; // Address where the crash happened
  DWORD                    NumberParameters; // Number of items in ExceptionInformation
  ULONG_PTR                ExceptionInformation[EXCEPTION_MAXIMUM_PARAMETERS]; // Extra details (e.g., read vs write)
} EXCEPTION_RECORD;

_CONTEXT (Architecture Dependent) This is a snapshot of the CPU registers at the exact moment of the crash.
x86 (32-bit): Contains Eax, Ebx, Ecx, Edx, Esi, Edi, Ebp, Esp, Eip, EFlags, Dr0-Dr7 (Debug Registers).
x64 (64-bit): Contains Rax, Rbx, ... R15, Rip, Rsp, Xmm0-Xmm15, etc.

Malware Trick: You can modify this structure in your exception handler to change the CPU registers and redirect execution flow (Context 
Manipulation).

Control Flow Obfuscation (Vectored Exception Handler VEH)



© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

Control Flow Obfuscation (Vectored Exception Handler VEH)

VEH Handler analysis

1. Locate the VEH handler by 
walking the NTDLL.dll 
structures

2. Determine how VEH handles 
the various types of 
exceptions ?

3. Determine how VEH decides 
how many junk bytes to skip 
? (offset)

4. Determine how VEH 
updates the EIP?

5. List all the anti analysis 
techniques used (dynamic 
and static)
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Control Flow Obfuscation (Vectored Exception Handler VEH)

APPLY
OBFUSCATION

Guloader without obfuscation Guloader with obfuscation
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Control Flow Obfuscation (Vectored Exception Handler VEH)

APPLY
OBFUSCATION

Guloader without obfuscation Guloader with obfuscation
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Control Flow Obfuscation (Vectored Exception Handler VEH)
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Control Flow Obfuscation (Vectored Exception Handler VEH)

1 2

3 4
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Control Flow Obfuscation (Vectored Exception Handler VEH)

1

2

3

First instruction in Guloader stage 2 
shellcode that will be handled by the 
Vector Exception Handler function
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Control Flow Obfuscation (Vectored Exception Handler VEH)

● What does the instructions 
in the red box do ? 
Does it look familiar ?

● What does the instruction in 
blue do ?

● Does the instructions in the 
green box makes sense ?
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Control Flow Obfuscation (Vectored Exception Handler VEH)

● Constant unfolding to ‘hide’ 
the ecx = 0x2BD5

● Write into the address 
‘0x2BD5’
Triggers 
EXCEPTION_ACCESS_VIOLATION

● Instructions in the green 
box is not ‘correctly’ 
disassembled
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Trigger
Exception!

Junk 
bytes !

Updated EIP

Control Flow Obfuscation (Vectored Exception Handler VEH)
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Memory Dump steps (after locating VEH)

1. Use System Informer (a.k.a. Process 

Hacker)

2. VBS -> Ps1 -> powershell.exe (32bit)

3. Look for powershell.exe after 

Guloader is injected

4. Locate the RWX memory pages 

(about 14.3 MB) that contained 

Secondstageshellcode

5. Dump the memory pages

Control Flow Obfuscation (Vectored Exception Handler VEH)
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● Locate VEH using the locate_veh.idc or 
locate_veh.py

● Please watch locate_veh.mp4

Control Flow Obfuscation (Vectored Exception Handler VEH)
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Exercise 4 (Bonus)

● How did secondstageshellcode install the VEH 
function? (Which API was used to do it?)

● What anti-analysis checks were done by the 
malware just before the VEH was installed ?

● What does the sample do if the anti-analysis 
checks failed ?
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Exercise 4

Entry point of the Vector Exception Handler 
function in the Guloader stage 2 shellcode
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Control Flow Obfuscation (Vectored Exception Handler VEH)

Decompiled output of the VEH function



© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

EXCEPTION_BREAKPOINT

EXCEPTION_ACCESS_VIOLATION

EXCEPTION_ILLEGAL_INSTRUCTION

EXCEPTION_PRIV_INSTRUCTION

Control Flow Obfuscation (Vectored Exception Handler VEH)
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EXCEPTION_SINGLE_STEP

Control Flow Obfuscation (Vectored Exception Handler VEH)
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Control Flow Obfuscation (Vectored Exception Handler VEH)

Decompiled output of the VEH function
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Control Flow Obfuscation (Vectored Exception Handler VEH)
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Control Flow Obfuscation (Vectored Exception Handler VEH)

Locate the encrypted offset which is 0xC 
bytes away from the trigger
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Control Flow Obfuscation (Vectored Exception Handler VEH)

Offset decode key XOR with encrypted offset 
byte
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Trigger
Exception!

Control Flow Obfuscation (Vectored Exception Handler VEH)

Encrypted 
offset

0xC

0xE1 ^ 0xF6 = offset
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Trigger
Exception!

Updated EIP

Control Flow Obfuscation (Vectored Exception Handler VEH)

Encrypted 
offset

0xC

target_address.idc
Or 

target_address.py
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Phase V: Guloader 
the downloader

Malware Configuration Extraction 
(MCE)
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● Similar to ‘settings’ or ‘preferences’ in 
software

● Malware configuration defines the 
uniqueness of each instance

● C&C addresses, encryption keys, attack 
parameters and other IOCs

● ‘Tough’ to obtain statically
● But can be extracted from process 

memory. 

What are malware configurations?
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Decrypting Malware Configuration

Encryption
routine

Encryption
key

Ciphertext
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Decrypting Malware Configuration

Simple
XOR

Predictable location of 
encryption key

???
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1. Ciphertext splitted into multiple 
DWORD

2. Each DWORD is encoded with different 
arithmetic operations

3. Stored as local variables in functions

Ciphertext Splitting A1CD2379F530FA9458A71CE2EED42D1BA3C125D9

A1CD2379 F530FA94 58A71CE2 EED42D1B A3C125D9

BC24D7A1 DE14CFD3 78CD13EF 34DABC34 EF3A32FD

{+-&*&} {^-^*} {+-*&} {&-^&} {^&^*}
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Ciphertext Splitting

● Function starts with loading of 
address of variable that would 
the encrypted cipher text

● The function’s purpose is to 
‘construct’ the encrypted 
cipher text

● The completed encrypted 
cipher text would be stored in 
the variable
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Ciphertext Splitting

● First DWORD constructed 
by the function is the length 
of the ciphertext!
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Decrypting Malware Configuration

Simple
XOR

Predictable location of 
encryption key

???
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Unicorn CPU emulator

● https://github.com/unicorn-engi
ne/unicorn

● lightweight multi-platform
● multi-architecture 
● CPU emulator framework
● Has python bindings

https://github.com/unicorn-engine/unicorn
https://github.com/unicorn-engine/unicorn
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Exercise 5 

● Given the following
○ Encryption key
○ Address of the function containing the cipher 

text
○ Address of the end of the function containing 

the cipher text
○ Encryption algorithm used
○ Memory dump from exercise 4

● Goal
○ Write a Malware Configuration Extractor (MCE) 

to get C2 URL of this guloader sample
○ Extend the MCE to dump other strings in the 

sample
○ Extend the MCE to work for other similar 

Guloader samples 
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Exercise 5 



© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.



© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

Contact me.

https://sg.linkedin.com/in/mark-lim-b8b8346

peta909@hotmail.com

https://sg.linkedin.com/in/mark-lim-b8b8346

