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Are you frequently encountering binaries from threat intelligence reports or
your own environment that leave you wanting more information?

Perhaps you've tried the usual routes - running them in a sandbox or
submitting them to VirusTotal - only to find the resulting intelligence
lacking.

You might have even attempted a deeper dive into the sample yourself,
only to be overwhelmed by sophisticated anti-analysis techniques
that leave you feeling lost and unsure how to proceed.




The flow of the workshop

— E—
{LiyeYo
)
1. LEARN THE 2. GET ATASK 3. SOLVE THE 4. TRAINER REVIEW
THEORY PROBLEM & QRA
Understand the Receive a practical, Apply your knowledge Discuss solutions,
underlying concepts real-world challenge. to solve it difficulties, and get

and techniques. independently. answers.




OUTLINE

Introduction

Lab Preparation and Environment Setup
Phase 1: VBS file

Phase 2: Powershell

Phase 3: shellcode stage 1

Coffee Break (15:20 - 15:50)

e Phase 4: shellcode stage 2
e Phase 5: Malware Configuration
Extraction
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WARNING!

¥ networks and atamaldovces, | —re=tl PROTECI YOUR DEVICE

BEVWARE OF

2. Utilize virtual machines

3. Backup data: Ensure critical data is safely
backed up.

4. You release and hold harmless Palo Alto b | | SNe 7 |§ W
Net k d JSAC, its affiliates, and :
cgn:'?;ufo?: from an); :a?)illitl;, zlsai?:s, or COMPIUTER VIRUSS

damages arising from handling live ﬂ -
computer viruses. N SN e




Get the stuff!

e https://tinyurl.com/JSAC26RE




Lab Preparation and Environment
Setup



Lab Preparation and Environment Setup

ANALYSIS ENVIRONMENT & GOALS

Know what OS you are analysing on
» OS patch levels

e Win7vsWin10vs Win Tl

Analysis Tools
» Static and dynamic analysis

>£  Goal of the analysis
@  Extract indicators of Compromise (IOCs)
» Quick triage vs deep analysis

{ You should know your environment better than the malware.

VM CONFIGURATION & SETUP

Set up your own analysis image
» Make it as close to the victim's environment

» E.g.timezone, language, keyboard layout,
connect to AD ?

:‘é’: Networking
%o * Connecttointernet/ FakeNet/?
» MAC address configuration

Type of hypervisor
» VMware, Vbox, Hyper V
* Vmware Tools ?

A Laptop bought off the shelf is very different from OS installed from ISO

© 2025 Palo Allo Networks, Inc. All rights reserved. Proprietary and confidential information.
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Lab Preparation and Environment Setup

REQUIREMENTS @ ADVANCE PREPARATION
Laptops that has at least 8GB RAM and 100GB Please setup a Windows 10 Flare VM image
of free SSD space (https://cloud.qgooale.com/blog/topics/threat-

intelligence/flarevm-open-to-public/

Lilll

11111 . . f==).
] @ SOFTWARE CHECKLIST

» Visual Studio Community 2022 (Able to develop
p— and compile C#)

= 7 » |DA Pro latest version (Free version is good
enough)
> Python 3.13 (x64)
» Unicorn Framework (https://www.unicorne.org/)
» DnSpy (https://github.com/dnSpyEx/dnSpy)

» Visual Studio Code with Powershell extension
(https://marketplace.visualstudio.com/items?
itemmName=ms-vscode.PowerShell)

© 2025 Palo Afto Networks, Inc. Allrgf=iessnE bR RIS A —




Guloader

Phishing Tz VBS file POWERSHELL  Download Guloader Guloader  Retrieves
Email Attachment extracted executed Guloader shellcode shellcode Gremlin

Payload Stage1 Stage2 Stealer




Phase I: VBS file
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Guloader

Phishing Tz VBS file POWERSHELL  Download Guloader Guloader  Retrieves
Email Attachment extracted executed Guloader shellcode shellcode Gremlin
Payload Stage1 Stage2 Stealer
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VBS file

Static analysis
Analyse the script without running it

Step 1: Identifying Junk Code

The script will contain hundreds of lines of random variable assignments that do nothing.

e  Technique: Look for the Execute or Eval statement at the bottom of the script. Trace the
variable passed to it (e.g., Execute(FinalString), CreateObject(), Call, Run()).

e Trace Back: Work backward from FinalString. You will see it is constructed by concatenating

other variables.
e  Optimization: Use a text editor like Notepad++ or VS Code. Highlight the variable name to ¥ 4
see all occurrences. If a variable is assigned a value but never referenced again, it is junk. N g \ Laveno, B
Step 2: String Reconstruction with Python or other similar tools 2 i =

=
LAVED 56“
\'~,

GulLoader uses standard VBS string functions to hide its intent. - N
Chr() Encoding: Converts decimal ASCII values to characters (e.g., Chr(80) is ‘P’). '
StrReverse(): Reverses a string (e.g., “llehsrewoP" becomes “PowerShell"”).
e  Replace(): Removes specific junk characters inserted to break signatures.
e Base64 encoding ?

LAVER T: 4
*(Mn. 0BENP »

Insight: The output from an obfuscated script is rarely cleartext. It is usually a PowerShell
command line or similar, often Base64 encoded. This illustrates the “matryoshka doll” nature of

modern loaders—one language wraps another.
]

© 2025 Palo Alto Networks, Inc. All rights reserved. Propriets



Exercise 1

G
@ Initial Triage «

"N, + What are the hashes of the samp‘l‘es?\ NS
* What are the file types of the samples?

@ Deep dive

« What are the anti-analysis techniques involved?.
» What are the external components called?

.
by oy

o 3

2 Y Goal =
» Obtain the Powershell from VBS file

— 5




Exercise 1

Walk-through _{l &

and Demo




Phase ll: Powershell
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Guloader

POWERSHELL  Download

Phishing Tz VBS file Guloader Guloader Retrieves
Email Attachment extracted executed Guloader shellcode shellcode Gremlin
Payload Stage1 Stage2 Stealer
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Powershell

MALICIOUS POWERSHELL SCRIPTS
T
TECHNIQUES
At

f« TAKE NOTE OF
(A EXTRACT AND () ANTI-DEBUGGING
& DECODE PAYLOAD
USE ‘WRITE-HOST
> EXECUTE >_ | $VARIABLE’ TO AID IN
USUALLY HAS {3} PAYLOAD DEBUGGING

MULTIPLE LAYERS

© 2025 Palo Alto Networks, Ine. All rights reserved. Proprietary and confidential information



Powershell

Most Common Obfuscation Techniques.

450¢| Nonsensical Naming
&M and Formatting

e Random Names: Variables and
functions have meaningless
names (e.g., $asfgr, $var1,
$Krydshovedmotor).

e Backticks ('): Used to break up
commands and keywords (e.g.,
“TEX,; Set=

e Inconsistent Casmg: Mixing
cases to fool detection (e.g.,
iNvoKe-eXpReSsiOn).

e Whitespace: Excessive
newlines, tabs, and spaces to
make the script hard to read.

String
Manipulation

Commands are built at runtime,
rarely typed out.

e Character Extraction: Building
commands by picking out
individual characters from a
garbled string.

e Encoding and Compression:
Encoding (Base64) or
compressing scripts to hide
them.

@3 Concatenation

e Simple Concatenation: "1' +
'E' + 'X' builds the command
“IEX.

-f Format Operator: “{0} {1}
-f 'I','EX' builds "IEX".
-join Operator: ('1','E','X")
-join '' builds “IEX".

String Reversal: -join
('XEI'[2,1,0]) reverses a
string to get the command.
-replace Operator:
'IaxbEX'.replace('axb',"'")
removes junk characters.

© 202S Paio Alio Networks, Ine. All rights reserved. Proprietary and confidential information.



Powershell

The Analysis Methodology (How to Deobfuscate)

WARNING: NEVER run a suspicious script on your machine or a production system. Use an isolated
virtual machine (VM) that is disconnected from the network.

= Static Analysis oy - . D= .
_- (Safe Reading) Neutering’ the Script 1E Creating a Decoder

e Open the script in a text editor (like e Key: Let the script deobfuscate itself e For complex scripts, create a
VS Code with the PowerShell without executing malicious commands. separate ‘decoder’ script.
extension). e Find the final execution point. Search e Create a new, blank .ps1 file.

e Look for the patterns from Step 1. for Invoke-Expression, iex, &, or other e Copy the deobfuscation functions
Goal is to find the deobfuscation dynamic execution methods. (like 'Piftet’) into your new script.
routine (builds strings) and the * Replace execution with printing. Change | ¢ Copy obfuscated strings and pass
execution command (like iex). command to Write-Host or Write-Output. them to the function, wrapped in

e Example: Deobfuscation routine is e Example: Change ‘iex Write-Host.
the ‘Piftet’ function, execution $ObfuscatedCommand' to ‘Write-Host
command is ‘iex’ (hidden in $ObfuscatedCommand'.

Udeblivelsens220’ function). S er Ry
Write-Host $0bfuscatedCommand

© 2025 Palo Alto Networks, Ine. All rights reserved. Proprietary and confidential information % paloalto



Powershell

Debugging .ps1 using Visual Studio Code
Install Powershell extension from Microsoft

File Edit Selection View Go Q Desktop

EXTENSIONS: MARKETPLACE O .- B8 Extension: PowerShell X

powershell =Y

PowerShell

PowerShell D607ms
Fes A AT > '
Develop PowerShell modules, com... / Microsoft & mi > » 17,420,294 ko e (171)
QMicrosoft /
-

Develop PowerShell modules, commands and scripts in Visual Studio Code!
PowerShell Pro Tools D 310K Set Color Theme  Disable ‘V Uninstall |V Switch to Pre-Release Version / Auto U
fi ons for Po

are

PowerShell for Visual Studio Code Installation

Identifier ms-
= — vscode . powershel
C) CI Tests |passi version v2025.4.0 installs ‘17M|
Version ~ 2025.4.0
i s Last 49 minutes
A Updated ago
This extension provides rich PowerShell language support for

Size
(VS Code). Now vou can write and debua PowerShell scripts usina the

PR IS OUTPUT  DE TERMINAL  PORTS [] PowerShell Extension + v [ [
PowerShell Universal

t Corporation.

https://aka.ms/vscode-powershell

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and col
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Powershell

Switch to Powershell x86 (if needed)

To delete variables created in session (if needed)

1. Openthe Comm‘:cmd Palette (Ctr1+Shift_+P) ) 1. Open the Command Palette (Ctr1+Shift+P)
2.  Type and select “PowerShell: Show Session Menu 2. Type and select: “PowerShell: Restart Session.”
3. Type and select “Switch to: Windows Powershell (x86)”
File Edit Selection View Go - N oD E 0 - O X
RUNANDDEBUG D> PowerSh.. v &  powerShell: Show Session Menu recently used 5 > =0
Vv VARIABLES Accounts: Manage Extension Account Preferences
v Auto Accounts: Manage Trusted Extensions For Account
> Command Accounts: Manage Trusted MCP Servers For Account -
File Edit Selection View Go - oD Ed - O X
RUNANDDEBUG [> PowerSh.. v £  Current session: Windows PowerShell (x64) (click to show logs) > = [@
ﬁ \ VARIABLES Switch to: Windows PowerShell (x86)

Restart current session
Open session logs folder -

Modify list of additional PowerShell locations

$[(‘rwa‘g,ent’rjy‘gde[‘n‘e=Piftet "Pr\KisD,y .sSkw AoTrw R6Pr4,a\StWw Ai Pntid ho,mwA,sS1PBro Aw .e Cr

p> %EnagghilX:Piftet ', tpFio .wHeeCerG.sP hA,eH,1 .lWi..re BxGie S
& $Misappraised =Piftet ' e.oxsnis,tMo

Udeblivelsens220 (Piftet 'Sy$kag,ulM oC,b AastlGa:uUnsS st nr ai,uamut 1i,to SnOmsB =.r$Coe
6 Udeblivelsens220 (Piftet 'Ty$,cgPylaco.ubPrafFolV.: ME Sf,otCheV,r.gu.idsmdLoaven,de,glPrs

Udeblivelsens220 (Piftet 'L,$.ogFal.ro,eb Ba L1Re: BP,arB,oAcaNanL,aForM c oh .iOus km
Udeblivelsens220 (Piftet "a.$Shg0.1Coo,jbUnaBol S:flPPluOrcu. B=Me .e(s [FoIM n ttScPJ.t
Udeblivelsens220 (Piftet ' GiunfS, Ha(.u!Ta$ReP.au c ,)Im{Ev ,%$,ag ,lLaoX.b ,aExl : CS

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloaltoﬂ



Powershell

E¥ Windows PowerShell ISE (x86)
File Edit View Tools Debug Add-ons Help

D@d B X9 > 28| 8B Boo|& e

Iayer1 ps1 [Read Only] X \

26  Udeblivelsens220 (Piftet 'Ab$zig S1Poo bPeaArlu,:Thf BrFdeSemKueA 1U sAckOae,osTh=Ve$CoE yf,vtDeeBorP rToaFutqui ,o r
27 UdebTlivelsens220 (Piftet 'Rr[RiNLue TtCo. 1SAneBerFov uiRicm eAsPVeoBo1kanMetArMSaa AnSjaObgTue rTa]H.:pr:PuSSeekocDa
28 S$eEfterrationaliseringerne=$fremelskes[0];

29 $Twigs= (Piftet 'A,SrigBilCuoK bBraMalPu:TeE cn .bNoltaoDacMi=ReN.neCowUn-A.0 Fb.nj ,eudcEvt,o TaSL yS sFitK,eTim,t.S
30 $Twigs+=$Benytter[1];

31 Udeblivelsens220 ($Twigs);

32 Udeblivelsens220 (Piftet ',o$EreEXinBebOdlbooK,cRe.goHGre aA,dAfePrrFoska[P,$.hS .t .tGetSteD,fd,o envidLaswa]C,=,n$Nos
33 $Subalterns=Piftet 'S1$C EV.n 1bUnlGro Lc A.CaD.eounwU nTelBeoCaa edIsF,eiInlDeeSo(,e$PrE nfe,tPreRerlerF aP.t ti.yoKk
34 $Brsinvestorer= $Benytter[0]

35 Udeb11ve1sen5220 (Piftet 'A,$ BgSul ioA,bRiaNolKe: 1WSpaAfsSmt NeSulMeedesNos,a=V. (U,TLaeR.s DtZ,-EmP.qa0.tUnhOv ar$, vyt
36 e | E 0G3 GO [ etknrSiuDaeCa
37
38 Udeb11ve1sen5220 (P1ftet ' uSRotMoaH rBatU.-.eSS IMaeAee.kpC. ,edse ');

39 |Udeblivelsens220 (Piftet ' R$P,ginlSeoBabNeaRelFo:LiwSmaFos BtGleOmlThe,osjas.f=,a(haTKaevasPrtRk-vaPLnaCatCohMo .$, et
40 |Udeblivelsens220 (Piftet 'E $ChgAnl toMebSnakrlH :C,ZMaeUnbU,rS.aAnf,nl QsUn=Fe$Mog.olAfo AbPraTalS.: .wWPaa gF.e UrHag
41 | $eEfterrationaliseringerne=$fremelskes[$zebrafls];

42 | }$tospandets=333059;

43 $Bryllupsdagen=27115;

44  Udeblivelsens220 (Piftet 'Ta%$0 gSklLeo Ib .a SIAf:BeFDkr 1i.ogHur meK 1 IsMaeGesPemediU,d D1Dueb,rInn .eSa Ca=Gi aG k
45 Udeblivelsens220 (Piftet 'S $§ .g S1 Wo dbSoaFrlRe:V.L,iaC.s rc .iBevPhiReoreuOms Un ,eGesPls ee AsAn c=N. [RiS y B
46  Udeblivelsens220 (Piftet 'St$ rg nl .o nbSvalils,:GtUP k r ,aViiHjnPreFlrMieI nBisIn S= n Be[.0S ,yVesGutL eF.mRa.Ve
47  Udeblivelsens220 (Piftet 'Am$Sugh.1ProInb a .1In:SanSpoPInCopFee ,r NjSpuwhrS,e idNo= RS UAfkDrrTra Si,hnNueHarAuemo
<5 Udeblivelsens220 Srionperjured:

49

50
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Powershell (Guloader)

y Y

C@B_ B

@ /‘ e

Y o
%% | g

64-bit 32-bit

S .
B

1. Download and |+ 2.Self-Relaunch: 3. Dynamic API 4. Shellcode
extract payload ‘[ ' | The script first Loading: It Injection and =3
from the internet >< checks if it's running dynamically Execution intoits | -
/ in a 64-bit process. > resolves addresses OWN process &
// If so, it relaunches :".~ of several "
itself using the ~~.| Windows API |
| 32-bit version of | functions need for o,
. o* PowerShell. | code injection \\ ' /
’ i /{ oa ‘ : 4

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.




Powershell (Guloader)

Shellcode Injection and Execution

: Hud 1

Allocate a small (658 bytes) m _
executable memory region. i - pu gffcﬂ{;gfe ,

P ‘ Memory
Allocate a large (14.3 MB) read-write o C‘;ggaﬂ,;;:eg;‘ﬂt | (Suge®) B§ .
memory region. L__J = —
Copy the first part of the ' —— =~ 143 MB —E;»
$decodedPayloadBytes (658 bytes) 3 | SdecodedPayloadBytes Rﬁe"::"y"" = ‘
into the first executable region. — (Stage 2)

= Copy second part
Copy the second part of the = 1 (832403 bytes) A
$decodedPayloadBytes (332401 bytes) %= q
into the second read-write region. l ’ T ” N l; ‘ﬁ[l | ] | <dl -

| [ ?

Use CallWindowProcA to jump to the \

first shellcode address

)

© 2025 Palo Alto Networks, Inc. All iEiIEeSHES R conﬁden‘ti_



Exercise 2

Analysis Goals & Tasks

p@ Analyse the powershell (layers) to figure out how it works
? ﬁ Figure out what to do with the file ‘Eyeable49.xtp’

vt
@»@ Determine the URL that hosted the encrypted payload

Take note how the powershell layers interact with one
another

@@ How was the payload encrypted ?

@_) Explain how the payload is extracted, decrypted and
(») executed by powershell

@ What were the Windows APIs used for calling the
shellcode(s) ?

Obtain the shellcode(s)



Exercise 2

%H@% o

Walk- through and Demo

Guided analysis and live demonstration of the techniques.




Exercise 2

STAGE 1: PAYLOAD & EXECUTION

C’ } 1. Download payload from
l~  “ht-tps://softiq.ro/event/update/Eyesble49 xtp"
v

2. Copy payload file to
“Y%appdala%\skaberevners.Dam"

C__}) 3. Continue to download payload fill successful
Y

E:E‘)\ 4. Read contents into $decodedPayloadBytes
v

5. Base64 decode $decodedPayloadBytes

¥
)C 6. Extract NEXT layer of powershell script

y
—:ﬁ 7. Continue execution into NEXT layer

STAGE 2: PROCESS HOLLOWING & INJECTION

1 8. Relaunch current script in x86 powershell.exe if running
7 in x64

ShowWindow, CallWindowProcA, NtProtectVirtualMemory)

F 10. Call ShowWindow with CmdShow = SH_HIDE for
X anti-debugging

0
9. Dynamically resolve Windows APIs (VirtualAlloc,
\
¥
D
}
11. Allocate small (658 bytes) executable memory region
A
12. Allocate large (14.3 MB) read-write memory region

"'j 13. Copy first part of $decodedPayloadByles (658 bytes)
D to first region

[5‘] 14. Copy second part (332401 bytes) to second region

r -1 15. Use CallWindowProcA to jump to shellcode address

(IpPrevWndFunc = shellcode, hWnd = second stage pointer,

Msg = NtProtectVirtualMemory address)




Exercise 2

658 bytes
;E Executable
Memory

(Stage 1)

14.3 MB
Read-Write
Memory
(Stage 2)

SdecodedPayloadBytes

# --- Allocate memory and copy shellcode ---

# First part of $decodedPayloadBytes contains 2 shellcodes (658 bytes and 332401 bytes)
# Constants for VirtualAlloc

$MEM_COMMIT_RESERVE = 0x3000 # 12288

$PAGE_EXECUTE_READWRITE = 0x40 # 64

$PAGE_READWRITE = 0x04 # 4

# Allocate a small (658 bytes) executable memory region.
sfirstStageShellcodePtr = $virtualAllocDelegate.Invoke([IntPtr]::Zero, 658,
SMEM_COMMIT_RESERVE, $PAGE_EXECUTE_READWRITE)

# Allocate a large (14.3 MB) read-write memor{ region.
$secondStageShellcodePtr = $virtualAllocDelegate.Invoke([IntPtr]::Zero, 14991360, '
$MEM_COMMIT_RESERVE, $PAGE_READWRITE) b

# Copy the first part of the $decodedPayloadBytes &658 bytes) into the first executable region.
[System.Runtime. InteropServices.Marshal]::Copy($decodedPayloadBytes, 0,
$firstStageShellcodePtr, 658)

"J # Copy the second part of the $decodedPayloadBytes (332401 bytes) into the second read-write

region.
‘ $secondStageSize = 332401
[System.Runtime.InteropServices.Marshal]::Copy($decodedPayloadBytes, 658,
$secondStageShellcodePtr, $secondStageSize)

\

©2025 Palo Allo Networks, Inc. Al rights reserved. Proprietary and confidential information. 4y paloalto



Exercise 2: Executing Shellcode via Callbacks

Technique: Abusing Windows Callbacks PowerShell Execution

Utilizing "CallWindowProcA" to divert
execution flow to shellcode. Parameters
are repurposed for this technique. P

3%

--- Execute the shellcode ---

# Use CallWindowProcA to jump to shellcode address.
# Parameters repurposed as described.

4+

e 1pPreviWndFunc': Address of shellcode

to execute. > \- $CallN.:lndOWPFOCADElegate.InVOke(
&\\\‘ B $firstStageShellcodePtr, # lpPrevWndFunc
e hWnd: Pointer to second stage g isigongstig?szeli;odept;; j ;Nnd
: ’ ntProtectVirtualMemoryPtr,# Msg

shellcode. 9 > [IntPtr]::Zero, # wParam

. S TS < ‘ N IntPtr]::Z # 1P
e 'Msg’, wParam, Tpatang Unused, e LIthle Ao e

parameters. L

¢’ Reference: https://osandamalith.com/2021 /04/01/eiécdting-shelIcodé—ﬁié—callbacks/

© 2028 Palo Alto Networhs, lnc, Al tights reserved. Propnetaty and confidential information % pa'oalto



Phase lll: Shellcode Stage1
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Guloader

Guloader .Guloader

Phishing Tz VBS file POWERSHELL  Download

Retrieves
Email Attachment extracted executed Guloader shellcode shellcode Gremlin
Payload Stage1 Stage2 Stealer
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Shellcode Stage 1

Core Concepts Step 1: Extract the Shellcode
PowerShell as a Loader: 1. Examine the PowerShell Script: Look for how the
PowerShell is often used to ~ shellcode is stored. It's usually in a byte array ([Byte[]]) that
download and execute more has been decoded from a Base64 or hex string.

potent, native code (shellcode) b ——

2. Find the Injection: Locate the part of the script that copies
the shellcode into memory. This is often done with
[System.Runtime.InteropServices.Marshal]::Copy.

because it's powerful and
present on all modern
Windows systems.

@ Staged Pay|°ad52 Malware # Generic Shellcode Dumper

v frequently uses a small ”stager" # En Fhe_script,‘ find the vgriable holding the shellcode byte array.
shellcode to prepare and execute # Let's assume it's called SshellcodeBytes
a Iarger, main payload. The # Use this command in the PowerShell ISE debugger or a modified script
Sta.gerls JOb IS Oﬁen jUSt to make the ?S;(s)tgrglr?gofgilz(]jrz]Eicziezﬁlgy:;;?':c:'\\path\\to‘\\your\‘\analysis\\fohier\\
main payload executable. shellcode.bin", $shellcodeBytes)

Write-Host "[+] Shellcode dumped to shellcode.bin"

© 202S Paio Alto Networks, Ine. All rights reserved. Proprietary and confidential information.



Shellcode Stage 1

Step 2: Static Analysis (A Quick Look)

.
Preparation What to look for:

Before running the code, use a
disassembler to get clues about its
function.

@ 2. Set the correct architecture (x86 or
x64) based on your findings from the
script.

[:‘:] 3. Load it at address 0x00000000 and
start disassembling.

© 202S Paio Alio Networhs, Ine. All rights reserved. Propnetary and confidential information.

1. Open shellcode.bin in Ghidra or IDA.

API Resolving: Look for loops that perform
bitwise operations (ROR, ROL, XOR).
This is a classic sign of API hashing, a
technique to find functions like VirtualAlloc
without using readable strings.

(
Memory Protection Changes: Search for :
calls to VirtualProtect or g
NtProtectVirtualMemory. A stager shellcode
will often use these to change a region of
memory containing the main payload to be
executable.

—




Shellcode Stage 1
Step 3: Dynamic Analysis (Live Debugging)

7
—5 1. Modify the Script for Debugging: > 2. Run and Attach:
5{6:} o Find the line that triggers the shellcode execution (e.g., CreateThread ¢ © Run the modified script in the correct
or a delegate's .Invoke() method). PowerShell environment (32-bit or 64-bit).
o Insert an infinite loop right before it. This freezes the script, giving you time to o Note the Process ID (PID) it prints.
attach your debugger. o Open x32dbg/x64dbg, go to File -> Attach, and
: select the powershell.exe process with the
matching PID.
ﬁ I) 4. Trace and Analyze:
* Return to the PowerShell window and press Ctrl+C
_process with the matching PID. . to break the infinite loop.
3. Find the Shellcode and Set a Breakpoint: « The script will resume and immediately hit your
y © Inthe debugger, go to the Memory Map tab. breakpoint in the debugger.

o Look for memory regions with PAGE_EXECUTE__ permissions. Your « You are now at the start of the shellcode. Use F7
shellcode will be in one of these. You can often identify it by its size, which you (Step-Into) and F8 (Step-Over) to trace its execution.
know from the script's VirtualAlloc call. « Watch the registers and memory to understand what

o Go to that address in the CPU (Disassembly) view. You should see the same it's doing. Confirm your static analysis theories, such
instructions you saw in your disassembler. as watching it call VirtualProtect and then jump to the

[ o Set a breakpoint (F2) on the first instruction of the shellcode. next stage.

N— e 3 e — —

© 2025 Palo Allo Networks, Inc. All rights reserved. Proprietary and confidential information.



Shellcode Stage 1

Debugging Shellcode Key Questions

e From powershell to shellcode Stage e What does firststageshellcode do ?

» Debugging shellcode Stage1 e What does secondstageshellcode do ?
o Setting Breakpoint at CallWindowProcA() the

—» caller of shellcode

— DEBUGGER VIEW

user32. 75714BB0O
user32. 75714BB0O
user32. 75714BB0@ user32_CallWindowProcA proc near
user32. 75714BBO
user32. 75714BB0o
usenr32. 75714BB0O
user32. 75714BB0O
user32. 75714BB0O
user32. 75714BB©
user32. 75714BB0O
user32. 75714BB@ edi, edi

ebp

ebp, esp

edx, [ebp+arg 4]

ecx, [ebp+arg 0]

CallwindowProcA user32_CallWindowProcA
CallwindowProcw user32.dll:user32_CallwindowProcw
CallMsgFilterw user32.dll:user32_CallMsgFilterw
CallNextHookEx user32.dll:user32_CallNextHookEx
SendMessageCallbackw user32.dll:user32_SendMessageCallbackW
DdeEnableCallback user32.dll:user32_DdeEnableCallback
CallmMsgFilter user32.dll:user32_CallMsgFilter
CallMsgFilterA user32.dll:user32_CallMsgFilter
SendMessageCallbackA user32.dll:user32_SendMessageCallbackA

dword ptr
dword ptr
d
d

[=l=]—]—]—]—]—]—]"

B G

O O W
=3

word ptr
word ptr
= dword ptr

>

3
09 09 00 09 0Q

]

= 0 0
(|

)
|
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Shellcode Stage 1

e Debugging Stage 1 shellcode

>
@ Attaching debugger to powershell.exe
Q : Debugger
process to set breakpoint at the
callback API (CallWindowsProcA) to
locate the Stage 1 shellcode entry
point.

Shellcode
Entry Point

CallWindowsProcA
(Breakpoint)

e Please watch
DebugStage1ShellCode.mp4




Exercise 3

a

aonoaie « Analyse the shellcode

§i‘ firststageshellcode to figure out
" how it works

Q—* Determine the important execution
[<6>:] loops in firststageshellcode and

their purpose

e P How are the 3 parameters to
O=|f| callWindowProcA() utilised in the

ol firststageshelicode ?

Goal: @@

What does
firststageshellcode
do ?







Exercise 3

firststageshellcode

firststageshellcode
(Stager Shellcode) Enable
Indirect Executable

~ firststageshellcode SysCall @ NtProtectVirtualMemory(ﬂ Permission Secondstageshellcode
= (Stager Shelicode) in ntdil.dll J (Encrypted)

Stager shellcode for actual Bypass Hooks
Guloader payload l

Secondstageshellcode | Secondstageshellcode
[ (Encrypted) ] XOR C” [° (Decoded & Executable) ]

Decode Secondstageshellcode
using XOR

©2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and




Exercise 3
/**
* The NtProtectVirtualMemory routine changes the protection on a region of virtual memory. |
e
* \param ProcessHandle A handle to the process whose memory protection is to be changed.
* \param BaseAddress A pointer to the base address of the region of pages whose access protection attributes are to be |
changed.
* \param RegionSize A pointer to a variable that specifies the size of the region whose access protection attributes
are to be changed.
* \param NewProtection The memory protection option. This parameter can be one of the memory protection constants.
* \param OldProtection A pointer to a variable that receives the previous access protection of the first page in the
specified region of pages.
* \return NTSTATUS Successful or errant status.
%

NTSYSCALLAPI NTAPI NTSSTATUS
NtProtectVirtualMemory (

_In_ HANDLE ProcessHandle, (- |

_Inout_ PVOID *BaseAddress, s e

_Inout_ PSIZE_T RegionSize, ———» "R ——

_In_ ULONG NewProtection, - |

5 ut_ PULONG OldProtection L[S =
; L

© 2025 Paio Alto Networks, Inc. All rights reserved. Proprietary and confidential information.
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Exercise 3

Indirect Syscalls Explained
1. The Problem: Inline Hooks

e Normal Execution: App
- NtFunction (Hooked by
EDR) - EDR Inspection
- Kernel.

e The Hook: EDRs
overwrite the first 5
bytes (prologue) of the
AP| with a IMP to their
inspection DLL.

© 2025 Paio Alto Networks, Ine. All rights reserved. Proprietary and confidential information.

Direct vs. Indirect Syscalls

~

-3

Feature

Direct Syscalls

Indirect Syscalls

Syscall Instruction
Location

Inside Malware

|
-
text or Hea | -
( P) ! E =

—
|

Inside ntdll.dll

L

nidil.dil

</>

Bypasses Prologue
Hooks?

No

X R

Ye\s/ _»_,R

Bypasses RIP/Sanity
Checks?

No (Flagged as anomalous)

>4

Yes (Looks legitimate)

4

Implementation
Complexity

Low/Medium

O

High (Requires gadget

findi —

nding) @ @
5

% paloalto



Exercise 3

Indirect SysCalls

ntdll.
ntdll.
ntdll.
ntdll.
ntdll.
ntdll.
ntdll.
ntdll.
ntdll.
ntdll.

dll:
dll:
dll:
dll:
dll:
dll:
dll:
dll:
dll:
dll:

774836E0 _ZwProtectVirtualMemory(@20: ;3 COA
774836E0 5 Rt
774836E@ mov eax, 56h ; 'p'

774836E5

774836E5 loc_774836ES:

774836E5 mov edx, offset Wowb4SystemServiceCall@,
774836E5[call edx ; Wow64SystemServiceCall()] ; Wo

EAX 00000050 ¢J

EBX 4991f0BA ¢J

ECX 00000010 ¢J

EDX 774836E5 ¢J ntd11l.d11l:ntd1l_NtProtectVirtualMemory+5
ESI 00000001 ¢J

EDI 12F70000 ¢/ debug793:12F70000

774836ECgretn  14h EBP @D17DFC8 ¢J Stack[00000AAQ] :0017DFC8
CIABSCRN, == = = Rur e s e rsassmmensAtnaa e e AR ESP @D17E288 «J Stack[@00RBAAQ]:0017E288
do 90h EIP 774836E5 oJ ntdll.d1l:ntdll NtProtectVirtualMemory+S
JMP into 5 bytes after 'NTDLL.d11
function prologue to —
SysCall instruction INSIDE NTDLL.dII

bypass possible EDR hook

EDR Hook




Phase IV: Shellcode Stage2
Guloader
the downloader



Guloader

Phishing 7z VBS file  POWERSHELL  Download Guloader Guloader

Retrieves
Email Attachment extracted executed Guloader shellcode shellcode Gremlin
Payload Stage1 Stage2 Stealer

© 2025 Palo Alto Networks, Inc. Al iafi=ie s A A informati_



Exercise 3

firststageshellcode

firststageshellcode
(Stager Shellcode) Enable
Indirect Executable

~ firststageshellcode SysCall @ NtProtectVirtualMemory(ﬂ Permission Secondstageshellcode
= (Stager Shelicode) in ntdil.dll J (Encrypted)

Stager shellcode for actual Bypass Hooks
Guloader payload l

Secondstageshellcode | Secondstageshellcode
[ (Encrypted) ] XOR C” [° (Decoded & Executable) ]

Decode Secondstageshellcode
using XOR

©2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and




Constant Unfolding (or Value Splitting)
test bl, al

cmp bh, ch

mov ebp, esp

sub esp, z

add esp,

push ebp

mov ebp, esp

mov ecx,

xor ecx,

xor ecx,
debug750:121C14EF |xor ecx,

Guloader stage2shellcode entry point

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. 4 paloalto



CONSTANT UNFOLDING: HIDING VALUES IN PLAIN SIGHT

A Code Obfuscation Technique
=. 1. WHAT IS CONSTANT UNFOLDING?

=30 . ] : ) ) . ] [ .
C ——> A code obfuscation technique where a single, literal constant value is replaced by a sequence of arithmetic or logical instructions that compute the
P10 value dynamically at runtime.

rs The Mechanism: Instead of directly embedding important data (like magic numbers, IP addresses, or encryption keys), the program constructs them
on the fly. The Transformation: It effectively turns static data into executable code.

2. CONCEPTUAL EXAMPLE
ORIGINAL (CLEAR) - Static Data OBFUSCATED (CONSTANT UNFOLDING) - Executable Code
[MOV EAX, 0x32 ]-’LADD EAX, 0x32J->[ XOR EAX, OxFF }—b[xon EAX, OxFF]

v

[ E/ EAX eventually equals 100 }

3. WHAT THIS TECHNIQUE ACHIEVES (THE GOAL)

FORCES DYNAMIC ANALYSIS: To
determine the hidden value, an analyst
must typically run the code in a debugger
or use advanced symbalic execution
engines, increasing the time and effort
required for reverse engineering.

DEFEATS SIMPLE PATTERN COMPLICATES STATIC ANALYSIS:
MATCHING: Standard antivirus An analyst looking at disassembled
signatures or tools like the strings code cannot immediately see critical
& values; they see only generic math

instructions.

command looking for specific hex
values will fail to find them.

© 2025 Palo Afto Networks, Inc. Allrgf=iessnE bR RIS A _




CONSTANT UNFOLDING (OR VALUE SPLITTING)

Replicating Assembly Behavior in Python

32-BIT REGISTER BEHAVIOR PYTHON IMPLEMENTATION WITH MASKING

# mov eax, 5991B898h

# Initialize eax

eax = ©x5991B898
print(f"Initial: ©x{eax:08X}")

Ecx # xor eax, 39765675h

5 32'b¢ # We must mask after subtraction to handle potential underflow (negative results)
Fixed Width : eax = (eax ~ ©x39765675) & MASK 32
print(f"After XOR: ©Ox{eax:08X}")

# add eax, ©B9@ODCA2FDOBh

# Bitwise operations between two 32-bit numbers usually stay within 32 bits,
# but masking guarantees consistency.

eax = (eax + ©xODCA2FDEB) & MASK 32

print(f"After ADD: ©x{eax:@8X}")

o\"\‘

. WRAP AROUND ON

# xor eax, 7F464A46h

OVERFLOW/UNDERFLOW # We must mask after addition to handle potential overflow
7 ) eax = (eax ~ ©x7F464A46) & MASK_32
_—— print(f"After XOR: @x{eax:@8X}")

Oxoooooooo I # add eax, ©BD335F42h

eax = (eax + ©x©BD335F42) & MASK 32
print(f"After ADD: ©x{eax:08X}")

\\‘

@ 2025 Palo Alto HetsSikS LR rese—



Constant Unfolding (or Value Splitting)

test
cmp
mov

sub
add

debu

push
mov
mov
xor
xor

-/Ah; ECX=0x18

/50:121C14EF |xor : :

Guloader stage2shellcode entry point

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.
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Control Flow Obfuscation

e Control Flow Obfuscation BEFORE OBFUSCATION AFTER OBFUSCATION
intentionally confuses the code's (CGe8rLegic) (@bsclircail ogic
logic.
. . . DISPATCHER STAIE_:IAR
e |t makes the logical flow difficult e Q/:
Check =
for human analysts to follow. c(Ad;) iy Exscuta Actions \_\f..ﬁ
ALWAYS TRUE
e This technique uses nonsensical opr Ry ouk S5oe N
if-else statements and/or goto e ey
jumps and/or privilege (DEry A | ‘“’
instructions (e.g. Int 3) g T
switch (state_var) {
e Its purpose is to increase time : —
and effort for reverse it (A>8) { 1 (opoque va » 2 > vb
. . GrantAccess(); D helnfsy m
englneel’lng } else { state_var = Bx2F8A;

DenyAccess(); goto DISPATCHER; ...
}

e Control flow obfuscation can
include the use of Vectored

Exception Handlers. Al generated diagram not actual

malware

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloa|t0@



Control Flow Obfuscation
(Vectored Exception Handler VEH)

[ [ -~

* Vectored Exception Handling (VEH) is a
global mechanism in Windows.

* VEH handlers are called before any
standard Structured Exception
Handling (SEH).

* This mechanism does not require
modifying the stack frame, enhancing
stealth.

¢ Malware uses VEH to gain early, global
control and bypass simple debuggers.

» Locating the VEH requires walking
internal NTDLL.AIl structures.

Malware Hook |

(Red) - Intercepts
& Contrals L




struct _LdrpVectorHandlerList

SRWLOCK srw_lock

first (_LdrpVectorHandlerEntryx)

last (_LdrpVectorHandlerEntry*)

Doubly-Linked List of _LdrpVectorHandlerEntry

_LdrpVectorHandlerEntry

flink (_LdrpVectorHandlerEntry«)

blink (_LdrpVectorHandlerEntryw) |«

DWORD pNumofVEH

DWORD unknown2

exception_handler
(PVECTORED_EXCEPTION_HANDLER)

Vectored Exception
Handler (VEH)
Function

_LdrpVectorHandlerEntry

Control Flow Obfuscation (Vectored Exception Handler VEH)

flink (_LdrpVectorHandlerEntryx)

_LdrpVectorHandlerEntry

blink (_LdrpVectorHandlerEntryx) |«

flink (_LdrpVectorHandlerEntry)

DWORD pNumofVEH

blink (_LdrpVectorHandlerEntry#)

DWORD unknown2

DWORD pNumofVEH

exception_handler
(PVECTORED_EXCEPTION_HANDLER)

DWORD unknown2

Vectored Exception
Handler (VEH)
Function

exception_handler
(PVECTORED_EXCEPTION_HANDLER)

Vectored Exception
Handler (VEH)
Function

Visualization of Windows VEH structures in memory.

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.
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Control Flow Obfuscation (Vectored Exception Handler VEH)

Context & Exception Record Structures (x86 & x64)
When an exception actually occurs, Windows bundles the crash details into these structures and passes them to your handler.

LEXCEPTION_POINTERS This is the "master" structure passed to your handler. It contains pointers to the two most critical pieces of info.

typedef struct JEXCEPTION_POINTERS {

PEXCEPTION_RECORD ExceptionRecord; // The "What" (Error code, address)
PCONTEXT ContextRecord; // The "Where" (Register state: EIP, ESP, EAX...)
} EXCEPTION_POINTERS, *PEXCEPTION_POINTERS;
_EXCEPTION_RECORD Describes the error itself.

typedef struct JEXCEPTION.RECORD {

DWORD ExceptionCode; //e.g., 0xC0000005 (Access Violation)

DWORD ExceptionFlags; // 0 = Continuable, 1 = Non-continuable

struct _EXCEPTION_RECORD *ExceptionRecord; // Nested exception (usually NULL)

PVOID ExceptionAddress; // Address where the crash happened

DWORD NumberParameters; // Number of items in Exceptioninformation

ULONG_PTR Exceptioninformation[EXCEPTION_MAXIMUM_PARAMETERS]; // Extra details (e.g., read vs write)

} EXCEPTION_RECORD;

_CONTEXT (Architecture Dependent) This is a snapshot of the CPU registers at the exact moment of the crash.
x86 (32-bit): Contains Eax, Ebx, Ecx, Edx, Esi, Edi, Ebp, Esp, Eip, EFlags, Dr0-Dr7 (Debug Registers).
x64 (64-bit); Contains Rax, Rbx, ... R15, Rip, Rsp, Xmm0-Xmm15, etc.

Malware Trick: You can modify this structure in your exception handler to change the CPU registers and redirect execution flow (Context
Manipulation).

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.
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Control Flow Obfuscation (Vectored Exception Handler VEH)

VEH Handler analysis
1. Locate the VEH handler by

Wal kl n g the NTD LL. d | | Doubly-Linked List of _LdrpVectorHandlerEntry

structures

2. Determine how VEH handles
:

the various types of

. exception_handler exception_handler
exce pt|on S ’? (PVECTORED_EXCEPTION_HANDLER) (PVECTORED_EXCEPTION_HANDLER) (PVECTORED_EXCEPTION_HANDLER)
3. Determine how VEH decides

. . Vectored Exception Vectored Exception Vectored Exception
how many junk bytes to skip e s s

? (offset)
4. Determine hOW VEH Visualization of Windows VEH structures in memory.
updates the EIP?
5. List all the anti analysis
techniques used (dynamic
and static)

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloalty



Control Flow Obfuscation (Vectored Exception Handler VEH)

Guloader without obfuscation

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

; Trap to Debugger

APPLY
OBFUSCATION

loc_401E1C+

:byte_1D5B5][

; Trap to Debugger

sub

loc_401E1C:

cmp , [ebp+
j loc 401F1F

Guloader with obfuscation




Control Flow Obfuscation (Vectored Exception Handler VEH)

; Trap to Debugger

APPLY
OBFUSCATION

:byte_1D5B5][

; Trap to Debugger

Guloader without obfuscation

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.



File Edit Jump Search View Debugger Options Windows Help
i wmio - @a@e @ .\ A iAOiCLDLOY [2eipEE BEiESE
]
Library function [ll Regular function Instruction [l] pata Unexplored External symbol Jll Lumina function
Debug View L] 0] Local Types =
B DA View-EP E3 General registers
= xor esi, EAX 00051674 ) ID @
. add esi EBX121C14C9 «J VIP 0
" ? ECX 00000018 ) VIF o
test cx, dx EDX 00051674 +J AC @
= cmp ecx, esi EST 00000001 Vi@
. K 174 EDI 121C14C9 J RF @
e S e rg /A
E ":'OV esi, [ebptarg 17A] EBP @C57E208 «J NT @
jnz loc_121C14F5 ESP @C57E208 +J T0PL @
. test dx, bx EIP121C14F5 ¢J OF @
. = - EFL 00000204 DF ©
5 cmp Eebpfa‘c /S]_, = g
mov [ SF @
i ZF o
s cmp o n 121C174E: The instruction at O0x121C174E referenced memory at 0x2BD5. The memory could not be written -> 00002BD5 (exc.code c0000005, tid 7720) AF O
a3 cmp Il Don't display this message again (for this session only) 3 ™ & ot i =
. =
cmp = oK Address
* mov [
- % o BB SOUVVIHIUUWE UL user32_CallWindowProcA
pU S h €bX I callwindowProcw user32.dll:user32_CallWindowProcwW
® debug750:121C15B1 call near ptr unk_1221208C
® test al, cl
2 mov [ebp+arg_40], eax
" cmp ah, bh
* test bh, ch
° jmp loc_1220DEBS
subh 121C14C9
UNKNOWN 12 : sub_121C14C9+E8| (Synchronized with EIP) callwin
Line 1 of 2
A Hex view-1 A stack view
75Ac4BBo [ 55 8B EC 8B 55 0C 8B 4D 08 6A @1 FF 75 18 ..U...... M.j..u. 0C57E208
UNKNOWN 7SAC4BBO: user32 CallWindowProch UNKNOWN 0C57E208: onized with ESP)
AU: idle |Down

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloaltoﬂ



Control Flow Obfuscation (Vectored Exception Handler VEH)

¥ Warning

n 121C174E: The instruction at Ox121C174E referenced memory at 0x2BD5. The memory could not be written -> 00002BD5 (exc.code c0000005, tid 7720)

Don't display this message again (for this session only)
- o . Y)
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Control Flow Obfuscation (Vectored Exception Handler VEH)

mov dword ptr [esp+8], 27DCO1l¢ Egiégég;gggi‘
test dx, ax EDX 121C1000
xor dword ptr [esp+8], ESL 77418442 .
cmp cx, ax o 0cs7E208
cmp ecx, ebx ESP @C57E200 -
add dword ptr [esp+8], 6A92CCFE EIP121C174E .
sub dword ptr [esp+8], el
cmp dword ptr [ebp+ 15
jg loc_121CEF8A

1121€1731 push jo4DE65S
push ecx T
mov ecx, N
xor SER ¥ calwindowpro
xor ecx, D callwindowpro
sub ecx,
mov [ecx], ecXx
retf

sub_121C1639 endp

First instruction in Guloader stage 2

shellcode that will be handled by the
Vector Exception Handler function

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloaltO'




Control Flow Obfuscation (Vectored Exception Handler VEH)

e \What does the instructions
in the 8@ box do ?
Does it look familiar ?

e \What does the instruction in

blue do ?
e Does the instructions in the dl, [ebp+68E6EC55h]
green box makes sense ? near ptr loc_121C1724+

El
edi

eax, dx

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. 4 paloalto



Control Flow Obfuscation (Vectored Exception Handler VEH)

e Constant unfolding to ‘hide’
the ecx = Ox2BD5

e \Write into the address

‘Ox2BD5

Triggers

EXCEPTION_ACCESS_VIOLATION
dl, [ebp+68E6EC55h]
near ptr loc_121C1724+

e Instructionsin the
box is not ‘correctly’ id] cl
disassembled =

eax, dx

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. 4 paloalto



Control Flow Obfuscation eption Handler VEH)

Trlgg.er : | debug7se:121c174€ x], ecx; ECX = @x2BD5
Exception! “EESEyE

NN RN NN
AN OO

e

=

NN

1
1
1
1
1

3 D

Updated EIP

ecx

SUD_1ZZUEB/D

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.
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Control Flow Obfuscation (Vectored Exception Handler VEH)

Memory Dump steps (after locating VEH) EX powershell.exe (7796) Properties = O

General Statistics Performance Threads Token Modules
Disk Network Comment Windows
Memory  Environment Handles  .NET assemblies  .NET performance  GPU

1.  Use System Informer (a.k.a. Process

Hacker) Options Refresh |Search Memory (Ctrl+tAa g% ,O|
. Base address Type " size Protection Use A
2. VBS ->Ps1 -> powershell.exe (32bit) 0x4b20000 Private: Commit 25.59 MB  RW
(003813000 Image:Commt  1552M8 RX  CiWindo
3' LOOk for DOWGrShe”.exe after 0x7ff4ec457000 Mapped: Com... 14.75MB  NA CFG Bitmz
Guloader is injected - -
i @ powershell.exe (7796) (0x11a50000 - 0x1289c000)
4. Locate the RWX memory pages oxd
"L e cede e bl b Wb}
. (= e C = C € e = a = !
(about 14.3 MB) that contained Oxbb| 00000020 a3 af a2 £f0 7e 77 e7 a6 58 21 b7 £9 d5 98 e2
0xig 00000030 £4 6e al 13 2f 5e cl 17 db 71 00 a0 e4 72 1d

00000050 a3 2a €6b 57 7e 65 94 98 a6 94 €2 9f €5 db 4b
00000060 22 Se 4a 61 bS 7f €7 fa 0f Sc 66 57 ee Se 5b .
5_ Dump the memory pages 0x72 00000070 a3 db 4b 55 22 5e 0b 87 cb £5 €7 d2 0f 5c €6
oxcs| 00000080 14 a4 dd 7f a2 a7 01 16 dd d3 4b 55 22 S5e 13 |
00000090 1b 87 27 de 97 20 67 57 22 38 e3 87 9c 54 f4

ANNRNAAR_A A 'aAf o AN B . An 37 38 ' =% Oan 7mn..afs 0
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Control Flow Obfuscation (Vectored Exception Handler VEH) —s

e Locate VEH using the locate_veh.idc or

locate_veh.py ,
-, [ O =
e )

4 )

i3

Please watch
locate_veh.mp4

L /

Locate VEH using the
locate_veh.idc or

9 locate_veh.py . - *‘\" -
e 7 1
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Exercise 4

1F Locate the handler function using the locate_veh.idc script
(make sure Windows symbols are already loaded)

1F Analyse secondstageshellcode using the memory dump

1F How did the secondstageshellcode handles exceptions ?

¥ What types of exceptions were handled ?

+r How did secondstageshellcode know how many junk bytes
to jump over ?

1F Take note of the anti-analysis in the handler function.

Goal:
1+ Explain what caused the following exception and how was it
handled in details?  ge—— .

n 121C174E: The instruction at 0x121C174E referenced memory at 0x2BDS. The memory could not be written0000005, tid 7720) -
Il Don't display this message again (for this session only)

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.




Exercise 4 (Bonus)

e How did secondstageshellcode install the VEH
function? (Which APl was used to do it?)

e What anti-analysis checks were done by the
malware just before the VEH was installed ?

e What does the sample do if the anti-analysis
checks failed ?

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.



-through and Demo
lysis and live demonstration of the techniques.

— ¢
© :
= 3




Exercise 4

Entry point of the Vector Exception Handler
function in the Guloader stage 2 shellcode

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloa|t0@



Control Flow Obfuscation (Vectored Exception Handler VEH)

int _ _stdcall FN_VEH(PEXCEPTION_POINTERS ExceptionInfo)

{
DWORD ExceptionCode;

ExceptionCode = ExceptionInfo->ExcentionRecord->Excent
if ( ExceptionCode != EXCEPTION_ACCESS_VIOLATION )
{
ExceptionCode != EXCEPTION_ILLEGAL_INSTRUCTION
&& ExceptionCode != EXCEPTION_PRIV_INSTRUCTION
&& ExceptionCode != EXCEPTION_SINGLE_STEP
&& ExceptionCode != EXCEPTION_BREAKPOINT

return 0;

FN_VEH_handles_exception:
FN_Get_Offset_Decode_key(ExceptionInfo);
FN_Get_Offset_Update_EIP();
return -1;

Decompiled output of the VEH function

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloaltO”



Control Flow Obfuscation (Vectored Exception Handler VEH)

pop eax
xor dword ptr [ebx],

int ; EXCEPTION_BREAKPOINT triggered! EXCEPTION_BREAKPOINT
db 3,13h,19h,15h, '2',12h,0AFh, 'IMp|',0E9N,4Dh,4Dh ; junk bytes

add dword ptr [ebx],
esi,
esi,
esi, ; esi=0
[esi], esi ; EXCEPTION_ACCESS_VIOLATION

EXCEPTION_ACCESS_VIOLATION

1Ch,@C5h,74h,0C3h,4Ch, 0F6h, 8Fh, OFBh,OFAh, '36',92h,0EN,0 ; junk bytes

ES1

EXCEPTION_ILLEGAL_INSTRUCTION

EXCEPTION_PRIV_INSTRUCTION

; trigger exception!
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Control Flow Obfuscation (Vectored Exception Handler VEH)

; eax=0x100

EXCEPTION_SINGLE_STEP

; enable Trap flag

; EXCEPTION_SINGLE STEP triggered!
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Control Flow Obfuscation (Vectored Exception Handler VEH)

int __stdcall FN_VEH(PEXCEPTION_POINTERS ExceptionInfo)
{
DWORD ExceptionCode;

ExceptionCode = ExceptionInfo->ExceptionRecord->ExceptionCods
if ( ExceptionCode != EXCEPTION ACCESS _VIOLATION )
{
if ExceptionCode != EXCEPTION_ILLEGAL_INSTRUCTION
&& ExceptionCode != EXCEPTION_PRIV_INSTRUCTION
&& ExceptionCode != EXCEPTION_SINGLE_STEP
&& ExceptionCode != EXCEPTION_BREAKPOINT

return @;

FN_VEH_handles_exception:
FN_Get_Offset_Decode_key(ExceptionInfo);
FN_Get_Offset_Update_EIP
return -1;

.
’

Decompiled output of the VEH function
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Control Flow Obfuscation (Vectored Exception Handler VEH)

int __usercall FN_Get_Offset_ﬁecode_key@<ecx>?:EXEEETEBN:BBENféﬁé“:gi@<eax$)
{

PCONTEXT ContextRecord;

int result;

int count;

ContextRecord = al->ContextRecord
result = 0x18;

count = 0;
while ( 1 )
{

count += 4;
if *x(DWORD x) ((char x)&ContextRecord->ContextFlags + count)
break;
if count == 0x18 )
return OxEl;
:
J
return result;

}
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Control Flow Obfuscation (Vectored Exception Handler VEH)

FN _Get Offset Decode key

Locate the encrypted offset which is O0xC
bytes away from the trigger

;3 9xB38

3 _Context.EIP = CONTEXT+OxB3

; Get enc offset*®

Wi, (N

FN_Get Offset Update

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information. % paloaltoa



Control Flow Obfuscation (Vectored Exception Handler VEH)

_DWORD *__usercall FN_Get_Offset_Update_EIP@<eax>i
_DWORD xoffset@<eax>,
unsigned __int8 xenc_offset@<edx>,
int offset_key@<ecx>)

xoffset += offset_key ™ *enc_offset;
return offset;

H

Offset decode key XOR with encrypted offset
byte
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Control Flow Obfuscation (Vectored Exception Handler VEH)

Trigger

E tion! | debug7se:121c174€ x], ecx; ECX = @x2BD5
Xception:

OoxC

OxE1 N OxF6 = offset
Encrypted

offset

pop ecx
call sub_1220E87D
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Control Flow Obfuscation (Vectored Exception Handler VEH)

xor ecx,

<iih acy

Trigger
99 I debug750:121C174E mov [ecx], ecx; ECX = Ox2BD5

Exception!

D db
752 db
’53 db
5 db
C1756 db
2 1757 db
C1758 db -
5 db target addresslidc
Encrypted S Teiride g
offset FTTZICT758db
2:121C175C db
5D db
db
F db
760 db
761 db
762 db
763 db
64 db
Updated EIP pop. cox
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Phase V: Guloader
the downloader
Malware Configuration Extraction

(MCE)



Guloader

Phishing 92 VBS file  POWERSHELL  Download Guloader Guloader

Retrieves
Email Attachment extracted executed Guloader shellcode shellcode Gremlin
Payload Stage1 Stage2 Stealer
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What are malware configurations?

—_ el bl ' ' T HESS = “r/"-x"." .
CONCEPT & UNIQUENESS ® CONFIGURATION CONTENT ' EXTRACTION CHALLENGE
1) « Q * Similar to * ‘“Tough’ to :
i == 'settings’or obtain §\
ol ‘preferences’ S statically i
| in software =Y

 But can be
extracted 3
from process -

8%} C&C addresses

/2 encryption keys
@ attack parameters

other I0Cs

=) * Malware

\’!-_.ﬁ' f_f'*\_o configuration

Jjj\ —o defines the
k ®  uniqueness of

each instance

NN\ \W =/ g@w7y/ /' [/

L /1 1 RN TN\ A

o



Decrypting Malware Configuration

/>

Encryption Encryption
routine key

Ciphertext
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" Decrypting Malware Configuration

Simple Predictable location of ?7??
XOR encryption key
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Ci phe rteXt Spl itti n g A1CD2379F530FA9458A71CE2EED42D1BA3C125D9

1. Ciphertext splitted into multiple
DWORD

A1CD2379 F530FA94 58A71CE2 EED42D1B A3C125D9

2. Each DWORD is encoded with different 88} (0% +8) (818} ("8

arithmetic operations
3. Stored as local variables in functions S CauDTAT &é &
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Ciphertext Splitting

e Function starts with loading of
address of variable that would
the encrypted cipher text

e The function’s purpose is to
‘construct’ the encrypted
cipher text

e The completed encrypted
cipher text would be stored in
the variable
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Ciphertext Splitting

e First DWORD constructed
by the function is the length
of the ciphertext!

(eax -
= (eax )x1083A54F

print (f"Final eax Value:

Final eax Value: 0x00000033
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ebx, [esp+4]
ebx
ebx,
ebx,
ebx,
[ebx], ed
2 2
2 2
2 2
2 2
eb>
di
dup(@),
2 2

dword ptr [
dword ptr [

bx
b v

e
e

2 2 2

2 2

dword ptr [
dword ptr [

ebx
ebx

; Encrypted_C2

; EBX = @
2 2 2
2 2
2 2
2 2
2 2 2
2 2 2

; EBX = ©x33
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" Decrypting Malware Configuration

Simple Predictable location of ?7??
XOR encryption key
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Unicorn CPU emulator

e https://github.com/unicorn-enaqi
ne/unicorn

lightweight multi-platform
multi-architecture

CPU emulator framework

Has python bindings

Unicorn
The Ultimate CPU emulator
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EXERCISE 5

GIVEN: GOAL:
. Encryption key c2URL Write a Malware

I e “ L= Configuration Extractor ‘3?
‘\«- S containing the cipher text 1\‘\ et e ‘
= (£ Address of the end of the =) @d Extend the MCE to dump =5
1..F function... anes — other strings in the sample
{E):} Encryption algorithm used Eﬁﬁi?gima'\fgﬁg \év:rrk for | X
i

samples

E% Memory dump from
() exercise 4




Exercise 5

python emulate_config_dmp.py

INFO:
INFO:
INFO:
INFO:
INFO:

INFO
INFO
INFO
INFO

INFO:
INFO:
INFO:
INFO:

INFO
INFO

INFO:
INFO:
INFO:

INFO
INFO
INFO

__main
__main
__main

main

__main

main
main
main
main
main

__main

main
_main
main
main

__main

main

__main

main
main

:String
:String
:String
:String
:String

String
String
String
String

:String
:String
:String
:String

String
String

:String
:String
:String

String
String
C2 url

found
found
found
found =
found =
found
found
found
found =
found
found
found =
found
found =
found
found
found
found
found
found
= https:

%Idigbo% -w 1 $Mycoprotein=(Get-ItemProperty -Path *HKCU:\Oversanselig\').Penta;%Idigbo% ($Mycoprotein)
%Idigbo% -w 1 $Trustor=(Get-ItemProperty -Path ‘HKCU:\Oversanselig\®).Penta;%Idigbo% ($Trustor)

Oversanselig\ [CECEEEEE 0x782507
Penta CREEREEEER 0x782672
c:\windows\system32\WindowsPowerShell\v1.0\powershell.exe
c:\windows\SysWOW64\WindowsPowerShell\v1.0\powershell.exe
Idigbo (BEEEEEEER 0x783AC7
Environment CEEEEEEE 0x783BB2
\Microsoft.NET\Framework\\msbuild.exe (CEEEEEEE
psapi.dll CRREEEERER 0x79ABE2
wininet.dll CEEEEEEE 0x79CF24
Msi.dll (CEEEEEEE 0x79D9EE
KERNELBASE.DLL (BEEEEEEE Ox79E87A
shell32 CEREEEEER Ox79F7CF

windir= (CEEEEEEE 0x7A00A1
SYSTEM\ControlSet®®1\Enum\ACPI\PNPOCOC (CREEEEEE
TEMP= Ceeceeeed
CONOUTS (BEEEEEEE 0x7A40B5
mshtml.dll (CREEEEEE 0x7A4C61
LinjsSmesoftiq.ro/event/update/mCNQZhDQboPBW61.bin
//softiq.ro/event/update/mCNQZhDQboPBW61.bin enc config addr

0x7A188D
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ceeeeeed
[CEEEEEEE

0x782736
0x783252

ceeeeeed
ceeeeeed

0x78BA05

0x7A08D6

CREEEERER 0x7A54BF

0x7A54BF

0x780256
0x781444
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Exercise 5

Walk-through and Demo

Walk-through and Demo

Guided analysis and live demonstration of the techniques.
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Contact me.

https://sq.linkedin.com/in/mark-lim-b8b8346

peta909@hotmail.com

© 2025 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.


https://sg.linkedin.com/in/mark-lim-b8b8346

