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Introduction
 Period

• September - October 2025

 Initial access (Phishing Emails) 
• Securities account themed social engineering

• Embedded URLs

 Key characteristics 
• Emails are distributed in large numbers within a few hours.

• Malware sets and implementations were changed over time

 Malware sets 
• Donut Loader/ValleyRAT/SNOWLIGHT/VShell
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Campaign Overview
 Securities account themed social engineering

Phishing email sample

Malware download page
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Landing Page
 Accessed environment check

• Verify Japanese time zone

 Automated access blocking
• When accessed in an automated or 

script, an authentication page is 
presented and access to the content is 
blocked.

Creating fake reCAPTCHA page

Geolocation check function

Fake reCAPTCHA page
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Email delivery schedule
 Emails were sent at irregular times, including early morning and late night 

hours, with no consistent delivery pattern observed.

Heatmap of email delivery volume by time of day (UTC+9)
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Detailed Campaign Analysis
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Campaign Timeline

2025/09/25

1. Malware was not executable due 
to implementation errors.

• Malware components
• Loader

• Donut Loader

• ValleyRAT

3. The loader was modified from the initial 
version, making the malware executable.

• Malware components
• Loader

• Donut Loader

• ValleyRAT

4. The payload was changed 
from ValleyRAT to VShell:

• Malware components
• Loader

• Python script (SNOWLIGHT)

• VShell

5. The loader and Python script 
was changed from case 4:

• Malware components
• Loader

• Python script (SNOWLIGHT)

• VShell

ValleyRAT

2.  Malware could not be downloaded 
due to misconfigured C2 settings.

2025/09/29 2025/10/01 2025/10/08 2025/10/09

VShell VShell
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Wave 1

2025/09/25

1. Malware was not executable due 
to implementation errors.

• Malware components
• Loader

• Donut Loader

• ValleyRAT

ValleyRAT



©
I
T
O
C
H
U
 
C
y
b
e
r

&
 
I
n
t
e
l
l
i
g
e
n
c
e
 
I
n
c
.

13

Wave 1: Incorrectly Implemented ValleyRAT
 Due to implementation errors, it could not be executed.

EXE

1010
0101
1010

C2 Server

Decode and execute

Loader

Shellcode
(Donut Loader)Decode and execute

DLL

ValleyRAT C2 Server

ZIP

URL
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Wave 1: 1st stage Loader
 Language check

• 0x404: zh-TW

• 0x804: zh-CN

 Decode shellcode with xor 0x60 Language check

xor 0x60
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Wave 1: 2nd stage Donut Loader
 Shellcode generator that enables in-memory execution of VBScript, 

JScript, EXE, DLL files and .NET assemblies
• https://github.com/TheWover/donut

 Decrypter
• GitHub - volexity/donut-decryptor: Retrieve inner payloads from Donut samples

Donut Loader decryption routine

https://github.com/TheWover/donut
https://github.com/TheWover/donut
https://github.com/volexity/donut-decryptor
https://github.com/volexity/donut-decryptor
https://github.com/volexity/donut-decryptor
https://github.com/volexity/donut-decryptor
https://github.com/volexity/donut-decryptor
https://github.com/volexity/donut-decryptor
https://github.com/volexity/donut-decryptor
https://github.com/volexity/donut-decryptor
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Wave 1: 3rd stage ValleyRAT
 Winos 4.0 C2 framework

 Reversed config string
• |p1:112.121.185.10|o1:443|t1:1|p2:112.121.185

.10|o2:80|t2:1|p3:112.121.185.10|o3:6666|t3:1
|dd:1|cl:1|fz:默认|bb:1.0|bz:X上机
|jp:1|bh:0|ll:0|dl:1|sh:1|kl:0|bd:0|

 Connect to C2 with KCP protocol

 It downloads additional plugins.
• Module name: {vU_!jWW. (登录模块.dll)

• 登录模块: Login module (In simplified Chinese)

ValleyRAT config

Downloading additional module
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Wave 1: 3rd stage ValleyRAT cont.
 Check if a module already 

exists in the registry.
• HKCU\Console\1\d33f

351a4aeea5e608853d1
a56661059

 Inject to tracerpt.exe

Saving downloaded plugins into registry

Process injection
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Wave 1: 3rd stage ValleyRAT cont.
 Data sent to C2 is encrypted with xor.

 Data format
• [packet size (4 bytes)] + [encryption key (10 bytes)] + [data]

Decryption routine
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Wave 2

2.  Malware could not be downloaded 
due to misconfigured C2 settings.

2025/09/29
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Wave 2: Not observed
  Malware could not be downloaded due to misconfigured C2 settings.

C2 Server

URL
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ValleyRAT

21

Wave 3

3. The loader was modified from the initial 
version, making the malware executable.

• Malware components
• Loader

• Donut Loader

• ValleyRAT

2025/10/01
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Wave 3: ValleyRAT
 The loader was modified.

 It is suspected that the attacker realized the malware could not run in a Japanese 
environment and therefore modified the loader.

EXE

1010
0101
1010

C2 Server

Decode and execute

Loader

Shellcode
(Donut Loader)Decode and execute

DLL

ValleyRAT C2 Server

ZIP

URL
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Wave 3: 1st stage Loader
 Decrypt shellcode with rolling xor

 Latter stage is same as wave 1.
• 2nd stage: Donut Loader

• 3rd stage: ValleyRAT (same config)

Decryption routine

Decrypt and execute shellcode
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Wave 4

4. The payload was changed 
from ValleyRAT to VShell:

• Malware components
• Loader

• Python script (SNOWLIGHT)

• VShell

2025/10/08

VShell
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Wave 4: VShell
 The loader was modified to download Python script.

 The payload was changed from ValleyRAT to VShell.

EXE

C2 Server

Execute

Loader

Python script
(SNOWLIGHT)

Decode and 
execute

DLL

VShell C2 Server

ZIP

URL

Download

Download

C2 Server

C2 Server
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Wave 4: 1st stage Loader
 The loader made by C++ was changed to a loader created with PyInstaller.

 It downloads Python script contains shellcode.

Loader executes Python script
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Wave 4: 2nd stage SNOWLIGHT Loader
 Execute shellcode

 Support Windows/Linux

Shellcode execution function

Supports Linux

Hardcoded shellcode
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Wave 4: 3rd stage SNOWLIGHT
 VShell downloader generated by 
VShell server

 Download and execute VShell
• It sends an architecture signature + IP 

address with raw socket.

 Support Windows/Linux/macOS

 Decode a payload with xor 0x99

Packet

Xor 0x99



©
I
T
O
C
H
U
 
C
y
b
e
r

&
 
I
n
t
e
l
l
i
g
e
n
c
e
 
I
n
c
.

29

Wave 4: 4th stage VShell
 Multi-platform backdoor written in Go

 Config
• {"server":"47.245.30.54:8888","type":

"tcp","type":"tcp","vkey":"qwe123qwe"
,"proxy":"","salt":"qwe123qwe","1":fa
lse,"e":false,"d":30,"h":10}

• vkey and salt are the default values.

 AES CBC mode
• Key: E396BBB053529D2DDB17B100AA04D7C5

• IV: E396BBB053529D2DDB17B100AA04D7C5 

 Version: 4.9.3

VShell version v4.9.3

Config settings on VShell server
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Wave 5

5. The loader and Python script 
was changed from case 4:

• Malware components
• Loader

• Python script (SNOWLIGHT)

• VShell

2025/10/09

VShell
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Wave 5: VShell
 The loader and Python script was modified.

EXE

C2 Server

Execute

Loader

Python script
(SNOWLIGHT)

Decode and 
execute

DLL

VShell C2 Server

URL

Download

Download

C2 Server

C2 Server
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Wave 5: 1st stage Loader
 Created with PyInstaller 

 Modified the next stage script name (zhubei.py)

Wave 4 1st stage loader Wave 5 1st stage loader
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Wave 5: 2nd stage Loader
 Added function to save the 1st stage loader at 
%APPDATA%\Microsoft\Windows\Start Menu\Programs\bei.exe

Wave 4 2nd stage loader Wave 5 2nd stage loader
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Wave extra: whois query
 While monitoring the content hosted 

on the C2 server, we observed that 
the Python script (SNOWLIGHT) was 
modified after wave 5.

 The malicious code was removed and 
replaced with functionality that 
performs a WHOIS query.

WHOIS query script



Continuous Intrusion & Distribution
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Development and delivery timeline (UTC+9)
 It indicates that the threat actor developed and deployed the malware 

and scripts in real time immediately before the email was sent.

ValleyRAT

Wave 1
2025/09/25

05:00 - 06:00

Wave 2
2025/09/29

18:00 - 23:00

Wave 3
2025/10/01

07:00 - 09:00

Wave 4
2025/10/08

04:00 - 13:00

Wave 5
2025/10/09

14:00 - 23:00

VShell

2025/09/25 
04:52:05

2025/09/26
04:28:10

2025/09/28
22:02:40

2025/10/08
21:30:28

Wave 1
Loader

Wave 4
Python script 
(vshell.py)

Wave 5
Python script 
(zhubei.py)

2025/10/07
23:06:35

2025/10/08
21:54:59

2025/10/09
23:24:34

2025/10/08
22:15:48

Wave 5
Python script 
(vshell.py)

Wave extra
whois script

Last-Modified
on C2 server

Compilation 
date

Wave 3
Loader

Wave 4
Loader

Wave 5
Loader
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Hunting malware hosting servers
 Reuse of malware distribution hosts

• It was possible to identify related domains and original IP addresses using 
services such as VirusTotal and Censys.

• We were also able to identify domains that did not appear in the phishing emails 
themselves, based on shared characteristics of the malware hosting sites.

Malware hosting site sourceHtml title tag

Censys search result
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VShell server
 Multi-platform backdoor written in Go

 The original repository has been deleted.
• https://github.com/veo/vshell

• The cracked version (v4.9.3) is leaked.

 Supported protocols
• TCP/KCP over UDP/WebSocket/DNS/DOT/DOH/OSS

https://github.com/veo/vshell

https://github.com/veo/vshell
https://github.com/veo/vshell
https://github.com/veo/vshell
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VShell server

VShell web console

 Supported multiple payload types
• Stager/Shellcode/Full beacon/

Passive listener

 Plugin Runner
• An operator can deploy additional 

modules
• Fscan, Mimikatz, etc.

 Tunneling function
• SOCKS5 Tunnel/HTTP Tunnel/

TCP proxy/UDP proxy
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VShell fingerprints
 Fake nginx page

 Basic authentication

Censys search result Basic authentication page

Default nginx page
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VShell fingerprints
 Title: 登录 - 管理平台

Censys search result

VShell login console
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Countermeasures
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Email monitoring
 Monitor Japanese subject, 

message body or attachments.

Phishing email sample
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Network control measures
 Direct IP address connection

• If your organization doesn’t need to access to the Internet with IP address, block 
the direct access.

 Specific protocols control
• Control or monitor unnecessary protocols

• KCP over udp
• kcp/README.en.md at master · skywind3000/kcp · GitHub

• Websocket (wss)
• RFC 6455 - The WebSocket Protocol

• DNS over TLS
• DoT uses port 853 by default.

 Block C2 servers as quickly as possible
• Analyze the sample and C2 servers to get IoCs.

https://github.com/skywind3000/kcp/blob/master/README.en.md
https://github.com/skywind3000/kcp/blob/master/README.en.md
https://github.com/skywind3000/kcp/blob/master/README.en.md
https://github.com/skywind3000/kcp/blob/master/README.en.md
https://datatracker.ietf.org/doc/html/rfc6455
https://datatracker.ietf.org/doc/html/rfc6455
https://datatracker.ietf.org/doc/html/rfc6455
https://datatracker.ietf.org/doc/html/rfc6455
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Conclusion
 Importance of continuous research

• Although many suspicious emails appeared identical at first glance, detailed 
analysis revealed meaningful differences in the attack campaign.

• The blue team also needs to adapt quickly and keep up with the threat actors‘ 
evolving tactics.
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And more…
 Who’s behind this campaign?

 Suspected threat actor: SilverFox
• Securities account themed social engineering

• Similar tax or salary-related emails were observed 
in April and December. [1]

• Malware sets
• Donut Loader/ValleyRAT/SNOWLIGHT/VShell

• ValleyRAT is a known to be a malware used by SilverFox. [2]

• But these tools are publicly available. 

[1] Tracking Malware and Attack Expansion: A Hacker Group’s Journey across Asia

https://www.fortinet.com/blog/threat-research/tracking-malware-and-attack-expansion-a-hacker-groups-journey-across-asia

[2] A Deep Dive into a New ValleyRAT Campaign Targeting Chinese Speakers

https://www.fortinet.com/blog/threat-research/valleyrat-campaign-targeting-chinese-speakers

https://www.fortinet.com/blog/threat-research/tracking-malware-and-attack-expansion-a-hacker-groups-journey-across-asia
https://www.fortinet.com/blog/threat-research/tracking-malware-and-attack-expansion-a-hacker-groups-journey-across-asia
https://www.fortinet.com/blog/threat-research/tracking-malware-and-attack-expansion-a-hacker-groups-journey-across-asia
https://www.fortinet.com/blog/threat-research/tracking-malware-and-attack-expansion-a-hacker-groups-journey-across-asia
https://www.fortinet.com/blog/threat-research/tracking-malware-and-attack-expansion-a-hacker-groups-journey-across-asia
https://www.fortinet.com/blog/threat-research/tracking-malware-and-attack-expansion-a-hacker-groups-journey-across-asia
https://www.fortinet.com/blog/threat-research/tracking-malware-and-attack-expansion-a-hacker-groups-journey-across-asia
https://www.fortinet.com/blog/threat-research/tracking-malware-and-attack-expansion-a-hacker-groups-journey-across-asia
https://www.fortinet.com/blog/threat-research/tracking-malware-and-attack-expansion-a-hacker-groups-journey-across-asia
https://www.fortinet.com/blog/threat-research/tracking-malware-and-attack-expansion-a-hacker-groups-journey-across-asia
https://www.fortinet.com/blog/threat-research/tracking-malware-and-attack-expansion-a-hacker-groups-journey-across-asia
https://www.fortinet.com/blog/threat-research/tracking-malware-and-attack-expansion-a-hacker-groups-journey-across-asia
https://www.fortinet.com/blog/threat-research/tracking-malware-and-attack-expansion-a-hacker-groups-journey-across-asia
https://www.fortinet.com/blog/threat-research/tracking-malware-and-attack-expansion-a-hacker-groups-journey-across-asia
https://www.fortinet.com/blog/threat-research/tracking-malware-and-attack-expansion-a-hacker-groups-journey-across-asia
https://www.fortinet.com/blog/threat-research/tracking-malware-and-attack-expansion-a-hacker-groups-journey-across-asia
https://www.fortinet.com/blog/threat-research/tracking-malware-and-attack-expansion-a-hacker-groups-journey-across-asia
https://www.fortinet.com/blog/threat-research/tracking-malware-and-attack-expansion-a-hacker-groups-journey-across-asia
https://www.fortinet.com/blog/threat-research/tracking-malware-and-attack-expansion-a-hacker-groups-journey-across-asia
https://www.fortinet.com/blog/threat-research/tracking-malware-and-attack-expansion-a-hacker-groups-journey-across-asia
https://www.fortinet.com/blog/threat-research/tracking-malware-and-attack-expansion-a-hacker-groups-journey-across-asia
https://www.fortinet.com/blog/threat-research/tracking-malware-and-attack-expansion-a-hacker-groups-journey-across-asia
https://www.fortinet.com/blog/threat-research/tracking-malware-and-attack-expansion-a-hacker-groups-journey-across-asia
https://www.fortinet.com/blog/threat-research/valleyrat-campaign-targeting-chinese-speakers
https://www.fortinet.com/blog/threat-research/valleyrat-campaign-targeting-chinese-speakers
https://www.fortinet.com/blog/threat-research/valleyrat-campaign-targeting-chinese-speakers
https://www.fortinet.com/blog/threat-research/valleyrat-campaign-targeting-chinese-speakers
https://www.fortinet.com/blog/threat-research/valleyrat-campaign-targeting-chinese-speakers
https://www.fortinet.com/blog/threat-research/valleyrat-campaign-targeting-chinese-speakers
https://www.fortinet.com/blog/threat-research/valleyrat-campaign-targeting-chinese-speakers
https://www.fortinet.com/blog/threat-research/valleyrat-campaign-targeting-chinese-speakers
https://www.fortinet.com/blog/threat-research/valleyrat-campaign-targeting-chinese-speakers
https://www.fortinet.com/blog/threat-research/valleyrat-campaign-targeting-chinese-speakers
https://www.fortinet.com/blog/threat-research/valleyrat-campaign-targeting-chinese-speakers


©
I
T
O
C
H
U
 
C
y
b
e
r

&
 
I
n
t
e
l
l
i
g
e
n
c
e
 
I
n
c
.

49

Is the campaign still ongoing?
 We have also observed similar 

campaign in December 2025.
• Tax-related themed phishing 

email.

• ValleyRAT
• C2

• 118.107.13.96:6666

• fcccc.top:443

• bz (File creation date): 2025.12.2

ValleyRAT config

Phishing email sample



ITOCHU
Cyber & 
Intelligence

kamekawa-satoshi@itochu.co.jp

Thank you !    
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IoCs - file

SHA256 Description

9ce5e91bab036e01c56aa4375205f01e91cd8f851327ea5b781167ef5b84 Loader

7d5194adfdbf795c29242c29058895163f3f758325baf7440fad6af85c9e ValleyRAT

e82151d8518670c9fe01c1c5aebeead66c83f562a20feb4c749c36ac0787 Loader

238c8eb133e2326d5f48131c6633719b669fbd92c13ac322c33823c109bd ValleyRAT

719bb84cca932f7d3f09e5e5358d79e954dab80ffad9c43b42bb03209a67 Loader

7fee6d2ddb898eefbfebbcaf94797e7fcbb6cd330c97aadae0f85ec119dd993b Downloader

253ff072d71caeb02ed596fd6aa266e625f51a09d49d82726a11b66218bdd6c3 SNOWLIGHT

e166ddbc8c761d6e65402797c89d4e0eae97b4aaf5bb8693bebad35f5d20 VShell

a26773902aac185a84412e306492ea056b974780db4d183c5847246cf4ae Loader

96fe34f367423a1ca75e0e0b293ef4918ca30f5efcb36c9b67dec746493f3b37 Downloader
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IoCs - IP and domain

IP and domain Description

112[.]121[.]185[.]10 ValleyRAT C2

47[.]245[.]30[.]54 VShell C2

m404[.]lanosso[.]com Malware hosting server

yu123sp[.]com Malware hosting server

118.107.13.96 ValleyRAT C2

fcccc.top ValleyRAT C2
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