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Phishing as a Service Business Model

¸ ṇ or ּך

¸Weekly ( , ), Monthly ( , ), etc.

¸ ךּ ( )

¸ ṇ ṇ ṇ Ḯ

¸U ẓ USDT ( ︡ ךּ ṇ )

https:// engineers.ntt.com/entry/ 202504-phishingkit/entry
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Phishing Admin Panel Features

¸ ḱ

¸ ︡

¸ ṇ

¸URLḱ

¸ (OTP)

¸etc.
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Phishing Admin Panel Building Tool

2 PaaS ṇ ︡ כֿ ḭ כֿ צּ פּ Ḯ

¸ ṇ צּ אל ךּ

¸Linux ︡ ︡ ךּ

¸Docker ︣ כֿ ḭ ︡ ︡ ︣ כֿ צּ קּ

¸MySQL Redisּצ ṇ ṇ ︡ אל ךּ

¸ PhaaS URLּצ פּ ךּ
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Case 1
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Security Vertification

https:// urlscan.io/result/0198c5fc-ce54-77fb-a458-daac1bfe251c/
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install.sh

¸Docker ṇ ḱ ṇ

¸ ṇ ḱ ṇ . ( install.zip )

¸Nginx

¸DB

¸Cloudflare IP (Cloudflare )

¸ ṇ ṇ IP ( ṇ ṇ )

¸ URL

¸ ṇ ṇ ṇ ḱ ṇ
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install.sh(Environment)

¸ פּ פּלּ

︣

¸Docker

ṇ

¸ ךּ ṇ

︣
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install.sh(Download Tools)

¸ ṇ ṇ IP

¸

ṇ ḱ

($ZIP_URL_WITH_TIMESTA

MP)
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install.sh(Generate Admin Panel URL)

¸Phishing Admin Panel URL

hxxp://$SERVER_IP/$RANDOM_ENTRY

¸Usename&Password

$ADMIN_USERNAME

$ADMIN_PASSWORD
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install.sh(Crawler Blocking)

spider_ipss.jsonspider_ip.py
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install.sh(Cloudflare)
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install.zip
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docker-compose.yml

hyperf Redis&MySQL nginx
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Dockerfile
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Cloaking Contents

https:// www.netcraft.com/blog/inside-the-lighthouse-and-lucid-phaas-campaigns-targeting-316-global-brands
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Cloaking Contents

html/shopfy/ index.html
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Background Contents

(SwooleLoader)
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Case 2
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Phishing Kit Name

¸CoGUI(proofpoint)

¸Oriental Gudgeon (urlscan)

https:// www.proofpoint.com/us/blog/threat-insight/cogui-phish-kit-targets-japan-millions-messages

https:// urlscan.io/blog/2025/05/06/oriental-gudgeon/
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install.sh

¸Docker ṇ ḱ ṇ

¸docker -compose.yml ṇ ḱ

¸ ṇ ṇ
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install.sh(Download)
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install.sh(docker compose pull)



© NTT DOCOMO BUSINESS, Inc. All Rights Reserved. 28

install.sh(docker compose up)
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docker-compose.yml(nxDB, fmDB)
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docker-compose.yml(nxRedis, fmRedis)
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docker-compose.yml(nxService, fmService)
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docker-compose.yml(nxWeb, fmWeb)
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Proprietary Docker image

nx (nxService ) : 

¸ לּ

nx-web ( nxWeb ) : 

¸ WebUI לּ
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Docker image (nx)
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/open/visitors/info/
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dist/modules/visitors/controller/open/ info.js

/open/visitors/info/validateHuman



© NTT DOCOMO BUSINESS, Inc. All Rights Reserved. 37

dist/modules/visitors/controller/open/ info.js

/open/visitors/info/saveOrUpdateLoginInfo
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Docker image (nxWeb)
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Conclusion

¸ אל ︠ צּ אל ךּ

¸Docker ︣ כֿ ḭ ︡ ︡ ︣ כֿ צּ קּ

ךּ

¸PhaaS ể URLḱ ︡ ךּ

ẓURLḱ צּ ︣ ḭ︣ צּ ︣
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Thank you for your attention!
Your comments & feedbacksare always welcome!

Email : ic-na4sec@ntt.com
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Appendix

Case 1 Phishing Site Examples

¸GMO Aozora Net Bank

https:// urlscan.io/result/0198c209-298b-75c8-a3b3-86054a338084/

¸Mitsubishi UFJ Morgan Stanley Securities

https:// urlscan.io/result/0198c674-4c04-751f-9c43-7e30606fd438/

¸NTT docomo

https:// urlscan.io/result/01979b75-c82d-7661-87dd-ab5ec018451b/

¸OricoCard

https:// urlscan.io/result/01973411-7ee3-7224-bc79-b462bc3164a5/
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Appendix

Case 1 Fake Contents Examples

https:// urlscan.io/search/#hash%3Aed46e93efed40678cc3a6f3395143c6bc58338603bf836d690f74a8

b6fcd85b3

https:// urlscan.io/search/#hash%3A707003b99a2b0831f483e6900508999a6b247b7561f27e2030e277

f6afb9a9e8

https:// urlscan.io/search/#hash%3A0e1eda34f12136647e3cc587f999c702bf1c19b693d512d345966ea

b30d5c897
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Appendix

Case 2 Phishing Site Examples

¸NTT docomo(validateHuman)

https:// urlscan.io/result/0196f642-5b03-710f-8b7a-c4d44d0a5cf6/

¸NTT docomo(createOrGetUserInfo)

https:// urlscan.io/result/ba56832e-ede2-4913-bfa7-b1837151a267/

¸AIFUL

https:// urlscan.io/result/0196f20f-3eca-752d-8315-cc3198408dab/

¸Sumitomo Mitsui Card

https:// urlscan.io/result/0195953b-8103-7002-9bd3-58f0d632d62f/
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Appendix
nxDocker image files

¸start.sh
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Appendix
nxDocker image files

¸dist/data-source.js
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Appendix
nxDocker image files

¸dist/modules/sourceConfig/ interface.js
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Appendix
nxDocker image files

¸dist/modules/systemSettings/service/anti_red.js
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Appendix
nxDocker image files

¸dist/modules/systemSettings/service/anti_red.js
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Appendix
nxDocker image files

¸view/welcome.html
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Appendix
nxDocker image files

¸dist/modules/visitors/controller/open/info.js
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Appendix
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Appendix
nxDocker image files
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Appendix
nxDocker image files

¸dist/modules/visitors/controller/open/info.js
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Appendix
nxDocker image files

¸dist/modules/visitors/controller/open/info.js


