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Phishing as a Service Business Model

¸{ǳōǎŎǊƛǇǘƛƻƴπōŀǎŜŘ ƻǊ hƴŜπǘƛƳŜ ǇǳǊŎƘŀǎŜ

¸²ŜŜƪƭȅ όΣ ύΣ aƻƴǘƘƭȅ όΣ ύΣ ŜǘŎΦ

¸hƴŜπǘƛƳŜ ǇǳǊŎƘŀǎŜ όύ

¸LƴŎƭǳŘƛƴƎ ƻƴƎƻƛƴƎ ǳǇŘŀǘŜǎ ŀƴŘ ŎǳǎǘƻƳŜǊ ǎǳǇǇƻǊǘΦ

¸¦ Ҧ¦{5¢ ό! ǎǘŀōƭŜŎƻƛƴ ǇŜƎƎŜŘ ǘƻ ǘƘŜ ǇǊƛŎŜ ƻŦ ǘƘŜ ¦{ ŘƻƭƭŀǊύ

https:// engineers.ntt.com/entry/202504-phishingkit/entry
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Phishing Admin Panel Features

¸Select and build phishing sites.

¸Management of stolen information.

¸Cloaking settings.

¸URL/Domain management.

¸Bypassing two-factor authentication.

¸etc.
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tƘƛǎƘƛƴƎ !ŘƳƛƴ tŀƴŜƭ .ǳƛƭŘƛƴƎ ¢ƻƻƭ

After investigating two PhaaStools, we found the following:

¸Installation commands are provided for building it.

¸Build a admin panel by executing scripts in a Linux environment.

¸By leveraging Docker, you can easily build and delete containers.

¸MySQL and Redis are used as database functions in the admin panel.

¸The URL for the PhaaSinfrastructure was specified in the script.
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Case 1
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Security Vertification

https:// urlscan.io/result/0198c5fc-ce54-77fb-a458-daac1bfe251c/
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install.sh

¸5ƻǿƴƭƻŀŘ ŀƴŘ ƛƴǎǘŀƭƭ 5ƻŎƪŜǊΦ

¸5ƻǿƴƭƻŀŘ ŀƴŘ ƛƴǎǘŀƭƭ ǘƘŜ ǇƘƛǎƘƛƴƎ ŀŘƳƛƴ ǇŀƴŜƭ ōǳƛƭŘƛƴƎ ǘƻƻƭΦ όƛƴǎǘŀƭƭΦȊƛǇύ

¸ƴƎƛƴȄ ŎƻƴŦƛƎǳǊŀǘƛƻƴΦ

¸5. ŎƻƴŦƛƎǳǊŀǘƛƻƴΦ

¸DŜǘ /ƭƻǳŘŦƭŀǊŜ Lt !ŘŘǊŜǎǎŜǎΦ ό¦ǎƛƴƎ /ƭƻǳŘŦƭŀǊŜύ

¸DŜǘ ǎŜŀǊŎƘ ŜƴƎƛƴŜ ŎǊŀǿƭŜǊ Lt ŀŘŘǊŜǎǎŜǎΦ όŎǊŀǿƭŜǊ ōƭƻŎƪƛƴƎύ

¸DŜƴŜǊŀǘƛƴƎ ǘƘŜ ¦w[ ŦƻǊ ǘƘŜ ǇƘƛǎƘƛƴƎ ŀŘƳƛƴ ǇŀƴŜƭΦ 

¸DŜƴŜǊŀǘŜ ǳǎŜǊƴŀƳŜ ŀƴŘ ǇŀǎǎǿƻǊŘ ŦƻǊ ǘƘŜ ǇƘƛǎƘƛƴƎ ŀŘƳƛƴ ǇŀƴŜƭΦ
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install.sh(Environment)

¸Check if this is the 

recommended 

environment.

¸Install Docker.

¸Clean up old 

environments.
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install.sh(Download Tools)

¸Get Server IP Address.

¸Download and deployment of 

phishing admin panel building tool. 

($ZIP_URL_WITH_TIMESTAMP)
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install.sh(Generate Admin Panel URL)

¸tƘƛǎƘƛƴƎ !ŘƳƛƴ tŀƴŜƭ ¦w[

ƘȄȄǇΥκκϷ{9w±9wψLtκϷw!b5haψ9b¢w¸

¸¦ǎŜƴŀƳŜϧtŀǎǎǿƻǊŘ

Ϸ!5aLbψ¦{9wb!a9

Ϸ!5aLbψt!{{²hw5
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install.sh(Crawler Blocking)

spider_ipss.jsonspider_ip.py
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install.sh(Cloudflare)
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install.zip
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ŘƻŎƪŜǊπŎƻƳǇƻǎŜΦȅƳƭ

hyperf Redis&MySQL nginx
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Dockerfile
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Cloaking Contents

ƘǘǘǇǎΥκκǿǿǿΦƴŜǘŎǊŀŦǘΦŎƻƳκōƭƻƎκƛƴǎƛŘŜπǘƘŜπƭƛƎƘǘƘƻǳǎŜπŀƴŘπƭǳŎƛŘπǇƘŀŀǎπŎŀƳǇŀƛƎƴǎπǘŀǊƎŜǘƛƴƎπомсπƎƭƻōŀƭπōǊŀƴŘǎ
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Cloaking Contents

html/shopfy/ index.html
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Background Contents

Obfuscation (SwooleLoader)
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Case 2
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tƘƛǎƘƛƴƎ Yƛǘ bŀƳŜ

¸CoGUI(proofpoint)

¸Oriental Gudgeon (urlscan)

https:// www.proofpoint.com/us/blog/threat-insight/cogui-phish-kit-targets-japan-millions-messages

https:// urlscan.io/blog/2025/05/06/oriental-gudgeon/



© NTT DOCOMO BUSINESS, Inc. All Rights Reserved. 25

install.sh

¸Download and install Docker.

¸Download and run docker-compose.yml.

¸Running local service.
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ƛƴǎǘŀƭƭΦǎƘό5ƻǿƴƭƻŀŘύ
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install.sh(docker compose pull)
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install.sh(docker compose up)
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docker-compose.yml(nxDB, fmDB)
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docker-compose.yml(nxRedis, fmRedis)
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docker-compose.yml(nxService, fmService)
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ŘƻŎƪŜǊπŎƻƳǇƻǎŜΦȅƳƭόƴȄ²ŜōΣ ŦƳ²Ŝōύ
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Proprietary Docker image

nx(nxService) : 

¸It handles background processing for the admin panel.

nx-web (nxWeb) : 

¸Serves as the WebUIfor the admin panel.
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Docker image (nx)
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/open/visitors/info/
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dist/modules/visitors/controller/open/ info.js

κƻǇŜƴκǾƛǎƛǘƻǊǎκƛƴŦƻκǾŀƭƛŘŀǘŜIǳƳŀƴ
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dist/modules/visitors/controller/open/ info.js

/open/visitors/info/saveOrUpdateLoginInfo
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Docker image (nxWeb)
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/ƻƴŎƭǳǎƛƻƴ

¸The phishing admin panel is equipped with various features.

¸By leveraging Docker, the system is designed to be easily built and deleted.

¸PhaaSinfrastructure relies on a single URL/domain.

ҦWhen this shuts down, all functions cease.
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Thank you for your attention!
Your comments & feedbacksare always welcome!

Email : ic-na4sec@ntt.com
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Appendix

Case 1 Phishing Site Examples

¸GMO Aozora Net Bank

https:// urlscan.io/result/0198c209-298b-75c8-a3b3-86054a338084/

¸Mitsubishi UFJ Morgan Stanley Securities

https:// urlscan.io/result/0198c674-4c04-751f-9c43-7e30606fd438/

¸NTT docomo

https:// urlscan.io/result/01979b75-c82d-7661-87dd-ab5ec018451b/

¸OricoCard

https:// urlscan.io/result/01973411-7ee3-7224-bc79-b462bc3164a5/
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Appendix

/ŀǎŜ м CŀƪŜ /ƻƴǘŜƴǘǎ 9ȄŀƳǇƭŜǎ

ƘǘǘǇǎΥκκǳǊƭǎŎŀƴΦƛƻκǎŜŀǊŎƘκІƘŀǎƘ҈о!ŜŘпсŜфоŜŦŜŘплстуŎŎоŀсŦоофрмпоŎсōŎруооуслоōŦуосŘсфлŦтпŀу

ōсŦŎŘурōо

ƘǘǘǇǎΥκκǳǊƭǎŎŀƴΦƛƻκǎŜŀǊŎƘκІƘŀǎƘ҈о!тлтллоōффŀнōлуомŦпуоŜсфллрлуфффŀсōнптōтрсмŦнтŜнлолŜнтт

ŦсŀŦōфŀфŜу

ƘǘǘǇǎΥκκǳǊƭǎŎŀƴΦƛƻκǎŜŀǊŎƘκІƘŀǎƘ҈о!лŜмŜŘŀопŦмнмоссптŜоŎŎрутŦфффŎтлнōŦмŎмфōсфоŘрмнŘопрфссŜŀ

ōолŘрŎуфт
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Appendix

Case 2 Phishing Site Examples

¸NTT docomo(validateHuman)

https:// urlscan.io/result/0196f642-5b03-710f-8b7a-c4d44d0a5cf6/

¸NTT docomo(createOrGetUserInfo)

https:// urlscan.io/result/ba56832e-ede2-4913-bfa7-b1837151a267/

¸AIFUL

https:// urlscan.io/result/0196f20f-3eca-752d-8315-cc3198408dab/

¸Sumitomo Mitsui Card

https:// urlscan.io/result/0195953b-8103-7002-9bd3-58f0d632d62f/
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Appendix
nxDocker image files

¸start.sh
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Appendix
ƴȄ5ƻŎƪŜǊ ƛƳŀƎŜ ŦƛƭŜǎ

¸ŘƛǎǘκŘŀǘŀπǎƻǳǊŎŜΦƧǎ
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Appendix
nxDocker image files

¸dist/modules/sourceConfig/ interface.js
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Appendix
nxDocker image files

¸dist/modules/systemSettings/service/anti_red.js
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Appendix
ƴȄ5ƻŎƪŜǊ ƛƳŀƎŜ ŦƛƭŜǎ

¸ŘƛǎǘκƳƻŘǳƭŜǎκǎȅǎǘŜƳ{ŜǘǘƛƴƎǎκǎŜǊǾƛŎŜκŀƴǘƛψǊŜŘΦƧǎ
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Appendix
nxDocker image files

¸dist/modules/systemSettings/service/anti_red.js
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Appendix
nxDocker image files

¸view/welcome.html
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Appendix
ƴȄ5ƻŎƪŜǊ ƛƳŀƎŜ ŦƛƭŜǎ

¸ŘƛǎǘκƳƻŘǳƭŜǎκǾƛǎƛǘƻǊǎκŎƻƴǘǊƻƭƭŜǊκƻǇŜƴκƛƴŦƻΦƧǎ
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Appendix
nxDocker image files

¸dist/modules/visitors/controller/open/info.js
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Appendix
nxDocker image files

¸dist/modules/visitors/controller/open/info.js
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Appendix
ƴȄ5ƻŎƪŜǊ ƛƳŀƎŜ ŦƛƭŜǎ

¸ŘƛǎǘκƳƻŘǳƭŜǎκǾƛǎƛǘƻǊǎκŎƻƴǘǊƻƭƭŜǊκƻǇŜƴκƛƴŦƻΦƧǎ
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Appendix
nxDocker image files

¸dist/modules/visitors/controller/open/info.js


