Unmasking the CoGUI Phishing Kit, the Major Chinese
Phishing-as-a-Service Targeting Japan

Shadow Liu, Lime Chen, Albert Song, Strawberry Donut



TeamDonut Contributors

Shadow Liu

Lime Chen

Shadow specializes in
incident response and
threat intelligence.

Her current focus lies in
tracking underground
markets and phishing
campaigns, transforming
these findings into
actionable intelligence.

With over 10 years of

experience in cybersecurity,

Lime specializes in threat
intelligence, particularly
focusing on East Asia and
the underground phishing
market.

Albert Song

As an architect of threat
intelligence platforms,
Albert’s work emphasizes
on designing scalable
automated systems for
analyzing loCs, actor

infrastructure mapping, and

the utilization of threat
data to support real-time
detection and response.

Strawberry Donut

A data scientist with
expertise in fraud detection
and Al.

Extensive background in
implementing anti-fraud
measures within leading
banks, securities firms, and
internet companies.



Agenda

CoGUI Phishing Attacks Targeting Japan
Unmasking CoGUI Phishing Kit

Monitoring Phisher Activities on Telegram
Threat Actor Profiling

Key Takeaways



Disclaimer

This research is conducted in
full compliance with the law,
no criminal activity was
involved.




CoGUI Phishing Attacks Targeting Japan




In May 2025, vendors
named the phishing kit
used in the massive
Japanese campaigns as
“CoGUI”

Sources:
1. Proofpoint: CoGUI Phish Kit Targets Japan with Millions of Messages

2. URLScan: Rise of Oriental Gudgeon

@ Platform Products Solutions proofpoint

CoGUI Phish*Kit“Targets Japan with
Millions of Messages

SHARE WITH
MAY 06, 2025 o ’ o

GENINA PO, KYLE CUCCI, SELENA LARSON, AND THE PROOFPOINT THREAT RESEARCH TEAM

urlscan.io Blog

Rise of Oriental Gudgeon

This is the first ever research-oriented post on the urlscan blog. Our goal with these posts is to cover malicious activity
we have not seen covered by other researchers. Will will also showcase how urlscan.io and urlscan Pro can be used to
track the types of activities we cover in these posts.



https://www.proofpoint.com/us/blog/threat-insight/cogui-phish-kit-targets-japan-millions-messages
https://urlscan.io/blog/2025/05/06/oriental-gudgeon/
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CoGUI Phishing Domains Stats cross 24/25
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CoGUI’s Fraud Prevention Arms Race
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6/28 Phone OTP i 11/29 Pass Key Authentication Ml

BFFIEE 25

10/21 Phone OTP I

6/21 Phone OTP i 8/24 Mail oTP I
9/9 Phone OTP I
9/18 Postcode Check '

SBIGEZF

SMBC H E3 2 6/13 Mail oTP Il 10/29 Mail oTP Il

5/22 FishingMaster 6/18 NX 11/3 FA
Shutdown Launch Launch




Unmasking CoGUI Phishing Kit




Meet the CoGUI Phishing Family

w, N

FishingMaster NX

Period: 2024-09 ~ 2025-05 Period: 2025-06 ~ 2025-11
TG Channel: @userfm920666 TG Channel: @nx001channel
TG User: @userfm920 TG User: @nx0073

@'

FA

Period: 2025-11 ~
TG User: @redfaff



Launch of FishingMaster Phaa$S




Launch of FishingMaster Phaa$

O September 20, 2024 FishingMaster Telegram channel launched

O October 27, 2024 Our telemetry first detected FishingMaster
phishing sites

Q@ December, 2024 The "codeName  variable added to phishing kit
templates

FishingMaster



FishingMaster PhaaS E£J A

= Telegram Channel Created Date: 2024-09-20
= Telegram Channel: @userfm920666
= Telegram User ID: @userfm920

=  Setup guide: fmdocs[.]world

EHKD/EERB = X ~ .
w . Photo, RXEMEM : https/f = > v : X Channel Info

September 20, 2024
s 0 Home Examples ; ()
@ Channel created

RREBBRT

HEF) KD

7)) ~ a4

LA

K™ eI R TREMkAsleaderit TIRITHF A , XA

SHRMAFFRES | TGRSR | —RR

EY)KID/ 1505

740 subscribers

September 21, 2024

= ~ ZHEXF , BRARES , ®A&EH
—RTRAB )

N t.me/userfm920666

Notifications

FishingMaster



EHAI

Menu Return to top

FishingMaster Setup Guide

Ul

Purchase license key from the Phaa$
author

Setup the VPS according to the manual

o System requirements (OS: Ubuntu)
o Install command (copy & paste one-liner to
execute install.sh)

The script displays randomized admin
panel credentials; login and activate the
license

Point the phishing domain to your VPS
Pick a phishing theme, pair it with the
domain

RESHE
FRRHMN HAMNHRR - RURSHAR RO RS

ANEABRS TREXLRER » F—SEBHNBREEHR > BSPTRENSE - X
ZHABEZ ARV IERI H BEAIRIE

DANGER

FTFRR KIS FTHB XIS FTFRAKIE A A SR AfRE

TIP

o HLERSBEABFIER X ARS
o ANERTESSEEHIEREFE » FRIXEAIMB L - ESERRGNARKEERE

o MRTRKN > FEA R LLKBERRINE ZEMVIRKW A2 ZRErootiRT » ARIRMER
BIRUbuntulk P B - HREKMEE RS B[UTH/E MEEMsudo suBHF/ErootiNR

FATEGSEERKEREE » WRALIHEOSHE BHXERFRIRE
sudo ufw status verbose

WMRHKXERRARE FEABHIENE - A TEGFTAR22E0 - B EFEER
SBWIEER

bash
sudo ufw allow 22/tcp

REERTESSABIELIBTRAA v 2AEEZE)

FishingMaster




FishingMaster PhaaS Admin Panel
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Early Activities of FishingMaster

FEYKM [£RFESHKRB] - Author ID: 2261057438
Posted on September 22, 2024 at 03:24:04 UTC

SREH &AL/ EH/EE
KE, —RBE, SENL, SHETER SRFX GRELRFL FAEE, EBRE TAET, HEEER NREE EREN..

—MNEASREBEIER

userfm920 - Author ID: 6290631954
Posted on November 28, 2024 at 05:42:49 UTC

FE20ICIERT, TEZHTEZER ETRAN—RXSTRERSNENDTE. BN, TFEITE—IREERZE. SFERISNER, 1
RS, SANFEEATE, By, REARKEK, EHEFREB. Al STEOMERE, SFETIMTER, HTEEZFELH]

' EVAMASBBASERXED) &
RECFHAN B UBLEELTRONEZERNE : SHhATAR, BUTEEE,

userfm920 + Author ID: 6290631954
Posted on December 02, 2024 at 12:08:10 UTC

E20MESHIERT, TEZHTESERE ETRIN-RXETRAERSNENITE. BN, FEFR—TREERZE, SFEMISNER, |
KRS, SANTEEATE, Bisdd, RBAREK, BHEFRE. AN, STENMERR, SXLETIMITER, HFEERFE0RF-

B ENKHESRBESEEXED) &
RREFHAN RS UBLESLTRINEIEREE | RAZACAR BOTEER.

Initially, FishingMaster frequently
advertised its services in various
Telegram communities

Between November and December
2024, the group claimed that they
were able to provide phishing kits for
over 40 Japanese services

FishingMaster



Early Activities of FishingMaster

Swept along by the tides of the 20th century, China endured

endless suffering. One of the most searing lessons was forged " Weaponized Nationalism:

during the agony of the War of Resistance against Japan invasion. . .

At that time, China was a nation with backward weaponry and a Leverages hlStOrlCal anger

fragile economy. Faced with foreign aggression, the people could . )

only exhaust themselves to the limit, engaging in a brutal, all-or- (WWI 1/5ino Japanese War) to frame
nothing resistance. financial cybercrime as “patriotic”
Times have changed. Today’s China is no longer what it once was: duty

technology has advanced, weapons are modernized, and national

power has grown dramatically. But unlike the gun-smoke-filled = The "Digita[ Revenge" Narrative:
past, we are born into an era of peace. We cannot simply pick up

rifles and charge at the enemy as our forebears did. Positions Phaa$ tools not as theft,
Instead, we can use ‘% The Fishing Master (over 60 Japanese but as a moral crusade to force

source kits) ¢} to initiate a new kind of war — one that forces . "
those postwar generation Japs, who have never paid for their modern Japanese generations to “pay
crimes, to finally understand this: . ’

The fire of revenge is now lit, no one can escape it. for DaSt crimes

FishingMaster



Widely-Used PhaaS in Japanese Phishing Campaigns

= Shodan shows that FishingMaster admin panels have been active since
2024/8

= In 2025/1, approximately 500 admin panels were concurrently operational,
coinciding with a period of active phishing campaigns against Japan
organizations 500

400
300

200

100

Shodan Trend Search 0 —
title:”fishingmaster”

FishingMaster



Telegram Monitoring Revealed FishingMaster Phishing Websites

e We analyze domains in screenshots posted
on TG to identify recurring API patterns

= This sites4[.]sbs domain is cited in
URLScan’s Oriental Gudgeon report, which is
consistent with Proofpoint’s CoGUI report

sites4.sbs

31.57.170.225 == Malicious Activity!

URL: hitps://sites4.shs/co.jp/ETGate/

Submission: On April 30 via manual (April 30th 2025, 9:38:12 pm UTC) from JP ®  —Scanned from JP @

Method Resource Screenshot

Protocol Status Path _ R
= SBId% v L3

& POST 200 createOrGetUserlInfo

H/1.1 OK sites4.sbs/open/visitors/info/ 044>

4 GET 200 getState

H/1.1 OK sites4.sbs/open/visitors/info/ A=Y —R—L

FishingMaster



Phishing Website Deployments

= FishingMaster’s phishing websites use a simple HTML template: content
is built from a single CSS file and a single JavaScript file bundled with vite

and using Vue.js, with all APl endpoints defined inside

= Each phishing kit use its own JavaScript file, and thus the logic remains

analyzable even if scanners fail to load the live phishing page

<!DOCTYPE html>
<html lang="jp">
<head>
<meta charset="UTF-8">

<title></title>

<link rel="icon" type="image/png" href="./faviconV2.png">
<meta name="viewport" content="width=device-width, initial-scale=1.0">

<script type="module" crossorigin src="./assets/index-DrMXsVoI.js"></script>
<link rel="stylesheet" crossorigin href="./assets/index-BPpz@2Uo.css">

—</head>
<body=>
<div id="app"></div>
</body>
</html>

FishingMaster



FishingMaster APl and codeName

if (!t.isConnected()) t.connect().then(() => {

const s = As(Is);

s.provide("socketClient", t), s.use(ks()), s.mount("#app") ] C’OdeName 'iS the ph'ish'ing k'it

}).catch(s => {

" console.error("WebSocketiEHELIM", s) template name l-lsted .in adm.ln panel
- = officialWebsite is the redirected

const s = As(Is);
s.provide("socketClient", t), s.use(ks()), s.mount("#app") . . .
) destination for cloaking
} else { .
con;t t = await ie.post "/visitors/info/createOrGetUserInfo", { API Calls are mean]nngl path, e.g.
currentState: 2,

browserInfo: Lh(), - /open/visitors/info/createOrGetUserinfo

domain: window.location.hostname,

godeNaRe: "B ASBIiE", - /open/visitors/info/savelLogininfo

g e

function KE() { - /open/visitors/info/saveCustomCaptcha
const e = 7({

SFFiCialWeBSIte: "https://faq.sbise - /open/visitors/info/isBlacklist

19193331-ae5a-4ba7-8d29-
e

t = z({
title: "BECEEIKIT",
packageNumberTitle: *

"BoiE

notice:
descriptioni
description2:

description3: "{FFRrZzEfL T EE Eg, —
button: "#i7%" FishingMaster



Change and Disappear of FishingMaster Phaa$



Evolution and Disappearance of FishingMaster Phaa$S

) May 6, 2025
® May 7, 2025
@ May 22-23, 2025

A vendor report named “CoGUI” phishing kit

FishingMaster’s key APl path changed to
“coguicogui-

FishingMaster Phaa$ license server and Telegram
channel were shut down

FishingMaster



The “CoGUI” APl Becomes Real After Vendor Report

async function G5() {
await v3(), await Jx(200, 500);
const x = await E3();

New API Call t]ed to f]ngerprint]ng: if ((await Vx.post("/visitors/info/validateHuman", {
/open/visitors/info/validateHuman domatn: window, location. hostnane
})).code !== 1e3) {

document.body.innerHTML = "";

- Show 404 error page if fingerprint check

failS, const n = document.createElement("h2");
n.textContent = "404 Error: Page not found,Sorry, we couldnﬂt

Most API Calls are mean]ngless path find the page youﬂre looking for.", n.style.margin = "14px",

. . document.body.appendChild(n);
- createOrGetUserInfo -> coguicogui return

JS > Js fm-key-func.js > @ Zr JS > Js cogui-key-func.js > ) G5
async function Zr() { async function _4() {
19 } await m4
else r else {

const t = await ae.post("/visitors/info/ await Jx(100, 200);
createOrGetUserInfo", { const n = await Vx.post("/visitors/info/coguicogui", A
’

currentState: 2, CuriuniStates 2,
browserInfo: up(), browserInfo: w3(),
domain: window.location.hostname, domain: window.10Eation.hostname,
codeName: "HASSBIFEH", codeName: "HZASBIIEH",
buttons: buttons: e,
skip: [||2||' HEN  Hqn uggn views: a6(["1"])
reject: ["2"
’

views: ["1" FishingMaster




FishingMaster Phaa$S API: /open/visitors/info/{apiname}

Active period: Sep. 2024 ~ early May 2025

Active period: May 7t ~ late June 2025

same function with different name
®* createOrGetUserinfo *® saveUserinfo

* isBlacklist * saveCustomCaptcha
* getState ®* updateState
®* savelogininfo °

° saveAccountinfo
® savePasscode

Shared Features:

1. Used the same “codeName” and “officialWebsite”
across all domains of each campaign; shared the same
hash

2. Able to identify the targeted brand even after
redirection

coguicogui ®  suisui

ibsibs ®  scciscci

gs5gsgsgs ® ususus

slisli * validateHuman (*)
saveAccountinfo e

savePasscode

(*) Newly added:

1. Introduced evasion techniques such as
obfuscation, fingerprinting modules
(validateHuman), and Selenium detection
2. Modularized JavaScript files with different
imported functions

3. Used meaningless strings as API path

FishingMaster



Panic and Shutdown

Deleted Account
last seen a long time ago

EF HIZEERREIT .,

Telegram chat between FishingMaster
(@userfm920) and a client (@z17169708)
The author is aware that his phishing
websites are consistently featured in
Council of Anti-Phishing Japan (7 « v >~
7 3 K& =) announcements

However, recent vendor analysis reports
targeting FishingMaster have caused him to
panic
Instantly, FishingMaster Phaa$ license server | TREBUSER R T IR L LFORED
and Telegram channel were shut down s

| EEssEE RS

FishingMaster



Panic and Shutdown

Telegram chat between FishingMaster
(@userfm920) and a client (@z17169708)
The author is aware that his phishing
websites are consistently featured in
Council of Anti-Phishing Japan (7 « v >~

7 31 K& =) announcements

Deleted Account

|
|

"8 ST
13 2 ":‘\‘.Q X . —

EF FNZEngiRXEl T

| heard that FishingMaster is
on Japanese News, really?

My phish kits are always on %‘L{J '
the CAPJ website, nineof |
ten are mine. 5
- T :};ﬁ ((- N y
= AR

|::

Where did you see that?

EFEEREY

People are discussing this in
the group, saying you’re
going to run away.

/ =i i d

However, recent vendor analysis reports

F*** it’s a bit dangerous.

Quite a lot people are

targeting FishingMaster have caused him to
panic

Instantly, FishingMaster PhaaS$ license server
and Telegram channel were shut down.

talking about FishingMaster.

How did they say?

They said Japan is started

I’m so panic.
against your kits. Also,
#iE#3sRE there’re some 'U-platform’
or whatever that's exposing
BSELT

Fishi ngMaster.

FishingMaster



Underground Discussions Regarding the FishingMaster Shutdown

" L

? - tRrmN

X NS B f RRRE

‘ EWRET
A=l

*
EVRMET o 1204
{33 , WIEEET 2o 1200 & wrmmzensnFrronsT

: “ ®
@ .o

: Rise of Oriental Gudgeon
‘ urlscan.io Blog - Announcements, Product News, Tutorials,

Service Incidents

gy  WMEERRN

13 L & runmmners, zuﬁsmﬁms
e ® :=w e @ WA EBRRET
W E (R smramssnEaT = Q’Pg% 207
=AY @ BE%HTL?)\%?&§%’-JL‘E?E%EEEI 201 ‘ B S RBRT
FHEAREST . @ ot b

Chat group ID: @mengnancvv (available before 2025-06-21) —
FishingMaster



Underground Discussions Regarding the FishingMaster Shutdown

LLam

N

FishingMaster is spooked. A What homepage?
1 Damn it, being publicly
G exposed on the homepage. 5'.;,]%‘, WFHEHXERRLTFH LZOETF

URLScan.io blog link

\ ‘ - ~/ % /
Rise of Oriental Gudgeon

e urlscan.io Blog - Announcements, Product News, Tutorials,

@ Service Incidents

(8, tunmmners,

© =

-‘l',.'%,. Yesterday, a bunch of guys went to
FishingMaster to tell him he was pinned on
the front page.

@ He got spooked and nuked his account.

Chat group ID: @mengnancvv (available before 2025-06-21) -—
FishingMaster

L Y il
: Where?

People were buying license keys and
asking for the address, but he was
too chicken to sending it..

ES
@ Website in Japan.

What a loser.
This is great, a free promotion!
LOL




Underground Discussions Regarding the FishingMaster Shutdown

= Kits remain functional for users who previously downloaded them
= However, connection to the license server is no longer possible
e Once the license D iiin® © mesr
code deactivates, @ uwunr
there’s no way to ® -ricn

activate = 8
AT FIEIRES 124thiS

e i g

Q)

EEELS
i3RI R AIE S T R RURIBET T

—— q Error: License server no response

oJEERRR A L& T R0
IRt REEEM
fle Bt 4°IiRR) IRISEMENE MR

Chat group ID: @mengnancvv 8
ryag:phizt il




Underground Discussions Regarding the FishingMaster Shutdown

= Kits remain functional for users who previously downloaded them
= However, connection to the license server is no longer_possible

The server is shut down.

= Once the license "
code deactivates, Y
the-re’s no way to D
activate

a The plug was pulled.

It’s still catching fish.
B F***, | should've downloaded more
h q Error: License server no response "M source code while | could.

[ ]

If he runs, just swap the code...
It was supposed to be easy

@ money.

B | Probably just scared of getting busted.

Chat group ID: @mengnancvv




Pirated Version after Service Shutdown

The disappearance of the actor does not mark the
end of FishingMaster PhaaS. Many buyers, or phishing
operators, still consider the kits highly effective

A pirated version of FishingMaster has emerged
through community contributions

The pirated version “Shadow Garden” is not publicly
for sale and is only used by a small humber of
individuals; therefore, newly reported phishing
websites with the same initial pattern can still be
found

BEHARIM-LZERR

A =R

1A

S mEhL

FRER

Q wpmEE v
O immEE v

@ mzgn

2 EHRE 2 EREHE

HRITEL
ERELAL: 2
EETELANRL: 2

ZIHARE] : 2038-01-19 03:14:07
FIRTERE: 9999

Expiry date: 2038-01-19
Remaining downloads: 9999

FishingMaster




Pirated Version after Service Shutdown

AZRRIRSHREE, BETHIFRRNFHER LEFIRSSE, 0
FEFOFARIRES, ATERENNEEMNES.

ShadowGarden

P&

admin

Eng ]

@

FishingMaster



Pirated Version after Service Shutdown

Since that IDIOT FishingMaster author ran off, | had to rebuild the whole framework and APl myself. If
there’s any phishing kit you can’t find in there, just contact me with information of the server and
backend panel, and I’ll download what you need and re-upload it to your server.

Right now, I’'m just restoring basic functions. Next stage, I’ll start making my own themes, plus add both
public and private phishing kit so you can customize page themes, text, and so on.

ShadowGarden

Bra

admin

FishingMaster



Current FishingMaster on OSINT Search

// GENERAL

F@ FA ‘ title=="FISHINGMASTERZEJAIT"

" , ~ 4
-

156.245.235.246:8001

107.172.83.114:8888

103.20.241.238:8001 | HAp.**"

207.56.13.194:8001 | HAp. >

532 Ports Organization
8001 2 & NTT America, Inc.
8888 1 RackNerd LLC

FishingMaster
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Rebrand to NX PhaaS



Rebrand - Launch of NX Phaa$S

® June 18, 2025 New “NX” PhaaS launched

® November 2. 2025 NX notified all subscribers in the channel
that the service is closing



15t Reincarnation - Rebranded as NX Phaa$S

= Channel ID: @nx001channel
= User ID: @nx0073 N
= Setup guide: nxdocs[.]world

nx73 (NXHI & &/EHIHEE) «

last seen recently when?

@ nx0073
Username
—
N ) O ERERE b BREFE eaadE  TF ) & B8O
= S = . A A -
. %(25.06.18 BT LT W Forwarded from ® =89 PARIE :

NX-SEHESER/EA https://t.me/nx001channel

ZRERANY Bio

| @nx0073 B.LIFO00U (HEMENBA
R, BEEBRR)
NXBE » RERE » ENEFEVIER -
HBIRRHLL > TofEl] - BRLBIFH 8ER
HWRL

@ 1

| https:/nxdocs.world/system-requirements.html

| —RTERMAR
| | Bash D

We noticed this PhaaS establishment from é curl -o install.sh https://nxdocs.world/install.sh && chmod +x install.sh
i | & ./install.sh; exit

the collateralized listing channel @hxqsj6 | 35 © 1837

© 1.8K 16:41




NX PhaaS Admin Panel

— . -
= ] - a1
< C @
2unEE 29072 areE 2820
—/\_/\/v A X EFHAFHE)
& DEBIT CLASSIC SUMITOMOMITSUI CARD COMPANY, LTD. B Di#amazonFT i e WM2/st-casting.com AP #: 09027457898
9.70% — e &
WAERRIENE | EAFRARNIE) > BEHR(1RKE) >
BisiRE 1840 BE&S 281

#eEC

AR A@ 2025,1':,:;

BOEE N




Key Changes in NX Phaa$S

FishingMaster

Masked
Codename

Obfuscated
Request &
Response

Special
Kits

v859 = await v827.post("/visitors/info/coguicogui",
currentstate: 2,
browserinfo: f299(),
domain: window.location.hostname,

codena AsbifiEss (3

POST 200 2598
H/1.1 OK www.sbi.lsprkzo.com/open/visitors/info/
General
Full URL bi.Isprkzo.com/open/visitors/info/coguicogui
Requested by sbi.lsprkzo.com

URL: https://www.sbi.lsprkzo.com/sbisec/sercers/log/UP/assets/js/Do0C5qaR.js

v1616 W ost("/visitors/info/createUser",
currentState
browserInfo:
domain: window. location.hostname,

d,

POST 200 3 3 1KB
H3 sbisec-ne.com/open/

General
FullURL  https://sbisec-ne.com/open/?apiName=0c79MQjIPZ75AhLIS5M%2BG5EikkJI4H58A5EpiMn;
Requestedby  Host: sbisec-ne.com
URL: https://sbisec-ne.com/sbi-login/assets/js/Dpf_cgXi.js

N/A

tFaVF1FIvo

OFy FTREVC CZREBLTESTWL




type: "user",
uuid: v857,
isnewuser:
);

await v858.connect();

const vvfl44 = vfl144(vvf214);

vvfl44.provide("socketclient", v858);

vvfl44.use(f209());

vvfl44.mount ("#app");

await f303();

false

type: "user",

uuid: v1614,

p: 2
})
await v1615.connect();
const VvWF148 = vF148(vVF217);
VVF148.provide("socketClient", v1615);
vVF148.use(f203());
vVF148.mount ("#app") ;

} else { else {
await f301(100, 200); await f368(100, 300);
const v859 = await v827.post("/visitors/info/coguicogui", const v1616 = await v1500.post("/visitors/info/createUser"
currentstate: 2, currentState: 2,
browserinfo: 299(), browserInfo: f365(),
qomain: window.location.nostnpme,
codenama "E]$sb1uE%(imh[]1E,§\ﬁ 5 codeName: undefined,
ouctLuons. vuUog, DULTLUIIS . VULST,
views: f304(["1"]) €« ” codeType: 6,
Masked “codeName PN
phonemessage: "Sf31|5i32"
}s
views: f371([1)

async function f307() {
await f302();
await f301(200, 500);

await f369();
await f368(200, 500);

if (localStorage.getItem("cs") === "200") {

consi 80l = gwalil £3000) window.location.href = localStorage.getlten( completionRedirec
if ((await v827.post “/v151tors/1nf0/W" } else {
fp: v861, const v1618 = await f366();
await v1500.post("/visitors/info/validateHuman", {
Tp: vlels,
domain: window.location.hostname domain: window. location.hostname

Internally still refers the same APlIs

})).code !== 1000) {
document.body.innerhtml = "";
const v862 = document.createelement('"h2");
v862.textcontent = "404 error: page not found,sorry, we couldn’t find the page you’re lookin
v862.style.margin = "14px";
document.body.appendchild(v862);

if (localStorage.getItem("disconnect")
const vLSvisitorsinfoisBlackl = "/visitors/info/isBlacklist"
if (Math.random() < 0.5) {
await f368(100, 320);
await v1500.post(vLSvisitorsinfoisBlackl)

NX




Target Confirmation Without Relying on Codename

= The targeted brand is still stored in “officialWebsite” and “document.title”
= |n the cases of officialWebsite=“http://localhost”, document.title still
reveals the actual target brand

$i(asyn¢ function bn() {

document.title = "Y X v ZiEH"; const x = Va({

mx(() => import("./9x10nhNx.js"), __vite__mi officialWebsite: "http://localhost"
mx( () ("./BKsh7hmb.js"), __vite__mi 1},
mx( () ("./BIw275Gl.js"), __vite__mi const e = Va({
i I B title: "EGERIR",

throw new Error("Socket.io Error"); packageNumberTitle: "HRT-OEFNES",
}
a.verification.suffixNumber = localStorage.( et &~ HEWEFEESNXEATULULE",
a.securityAnswer.securityAnswer = localStor: description2: "&7 C x
_.socket.on("adminInstruct”, B); description3: "{EMZEEM LTSV - BEEZETT
await v(); button: "#El7 3"

);




Encrypted API Call to /visitors/info/*

= apiName is Base64(16 bytes IV + ciphertext)

= Algorithm: AES-128-CBC

= Fixed Key: 7gH3pL9kVx02zY6éb

= For POST requests, body is URL-encoded and wrap in JSON, with key “data”

POST 200 / 33B  8lms  XHR 172.67.142.194
H3 sbisec-ne.com/open/ application/json CLOUDFLARENET
General Q Checkarchiveorg| ® Show headers @ Download ‘ ~ Goto

FullURL  https://sbisec-ne.com/open/?apiNameqU
Requested by  Host: shisec-ne.com

URL: https://sbisec-ne.com/sbi-login/assets/js/Dpf_cgXi.js Dec rypted . /VI Sito rS/i nf0/va ll date H uman

%2B141AzznkrOQGBfOgXP5kr4nakHQNghbWm%2Bwhr%2FDS06C3FKgNxySsx%2BzXv0sZOW

Protocol H3
Security QUIC,,AES_128_GCM
Server 172.67.142.194 , Ascension Island, ASN 13335 (CLOUDFLARENET, US),
Reverse DNS

Software cloudflare/
ResourceHash 8bc55f760a8ad956e66394c3a32b26711b660c74d20d358b35ecle3b2ba2c728




Novel Types of Phishing
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Cloaking in NX Phaa$S

= Security Check
* Fingerprint BotD EX2UFAFIIY
= (Observed New API: Oy FTREVWS LERBLTESL

BLShIBELN S —EXZRET S0 UTOHREZ

- " /visitors/info/getSkipParameter" A

- " /visitors/info/getSkipDomain’

(] sdofy rTiRBD EEA

Q tFal TR

COERBIEIRELT /AN —EXZTFR-HDEDTY







Latest Migration to FA PhaaS

® November 3, 2025 NX PhaaS server shut down

New “FA” Phaa$ launched by the same actor,
with no dedicated channel and no change in
pattern

[ November 10, 2025




2nd Reincarnation - Rebranding to FA PhaaS

= NX PhaaS channel was renamed to “FA” on
Nov. 3rd; 2025. Then the channel was no
longer publicly accessible

= The author provides a one-line install
command, similar to the previous two
stages

= FA Phaa$ has now transitioned to a closed-
circle model for trusted affiliates only

= User ID: @redfaff
= Setup guide: <REDACTED>

FA

HRBERES

BRRCRE- WOSEENE DA U

o

— BRI &

sh B B

curl -o install.sh https:-install.sh && chmod +x install.sh && ./install.sh; 6
FA
EirEiR, ENENE XRAEE—TRESE, SHEHAIEHIRE
— AT, TERNXEFRRSERASHAA

FA

X

EFAT o
FA

RIESRAFREE MANER—T, BPRIBNRSHEXTT

FA
EEERESFHIA BKRCredfaff o

RedFA 4

More



2"d Reincarnation - Rebranding to FA Phaa$S _ -
A WA e

New installation user guide

= NX PhaaS channel was renamed to “FA” on [
Nov. 34, 2025. Then the channel was no One-click installation script N
longer publicly accessible O

Attention bosses: please find time to reset your servers

= The author provides a one-line install over the next two days and use the command above to
.. . install the new panel.
Command, similar to the previous two The current NX platform service will be shut down in a

couple of days.

stages
= FA Phaa$ has now transitioned to a closed-
circle model for trusted affiliates only

This is the new platform.
117938

= User ID: @redfaff
. If you haven't swapped to the new panel yet,
= Setup guide: <REDACTED> hurry up and do it now.

For anyone needing a platform in the future,
contact @redfaff
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NX to FA: Deleted all kits targeting Japanese securities &
other countries

L TR OMAKASE
byGMO
Japan-Targeted Others Countries
L coinbase VANDLECARD Trip com
o/A JARVY E PayPay k17

SBI wss =HAERIRTT
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New AES Key for apiName Obfuscation

= New AES Key: q9KxA2ZmNvT8p7bGh
= This key is hard-coded in JS, all kits were recompiled
= This breaks compactivity between NX and FA

v1493 = v090.exports; v232 = v029.exports;
vF2712 = f271(v1493); t vF2282 = f228(v232);
vA86 = ["7gH3", "pL9k", "Vx@2", "zY6b", "8Mcn5D", "3bRtPq"l; vA9 = ["q9Kx", "A2mN", "vT8p", "7bGh", "Xz53rL", "c1lDwQe"l;

t v1494 = vA86.join(""); t v233 = vA9.join(""
t v1495 = vF2712.enc.Utf8.parse(v1494.slice(@, 16)); v234 = vF2282.enc.Utf8.parse(v233.slice(0, 16));




Phishing Trends from FishingMaster, CoGUI, and NX
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Monitoring Phisher Activities on Telegram




Types of PhaaS Telegram Activities

Main actor or dedicated
members aggressively post ads.
They often operate multiple
specialized channels for
community engagement,
customer service & tech sharing

All contacts are handled
privately by the main actor.
This typically indicates a
stable, established customer
base

Loud Promotion Quiet
I
I

Open Transparency Closed

Channels directly share
installation commands,
screenshots, videos, and kit
list, to build trust through
technical proof

Channels contain little to no
information, perhaps with
some occasional
advertisements



CoGUI TG Channel Changes

(" PhaaS Name: FishingMaster
P: Posted several ads in the beginning
of months
T: Installation commands, tutorials,

\_and videos were in the channel

~N

(PhaaS Name: NX

P: No ads
T: Installation commands, tutorials,
and phishing kit list were in the

Loud Promotion Quiet

cC
(&)
o
@)
BREN

> \
& \
¢ I
E Lighthouse \
[ \

\
5 M
g "
O

\channel

(PhaaS Name: FA

P: No ads; even don’t want to sell
Phaa$S to new customer

T: No public exclusive channel
\_anymore




CoGUI TG Channel Changes

(" PhaaS Name: FishingMaster
P: Posted several ads in the beginning
of months
T: Installation commands, tutorials,

\_and videos were in the channel

~N

(PhaaS Name: NX

P: No ads
T: Installation commands, tutorials,
and phishing kit list were in the

Loud Promotion Quiet

cC
(&)
o
o

BREN
> N\
c Early reputation ensures S /
5| | FishingMaster a continuous _\‘
o income stream in the mid- »
E to-late stages even without \
~ advertisements \

\

: '
o
O

\channel

(PhaaS Name: FA

P: No ads; even don’t want to sell
Phaa$S to new customer

T: No public exclusive channel
\_anymore
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Adversary Profiling: Mother of CoGUI

Infrastructure & Code Evolution

While core backend architecture remains consistent, the delivery mechanisms
have undergone significant hardening, accompanied by increased code obfuscation
Branding has been removed from admin panels to minimize OSINT signatures and
footprint

Tactical Awareness & Adaption

Closely monitors current affairs and news in Japan to ensure kit templates remain
timely and relevant

Tracks updates to the anti-phishing mechanisms of intended targets to adjust
phishing kits accordingly

Monitors cybersecurity reports to evolve against defensive countermeasures



Reaction: Disruption to Lighthouse PhaaS

Google filed civil lawsuit in New
York against Lighthouse Phaa$S on
November 13th 2025

License server were taken down in
the same day, citing court order

EXEXTERSSREENEA. UTRREENAKEHS:
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Ha: s
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#IEEHE: 2028611 826H
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Image from Lighthouse VIP channel
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A dual strategy: legal action and new
legislation to fight scammers

:* Reuters World v Business v Markets vV More v/

scheme

By Blake Brittain

Google sues in New York to break up text phishing
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Reaction: Disruption to Lighthouse Phaa$S

Lighthouse seized all operations on
November 14t as “there’s too much
attention”

In December, Lighthouse was rebranded as
“T3 PhaaS” with much less popularity
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Reaction from CoGUI Author

= At the same day as Lighthouse shut down,
prominent CoGUI subscriber
@qiudaozhang2020 shared this screenshot in
his group, with his comment “Why afraid?”

= This is the chat with CoGUI author

= This indicates the author's low risk tolerance

Lighthouse News Picture
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Reaction from CoGUI Author

= At the same day as Lighthouse shut down,
prominent CoGUI subscriber
@qiudaozhang2020 shared this screenshot in
his group, with his comment “Why afraid?”

= This is the chat with CoGUI author

= This indicates the author's low risk tolerance

Lighthouse News Picture

Don’t think it matters.

Better to be cautious. 23:36

L2 o | 2M A ik

Then stay low.
Remove securities kits.
Remove US Kkits.

e

Already, for a while.
Have you removed all NATO?

Only Japan remains.
Good.
Just Japan is good.
No way to be in trouble with Japan.
Even daddy US don’t care about JP.

RITHR

I hope | can hold up longer.

] If you are afraid, you can call it [
1 QiuDaoZhang Phaas. |




Disruption through legal actions is limited but powerful

Many actors have low risk tolerance and prefer to avoid unwanted attention
- They engage in activities they believe are tolerated by Chinese law enforcement
They are genuinely afraid of Chinese authorities, or any party that could cause them trouble

= Most actors lack the legal knowledge to understand the severity of the
consequences they face

= Because the Chinese carding scene is highly decentralized and specialized,
it takes significant time to regain momentum after each relaunch
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Hunting Patterns

= URLscan

- Current: filename:"/open/?apiName=""
- Legacy/Pirated: "filename:"/open/visitors/info/”"

=  Censys (find VPS running CoGUI)

- host.operating_system.vendor: "canonical” AND
host.services: (
port: 80 AND
endpoints.http.body_hash_sha1: "6f9a83bffd6a26735107b580ab375e6b708b961f”
) AND NOT host.services.protocol: {"SMTP", "PORTMAP", "UNKNOWN", "MINECRAFT"}


https://urlscan.io/search/
https://urlscan.io/search/

Key Takeaways

Dominant Regional Specialization: CoGUI has established itself as a premier Japan-
centric Phaa$, leveraging high-fidelity, localized templates that are specifically
engineered for the Japanese digital landscape

Strategic Risk Mitigation: To minimize exposure to law enforcement and high-
profile attribution, the actor has proactively removed high-risk targets (e.g.,
securities firms and non-Japan entities) from the platform

Commoditization of Cybercrime: By utilizing Docker-based, one-click deployment,
CoGUI significantly lowers the barrier to entry, enabling low-skill affiliates to

launch sophisticated campaigns at scale



Key Takeaways

Adversarial Agility: The operator demonstrates deep situational awareness of
Japan’s defensive landscape. Rapid updates to cloaking mechanisms and templates
indicate a "continuous integration” approach to bypassing regional anti-fraud
measures

Value of Underground Intelligence: Persistent monitoring of underground
communities is critical for mapping the full Phaa$ lifecycle, including infrastructure
iterations, versioning history, and affiliate demographics

Efficacy of Operational Disruption: Beyond technical controls like Passkeys, legal
action and public exposure are highly effective due to the low risk tolerance of

PhaaS developers



Thank you!



Appendix: Targeted Brands and Services in Japan

American Express

JCB

Mastercard Japan

VISA Japan

Epos Card (Z/RX A7 — R)

JACCS (Y v v U X)

Life Card (74 71— k)
Mitsubishi UFJ NICOS (=ZUFJ= 3 R)
Nanto VISA Card (F&RVISAH — R)
Nissenren Millennia Card
(ZvtEYLYSLZF LH—R)
Orico Card (') 37— k)

Pocket Card (R7 v b h— R)
Rakuten Card (X7 — R)

Saison Card (ZV > 1 — R)

Suica JAL Card (Suica JAL71 — R)
Tokyu Card (R2H — )

TS Card (TSH — F)

UC Card (UCH — k)

UCS Card (UCSH — K)

Vandle (/N> RILA— R)

au Bank (aul A AERTT)

Hokuyo Bank (15F3R17)

JA Bank (JA/N> 7))

Mizuho Bank (# 3" (EZiR1T)
Nishi-Nippon City Bank( BEHZAY 7 1 /N> )
Resona Bank (Y % 78R 17)

SBI Shinsei Bank (SBIFi&=8R1T)

Shinkin (ZEEREEHR)
Sumishin SBI Net Bank ({E{SSBI+ v hR1T)
Yokohama Bank (#&xiE1T)

Acom (7 3 L)

Aiful (74 Z L)

Lake (L 1 7)

SMBC Mobit (SMBCE £ v I)

Daiwa Securities (KFEL%)

GMO Securities (GMOL%)

Monex Securities (¥ v 7 RiE%)
Nomura Securities (B 4175 %)
Rakuten Securities (22 Ki[%)

SBI Securities (SBIFL%)

SMBC Securities (SMBC H HFI %)
Atone (7 k%)

au Pay (auX )

FamiPay (7 7 = X1)

Paidy (X4 T 1)

PayPay (XA 1)

AEON (1 #2)

Amazon Japan (7 <XV )
FamilyMart (7 7 2 ) —<— b)
Mercari (A/L711))

Rakuten Ichiba (G K15)
Yodobashi Camera (3 K/N 71 A7)
DMM.com (DMM.com)

Nintendo (EX%E)

Sony PlayStation

ANA (£ BZAZE )

Ekinet (A &fa> &)

ETC

Japan Airlines (JAL)
SmartEX

Trip.com

DHL (DHLE %)

Japan Post (HZATBE)
Sagawa Express (1)1 =f&)
Yamato Transport (¥ < hiEH)
eLTAX (H175%0)

MIC (48758)

National Tax Agency (E#:T)
NHK (B AR H =)
Statistics Bureau (#31/3)
TEPCO (RREN)

Tokyo Gas (RZR A R)

au

Docomo ( k3 %)

eo Webmail (eoWEB * — /L)
Apple Japan (AppleH7K)
LINE

OMAKASE

Takarakuji (< L)



Appendix: Targeted Brands and Services (Others)

LG U+ (South Korea)

Korea Telecom (KT)

(South Korea)

Globe Rewards (Philippines)
Smart Rewards (Philippines)
GCash (Philippines)

SM Markets (Philippines)
GoTyme Bank (Philippines)

Bank Central Asia (BCA) Rewards
(Indonesia)

Visa Indonesia (Indonesia)

Bank Negara Indonesia (BNI) Rewards
(Indonesia)

Indomaret (Indonesia)

BAC (Indonesia)

Singapore Post

Pos Malaysia

Aramex (UAE)

kgmETC (Turkey)

JCCsmart (Cyprus)

Hargreaves Lansdown (United Kingdom)

DHL (Germany)
ETC (Spain)

DHL (Spain)
ETCdgt (Spain)
Fineco (ltaly)

La Poste (France)
Bulgarian Post
Apple (US)
Amazon (US)

Citi Bank (US)
Bank of America (US)
UPS (US)

USPS (US)
E-ZPass (US)
EZdriveMA (US)
GoodToGo (US)
SunPass (US)
FLHSMV (US)
TxTag (US)

FasTrak (Canada)
Canada Post

Rogers (Canada)

A30 Express (Canada)
4-72 (Columbia)
Telstra (Australia)
ETC (Australia)

CMC (Australia)
Australia Post

New Zealand Post
ETC(New Zealand)
One.nz (New Zealand)
CoinBase



o+
85

e @

Appendix: Major Chinese Phishing-as-a-Service

Lighthouse Phaa$S (T3)

e WifLive: 0 [EA Live: 2

Congratulations admin!
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Appendix: Major Chinese Phishing-as-a-Service

¢ RTMIK

V™ mumme

BIETERAS RRTEEAR

[
@ wEEs
A mEE®S
e
2ramE

B wsEm

O mmE/Iret O
0 FIN-CS

P wsmEeR @
D zwmEsw @

188 BAET. WSHERER.
BESTISERBEERIR, 8
IRE.

Lucid Phaa$S

¢« B
0 / BRERG | BT

i SEAEE i AR il BIAEEEAN
164 7074 o

BipiagitE

100

80

40

f

id

3239

3227

3204

3198

3197

3186

3183

3170

3163

3162

3161

3153

3152

3104

3102

&5
®E

HE

YYLU PhaaS

BE

fijejwj fidjs

214

B
B

1234235

fidjdij skekkwiw

ejejj djje

Andrea gonzalez

cifjrj djdjjd

Benjamin soto

133974377

Fe

8668656

0000000000

25235235235235

61433009421

234234234234

12

12345634432

38665629

234

386569292

951969889

436865659

951566990

+56951245837

cjdjdj

1234

235235

122

2365236

eiejje djei

123

dijdjsi

Paso nevado

dhhdhs djs

Patagua cerro

AVDA. La Concepcion
Nro 767 B Cunco

[ 2]
djjdkd
234

23452352
35

57

23523562
36

46469499

1234
866464
3520000
dijdjd
2980000

489000

+8

5217 3200 0000 0000

5217320000000000

5210

5217320000000000

5210 1200 9246 9304

5217 3200 0000 0000

5210 1200 9246 9304

5217 3200 0000 0000

5212 3201 0001 0002

5217 3200 0000 0000

4345 5911 3868

5217 3200 0000 0000

4345 5913 1590 6226

4345 6130 3445 3650




Appendix: Major Chinese Phishing-as-a-Service

Panda Shop Phaa$S Outsider Phaa$
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