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1. Introduction
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Motivation

& In digital forensics, building a timeline from filesystem metadata (MACB timestamps) 1s
one of the most common approaches.

¢ However, filesystem timelines have difficult problems:
¢ File systems do not retain their own activity history.

& Attackers can easily manipulate filesystem metadata (e.g., Timestomping).

& To deal with these problems, forensic analysts can use filesystem journals, which record
low-level file activity (matadata) and offer a more complete view of what happened.
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Motivation (cont.)

& For NTFS, several tools are available to parse the $LogFile.

¢ Linux file systems like ext4 and XFS also implement journals, but there are no tools
available that can build timelines from them.

& A few tools can recover deleted files from ext4 journal, but file recovery and timeline building are
two different things.

& For XFS, almost no forensic tools exist at all.

& This situation has unchanged for nearly 20 years, ever since both file systems were added to the
Linux kernel.

& Linux filesystem journals represent a valuable—but underutilized—source of evidence.

® This makes them worth further research.
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Advantages of Filesystem Journal Forensics

¢ Tampering with filesystem journals 1s significantly more difficult.
& Inodes within the filesystem can be easily manipulated using commands like touch.

& However, tampering inode data within the journal requires preserving its structural integrity, making
manipulation much harder.

& Journals provide historical records of file activity.

¢ Linux systems generally lack artifacts that record file activity history—especially in server environments.
¢ Journaling 1s widely available across many Linux environments.

& The default file system is ext4 for Debian/Ubuntu and XFS for RedHat Enterprise Linux (RHEL).

& Most Linux distributions are derived from either Debian/Ubuntu or RHEL.

& Therefore, filesystem journals are present in many Linux systems—making them a valuable and
accessible forensic resource.
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Limitations of Existing Tools

& Very few tools support Linux filesystem journals.

& The Sleuth Kit (TSK) includes jls and jcat commands, but they have major limitations:

& The ext4 journal is supported, but only for raw listing and dumping of journal data. They don’t

interpret file-level operations.

¢ Even in the latest version of TSK (4.14.0), XFS and its journals are still not supported.

$ sudo jls /dev/sda3

JBIk  Description

0: Superblock (seq: 0)

sb version: 4

sb version: 4

sb feature_compat flags 0x00000000

sb feature_incompat flags 0x00000013
JOURNAL_REVOKE
JOURNAL_64BIT

sb feature ro_incompat flags 0x00000000

: Unallocated FS Block Unknown

Unallocated FS Block Unknown

Unallocated FS Block Unknown

Unallocated FS Block Unknown

Unallocated Commit Block (seq: 5474478, sec: 1765908308.1871944448)

Unallocated Descriptor Block (seq: 5474479)

Unallocated FS Block 6292044

NogAsRwhRE

$ sudo jcat /dev/sda3 7 |

00000000
00000010
00000020
00000030
00000040
*

00000060
00000070
00000080
00000090
000000a0

*

hexdump - C

ed 41 e8 03 00 10 00 00 2b 7b 3a 69 cf fad067 |.A....+{ i...g|
cf fad0 67 00000000 €803 020008000000 |...g....vvee. |

000008 0015000000 0af3010004000000 |.ccoureernnnee |

00 00 00 00 00 00 00 00 01 00 00 00 a5 24 60 00 |............. $.

00 00 00 00 00 00 00 00O 00 00 00 00 00 00 00 00 |.veeervvvvvenn. |

00 00 00 00 84 d9 ef 3c 00 00 00 00 00 00 00 00 |....... <iveeeen |
00 00 00 00 00 00 00 00 00 00 00 00 d9 76 00 Q0 |.......c..... V.|
200084 f4e05e a5 1le eO5ea5lea8dd?23al |.. A AL

cf fad0 6750820212 00 00 00 00 00 000000 |...

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 Q0 |.vevrevvveanneee |




Novelty of This Research

& This research investigates both ext4 and XFS journals.
& It explores methods for inferring file activity and building forensic timelines.
& A new analysis tool was developed:

& Supports both filesystem journals in a single tool.

¢ Builds a complete timeline of all file activities recorded in the journal.

& Detects suspicious file activity such as timestomping.

¢ And yes—it’s open-source.
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2. Structures of Ext4 and XFS Journals
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Ext4 Disk Layout

® https://www.kernel.org/doc/html/latest/filesystems/ext4/blockgroup.html#layout

& Default journal inode number: 8

S_journal_inum= 8

0x00x400 0x1000

ext4 Superblock Block Group Descriptors Inode Table Blocks Journal
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