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Trend of using Cloud Service for C2

https://www.proofpoint.com/us/blog/threat-insight/phish-china-aligned-espionage-actors-ramp-up-taiwan-semiconductor-targeting

Google Sheet as C2



China state-sponsored Threat Actor

Activity Since 2024, still active

Tageted Region Taiwan

Targeted Industries Government, Manufacturing

Malware

GRAPHBROTLI

GRAPHRELOOK

RCREMARK



Infrastructure-less Adversary

Three type of different "dead-drop" resolver as C2 

Type Description Example

Type 1:

Cloud Service

Leverages legitimate cloud services for 

C2 communication. This technique has 

become increasingly common in recent 

years.

Microsoft Graph API, 

Google Sheets, etc.

Type 2:

C2 behind Cloudflare

Hides C2 infrastructure behind Cloudflare 

to evade tracking and blocking.

Type 3:

Compromised Website

Utilizes compromised legacy websites 

to host malicious payloads, effectively 

acting as a public file drive.

School or clinic websites, 

legacy sites, etc.



Incident Background



Phase 1: Initial Compromise & Persistence

Initial Access

Successful phishing campaign compromised internal endpoints.

Lateral Movement

Leveraged compromised high-privilege accounts to move laterally via SMB.

Command & Control

SoftEther VPN deployed to maintain persistent remote access.

Utilized malware which leveraged Microsoft Cloud Services as a C2 channel, 

effectively blending malicious traffic with legitimate cloud activity.



Phase 1: Initial Compromise & Persistence

Persistence

Created VPN tunnel services and leveraged DLL side-loading techniques to execute 

malicious payloads.

This phase demonstrates how the attacker prioritized persistence over 

immediate impact.

Legitimate program executes and loads a malicious DLL 



Phase 2: Silent Persistence & Data Exfiltration

Post-Cleanup Indicator

Despite initial remediation, sensitive data continued to leakage on Dark Web 

marketplaces.

Abuse of Trusted Infrastructure

The attacker weaponized the organization’s "gpupdate.bat" logon script, originally 

intended to enforce Group Policy updates.

Continued use of Microsoft Cloud Services as a C2 channel via malicious payloads 

triggered by the script, maintaining a stealthy link to external infrastructure.

Malicious code was executed during system startup, blending seamlessly into 

routine administrative operations.



Phase 2: Silent Persistence & Data Exfiltration

Detection of Anomalous Behavior

Advanced log forensics identified traces of unauthorized modifications to the logon 

script.

This led to the detection of suspicious behaviors immediately following script 

execution, which conflicted with expected system-management activity.

This phase maintains stealthy persistence and continues data exfiltration 

by abusing trusted system mechanisms.



Root Cause Analysis

Deep Analysis into AD Infrastructure

Identified anomalous AD access logs synchronized with the GPO/Logon Script 

modification timestamp.

An audit revealed multiple AD CS misconfigurations ESC (Escalation) that facilitate 

domain-wide privilege escalation.



Root Cause Analysis

Attack Hypothesis

The attacker exploited AD CS misconfigurations (ESC) to 

escalate privileges.

By obtaining a Domain Admin level certificate, the attacker 

gained the necessary permissions to modify the logon script.

ESC1 Misconfiguration

Domain/Authenticated Users were granted AutoEnroll 

permissions on the Web Server template.

Any low-privileged account can impersonate a Domain Admin 

via SAN impersonation, leading to full domain compromise.



AD CS Escalation (ESC)

SpecterOps identified a series of Active Directory Certificate Services (AD 

CS) attack paths, known as ESC.

These techniques allow attackers to abuse misconfigurations in certificate 

templates and enrollment processes.

If exploited, even low-privileged accounts can escalate privileges up to 

Domain Admin.



Attack Flow

Phising

AD

ESC

Exploit
GPO 

Deploy

SoftEther VPN 

Microsoft Graph API

C2 beind Cloudflare

Compromised Website

GRAPHBROTLI

GRAPHRELOOK

RCREMARK

Privilege

Escalation

Lateral 

Movement

Malware



Malware Analysis



gpupdate.bat

setup.py

School Website:
Hosting on comproised site

Download 

setup.py

Download

2nd stage malware

Microsoft API as C2

graph.microsoft.com
C2 behind

Cloudflare

Deploy by gpscript 
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AppDeviceProcess.exe
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Sideload

GRAPHRELOOK
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U-Messenger.exe
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GRAPHRELOOK

setup.py

Download

2nd stage malware

C2 behind
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gpupdate.bat

School Website:
Hosting on comproised site

Download 

setup.pyDeploy by gpscript 

to every endpoint



AD Logon Script (Ephemeral Modification)

The "gpupdate.bat" is a legitimate logon script configured by 

administrators, executing automatically when users log in.

Attackers replace the script with malicious content. As users log 

in, the malicious payload executes on their endpoints. The script 

is later reverts to its original state to evade detection.

Original file Modified file



gpupdate.bat

The script create schedule task for setup.py script

Instead of using dedicated infrastructure, attackers utilize 

compromised public websites to distribute malware



Compromised Website as Dead-drop Resolver

Upload 

Malware

Download 

Malware

Compromised 

Website

Type 3:

Compromised 

Website

HITCON Zerodays
A Vulnerability Disclosure Platform
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Python Script (setup.py)

We can see the downloaded content include the python.exe itself, the 

whole dependency is packed in a single tar file.

This self-contain dependency technique is simple / portable and can avoid 

detection by not packing it with pyinstaller.

pyinstaller

Packed by pyinstaller can 

be detected easily

Whole dependency 

packed in a single tar file



Completely junk code,

used to disguise as normal script

Execute payload from 

base64 encode result



Nodejs Variant (log.js)

Instead of the setup.py script, certain endpoints utilize Node.js 

to execute the payload.

log.js already exists on the victim's endpoint and is launched 

automatically by legitimate services on startup.

The threat actor edits the file to inject malicious content, then 

reverts the file to its original state after execution.

log.js
modify Pick up and 

execute by service



C2 behind Cloudflare

C2 remain alive

Access the C2 will see either

disguise website

403 forbidden

Only respond if specific header

Type 2:

C2 behind Cloudflare



C2 behind Cloudflare

GET request

without specific headers

Setting sleep time

GET with headers
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GRAPHBROTLI

The malware write their 

Microsoft client_id and 

client_secret directly inside 

the malware

They use “Client Credentials 

Grant Flow” OAuth for auto 

login and get token

Type 1:

Cloud Service



GRAPHBROTLI

The malware pull the users from Microsoft graph api periodically.

Checking for each users attribute



GRAPHBROTLI

If the field contain "start" as substring

The "streetAddress" will be executed as command

Encoded payload



GRAPHBROTLI

The malware use a quite unique decoding method: Brotli + base91

Brotil is a compression algorithm

Base91 is a mutated version of base64, which use 91 chars instead of 64

They implement the combined algorithm inside malware, which is 

one of the signature of this malware



GRAPHBROTLI

The command is "hostname" in this case.

Attacker is checking the hostname of the victim machine
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Microsoft API as C2
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GRAPHRELOOK

Using Microsoft Graph API to get commands

Unlike GRAPHBROTLI, GRAPHRELOOK using Outlook API 

for receiving c2 commands 

Type 1:

Cloud Service



GRAPHRELOOK

…

vikjos@outlook.com
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RCREMARK

Base64 + RC4 with fixed 

key to decode string

Decoded strings



RCREMARK

After collecting the host information, malware will send request to C2

And retrieve command through <!--remark:\\s*([A-Za-z0-9+/=]+)\\s*--> regex 

pattern inside html response

<!--remark:\\s*([A-Za-z0-9+/=]+)\\s*-->

platform_jwt=%s; consent_info=%s 

Send Host Info

Receive commands

Type 2:

C2 behind Cloudflare



RCREMARK commands

Command Description

run <commands> <...> Execute shell command

rate <min sec> <max sec> Set heart beat rate

drives List drives

ls <dir> List files

mkdir <dir> Make directory

rmdir <dir> Delete directory

rm <path> Delete file

cp <path1> <path2> Copy file

cat <path> Read file

put <url> <path> Download and write to file

exit Exit



Conclusion and Takeaway



Ephemeral Modification

Attacker modify Living off the Land script to achieve its goal

AD Logon Script

log.js

modify

Pick up and 

execute by service

Excute

when logon



Dead-Drop Resolver C2

RCREMARK

Attacker C2

Type 1:

Cloud Service

GRAPHBROTLI

GRAPHRELOOKMicrosoft Graph API

Set commands
Get 

commands
Type 2:

C2 behind 

Cloudflare

Compromised Website

setup.py
Upload malware Download malwareType 3:

Compromised 

Website



Mitigation

Hardening AD Logon Scripts

Enforce Strict ACLs: Restrict write permissions on shared folders (e.g., 

SYSVOL/Netlogon) to prevent low-privileged accounts from modifying 

scripts.

Network Defense: Public Service Abuse

Whitelisting: Implement strict whitelisting for critical assets and high-

value targets.

SSL/TLS Inspection: Decrypt and inspect encrypted traffic to identify 

malicious payloads hidden within legitimate service connections.



Mitigation

Network Defense: Compromised Infrastructure & CDNs

Threat Intelligence: Regularly update IOC feeds to catch known 

compromised domains.

Block Newly Registered Domains (NRDs): Block domains registered 

within the last 30 days to mitigate disposable C2 infrastructure.

Behavioral Monitoring: Flag and block non-browser processes 

attempting to download executable files (EXE/DLL) from the internet.



Takeaways

Attacker target Taiwan government and 

manufacturing industry since 2024, deploy 

GRAPHBROTLI, GRAPHRELOOK and 

RCREMARK malware

Ephemeral Modification exploits the time gap 

between security scans

Using Dead-Drop Resolvers on legitimate 

infrastructure means there are no "bad IPs" or 

"malicious domains" to block.
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