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Sharon Liu (TeamT5)
Incident Response Engineer

Greg Chen (TeamT5)

Vulnerability Researcher
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Agenda

■ Victimology

■ Investigation Limitation and Methodology

■ Ivanti System Mechanism 

■ Incident Response on Ivanti

■ Exploitation Chain

■ Revealing Unknown Victims
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Victimology
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Victimology
⇒ Total number of scans/day, 

where TeamT5 detected 

Ivanti VPN intrusion 

containing:

● SPAWN Family malware

   Total devices found: 170 

by Date
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Victimology
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Location:

⇒ Victim spread in 25 regions globally, 

the most being:

● Japan, Taiwan, South Korea, US

2
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Limitation and Methodology
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Investigation Limitations

■ Encrypted System Data

■ Can’t reach Logs, files, malwares

■ Limited Visibility 

■ Only UI, No shell

■ Vendor Dependency

■ Gives Integrity Scans (ICT) instead

■ EOS Issues
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Investigation Methodology

1. Vendor’s help → “Remote Debugging”

2. Offline → Through Decrypting entire disk image

3. SSH Backdoor
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Remote Debugging 
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Investigation Methodology

1. Vendor’s help → “Remote Debugging”

2. Offline → Through Decrypting entire disk image

3. SSH Administration Console (Jailbreak)
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Offline Disk

Decryption

BusyBox

● A single executable 
that combines linux 
commands (ex: ls, cp, 
mv …) into a lightweight 
package.

Command: 

/bin/dsmain cp …

/bin/dsmain mv …

Swiss Army Knife 

of Embedded Linux

12
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Command: 

dsmain -g = Drops 

extract_vmlinux.sh

dsmain -d = 

Decrypts coreboot.img

dsmain -e = 

Encrypts coreboot.img

dsmain

13
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SPAWN 

  Family

● coreboot.img

● bzImage

● vmlinux

● ${kerndir}
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Copycat
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Investigation Methodology

1. Vendor’s help → “Remote Debugging”

2. Offline → Through Decrypting entire disk image

3. SSH Administration Console (Jailbreak)

IN LAB 
Only!
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Ivanti System Mechanism
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GRUB (disk pt1)

kernel (disk pt2/3)

Coreboot.img (disk pt2/3)

/bin/init (ram)

/sbin/init (disk lvm home)

Ivanti Startup Execution Process Tree
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/sbin/init (disk lvm home)

/home/bin/dsmonitor
/home/boot.pl
/home/bin/dsstartkwatchdog
/home/bin/dsacpiwatch
/sbin/auditd
/usr/local/bin/dsjail.sh
/home/bin/dscleanupcores
/home/bin/cache_server
/home/bin/dsconfig.pl

/home/bin/dsmond

web.spec.cfg
web80.spec.cfg
web.cfg

integrityscanne
r.spec.cfg

Ivanti Startup Execution Process Tree

/home/config
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Incident Response 
on Ivanti
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Ext2: 

Inode == 128 bytes

Ext3: 

Inode == 256 bytes

Filesystem 
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Filesystem 
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1. Signature-Based Method (hash)

2. Heuristic and Behavioural based Method

● Timestamp Outliers 

● Static / Dynamic-link

● ELF .comment (compiler version)

How to Identify Suspicious Binaries and 
Volatile Components
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Integrity Check Tool 

(ICT)

● It contains all 

Default Ivanti files’ 

Path + Hashes 

Signature-Based
(Hash)

Ex :
ps-ics-sa-genericV91188-b25611-
integritycheck-package.tgz
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Integrity Check Tool 

(ICT)

● It contains all 

Default Ivanti files’ 

Path + Hashes 

$  ls  /runtime/pkg
-rw-r--r-- 1 root root        329 Jan 22 2025 var-backup.tgz

-rw-r--r–- 1 root root  924704961 Jan 22 2025 data-backup.tgz

-rw-r--r-- 1 root root 1712004768 Jan 22 2025 package.pkg

Signature-Based
(Hash)

Inside package.pkg → manifest .  
25
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● [ Birth / Change / Modify ]  TimeStamps

Timestamp Outliers
– Heuristic and Behavioural based Method
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Dynamic/Static linking
– Heuristic and Behavioural based Method
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Exploitation Timeline

CVE-2025-22457 published

Affected products:

◼ Ivanti Connect Secure (ICS), ZTA 
gateway, and Policy Secure

◼ EoS after Dec 31, 2024: Pulse 
Connect Secure & Policy Secure

CVE-2025-22457
massive exploitation

2025-03 2025-04

Exploitation 
continues

2025-11

CVE-2025-0282 published

Affected products: 

◼ Ivanti Connect Secure (ICS), 
ZTA gateway, and Policy 
Secure 

2025-01

CVE-2025-0282 
massive exploitation

2024-12

33



T5 Red / High 

light

#D93751
T5 Dark 

Red

#762D3B
T5 Dark / Text 

Color

#4C433F
T5 BG 

White

#F5F2E9

ThreatSonar 

Red

#C81432
ThreatVision 

Yellow

#F6AC19

Sub T5 Red 

Dark

#B11126
Sub T5 Red 

Light

#DF9293
Sub T5 Dark 

#6D5452

Sub T5 Dark 

light

#ADA5A3

Product Color TeamT5 Color

英文字型：Arial，中文字型：微軟正黑體，日文字型：Meiryo

這個樣板可以充當深色樣板使
用

16_版型使用秘
訣

如果你希望左邊跟下面的米色也都深色，請換背景
選

#4C433F

16_版型使用說

明

■ Vulnerable binary: /home/bin/web, which handles all incoming 
HTTP requests and VPN protocol

■ Stack overflow via dangerous function strncpy()

■ Attack vector: clientCapabilities=AAAAA…

■ Leaked PoC from PHRACK (APT DOWN), weaponized with 
TextDoor backdoor was first exploited in 2024.

Vulnerability Detail: CVE-2025-0282

https://phrack.org/issues/72/7_md
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■ Stack overflow via dangerous function: strlcpy()

■ Attack vector: X-Forwarded-For: 11111111…

■ Only digits (0–9) and “.” are allowed in overflowed strings.

Vulnerability Detail: CVE-2025-22457
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■ Stack smashed by sprayed digit

Coredump analysis of CVE-2025-22457
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Exploitation Chain

Initial access
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CVE-2025-
22457
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■ Initial payload gathers the following information and deploy 
Prawns (memory injector) to inject TextDoor into “web” 
process of ICS.

Coredump analysis: Initial payload

File Description

/tmp/.p PID of VPN web server: /home/bin/web

/tmp/.r TextDoor shellcode

/tmp/.w Base address of /home/bin/web process

/tmp/.s Base address of libssl.so

/tmp/.m memory layout of /home/bin/web

/tmp/.i Prawns injector
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■ Aka. Bushfire

■ Tailor-made backdoor for 
Ivanti VPN web server.

■ Shared by China APT groups

■ An in-memory passive 
backdoor hooks SSL_read() 
of ICS web server to hijack all 
TLS traffic.

■ Threat actors collected 
gadget addresses including 
most of ICS versions.

TextDoor

TextDoor client script from Phrack
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■ Fully featured plugin-based backdoors executed in shellcode
■ Command execution

■ Arbitrary file read/write

■ Memory injection and patch

■ Privilege escalation

■ Clean traces such as coredump, audit logs, debug log, etc.

Functionality of TextDoor
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■ China APT actors choose high value 
targets to implant SPAWN family for 
persistence  and lateral movment

■ SPAWNCHIMERA, is a passive 
backdoor belonging to a modular 
malware suite, featuring the following 
components:

■ SPAWNMOLE: SOCKS5 tunnel

■ SPAWNSNAIL: SSH functions 
(shell)

■ SPAWNSLOTH: Log service 
silence

Persistent backdoor: SPAWN family
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■ Ivanti uses public key integrity check to prevent file 
tampering. However, CHIMERA can resign the modified 
files to turn off protection.

Integrity Check Bypass1/2

# Turn off check integrity script

sed -i "s/exit 1/exit 0/g" /home/bin/check_integrity.sh 
# Recalculate the SHA256 of check_integrity.sh in whitelist: `manifest`
sed -i "s/check_integrity.sh w{64}/check_integrity.sh `/home/bin/openssl dgst -sha256

/home/bin/check_integrity.sh | cut -d " " -f 2`/" /home/etc/manifest/manifest
# Generate RSA private key
/home/bin/openssl genrsa -out private.pem 2048

# Generate the public key: `manifest.2`
/home/bin/openssl rsa -in private.pem -out manifest.2 -outform PEM -pubout
# Resign whitelist file,`manifest` to produce signature data: `manifest.1`

/home/bin/openssl dgst -sha512 -sign private.pem -out manifest.1 /home/etc/manifest/manifest
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Ivanti performs integrity checks during boot. However, 
CHIMERA disables the integrity-check scanner in the coreboot 
image.

Integrity Check Bypass2/2
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Ivanti performs integrity checks during boot. However, 
CHIMERA disables the integrity-check scanner in the coreboot 
image.

Integrity Check Bypass2/2

scanner-0.1-py3.6.egg
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■ Hook strlcpy() function; only magic overflowed strings 
can exploit CVE-2025-22457.

Fix CVE-2025-22457

X-Forwarded-For: 03970597", '1' 
<repeats 290 times>, "00070007\r\n\r\n
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Ivanti VPN

Protocol Analysis

Attacker

SPAWN client

web (SPAWNMOLE)

SOCK5 tunnel 

dsmdm (SPAWNSNAIL)

SSH backdoor

Endpoints

Intranet

Crafted TLS Client Hello

Fake TLS Server Hello

SOCKS5 / 128.0.0.1 UNIX domain socket

SOCKS5 / Other IP Lateral movement
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■ Snort rule (Ivanti → Attacker)

Threat Hunting
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