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Introduction of the Incident
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Attribution Framework
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Overview of the Incident

3 activity clusters in single incident

● CL-STA-1048
○ Possible connections with 

■ Earth Estries
■ Cluster Charlie from Operation Crimson Palace

● CL-STA-1049
○ Attribute to Unfading Sea Haze
○ Possible connections with

■ Cluster Bravo from Operation Crimson Palace

● Stately Taurus
○ aka Mustang Panda, Earth Preta 

CL-STA-1049

CL-STA-1048

Stately Taurus
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Incident Timeline

Earliest timeline of this incident is March 2025
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Activity Cluster Analysis
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CL-STA-1048

Espionage motivated activity cluster targeting Philippines, Taiwan and 
Malaysia, since at least June 2024

● Observed tools:
○ RawCookie (aka EggStreme Fuel)
○ EggStreme Loader
○ Gorem RAT (aka EggStreme Agent)
○ PoshRAT
○ Masol RAT
○ Original hacking tools

■ Chrome credential dumper, Signal message dumper

● Bitdefender has already mentioned EggStreme family, but no 
conclusion on attribution

○ https://www.bitdefender.com/en-us/blog/businessinsights/eggstrem
e-fileless-malware-cyberattack-apac

https://www.bitdefender.com/en-us/blog/businessinsights/eggstreme-fileless-malware-cyberattack-apac
https://www.bitdefender.com/en-us/blog/businessinsights/eggstreme-fileless-malware-cyberattack-apac
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EggStreme Family RawCookie

TrackBak Stealer

EggStreme Family

PoshRAT

PoshRATRawCookie

Signal Dumper 

Masol RAT

TrackBak Stealer
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Infection Chain of CL-CRI-1048

sideload

RawCookie

EggStreme 
Loader

Register as a 
Windows service

Masol RAT

Register as a 
Windows service

ielowutil.exe.muiXblAuthManagers.dll

mscorsvc.dll

Gorem RAT

AxInstSVs.dll

Posh RAT

powershell.exe  -w hIdden -exec BYpass -C $e='....
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RawCookie (aka EggStreme Fuel)

Lightweight TCP-based backdoor

● Probably designed for an initial stage backdoor
● Features

○ Upload/download a file
○ Show a list of files/directories
○ Start/terminate reverse shell
○ Send the current global IP
○ Get/update/overwrite C2 configuration

● C2 config is embedded but overwritable by reading it 
from a file

○ %APPDATA%\Microsoft\Windows\Cookies\Cookies.dat
○

Backdoor command handler
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EggStreme Loader

Multi-layered loader of Gorem RAT

ielowutil.exe.mui

EggStreme Loader
RC4 encrypted size 

of the 2nd stage

winlogon.exe

MsMpEng.exe

2nd stage EggStreme 
Loader (DLL)

decrypt thefinal payload

decrypt

inject

inject

Gorem RAT (EXE)

DarkLoadLibrary

libpeconv

Reflective 
DLL Injection
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Gorem RAT (aka EggStreme Agent)

The most advanced backdoor in the CL-STA-1048 toolset, written in C++, using gRPC (mTLS) and 
Protocol Buffer

● Implemented 59 backdoor commands

Basic commands
- Disk (read/write/copy/move/delete file, enumerate/create/delete directory, 

get/set current directory, get available drive names with free spaces info, 
read small text file)

- Process (create new process, terminate specific process, list running process 
info)

- Network (enumerate established connections, get current network info, get 
TCP table, get ARP table)

- Services (enumerate/start/stop services, set service type)
- Registry (query/set/delete registry value)

Reconnaissance 
- Get the startup command through WMI
- Get service information through WMI
- Get screenshot
- Get system uptime
- Enumerate services
- Send a ping to the remote machine
- Port scan
- Enumerate all the available network resources
- Show all the user sessions
- Get the specified remote machine host info using NTLMSSP over RCP

Command and Control
- Get current C2 server info
- Update C2 server/port info and save the current config to file
- Update sleep time and save the current config to file
- Start/terminate reverse shell session

Payload
- Run downloaded shellcode from the specified URL
- Inject the received zlib-compressed PE payload into svchost.exe

Pivot
- Execute the specified command against the specified remote machine over 

WMI
- Attempt to authenticate to the specified remote IP with the specified 

credentials over $IPC
- Register a ServiceDll in the specified remote machine
- Manipulate (list/create/delete) Scheduled Task on local/remote machine

Others
- Compress specified file(s) as a GZIP archive using zlib
- Timestomping
- TCP proxy to the specified remote machine
- Set the file ownership
- Attempts to grab a file with the suffix Network\Cookies-journal, which is 

potentially a Chromium-based file containing credentials
- Upload/download from Dropbox
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Config of Gorem RAT

Stored in %LOCALAPPDATA%\Microsoft\Vault\Vault.dat in 
key-value form with RC4 encryption

● id: The victim identifier
● sl: The Sleep duration time
● rm: The C2 server hostname
● rp: The C2 server port
● cacrt: The CA certificate
● imcrt: The client certificate
● imkey: The client's private key 
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Keylogger Module

Gorem RAT monitors WTS_EVENT_LOGON event and injects user-mode keylogger module into 
every user session 

WTS_EVENT_LOGON

Service account User

Keylogger

splwow64.exe.mui

decrypt

explorer.exe

inject

thumbcache.dat

%LOCALAPPDATA%\Microsoft\
Windows\Explorer\

output
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Masol RAT (Windows)

Multi-architecture-support backdoor

● Possible earliest timeline is 2019
○ E:\Masol_https190228\x64\Release\Masol.pdb

● Potentially shared among multiple groups
○ Sophos reported the Linux version of Masol RAT (Backdr-NQ) in 

2022
■ https://news.sophos.com/en-us/2022/10/19/covert-channels/

○ Sophos reported the Windows version of Masol RAT linked to 
Cluster Charlie in Crimson Palace 

■ https://www.sophos.com/en-us/blog/crimson-palace-new-tools-tactics-ta
rgets 

○ Trend Micro reported Earth Estries deployed Masol RAT in 2024
■ https://www.trendmicro.com/en_us/research/24/k/earth-estries.html
■ With note that Masol RAT is possibly not exclusive to Earth Estries

https://news.sophos.com/en-us/2022/10/19/covert-channels/
https://www.sophos.com/en-us/blog/crimson-palace-new-tools-tactics-targets
https://www.sophos.com/en-us/blog/crimson-palace-new-tools-tactics-targets
https://www.trendmicro.com/en_us/research/24/k/earth-estries.html
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Infrastructure

June 2024 ~

● No obvious overlaps with known groups
● Most of IPs locate in Philippines or Malaysia, 

which aligns with victim’s regions
● Frequently changing IP associated with domain
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Potential Links with Known Groups

Masol RAT (Windows version) has been mentioned in reports associated with several China-linked 
groups in the past

● Cluster Charlie of Crimson Palace from the report in 2024 by Sophos
○ https://www.sophos.com/en-us/blog/crimson-palace-new-tools-tactics-targets 

● Earth Estries from the report in 2024 by Trend Micro
○ https://www.trendmicro.com/en_us/research/24/k/earth-estries.html
○ Noted with low confidence

https://www.sophos.com/en-us/blog/crimson-palace-new-tools-tactics-targets
https://www.trendmicro.com/en_us/research/24/k/earth-estries.html
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Diamond Model of CL-STA-1048

ADVERSARY

VICTIM

INFRACAPABILITY

CAPABILITY

● DLL Sideloading
● Reuse of old samples (compiled in 2022-2023)
● Reuse of publicly available tools (libpeconv, 

DarkLoadLibrary, gRPC)

INFRASTRUCTURE
● Use domains and frequently change IP
● Various ASN
● Many IP located in Philippines and M

VICTIM
● South China Sea Area
● Philippines, Taiwan and Malaysia
● Military, Government and Research Institute

ADVERSARY
● China-aligned espionage motivated custer 
● Possible link to Earth Estries and Cluster Charlie of 

Crimson Palace with low confidence
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CL-STA-1049

Espionage motivated activity cluster targeting Philippines since at 
least March 2018

● Observed tools:
○ xleylog
○ Hypnosis Loader -> FluffyGh0st
○ InsidiousGh0st

● Based on the tool overlaps, we assume that this cluster links 
with the China-nexus group Unfading Sea Haze reported by 
Bitdefender in 2024

○ https://www.bitdefender.com/en-us/blog/businessinsights/deep-d
ive-into-unfading-sea-haze-a-new-threat-actor-in-the-south-china
-sea

https://www.bitdefender.com/en-us/blog/businessinsights/deep-dive-into-unfading-sea-haze-a-new-threat-actor-in-the-south-china-sea
https://www.bitdefender.com/en-us/blog/businessinsights/deep-dive-into-unfading-sea-haze-a-new-threat-actor-in-the-south-china-sea
https://www.bitdefender.com/en-us/blog/businessinsights/deep-dive-into-unfading-sea-haze-a-new-threat-actor-in-the-south-china-sea
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DLL Proxy-Sideloading leveraging adaptive DLL Sideloading technique

● The earliest ITW timeline is Dec 2023

Hypnosis Loader

version.dll bdusersy.dll

C:\Program Files\Common Files\Bitdefender\SetupInformation\

seccenter.exe

loadload

Hypnosis Loader FluffyGh0st
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FluffyGh0st

A variant of Gh0st RAT

● TLS over TCP for C2 communication
● Manipulating plugins received from C2

○ LZNT1 + RC4
○ “InstallPlugin” exported function 
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Infrastructure

June 2024 ~

● Heavy use of Digital Ocean
● All of the observed IPs located in Singapore
● Frequently changing IP associated with domain
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Potential Links with Known Groups

Actually, FluffyGh0st has also been mentioned in the report concerning other group 

● Sophos included a hash of FluffyGh0st in their report about Cluster Charlie from 
Crimson Palace in 2024

○ https://www.sophos.com/en-us/blog/crimson-palace-new-tools-tactics-targets 
○ Sha256: 58ed0463d4cb393cd09198a6409591b39cae06bb0ba5f5d760186de88410f6b8

https://www.sophos.com/en-us/blog/crimson-palace-new-tools-tactics-targets
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Diamond Model of CL-STA-1049

ADVERSARY

VICTIM

INFRACAPABILITY

CAPABILITY
● DLL Proxy-Sideloading / DLL Sideloading
● Reuse of old samples (compiled in 2021, 2023)
● Reuse of publicly available tools (OpenSSL, Gh0st RAT)

INFRASTRUCTURE
● Use domains and frequently change IP
● Heavy use of Digital Ocean
● All the IP located in SG

VICTIM
● South China Sea
● Military

ADVERSARY

● China-aligned espionage motivated cluster
● Attribute to Unfading Sea Haze with high confidence
● Potential connection with Cluster Charlie of Crimson 

Palace
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Stately Taurus

Espionage motivated threat actor aka Mustang Panda, Earth Preta

● Victimology
○ Philippines, Taiwan, Myanmar

● Observed Tools
○ HIUPAN/MISTCLOAK/USBFect
○ Variant of Claimloader -> PUBLOAD
○ CoolClient Loader -> CoolClient
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Claimloader

PUBLOAD

USBFect/HIUPAN

CoolClient Loader

CoolClient

Jun 
1

Agent X Agent Y

Aug 
9
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USB-Wormable PUBLOAD

Earth Preta Evolves its Attacks with New 
Malware and Strategies
https://www.trendmicro.com/en_us/research/2
4/i/earth-preta-new-malware-and-strategies.ht
ml

https://www.trendmicro.com/en_us/research/24/i/earth-preta-new-malware-and-strategies.html
https://www.trendmicro.com/en_us/research/24/i/earth-preta-new-malware-and-strategies.html
https://www.trendmicro.com/en_us/research/24/i/earth-preta-new-malware-and-strategies.html
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Infection Chain of CoolClient

sideload

CoolClient 
Loader

libvlc.dll loader.ja

time.ja
(config)

main.ja

decrypt

CoolClient

3. decrypt

2. embed

1. decrypt

Legitimate app
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CoolClient Loader

Multi-layered loader of CoolClient

● Earliest ITW timeline is June 2021

● Heavily employed anti-disassembly technique

● Sophos has already mentioned this loader in 2022 

but no attribution

○ https://news.sophos.com/en-us/2022/10/19/covert-ch

annels/

● Trend Micro observed this loader during Earth Preta 

activity in 2023

○ https://www.trendmicro.com/en_us/research/23/c/eart

h-preta-updated-stealthy-strategies.html

https://news.sophos.com/en-us/2022/10/19/covert-channels/
https://news.sophos.com/en-us/2022/10/19/covert-channels/
https://www.trendmicro.com/en_us/research/23/c/earth-preta-updated-stealthy-strategies.html
https://www.trendmicro.com/en_us/research/23/c/earth-preta-updated-stealthy-strategies.html
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Deobfuscate CoolClient

Replace the block of anti-disassemble pattern with NOP
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CoolClient

Multi-protocol supporting backdoor written in C++

● Built on top of HP-Socket library

○ https://github.com/ldcsaa/HP-Socket

● Probably designed for lateral movement agent

● Features

○ Upload/delete a file

○ Tunnel packets

○ Start keylogging

○ Send portmap information

https://github.com/ldcsaa/HP-Socket
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Infrastructure

Feb 2024 ~

● PUBLOAD keeps using the same IP

● No obvious overlaps in infrastructures of CoolClient

● IPs location in Singapore and Malaysia
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Connections

We concluded to attribute this activity to the existing threat actor 

Stately Taurus, which links to Mustang Panda / Earth Preta

● Technically we haven’t observed execution link between 

PUBLOAD and CoolClient

○ Trend Micro reported that CoolClient was deployed after 

PUBLOAD infection

● However, HIUPAN/USBFect and CoolClient Loader share the 

exact same obfuscation technique

● This indicates that the operator(s) behind HIUPAN/USBFect and 

CoolClient should have codebase-level connection, which 

supports our attribution that this activity belongs to Stately 

Taurus
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Diamond Model of Stately Taurus

ADVERSARY

VICTIM

INFRACAPABILITY

CAPABILITY
● DLL Sideloading
● Reuse of old samples (compiled in 2021, 2023)
● Reuse of publicly available tools (HP-Socket)

INFRASTRUCTURE ● IPs located in Singapore and Malaysia

VICTIM ● Philippines, Taiwan, Myanmar and Mongolia

ADVERSARY
● Espionage motivated threat actor
● aka Mustang Panda, Earth Preta
● Attribute to China-nexus with high confidence
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Attribution
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Clustering

Infrastructure (e.g., IP 
addresses, domains, URLs)

Capabilities (e.g., malware, 
tools, TTPs)

Victims and targeting (e.g., 
organizations, industries, 
regions, temporal overlaps)

Source verification

Indicator validity

TTP consistency

Victim analysis

Estimating confidence 
assessments

The Admiralty System 
provides the possible 
values for source reliability 
and information credibility

Information Credibility

Information credibility can 
range between 1-6 and is 
assessed separately from the 
source’s reliability

Evaluation Admiralty System

Rating Keywords

A Reliable

B Usually reliable

C Fairly reliable

D Not usually reliable

E Unreliable

F Reliability unknown

Rating Keywords

1 Confirmed

2 Probably true

3 Possibly true

4 Doubtfully True

5 Improbable

6 Difficult to say
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Attribution in Action

We are measuring if Earth Petra is Stately Taurus, and our confidence level.

We input the values observed in our investigation, and identify overlaps to establish a confidence level, 
based on Source of Attribution and evidence observed.  
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Cluster Attribution

We adjusted the Admiralty Level of the MASOL RAT finding, since it may not be exclusive to group. 

This allows us to understand that CL-STA-1048 with high confidence (with a score of 64) is responsible 
for the campaign observed by BitDefender. 
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Conclusion



© 2026 Palo Alto Networks, Inc. All rights reserved. Proprietary and confidential information.

Takeaways

● We introduced a unique case study that involved multiple clusters/actors targeting a single 
organization

● Our investigation highlighted an emerging trend that espionage campaigns targeting a specific 
region or organizations may be conducted by distinct clusters/actors using different tools and 
infrastructures but the same motivation 

○ Trend Micro calls this new approach “Premier Pass-as-a-Service”

● (For researchers) Review a rule in your organization to define the process of attribution 
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IoC
120.89.46[.]135
103.131.95[.]107
109.248.24[.]177
103.122.164[.]106
103.15.29[.]17

fikksvex[.]com
laichingte[.]net
theuklg[.]com
shepinspect[.]com
distrilyy[.]net
popnike-share[.]com
webmail[.]homesmountain[.]com
webmail[.]rpcthai[.]com

SHA256 IP/Domain
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Thank You
paloaltonetworks.com
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Signal Dumper

Signal message attachments export tool using the documented technique
- https://www.sciencedirect.com/science/article/pii/S2666281725000800

cache.tmp

Signal Dumper

db.sqlitesql\db.sqlite

Local State

config.json

%APPDATA%\Signal

copy

decrypt

decrypt

read

tmp.dat

tmp.jpeg

tmp.png

export

save

https://www.sciencedirect.com/science/article/pii/S2666281725000800

