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01. Introduction
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Observations So Far

∙ Tropic Trooper( a.k.a Pirate Panda, KeyBoy and APT23) љ ᾢ ῼ ֫‘

∙ ᾢ ἄ ἐᴭ זּ╗

∙ ᵃ ἐᴭ Ҥ ᵇ

∙ ῄ  ᵍ ᾭ ᶂ ￼ ╗ ӽӧ
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2023/05 – 
2024/03

Spear Phishing

2023/06 Evil Twin Attack

2023/06 Abusing VSCode as a RAT



∙ ᷈Ḇ

∙ ⃰Ẃ ᾛӐ ḅ ỵ…

∙ ꜛ ׁ Ӑ תּ

∙ ⃰ Ӑ ӡӾ ⃰

∙ Ԋῶ

New Attack Technique Encountered 
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Legitimate App

Downloader

Backdoor

2024/03 – 
2025/05 ?

New

?



02. Revealing the Mechanism
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Starting Point of the Investigation

∙ ⱡ ᾭᵻ

∙ זּ

∙ ⃰ ỵ… Ἣᾁ ᵿ

∙ ￼ תּ

∙ Lateral Movement ??

∙ USB Device ??

∙ Supply Chain Attack ??

∙ MiTM  ??

∙ Fake App Install ??
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Backdoor

アプリのアップデート専用フォルダ

Youdao Dictionary
(正規の辞書アプリケーション)



Strange location

∙ Ӑἄ

∙ Ӑἄ ת ѧ █Ԅ ᴵ ớ
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Get Updater

Execute Updater Execute Malware

Get Malware

Create Dedicated Folder

Timestamp Events Path File/Folder Details

: : : : :

: : : : :

: : : : :

2025/05/02 
08:28:57.420

Created
C:¥Users¥<Username>
¥AppData¥Local¥Yoda
o¥DeskDict¥updaters¥

20250502072857

A folder for saving the 
updater will be created. 
This is normal behavior, and 
the folder name is determined 
based on the timestamp.

2025/05/02 
08:28:58.384

Created C:¥Users¥<Username>
¥AppData¥Local¥Yoda
o¥DeskDict¥updaters¥

20250502072857¥

ccint.exe

The backdoor written in 
Golang was created.

2025/05/02 
08:29:33.242

Executed The backdoor was executed.

TimelineNormal Abnormality Direction of 
analysis



Skewed Direction

∙ Ẃ ԇẪ ӡ ἄừ ⱶ
ῲ

∙ ἄ ỵ… ♇
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75f47ef791344d2148e2d0b63c867c92.xml

Direction of 
analysis

Timestamp Events Path File/Folder Details

: : : : :

: : : : :

2025/05/02
08:28:57.359

Modified
C:¥ProgramData¥Youd

ao¥DeskDict¥

75f47ef791344d2
148e2d0b63c867c

92.xml

Update configuration files.
This was a fake configuration 
file prepared by the attacker, 

which contained a link to a 
fake update server.

2025/05/02 
08:28:57.420

Created
C:¥Users¥<Username>
¥AppData¥Local¥Yoda
o¥DeskDict¥updaters¥

20250502072857

A folder for saving the 
updater will be created. 
This is normal behavior, and 
the folder name is determined 
based on the timestamp.

2025/05/02 
08:28:58.384

Created C:¥Users¥<Username>
¥AppData¥Local¥Yoda
o¥DeskDict¥updaters¥

20250502072857¥

ccint.exe

The backdoor written in 
Golang was created.

2025/05/02 
08:29:33.242

Executed The backdoor was executed.

Get Updater

Execute Updater Execute Malware

Get Malware

Get 
New Configuration (xml)

Create Dedicated Folder

Get 
Fake Configuration (xml)

TimelineNormal Abnormality



Case 3

Case 2
Case 1

Converging Clues

∙ ᾭ ỵ…ׁ Ԋ ♇ ᾯת

∙ ⸗ḧ ὶ וּ ֶ῎
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Get Updater

Execute Updater Execute Malware

Get Malware

Get 
New Configuration (xml)

Create Dedicated Folder

Get 
Fake Configuration (xml)

Direction of 
analysis

Timestamp Events Path File/Folder Details

-
Network 

Connection
- - Specific Home Router

: : : : :

2025/05/02
08:28:57.359

Modified
C:¥ProgramData¥Youd

ao¥DeskDict¥

75f47ef791344d2
148e2d0b63c867c

92.xml

Update configuration files.
This was a fake configuration 
file prepared by the attacker, 

which contained a link to a 
fake update server.

2025/05/02 
08:28:57.420

Created
C:¥Users¥<Username>
¥AppData¥Local¥Yoda
o¥DeskDict¥updaters¥

20250502072857

A folder for saving the 
updater will be created. 
This is normal behavior, and 
the folder name is determined 
based on the timestamp.

2025/05/02 
08:28:58.384

Created C:¥Users¥<Username>
¥AppData¥Local¥Yoda
o¥DeskDict¥updaters¥

20250502072857¥

ccint.exe

The backdoor written in 
Golang was created.

2025/05/02 
08:29:33.242

Executed The backdoor was executed.

Network Connection
Network Connection

(Specific Home Router)

TimelineNormal Abnormality



Timestamp Events Path File/Folder Details

-
Network 

Connection
- - Specific Home Router

: : : : :

- Modified
C:¥ProgramData¥Youd

ao¥DeskDict¥

75f47ef791344d2
148e2d0b63c867c

92.xml

Update configuration files.
This was a fake configuration 
file prepared by the attacker, 

which contained a link to a 
fake update server.

- Created
C:¥Users¥<Username>
¥AppData¥Local¥Yoda
o¥DeskDict¥updaters¥

<Timestamp>

A folder for saving the 
updater will be created. 
This is normal behavior, and 
the folder name is determined 
based on the timestamp.

- Created C:¥Users¥<Username>
¥AppData¥Local¥Yoda
o¥DeskDict¥updaters¥

<Timestamp>¥

Malware

Malicious files are created.

- Executed Malicious file is executed.

Case 3

Case 2
Case 1

Taking the Next Step

∙ ᾭ ỵ…ׁ Ԋ ♇ ᾯת

∙ ⸗ḧ ὶ וּ ֶ῎
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Get Updater

Execute Updater Execute Malware

Get Malware

Get 
New Configuration (xml)

Create Dedicated Folder

Get 
Fake Configuration (xml)

Network Connection
Network Connection

(Specific Home Router)

ׁώ
Å ԇẪ ḧừ ᴩ
Å ⸗ḧ ὶ ⱶ ἄ
ừ ῲ וּ

תּ
Å ӡ ᴨ
ᴵ ớ

Ә
1. ὶ  

  Ԅ

2. ὶ ֫‘

TimelineNormal Abnormality Direction of 
analysis



Don't Overlook the Oddities

∙ ᵄׁ ᵃ IP

∙ Ҥ ᵃ ᾢ זּ ‛

∙ ᵄׁ Ӻ ɓXiaoQiang ɓ Xiaomi ⸗
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Name resolution log

Name resolution script execution result

XiaoQiang is a device manufactured by Xiaomi.

Home Router



Investigation Home Router
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∙ Ἅῶ Ґ ז ⱶ ᵻ

∙ זּ ҆ Ԝ ᾼ

?

Collected router

Home Router



FakeSignpost

∙ ᴠⱢ DNS ј IP
ḧ
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Suspicious DNS Server
121[.]196[.]245[.]248

DNS Request
DestinationʿHome 
Route IP Address

DNS Request
Destinationʿ

121.196.245.248

Home Router

ITOCHU Cyber & Intelligence Inc.

What is this IP 
address???



Insights from Signpost

∙ ј DNS ⸗ḧ Ẃ IP
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Suspicious DNS Server
121[.]196[.]245[.]248

Suspicious DNS Server

DNS result for the dictionary app update domain
Trust DNS Server

DNS Response
<Legitimate IP Address>

DNS Response 
< Unusual IP Address>

What is this IP 
address???

Update App

Home Router



Beyond the Signpost

∙ ‛ ἄ
ṵ

∙ ῳ ￼ ἄ
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Fake Update Server
149[.]28[.]129[.]74

Suspicious DNS Server
121[.]196[.]245[.]248

Update Request

Update Response
Fake Config File

Malware Hosted Server
45[.]32[.]117[.]177

Update Response
Malware File

Fake Config File(Repost)

Update App

Home Router

ITOCHU Cyber & Intelligence Inc.



Landscape

∙ ֶ῎ ừ ᾯת ᾢ Ỵזּ ԅӌӵ

∙ ᶟ ᾢ Ḹ ᾟ Ӑ і

∙ Ҥ זּ
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Fake Update Server
149[.]28[.]129[.]74

Suspicious DNS Server
121[.]196[.]245[.]248

Malware Hosted Server
45[.]32[.]117[.]177ITOCHU Cyber & Intelligence Inc.

Trick to deliver malware 
disguised as an update

Trick to hijack DNS

Trick to get victims to 
run a fake update file

Update App

Home Router



Attackerõs Tenacity 

∙ Ὰ ӜԄἐᴭ ỵ… Ὑ ἐ│

∙ Ḹ ￼ ῄẂ ☺ ἐⅎ

∙ ᶽ Ӑ
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2023/05 – 
2024/03

Spear Phishing

2023/06 Evil Twin Attack

2023/06 Abusing VSCode as a RAT

2024/03 – 
2025/05

Abusing Update Process

Home Network Hijack

New



03. Concerns & Measures 
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Is That Communication Really Safe?

∙ ᶹת Ẃ ᵿ

∙ DNS זּ╗ ṵ

∙ Ẃ DNS ᵄׁ ‛ ⃰ Resolver Ά│

∙ ṵ DNS ḧ זַּ ᶫ ᵃ ᾢ ᴩ ᴵ ớ

∙ ḝ ԇ Wi-Fi

∙ ӆ і ӡ ᴩ ᾢ
ᵓ

∙ https://www.welivesecurity.com/en/eset -research/plushdaemon -compromises -
network -devices -for -adversary - in-the -middle -attacks/
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Limits Exist ñ Standing Still Is Not an Option

∙ ӡ DNS Ӕּז

∙ VPN ᶫ ԓ DNS ᴠⱢ

∙ DHCP ừ ṵ ᶫ Ὕḧ DNS Ӿ

∙ ớ ӡ Ӕּז

∙ DNS Ὕḧ ᵀ DNS over TLS DNS over HTTPS ֺ

∙ Ẃ ֧

∙ ᶹת Ẃ

∙ ῳ ￼ εEDR ζ Ẃ ֧
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04. Conclusions
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Conclusions

∙ ҆ ‛ ├ ᾢ Ỵ ᵇ ῞ ￼
Ά ệ ╓ḻ ḟ

∙ ᾢ ἅ ῄẂ ☺ Ὕ
ἅ ῄẂ￼ זַּ ⃰  Ẹ Ḡԅ ḧ ọ
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Thank you for your attention.



Appendix
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A. Past explanatory materials
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Date Titles details Links

2023-09-28
Gifts from Tropical Pirates -New 
Dangerous Weapons Hidden in Email 
and Malware

Analysis of the initial vector and malware
https://blog-
en.itochuci.co.jp/entry/2023/09/28/171001

2023-10-05
Unveiling activities of Tropic Trooper 
2023: deep analysis of Xiangoop Loader 
and EntryShell payload

Same as above
https://www.virusbulletin.com/uploads/pdf/co
nference/vb2023/slides/Slides-Unveiling-
Activities-of-Tropic-Trooper.pdf

2023-10-06
Sequel: Gifts from Tropical Pirates - 
Who is the Sender? Look for the 
Attacker Group

Same as above
https://blog-
en.itochuci.co.jp/entry/2023/10/06/173200

2024-01-26
Dark Side of VSCode ~ How Attacker 
Abuse VSCode as RAT ~

Explanation of the distinctive methods used 
in the breach

https://jsac.jpcert.or.jp/archive/2024/pdf/J
SAC2024_2_3_sasada_hazuru_en.pdf

2024-08-24
Pirates of The Nang Hai: Follow the 
Artifacts No One Knows

The evolution of malware used in attacks and 
an overall picture of the methods used in 
attacks

https://hitcon.org/2024/CMT/slides/Pirates
_of_The_Nang_Hai_Follow_the_Artifacts_o
f_Tropic_Trooper,_No_One_Knows.pdf



B. IoCs obtained during the investigation
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IP Details

39[.]101[.]207[.]15 ÅMalware Hosted

45[.]32[.]117[.]177
ÅMalware Hosted
ÅCobaltStrike Beacon & Backdoor C2

149[.]28[.]129[.]74
ÅMalware Hosted
ÅFake Update Server

121[.]196[.]245[.]248 ÅMalicious DNS Server

Network



C. Supporting evidence
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Configuration information (.xml) distributed 
from the fake update server (excerpt)

%ProgramData%¥Youdao¥DeskDict¥75f47ef791344d2148e2d0b63c867c92.xml

In this case, a backdoor called ccint.exe written in 
Golang was distributed under the guise of an updater.

Revoked digital certificate 
used in backdoor (ccint.exe)

Analysis revealed that the exploit was being used to bypass the 
security check mechanism of the parent app of the parent process.
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