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2019: Mainly Responsible for malware analysis related to incidents.
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All samples used in the exercises, except for the first exercise, are

Please make sure to run all four samples used in the exercises in a VM
environment (a safe environment constructed not to affect the outside).
cannot take any responsibility if you accidentally run it on the host side.

Please proceed at your own risk.
Do not upload any of the samples to online sandboxes such as Virus

@ 2025 LAC Co. , Ltd.
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Timetable Planl B The schedule is subject to change

Time LEVEL&TITLE

10:00¢ 10:15 Introduction
Confirm the description of AntiDebugSeeker and how to use it with IDA and Ghidra

10:15¢ 10:45 Levell. Analysis of a program with multiple ah¢bugging features
(Exercise Time

11:10¢ 11:40 Level2. Analysis of a program with multiple al¢bugging features
(Exercise Time

13:20¢ 14:00 Level3. Analysis of a program with multiple ash¢bugging features
(Exercise Time

14:30¢ 15:00 Level4. Malware Analysis Tips + Anti Debug
(Exercise Time




Timetable Plan2 B The schedule is subject to change.

Time LEVEL&TITLE

10:00¢ 10:15 Introduction
Confirm the description of AntiDebugSeeker and how to use it with IDA and Ghidra

10:15¢ 10:45 Levell. Analysis of a program with multiple ah¢bugging features
(Exercise Time

11:10¢ 11:40 Level2. Analysis of a program with multiple al¢bugging features
(Exercise Time

13:20¢ 14:40 Level3. Analysis of a program with multiple ash¢bugging features
(Exercise Time

14:00c 14:40  Optional ExerciseLeveld. Malware Analysis Tips + Anti Debug
(Exercise Time




Confirm the description of AntiDebugSeeker and
how to use it with IDA and Ghidra



What is AntiDebugSeeker

This Is a program for automatically identify and extract potential anti -
debugging techniques used by malware and displaying them in /
Ghidra .

The main functionalities of this plugin are as follows:

1. Extraction of APIs that are potentially being used for anti -debugging
by the malware.

2. Using multiple keywords, anti -debugging technigues are extracted.

ZFor packed sampl es, I U Bzan alfcOetlEaie=s e =
the Import Address Table is more effective.
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The motivation behind developing this tool

Malware Analysis Flow

!

l IDA_AntiDebugSeeker-v1.1 =)

takatake-code released this Jan 24 . 36 commits to main since this release

Ghidra_AntiDebugSeeker-Verl.1 (=)

takatake-code released this last week © v -0~ eeecdBl @
@ 2025 LAC Co. , Lt G 8



Demo: IDA version of AntiDebugSeeker



DEMO

Malware : Ursnif

MD5 : 4dal1c829f8fealb690f317837af8387 (Packed)
MD5 : 952d604345e051fce76729ccb63bde82 (Unpack)

The flow of a demo
A type of anti -analysis leads to the termination of the process.
Using AntiDebugSeeker to find anti  -analysis features.
Apply patches using a debugger.



Hacker e sers  Helf

%5 Refresh 3 Options | @ Find handles or DLLs 4% System information

ygwing

Processes Services Network Disk

s X

Name
(3] svchost.exe
(37 svchost.exe
(%] svchost.exe
svchost.exe

W
(¥ svchost.exe
e

svchost.exe
f= spoolsv.exe
[¥] svchost.exe
(¥ svchost.exe
& vmtoolsd.exe
(¥ vm3dservice.exe
[ ym3dservice....

(¥ VGAuthService....
(& dllhost.exe
¢ msdtc.exe
(¥ svchost.exe
¢4 Searchindexere...
(¥ svchost.exe
(¥ svchost.exe
(¥ svchost.exe

[ Isass.exe

(57 csrss.exe
v = lwinlogon.exe
[ dwm.exe
v r explorerexe

[ MSASCuiL.exe

(& vmtoolsd.exe

@ OneDrive.exe

‘® ProcessHacker.exe

) sakura.exe

PID
80
272
684
1160
1332
1388
1508
1864
1892
1900
1908
2084
1920
2372
2652
512
348
1364
3032
6560
624
492
564
884
3292
1680
124
6288
1468
7016

CPU I/Otot.. Private..
8.97 MB
0.18 216k.. 1344
88B/s 1252..
0.02 568B/s 6.36 MB
232 MB
1.88 MB
54 MB
9.19 MB
6.26 MB
009 965B/s 6.67 MB
14 MB
1.52 MB
2.65 MB
3.77 MB
246 MB
1.74 MB
28.05 ..
6.43 MB
1.59 MB
1.53 MB
467 MB
191 MB
3.65 MB
111.38..
302.07..
2.81 MB
684 B/s 20.14 ..
16.94 ..
17.59 ..
3.89 MB

User name
.¥LOCAL SERVICE
¥LOCAL SERVICE
NT AUT.¥SYSTEM
.¥NETWORK SER\
.¥LOCAL SERVICE
.¥LOCAL SERVICE
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
~¥NETWORK SER\
.¥LOCAL SERVICE
NT AUT.¥SYSTEM
DESKTO..¥Win10
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
NT AUT.¥SYSTEM
Windo..¥DWM-1
DESKTO..¥Win10
DESKTO..¥Win10
DESKTO..¥Win10
DESKTO..¥Win10
DESKTO..¥Win10
DESKTO..¥Win10

Description

Windows Y—-EADHKA..
Windows Y—EADKA...
Windows Y -EADRA...
Windows Y —EADRA...
Windows Y—FADiKA..
Windows Y-EADKA...
AT-5- B TIATLT ..
Windows Y-FADKA...
Windows Y —EADKA...
VMware Tools Core Se...
VMware SVGA Helper ...
VMware SVGA Helper ...
VMware Guest Authen...

COM Surrogate
Microsoft &NV ..

Windows T—FADRA...
Microsoft Windows Se...
Windows Y—EADHKA...
Windows Y-EADKA...
Windows Y—EADKA...
Local Security Authorit...
ITATIE B=I\=V5..
Windows 094 77)..
TATRYT D4IED K.

19270-5-

Windows Defender no...
VMware Tools Core Se...

Microsoft OneDrive
Process Hacker
YI31745

CPU Usage: 4.36% Physical memory: 1.28 GB (31.98%) Processes: 32

rocmon - 3—k

ursnif

£& w7

> ursnif

s 9499 FIER ]
W 7277 -
& 79v0-F

Sl =Pl

€95

ursnif.exe

files
Noriben-master
plugins

plugins
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files

ursnif

Cygwin64 Terminal

(3]

Firefox

A

DA Pro 83 (32-bst

‘q

DA Pro 83 (64-bit)

dnSpy.exe -
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2

ProcessHackerexe
- 73-Mvk

x64dbg.exe -
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desktop.ini

files
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ursnifexe




The Analysis result of IDA

Detected Function List E) Wi Dehugz Detection Res.

|Search...

sub_401000 \

SetupDiEnumDevicelnfo
SetupDiGetClassDevsh
SetupDiGetDeviceRegistryPropertyA
SetupDiGetDeviceRegistryPropertyA
SetupDiGetDeviceRegistryPropertys
\ {Sdetected)

sub_401395

It was determined that the function

sub_401000 has
anti-debugging features.

GetCursorinfo
CloseHandle
CloseHandle
CloseHandle

(7detected)

@ 2025 LAC Co. , Ltd.

- AntiDebugSeeker

Detected Function List ™t Debug Detection Fest @ [@

Hex ‘igw—1

ﬁ".a‘rﬂnnn.r Mame Possihle Anti-Dehua API
Arnalysis Environment Check SetupliGetClassDevs A

Analysis Environment Check SetupDiEnumDevicelnfo
Analysis Environment Check setupliGetDevice RegistiryPr -
Analysis Environment Check SetupDiGetDeviceRegistrFr -

Analysis Environment Check SetupDiGetDeviceRegistn/r--
e Ta S oee  caren Loeerande

Check Inhvalid Close—>Exception CloseHandle
Check lhvalid Close—>Exception CloseHandle
User Interaction Check GetCursorlnfo

Check Invalid Close—>Exception CloseHandle
Time Check Sleep

Check Invalid Close—>Exception CloseHandle
Check Invalid Close—>Exception CloseHandle
Time Check Sleep

Memory Manipulation WirtualProte ctBx

Memory Manipulation YirtualProtectEx

Memory Manipulation YirtualProtectbx
'Y DR DU USRI L Do SURDR V E D T o ) (S N [ |

— e i T )

Thread .Execute

ResumeThread
[ 1me heck " traroinglellbect
Thread Manipulation - -ad
Thread Execute
Time Check

Thread Manipulatior
Thread Execute

Check Ihvalid Close
Check Invalid Close

J=A01022
501 043
(401062
401 068
Dx401092
Deed01 410
Jxd01419
00141 B
D:A0161 B

O 707
0401 84F
0x401 850
Ox401240
Ox401948
Ox40120C7

O0x401200
0401 A1
O0x401 ESS
0x402170
O0x40217E
0402191

13



Comment Function

eax, large fs:3@h ; MNtGlobalFlag check - The code is checking the NtGlobalFlag walue at offset 8x68 from the Process Environment Block.
; The value 78 is the sum of FLG_HEAP ENABLE TAIL CHECK (©x18), FLG_HEAP ENABLE FREE_CHECK (@x2@), and FLG_HEAP VALIDATE PARAMETERS (@x4@).
esp, 438h
byte ptr [eax+68h], 7eh
esi
edi
short loc 4BFFE2

— —
LA L e WIS L K] LI ) B I I e s L el WRLAEY ) L

loc_402D52 T o
edi ; hTemplateFile

806h ; dwFlagsAndAttributes

3 ; dwCreationDisposition

edi ; lpSecurityAttributes

1 ; dwShareMode

80000000h ; dwDesiredAccess | Opened Exclusively Check - CreateFile is attempting to exclusively lpEH'!!E'UHH'E!EEU!HU!E'F!!E

; IT it fails to do so, it deduces that a debugger may already have it open exclusivelyl If the dwShareMode argument of CreateFile is @, this is highly likely.
ebx, OFFFFFFFFh
eax ; 1pFileName
[ebp+CreationTime.dwlLowDateTime], ebx
[ebp+CreationTime.dwHighDateTime], ebx

ds:CreateFileA
[ebp+hObject], eax

.text:0040218E push dword ptr [edi+4] ; hThread

ebp

ebp, esp

ecx

eax, large fs:38h ; BeingDebugged check - The BeingDebugged field in the Process Environment Block (PEB) indicates whether the current process is being debugged or not.
cax, bytc ptr [caxiZ]

eax, eax

byte ptr [ebpt+var_4]

[ebptvar_4], @

short loc_48182E




Extra Function - Edit Config File

File Edit Jump Search View Debugger Lumina Options Windows Help
bl € HGH S J A DO #detF-# X > O DO Nodebuser v| %] @8
: A
Library function Il Regular function Il Instruction Data Unexplored External symbol I Lumina function
7 Functions O & x 3 IDA View-8& D l: Detected Function List {‘ Anti Debug Detection Results | Hex View-1 Al Structwes

|
nction name 4 J

- =
.text:00401706
ub 40112E .text:00401706 loc_401706: ; hObject
sub 401143 .text:00401706 push  esi

—,Subi0115g .text:00401707 call ds:CloseHandle ; Check Invalid Close->Exception
f]sub 40124 T

7l sub 40132C (R
71 sub 401395 ol s =
sub_40144C .text:0040170D
7l sub 4014B7 .text:0040170D loc_40170D:
| sub_ 401571 .text:0040170D cmp [esp+78h+1pszShortPath], ebx
£1sub_4019C0 .text:00401711 jz short loc_401724
sub401A1B
sub 401 AFE
sub 401 BAB W =
|. text:00401713 call  sub_401000
.text:00401718 cmp eax, ebx
.text:0040171A jz short loc_401724

R

.text:00401724

.text:00401724 loc_401724:
.text:00401724 call sub_40144C
.text:00401729 mov ecx, dword_407664
.text:0040172F xor ecx, eax

ine 2 of 102 .text:00401731 push ecx 5 Resultlength
.text:00401732 mov dword_4075D4, eax
.text:00401737 call sub_402A98
.text:0040173C mov dword_407628, eax
.text:00401741 cmp eax, ebx
.text:00401743 jnz short loc_40175D

!
A J

fl Graph overview

420,288) 00000B13 00401713: sub_401571+1A2 (Synchronized with Hex View-1)

for pattern NtQuerySystemInformation_KD_Check.

for pattern Extract_Resource_Section.

for pattern Commucate_function_String.

for pattern Commucate_function.
AntiDebugSeeker terminated.
Edit anti_debug.config : Switch Other tab and Press Ctrl+Shift+E.
Checking the recursive calls : sub 401000




Introduction to configuration files



Files Required to Run the Program

C:¥Program Files¥IDA Pro 8.3¥plugins
s
AU -1 EFHE i BT
bochs A023/09/07 Q.20 Tr4 ) FA)A-
hexrays_sdk 2023/09/07 @20 T4 N, T )5
Iconengines 2023/09/07 @29 T4 TN -
imageformats 2023/09/07 %29 T4 N, T )5
L platforms 2023/09/07 @29 Tr4 ) FA)A-
printsupport 2023/09/07 %:29 I TS~
sqldrivers 2023/09/07 @29 Tr4 ) FA)A-
styles 2023/00/07 %29 Jr F#)F-
anti_debug.config 2023/09/07 @22 CONFIG Jr4ll S KB
m anti_debug_techniques_descriptions.json 2023/08/29 12:46 SON JrA QKB
E. AntiDebugSeekerpy 2023/09/06 14:48 Python File QKB
|%] arm_mac_stubbd.dll 2023/06/02 0:50 T -3 HiE 77 KB
|%] armlinux_stub.dll 2023/06/09 C:50 TIr—2 34 e 20KB
|%] armlinux_stubgd.dll 2023/06/09 (:50 T -3 HiE 30 KB

Please place the following three files under the plugin directory of IDA :

1.anti_debug.config (A file containing rules for detecting anti -debugging techniques)
2.anti_debug_techniques_descriptions.json (A file containing descriptions of the detected rules)
3. AntiDebugSeeker.py (The anti -debugging detection program)

@ 2025 LAC Co. , Ltd. 17



anti_debug.config

Anti_Debug_API

###ANti_Debug APT###

[CommandLine check]

GetCommandLineA

GetCommandLinel

[Debugger check]

CheckRemoteDebuggerPresent
DebugActiveProcess
DebugBreak
DbgSetDebugFilterState
DbgUiDebugActiveProcess
IsDebuggerPresent
NtDebugActiveProcess
NtQueryObject
NtSetDebugFilterState
NtSystemDebugControl
OutputDebugStringA
OutputDebugStringh

@ 2025 LAC Co. , Ltd.

In the Anti_Debug_API section, you can freely create
categories and add any number of APIs you want to det

(exact match

##ANti_Debug_ API###
[Category Name_1]
API1

API2

API3

[Category Name_ 2]
API4
API5
API6

Ct.

18



anti_debug.config

Anti_Debug_Technique You can set up to three keywords (partial match) under a

###Anti_Debug_Techniquei## Slngle rUIe name

default_search_range=806

[Viware_T/0_port] #H#H#ANt_Debug_Technique###

5658h

default_search_range=80

[VMware_magic_value]

564D5868h

[HeapTailMarker] [RUle:I.]

ABABABAB ABC

[KernelDebuggerMarker] DEE

7FFEG2D4 Searchrarget:

DbgBreakPoint RET] GHI Disassembly (Opcode, Operand)
DbgBreakPoint search_range=200 Comments

esh API based on Impoffable

[DbgUiRemoteBreakin_Debugger Terminate]

DbgUiRemoteBreakin

TerminateProcess

@ 2025 LAC Co. , Ltd. 19



anti_debug_techniques_descriptions.json

Anti_Debug_Technique

###Anti_Debug_Techniqueit#

default_search_range=806

l[VMware_I/O_port]
h

[VMware_magic_value]
564D5868h

[HeapTailMarker]
ABABABAB

[KernelDebuggerMarker]
7FFEB2D4

[DbgBreakPoint_ RET]
DbgBreakPoint
C3h

[DbgUiRemoteBreakin_Debugger_Terminate]
DbgUiRemoteBreakin

TerminateProcess

ABABABAB, 1

C3, which co
inates.",

MC) to deten
utilized in
volves check
ion prefixes|
alue if no d
if the progn
e program is
p bit in the
triggered by
ecimal 100)
process is b
nThe value
t Block. \nT|

in features

1
2 "VMware_I/0_port" "detect a VM environment based on the VMware I/0 port",
3 "VMware_magic_value" "detect a VM environment based on the VMware magic valy
4 "HeapTailMarker": "Malware can detect if it's on a debug heap by checking the
5 "KernelDebuggerMarker": "Detect Kernelmode Debugger(KdDebuggerEnabled)",
6 "DbgBreakPoint RET": "This detection may be due to the first byte of the DbgBi
7 "DbgUiRemoteBreakin_Debugger_Terminate™: "When a debugger tries to attach to 2
8 "PMCCheck_RDPMC": "The RDPMC (Read Performance-Monitoring Counters) the value
9 "TimingCheck_RDTSC": "The RDTSC (Read Time Stamp Counter) instruction can be |
10 "Environment_TimingCheck_CPUID": "The CPUID instruction can be used as part o
11 "SkipPrefixes_INT1":"This anti-debugging method exploits how some debuggers ha
12 "INT2D_interrupt_check™: "The INT2D instruction either passes control to a del
13 "INT3_interrupt_check™: "This is a debug detection mechanism using the INT 3 1
14 "EXCEPTION_BREAKPOINT": "This is a debug detection method using the INT 3 inst
15 "ICE_interrupt_check": "If a program is debugged, the debugger sees the except
16 "DBG_PRINTEXCEPTION_C": "This may involve anti-debugging by utilizing the DBG
17 "TrapFlag_SingleStepException”: "This anti-debugging technique utilizes the Ti
18 "BeingDebugged check"” : "The BeingDebugged field in the Process Environment B]
19 "NtGlobalFlag_check™: "The code is checking the NtGlobalFlag value at offset ¢
20 "NtGlobalFlag_check_2": "The code is checking the NtGlobalFlag value at offset
21 "HeapFlags" "HeapFlags stores various heap-related flags, bit by bit. \nThes
g 2025 LAC Co. , Lt d.
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List of detectable anti -debugging technigues (Verl.0)

The fo||owing Anti Dehiin Techniniiee can he detected 11cinn AntiDehi1nSeerker

HeapTailMarker
KernelDebugge
DbgBreakPoint
DbgUiRemoteB
PMCCheck RLC
TimingCheck_F
SkipPrefixes_IN L
INT2D_interrup 2
INT3_interrupt_
EXCEPTION_B
ICE_interrupt_c
DBG_PRINTEX
TrapFlag_Single
BeingDebuggec
NtGlobalFlag c
NtGlobalFlag c

HeapFlags S
HeapForceFlag xctHandle
Combination_of xck

Combination_ot HEAP_Flags_2 2 S0ZE LAG el



Demo:
Ghidra version of AntiDebugSeeker



DEMO LAC

Malware :Qakbot(aka.Qbot)

A MD5 : bce0df8721504d50f4497c0a0a2c090d (Packed)
A MD5 : 58e1c32eeb0130dal9625e55ee48cfle (Unpack)

The flow of a demo
A type of antianalysis leads to the termination of the process.

Using AntiDebugSeeker to find aanalysis features.

Examine the behavior of AntiDebug, and identify the areas to patch from tt
AntiDebugSeeker results + Apply the patch using a debugger.



procexpbd - &3-
b

antidebug_malw... x32dbg - ¥3-hj)
vk

12
AntiDebugSeeke... x64dbg - ¥3—1)

bl o

» gbot_demo

#* 7499 TR —
M 7278y7 .

¥ F9vo-F

=) F¥axvk

E77%
AntiDebugSeeker_F

qakbot.exe

ida_plugin_AntiDeb
ida_plugin_AntiDeb

g g ’4 __]\ j‘ “@ mﬁw [ ;[ ‘ .ﬁ\tlnil\ 4 ver

Process
Tsvchost.exe
Esvchost.exe
wWymtoolsd.exe

ENVGAuthServi...
S[Eym3dservice....
Eym3dservic...

qbot_demo

>

®Esvchost.exe
Edllhost.exe
®Esvchost.exe
s msdtc.exe
Tsvchostexe
Wsedsvec.exe
[Elsass.exe
Ecsrss.exe
= lwinlogon.exe
Fdwmexe
Efontdrvhost exe
= m explorerexe
HMSASCuilL.exe
wWymtoolsd.exe
¥ procexpb4.exe
flsakura.exe
@neDrive exe
= @eclipse.exe
2 java.exe
2ijavaw.exe
B Microsoft.Share...

Eclipse IDE for
Java Developer...

ghidraRun

ghidraRun-gitcl..

CPU

013

<001
<00
052

029
182

017
2317

<00
065
0.16
020
0.02

Private Bytes
1,584 K
9616 K
7,744 K
2,720 K
1,508 K
1,596 K
7816 K
3,744 K
6,644 K
2,508 K
2,020 K
4520 K
5732 K
2,000 K
2126 K

287,404 K
756 K
655,660 K
2936 K
31432 K
30,220 K
3.440 K
20,904 K
1,820,652 K
642,760 K
1,305,008 K
14,004 K

Working Set
1,560 K
12,400 K
8,300 K
552 K
1,220 K
1,204 K
13.280 K
2,632 K
5,868 K
548 K
2412 K
7.428 K
6.272 K
65,996 K
1,820 K
124,716 K
144 K
90,164 K
972 K
24,100 K
57.232 K
728 K
19176 K
92,984 K
246,552 K
67.252 K
28,332 K

PIC
193 @ OneDrive
199] marec
119
1 22 @ *yrI-2
147
227
200!
263
287
322
220
3861 1an=s

600Cocal Security
464 DA P -

532 Windows 047

832 TAHMYT 1.
4820 Usermode Fon..

1A TE AT =5
4992 Windows Defe...

5028 ViMware Tools ...
6108 Sysinternals Pr...

4544 BHSI5 13

5464 Microsoft One...

6964

1428 OpendDK Platf...
748 OpendDK Platf ..
7488 Microsoft Shar...

Microsoft Cor..
Microsoft Cor...
Microsoft Cor..
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
Microsoft Cor...
ViMware, Inc.
Sysinternals ..
Project: Saku...
Microsoft Cor...

Eclipse Adopti...
Eclipse Adopti...
Microsoft Cor...

CPU Usage: 11.22% Commit Charge: 78.52% Processes: 62 Physical Usage: 59.17%

desktop.ini




abg

procexpbd - 3=
Mvh

antidebug_malw...

Ghidra: Demo

—

Project Tools

AntiDebugSeeke...

qbot_demo

(=

Eclipse IDE for
Java Developer...

N |

Filter [— .
Tres View | Teble Voewl

F Running Tools

ghidraRun

i'\h'c-vl space

I =
F [Fri Jun 07 16:37:25 JST 2024 Recovery snapshot created C:¥Users¥kaihatu¥Demo rep¥idata¥00¥"00000000 db¥snapshotAgrf

ghidraRun-gitcl...

89515715

desktop.ini

desktop.ini




CodeBrowser: Dem

fqakbo

File Edit Analysis Graph Mavigation Search Select Tools Window Help

H e =»- BPBEEBEBBE @I DULFVE-

4% v-o- [ /JEIEOBGL0BSEE- |

id & (%

IR N IERE

00401al 50

|

&= b’ qakbot_0239000( i

Headers
text

# AntiDebugSeekerPlugin [CodeBrowsen Dema:/qakbot.exe]
Edit Help

Start Anaheze

Dizplay only the detection results Detected Function List

Program Tree X |

B il Imports
@) Exports

# [ Functions
B Labels

@ CID Classes

- 3} Namespaces

e TUpDIETC IS SDEVSE  UUEUIOTD
FUN_0040352c
SecupDiGetDeviceRegistryPropercyh : 00403555
FUN_0040884d
GetLocalTime : 0040887b
FUN_00409c99
GetSystemTime : 0040%cad
FUN_00409881
SleepFx : 0040997d
FUN_004012£7
WaictFor5ingleGbject : 00401347
FUN_004066k2
CreateThread : 0040&66c4
FUN_0040482a
GetThreadContext : 00404883

FUN_00404671

ResumeThread : 00404772
FUN_0040385e

CloseHandle : 00403aéa
FUN_004033fc

VMware_I/0_port 0x5658 : 00403439

VMware_magic_wvalue 0x564d5868 : 0040343d

VMware _magic_wvalue Ox564d5868 : 00403472
FUN_00403492

VMware_I/0_port 0x5658 : 00403442

VMware_magic_value 0x564d5868 : 004034dé

G duRo |0 | i v X

= same addreas ¥/

FUN_0040330a Ll
Environment_TimingCheck_CFUID CPUID : 00403319

FUN_0040336e @ % = ]§| x |
Environment_TimingCheck CFUID CPUID : 004033ac Sode Ukt |

FUN_00404ded —
CreateMutex_AlreadyExist : 00404edé :ﬁitd prr [-SHERNEL32.DLL::...

Inkncun fuscrion ) dword ptr [->KERNEL32.DLL::...
CreateMutex_AlreadyExist : 0040b178 dword prr [->KERNEL32.DLL::...

— CreateMutex_AlreadyExist : 0040bl78 dword ptr [->HERNEL32.DLL:

& @ BuilthTipes dword ptr [->KERNEL3Z.DLL:

®- I ©qakbot_02300000 dword ptr [->KERNEL32.DLLi:...

ol s windows vs12_32 TS TR TOET O T T =T E T TS TS C T O TS T A TG TG =TI, dword ptr [->KERMEL32.DLL:z:...
Analysis Potential of Anti Debug APT fnalysis Environment Check : GetExitCodeProc..  00404f36 dword ptr [->KERMEL32.DLL:i:«..
fnalysis Potential of fnti Debug APT fnalysiz Environment Check @ GetSysteminfo 0405862 dword ptr [->KERMEL32.DLL::...
fnalysis Potential of finti Debueg APT finalysis Environment Check : Setup DiEnumDevi.. 004036ba dword ptr [-»SETUPAPI.DLL::...
Analysis Patential of Anti Debug APT Analysis Environment Check : Setup DiGetClass.. 0040367 dword ptr [->SETUPAPI.DLL:
fnalysis Patential of Anti Debug APT fnalysis Environment Check : Setup DiGetDevic.. 00403555 dword ptr [->SETUPFAPI.DLL:

Analysis Patential of &nti Debueg APT Time Check : GetlocalTime 00408370 dword ptr [->KERMEL32.DLL:

fnalysis Potential of fnti Debue A4PT Time Check : GetlocalTime 0409123 dword ptr [->KERMEL32.DLL:

Analysis Potential of Anti Debueg APT Time Check : GetlocalTime 0040492 12 dword ptr [->KERMEL32.DLL:

fnalysis Patential of Anti Debue APT Time Check : GetSystemTime 0040%ca4 dword ptr [->KERMEL32.DLL:

Analyzis Potential of Anti Debueg APT Time Check : GetSyetemTime 0040%8dc3 dword ptr [->KERMEL32.DLL::

fnalyziz Potential of Anti Debue APL Time Check : GetTickCount 00405604 dword ptr [->KERMEL32.DLL::...

Analysis Patential of Anti Debug API Time Check : SleepEx 00404997d dword ptr [->KERMEL32.DLL::... .LI

Filter: | B =-
|F”‘e‘” I £) | = Gonscle % | ' Bockmarks %

PLISH EBP




The Analysis result of Ghidra - AntiDebugSeeker

uVard = FUN_004033fc(pCVar3,ex -

FUN_0040349%a (extraout_ECX_00, (int) ((ulonglong)uVard >> 0x20));
FUN_004035b&();

FUN_0040385e();

FOUN_00403bdf () ;

FUN_00403d22() ; Anti DEbLIg Codes

Only Return

FUN_0040336e();
}

m LAE 00403cl4 ¥XREF[1]: 00403c10(7)

FUP 00403c14 ££ 15 80 CATT, dword ptr [->*EERNEL3Z.DLL::GetCurrentProcessId
b0 40 00 S
FUN o00z03c1a 50 e . (call dword ptr ds:[<&GetCurrentProcessId>]
cia - [push eax

00403clb Ga 08 PUSH 0x8 Eush 8
FUI .

00403cld ££f 15 88 CALL dword ptr [DAT 00410788 | (€all dword ptr ds:[<&CreateToolhelp32Snapshot>]
Fur D? 41 DD L 1 ke = [ A=
FUN_403bdf No Detected
FUN_403d22 No Detected
FUN_40336e Detected ( Environment_TimingCheck )

o o —— 27



Introduction to Files related to the
Ghidra version



Files Required to Run the Program

. Ghidra Script
AntiDebugSeeker.java

. Ghidra Extension
Ghidra_11.0.1 PUBLIC_AntiDebugSeeker.zip

A Configuration Files
anti_debug_Ghidra.config
anti_debug_techniques_descriptions_Ghidra.json

@ 2025 LAC Co. , Ltd.
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AntiDebugSeeker VS .Net Base Malware

Malware : Thanos Ransomware
MD5 : e0lelldca5e8b08fc8231blch6e2048c

DA View-A w finti Debug Detection Results

Detected Function List [

Search...

MufMaOSvGyvz.lyUWgQZIcOSTLhq

(1detected)

MufMaOSvGyvz.ghEykQIAJr

(4detected)

@ 2025 LAC Co. , Ltd.

L'

.namespace MufMaOSvGyvz

{

.class private auto ansi beforefieldinit ghEykQIAJr extends [mscorlib]System.Object

{
I

e

.method public static hidebysig void aiPgAgDxThSDE()
// CODE XREF: MufMa0SvGyvz.IyUWgQZlcOSTLhg__ Main+28Ctp

{ Anti Debug

mawstack 2

[ call bool MufMaOSVGyvz.ghEykQIAJr: :kNIZaDsXbhYmUdO( )N\
brtrue.s loc_ 3806

call bool MufMa0SvGyvz.ghEykQIAIr: :CmOCZIRFKEYgY ()
brtrue.s loc_ 3806

call bool MufMa0SvGyvz.ghEykQIAIr: :ITHbNNuWEzvey ()
brtrue.s loc_ 3806

call bool MufMa0SvGyvz.ghEykQIAIr: :KQTbTNGxpeggl()
brtrue.s loc_ 3806

\<Eall bool MufMaDSvavz.ghEkaIﬂ]P::GMkUPUdhEPRTAQ(EJ)

1014,

ceq
br.s loc_3887




AntiDebugSeeker VS .Net Base Malware

FIZI=
.method private static hidebysig bool ITHbNNulWEzvcy()
{
.maxstack 2
.locals init (native int VO,
bool V1)
nop
gty {
ldstr aSbiedl1D11 [/ Anti-Sandbox_ SandBoxie - It is checking whether the analysis is being performed in a SandBoxie sandbox.
call native int MufMaOSvGyvz.ghEykQIAlr: :GetModuleHandle(string string @)
stloc.@
ldloca.s @
call instance int32 [mscorlib]System.IntPtr::ToInt32()
ldc.i4.0
ceq
brtrue.s loc 39AC
FIZIE
.method public static hidebysig bool LEYLEJpRFfEgTMCc()
{

-maxstack 1
.locals init (class [System]System.Net.lWebRequest V@,

bool V1)
ldstr aHttpsWwwGoogle // Commucate function_String - Indicating potential communication features, possibly for connecting to a C2 server or detecting analysis environments.
call class [System]System.Net.WebRequest [System]System.Net.lWebRequest::Create(string)

@ 2025 LAC Co. , Ltd. 32



AntiDebugSeeker VS .Net Base Malware

il e 5

ldloc.3

ldstr aModel // "Model"

callvirt instance object [System.Management]System.Management.ManagementBaseObject: :get Item(string)
callvirt instance string [mscorlib]System.Object::ToString()

callvirt instance string [mscorlib]System.String::ToUpperInvariant()

ldstr aVirtual [/ VM _Check - It is possible that the analysis environment is detecting whether it is running on
callvirt instance bool [mscorlib]System.String::Contains(string)
brtrue.s loc_ 3917

' vy
il e 5
loc_38EA:
ldloc.s 4
ldstr aVmware // VMware Check - It is possible that the analysis environment is detecting whether it is running on VMware.
callvirt instance bool [mscorlib]System.String::Contains(string)
brtrue.s loc_ 3917

Yy

s = [l s =
ldloc.3
ldstr aModel // "Model™ loc_3917:
callvirt instance object [System.Management]System.Management.ManagementBaseObject::get Item(string) ldc.i4.@
callvirt instance string [mscorlib]System.Object::ToString()
ldstr aVirtualbox /f VBox Check - It is possible that the analysis environment is detecting whether it is running on VirtualBox.
call bool [mscorlib]System.String::op Equality(string, string)
ldc.i4.@
req
br.s loc_3918

1
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Exercise 1

Levell.
Analysis of a program with multiple anti -debugging
features



Exercise 1

Target Malware : Custom_AntiDebug.exe

Question.
A Check the anti -analysis features implemented in this program.
A Verify the messages displayed for each anti -analysis feature.

Optional Question.
A The message is obfuscated with XOR,
Please investigate the decryption key.

Point 1 : Use the IDA/Ghidra plugin AntiDebugSeeker to identify
anti -analysis features.

Point 2 : Analyze the program using both static analysis tools (IDA/Ghidra) and
dynamic analysis tools (debuggers).

Hint : Main function at 00401230

@ 2025 LAC Co. , Ltd. 35
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Exercise 1 Answer For Ghidra

Use AntiDebugSeeker to confirm the aatialysis features.

% AntiDebugSeekerPlugin [CodeBrowsen jsac2025_workshep:/Custom_AntiDebug.exe] — O X
Edit Help

Start Analze Digplay only the detection results Detected Function List

IsDebuggerPresent API found. -
004018df in function FUN_00401230
004021fe in function FUN_00402126
Createlooclhelp3ZSnapshot API found.
0040190c in function FUN_00401230
Process32FiratW API found.
0040192k in function FUN_00401230
Process32NextW API found.
00401973 in function FUN_00401230
QueryPerformanceCounter API found.
00402044 in function _  get_entropy
CloseHandle AFI found.
00401%ae in function FUN_00401230
0040197a in function FUN_00401230
SetUnhandledExceptionFilter APT found.
00401c3f in function FUN_00401cSa
0040221e in function FUN_00402126
UnhandledExceptionFilter AFI found.
00401ca8 in function FUN_00401c9a
00402228 in function FUN_00402126
Searching for VMware_I/0 port...
Found Single keyword Rule '"VMware I/0 port 0x5658' at 0040104k in function FUN_00401000
Searching for VMware_magic value...
Found Single keyword Rule '"VMware magic_value 0x564d5868' at 00401041 in function FUN_00401000
Searching for HeapTailMarker...
Searching for KernelDebuggerMarker...
Searching for keyword group: DbgBreakPoint RET with search range: 80...
Searching for keyword group: DbgUiRemoteBreakin Debugger Terminate with search range: 80...
Searching for PMCCheck RDEMC...
Searching for TimingCheck RDTSC...
Searching for Environment TimingCheck CFUID...
Found S5ingle keyword Rule 'Environment_TimingCheck CPUID CPUID' at 004023f8 in function FUN_004023c5
Found 5ingle keyword Rule 'Environment TimingCheck CPUID CFUID' at 00402433 in function FUN_004023c5
Found 5ingle keyword Rule 'Environment TimingCheck CPUID CFUID' at 004024aa in function FUN_004023c5
Searching for keyword group: SkipPrefixes INT1 with search range: &0... :j

@ 2025 LAC Co. , Ltd. 37
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Use AntiDebugSeeker to confirm the aamialysis features.

% AntiDebugSeekerPlugin [CodeBrowsen jsac2025_workshop:/Custem_AntiDebug.exe]
Edit Help

54 AntiDeb

Start Analze Dizplay only the detection results i Detected Function List

noan] 230

IsDebuggerFresent : 0040184F
CreateTooclhelp32Snapshot : 0040190c
Process32FirstW @ 0040192k

et Grouping detection results by

CloseHandle : 00401%7a

) function makes the detection

FUN_00402128
IsDebuggerPresent : 004021fe It ; t I 7 G h .d
SetUnhandledExceptionFilter : 0040221e resu S eaSIer O ana yze In I
UnhandledExceptionFilter : 00402222
|  get_entropy
fueryPerformancelounter : 00402044
FUN_00401c3a
SetUnhandledExceptionFilter : 00401c9f
UnhandledExceptionFilter : 00401casd
FUN_00401000
UnhandledExcepticonFilcer : 0040104k
UnhandledExceptionFilter : 0040104_1
VMware_I/0 port 0x5658 : 0040104k
VMware magic value (Ox56445868 @ 004010471
FUN_004023cS
UnhandledExceptionFilter : 004023£3
UnhandledExceptionFilter : 00402433

Unha.mdledExceE.t:i.nnFilter : 004024aa . .
o e s s andseie How many antdebugging
techniques are there?

Environment_TimingCheck CPUID CPUILD : 004024aa
[Mnkndwil_FOnCCIon

Enumerate Bunning Processes : 00403010
|threadHideFromDebugger : 00403144 |

@ 2025 LAC Co. , Ltd.
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You can also check the detection results fBopokmarksin Ghidra.

When conducting analysis, it is recommended to navigate to the desired addrdasokmarks

@ 2025

" Bockmarks — (46 bookmarks)

Tupe By, | Category Description Location

Frary=1 [ILE LRy LN e Ay o | ) [ | LiLrar 1T drm-Lry JMIE TS IaicTT, HIELTL oosorrro

fnalvziz Function ID Analveer Library Function — Single Match, _ get entro.. 00402004
fnalveiz Function ID Analveer Library Function - Single Match, _ securitvi.. 0040205a
fnalvziz Function ID Analveer Library Function - Single Match, _ =crt get_.. 00402241
Bnalveiz Function ID Analvzer Library Function - Single Match, _SEH prolo.. 00402380
fnalvziz Function ID Analveer Library Function — Single Match, _ =crt iz _uc.. 00402596
fnalveiz Function ID Analzer Library Function — Single Match,  filter x86 . 0040263
fnalvziz Potential of Anti Debug API Debugger check : IzDebugeerPresent no40n1ads
fnalveiz Potential of Anti Debug API Debugeer check : IzDebugeerPresent nodn2 ife
fnalvziz Potential of Anti Debug API Process Check : CreateToolhelp325napshot 0040190
finalveiz Patential of &nti Debug &PI Process Check : Process32Firsti 0401920
fnalvziz Potential of Anti Debug API Process Check : Process32Mextih 401973
fnalveiz Potential of Anti Debug API Time Check : QueryPerformanceCounter no40n2od4
fnalvziz Potential of Anti Debug API Check Invalid Gloze-»Exception : CloseHandle  004019ae
fnalveiz Potential of Anti Debug API Check Invalid Gloze-»Exception : CloseHandle 00401875
fnalvziz Potential of Anti Debug API Exception Handling Check : SetlnhandledExc.. 004019
fnalveiz Potential of Anti Debug API Exception Handling Check : SetlnhandledExc.. 0040221e
fnalvziz Potential of Anti Debug API Exception Handling Check : UnhandledExcept.. 00401zal
fnalveiz Potential of Anti Debug API Exception Handling Check : UnhandledExcept.. 00402223
fnalvziz fnti Debug Technigue Whware L0 _port 0040104k
fnalveiz fnti Debue Technigue Whimare_magic_value noan1041
fnalyziz fnti Debug Technigue Environment_TimingCheck_CGPUID no40234
fnalveiz fnti Debue Technigue Ervironment_TimingCheck_CGPUID 0402433
fnalvziz fnti Debug Technigue Ervironment_TimingCheck_CGPUID N04024aa
fnalveiz fnti Debue Technigue MtGlobalFlag_check n040193a
fnalvziz Second Kewword It waz detected at no401940
fnalveiz Third Kewword It waz detected at 00401993
finalyziz fnti Debug Technigue Enumerate_Running_Proceszes 0401920
fnalveiz Second Kewword It waz detected at 00401930
fnalvziz fnti Debug Technigue ThreadHideFromDebugger 004019:d
fnalveiz econd Kewword It waz detected at 104019

LAC Co. , Lt d.
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The first iISAntiDebugusing IsDebuggerPresent.
What is the message displayed?

om_AntiDebug

|Cf Decompile: FUM_00401230 - (Gustom_fntiDebug sxe)

16 uu uf ug ﬂ 373 ¢ = 0x1C000E;
00401841 7 45 £ 40 dword ptr [EBF + local 10],0x550040 374 1 = 0x20016;
40 00 55 00 375 0 = 0x550040;
00401848 c7 45 £E MOV dword ptr [EEF + local_c],0xe000001c 376 = Oxe000001c:
lc 00 00 e0 377 /* Debugger check */
Debugger check 378| BVarz IsDebuggerFresent():
g8 004018d4f ££ 15 20 CALL dword ptr [->KEBNEL3Z2.DLL::IsDebuggerPresent] 379| if == 0) |
30 40 00 [} 380 EVarl = FUN_00401000();
004018e5 85 co TEST ER¥, ERX 381 if (CONCAT31 (extracut war,bVarl) == Q) |
0040187 74 Ob JZ LAE 004013L4 382 /* Proceas Check */
004018e9 &4 &d 34 LEA ECH=rlocal_2d0, [EEF + Oxfffffdi4d] 383 ar3 = (HRENDLE)CreateTococlhelp32Snapshot{2,0):
fd ff ff 384 (HANDLE) Ox£££££5E5) |
004018ef 9 04 01 JME LAR 004019£% 385 = 0x22c;
@ 2025 LAC Co. , Ltd.
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What does a return value
of 1 mean?

&cru Lipy Ok ® JL-bfevk ™ ygy.3yd O J-jeafyh S SEH gt & UKL €' Trace M= Strings
00401892 C745 DO OEOOODOO mov dword ptr
00401899 C745 D4 12004000 mov dword ptr
004018A0 C745 D8 40005400 mov dword ptr
004018A7 C745 DC 09000700 |mov dword ptr ss:[ebp-24], 70009 —EBX——00371666—
004018AE C745 EO 08000000 |mov dword ptr ss:[ebp-20],8 ECX 00000022
004018B5 C745 E4 53005C00 |mov dword ptr ss:[ebp-1c],5C0053 [ebp-1c]:"\\ | EDX 00000000
004018BC C745 E8 12005800 |mov dword ptr ss:[ebp-18],580012 EBP  0019FF34
004018C3 C745 EC OBOOL1FO00 mov dword ptr ss:|[ebp-14],1F000B ESP  0019FA2C
004018CA C745 FO 16000200 mov dword ptr ss:[ebp-10],20016 ESI  0000000A
004018D1 C745 F4 40005500 mov dword ptr ss:|febp-Cj|, 550040 EDI 00000000
Crigo 0 LCUUUUET Mov—twWoTr o P WUUUUUJ.\.

FF15 20304000 ca11 dword ptr ds:[<&IsDebuggerPresent:>] EIP 004018E7

EAX 00000001

o0

- :\m .. 74 OB

]e custom ant1debugg 4018F4 EFLAGS 00000202

8D8D 34FDFFFF X, QWOT eDp-2¢Cl ZF O PF O AF O
004018EF {Eg 04010000 ]mp custom ant1debugg 4019F8 OF O SFO DF 0O
004018F4 E8 O7F7FFFF call custom_antidebugg.401000 CFO TFO IF 1

004018F9 85C0 test eax,eax
e 004018FB | ~ 74 OB je custom_antidebugg.401908

§ 004018FD 8D8D 14FFFFFF Tea ecx,dword ptr ss:|[[ebp-EC] t:zgg;ggﬂs ggggggg
——@00401903 | - E9 F0000000 jmp custom_antidebugg.4019F8

@ 00401908 6A 00 push 0 - AAAA . AAFA
0040190A 6A 02 push 2

0040190C FF15 00304000 call dword ptr ds:[<&CreateToolhelp32Snapshot>]
00401912 8BFO mov esi,eax

nANANTAO1 A o2rc ~mun Ae~=a CCCCCCCED
-
>

#be\(stdcall)
[esp+4] 0000000
[esp+8] 003F100
[esp+C] 005C049
[esp+10] 000000

Facm 1 AT AANNANAN

Jump 1is not taken

\eu-s-Eon—anti-debuggr004018F4

£
hn-lhwml—““"
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If you proceed witlF8without applying any patches, it hiGall Sub 401170
First message is displayed.
Be cautious of conditional jumps lije

% Custoem_AntiDebugg.exe - PID: 7012 - Module: custom_antidebugg.exe - Thread: Main Thread 2004 - x32dbg
27 F) Frl) THeHD) Tracing J20400P) HRLCAON FIFLazA0) AJTH) Mar 4 2023 (TitanEngine )
D =0 e »§ Tt i2vfhse L B

condifional statements like je and work
around them carefully.

call custom_antidebugg.401A41
mov esp,ebp

pop ebp
UUSULAUT Tz IUUU ret 10
00401A12 55 push ebp

Bcoru Lipy b ® JL-Dfqyh ™ )3y O O-le28yh =msed el aoygh \euml Qu-z LD
004019EE 56 push esi
004019EF FF15 1C304000 call dword ptr ds:[<&FreeLibrary>]
004019F5 8D4D 8C Tea ecx,dword ptr ss:[ebp-74]
[EIP 004019F8 E8 73F7FFFF call custom_antidebugg.401170
004019FD 8B4D FC mov ecx,dword ptr ss:[ebp-4]
00401 AQ0 33C0 Xor eax,eax
H pop edi
pop es’
Debugger detected. Be cautious with o SCx,ebp

@ 2025 LAC Co. , Ltd.
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Pressing this will restart the debuggin
process from the beginning.

® JL -

AR Jud

L 3= 2898

(H) Mar 4 2023 (TitanEngine)

= sgH Lol 2ok B sy

;EDebugger detected. Be cautious with
sconditional statements like je and work
zgaround them carefully.

8B4C24 54 mov ecx,dword ptr ss:[esp+54]
/757796C6 33CC Xor ecx,esp
757796C8 ES 38C00100 call kernelbase.75795705
757796CD 8BES mov esp,ebp
7L77QACF Ch pop ebp
75 [ Debugger detectec — O > et 10

and dword ptr ss:[esp+10],0
jmp kernelbase.757796B8
push F

pop eax

75 jmp kernelbase.757796A2
75 int3
75 int3
757796E1 CC int3
757796E2 CC int3
FET77AQAARFER ol int3

@ 2025 LAC Co. ,

Ltd.
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A To force the jump, change th&F flago 1.
A Doubleclick the area wher@F is set to 0

Bopu  Lipy ok ® JLDRrvh ™ gEgged O - 2swh Ssed bl gk Eou © vz S ugplua P abek ® ok § Trace 5 Strings
004018D8 C745 F8 1COO000EO mov dword ptr ss:[[ebp-81,E000001C ~ Hide FPU
FF15 20304000 call dword ptr ds:[<&IsDebuggerPresent>]
85C0 test eax,eax EAX 00000001 3
EIP 004018E7 [ aNV:! je custom_antidebugg.4018F4 EBX 00257000 <PEB. Inherite
004018E9 8D8D 34FDFFFF lea ecx,dword ptr ss:|[febp-2cc] ECX 00000022
004018EF | -|E9 04010000 jmp custom_antidebugg.4019F8 EDX 00000000
004018F4 E8 O07F7FFFF call custom_antidebugg.401000 EBP  O0019FF34
004018F9 85C0 test eax,eax ESP  0019FA2C
- 004018FB | - 74 OB je custom_antidebugg.401908 ESI  0000000A
§ 004018FD 8D8D 14FFFFFF lea ecx,dword ptr ss:|[ebp-EC] EDI 00000000
—— 800401903 | -~ E9 FO000000 jmp custom_antidebugg.4019F8
i-----4 00401908 6A 00 push 0 EIP 004018E7 custom_antidel
0040190A 6A 02 push 2
0040190C FF15 00304000 call dword ptr ds:[<&CreateToolhelp32Snapshot>] 5 00000202
00401912 8BFO mov esi,eax ZF OI PEFO AF O
00401914 83FE FF cmp esi,FFFFFFFF ok SFO DF O
-------- 00401917 74 67 je custom_antidebugg.401980 CFO TFO IF 1
00401919 8D85 O8FBFFFF lea eax,dword ptr ss:|[[ebp-4F8]
ggigig%g ESBS OSFBFFFF Zcozogszhdgg;d ptr SS:[ebp-4F8],22C LaStEFFOF 00000000 (ERROR_SUCCE
0040192A c6 push esi LastStatus C0150008 (STATUS_SXS_|

1
I g

0040192B
00401931
00401933
00401935

NnNAN1O2p
£

FF15 10304000

85C0
74 44
883D F4304000

opi1m NAA2NANNN

call dword ptr ds:[<&Process32Firstiw:>]
test eax,eax

je custom_antidebugg.401979

mov edi,dword ptr ds:[<& _wcsicmp>]

mmir Al Aumed o mde A T c D PRmAl,Aa s~ =Aa LN ICRWE i MO |

s

e

L A

- —_—AArs

't - {stdcall)

Jump is not taken

custom_antidebugg.004018F4

@ 2025
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004030F4:"p\ |1: [esp+4] 0000000A 0000000A
- nco *nh;“ 2: [esp+8] 00257000 <PEB.Inherite
3: [esp+C] 00710490 00710490
4: [esp+10] 00000018 00000018
E. Farrm 1 A7 [alalalaTaTaTala®alalalatalaTatal
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It changes to jump to 4018F4, allowing you to observe the subsequent behavior.

_____

-§004018FB

-400401917

_______

-4 00401933

004018E7
004018E9
004018EF
004018F4
004018F9

004018D8
NAANTOCD

004018FD
00401903
00401908
0040190A
0040190cC
00401912
00401914

00401919
0040191F
00401929
0040192A
00401928
00401931

00401935

NNRAMTO2D

<

C745 F8 1COOOOEO

FF15 20304000
&5C0

74 0B

8D8D 34FDFFFF
E9 04010000
E8 O7F7FFFF
85C0

74 0B

8D8D 14FFFFFF
E9 FO000000
6A 00

6A 02

FF15 00304000

8BFO

83FE FF

74 67

8D85 O8FBFFFF
C785 O8FBFFFF
50

56

FF15 10304000

85C0
74 44
883D F4304000

o1 AA2AANNAN

2C020

mov dword ptr ss:[ebp-8],E000001C

call dword ptr ds:[<&IsDebuggerPresent>]
test eax,eax

je custom_antidebugg.4018F4

Tea ecx,dword ptr ss:|[[ebp-2CC]

jmp custom_antidebugg.4019F8

call custom_antidebugg.401000

test eax,eax

je custom_antidebugg.401908

Tea ecx,dword ptr ss:|[[ebp-EC]

jmp custom_antidebugg.4019F8

push 0

push 2

call dword ptr ds:[<&CreateToolhelp32Snapshot>]
mov esi,eax

cmp esi,FFFFFFFF

je custom_antidebugg.401980

lTea eax,dword ptr ss:|[[ebp-4F8]

mov dword ptr ss:[[ebp-4F8]J,22C

push eax

push esi

call dword ptr ds:[<&Process32First>]
test eax,eax

je custom_antidebugg.401979

mov edi,dword ptr ds:[<& _wcsicmp>]

mmir mlns Aurmsmel it A s T oD RmAamA -~ =Ra T NIEEWE N Ny |

004030F4: "p\

Al s AED Twla~
>

EAX
EBX
ECX
EDX
EBP
ESP
ESI
EDI

EIP

ZF 1|

CF O

LastE
Lasts

Pl [a¥al

00000001
00257000
00000022
00000000
0019FF34
0019FA2C
0000000A
00000000

004018E7 |

S 00000240
PF O AF O
SF O DF O
TF 0 IF 1

rror 00000000
tatus C0150008

- - (oYl alie ]

Jump 1is taken

~uetnam antaidas

ugg.004018F4

@ 2025
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L B SEVTR ST Ty

"ot )b (stdeall)

: [esp+4] 0000000A
[esp+8] 00257000
[esp+C] 00710490
[esp+10] 00000018

Famm 1 A7 ANAAAAAN
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Issub_40100G@Gn anttdebugging function?

...18d1 MOV dword ptr [EEF + local 10]...
...18d8 MOV dword ptr [EEF + local c],...
«..18df CALL dword ptr [->EEENEL3Z2.DLL:...
«..18e5 TEST ERX,6ERX

...18e7 JZ LAE 00401E8£4

| 0040189 = ~ [ :_I|
elBe9 LERX ET}€=}l::al_2:iD, EBF + 0Oxff...
el Bef JME LE.E-_':l':lf-l':ll“'_:le

| B - Ij :_I
I af
e II...182'=1 CALL FUNM_ 00401000
e l0LY IESI LI, Lon
‘...18:‘]:- JZ LAB 00401508
ao401afd
>|,.18Fd TFA ECE=>loc
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% AntiDebugSeekerPlugin [CodeBrowser jsac2025_workshop:/Custom_AntiDebug.exe]
Edit Help

Start Analyze Dizplay only the detection results | | Detected Function List I

FUN_00401230

IsDebuggerPresent : 0040184fF
CreateToolhelp32Snapshot @ 0040190c
Frocess32FirstiW @ 0040152k
Process32NextW @ 00401973
CloseHandle : 004013ae

CloseHandle : 004013%7a
HtGlockalFlag _check : 00401%Ea
Enumerate Running Processes : 0040192k
FUN_00402126

IsDebuggerPresent 004021%e

g It can be confirmed from the results of
AntiDebugSeekethat VM detection is being performed

| get_entropy

fueryPerformancefounter : 00402044
FUN_00401c9a

SetUnhandledExceptionFilter : 00401c9f

CICITIILE D, o0 leas

FUN_00401000

UnhandledExceptionFilter : 0040104b

UnhandledExceptionFilter : 00401041

VMware I/0 port 0x5658 : 0040104b

VMware_magic_wvalue 0x564d5868 : 00401041

Nl nnanoe-c
UnhandledExceptionFilter : 0040238
UnhandledExceptionFilter : 00402433
UnhandledExceptionFilter : 004024aza
Envirconment TimingCheck CFUID CFUID : 004023f8
Envircnment_ TimingCheck CFUID CFUID : 00402433
Environment TimingCheck CFUID CFUID : 004024aa

Unknown_Function

Enumerate Running_Froceases : 00403010

ThreadHideFromDebugger : 00403144

@ 2025 LAC Co. , Ltd. 47



Exercise 1 Answer For Ghidra

UseF7to step intosub_40100Gnd analyze it.

@ 2025

71 ILF)
DE =i

& cpu Ly

Frlv) THL00D)
e 9§

=S

t«2 B
5 & & o

Tracing J2024P) HRICADN F3a(0)
o #fx# AR
il | PR i G AEU- T

e

O g—-Jl- 2808

AVZIHY  war 4 2023 (TitanEngine)

S seH bl abugh W\ syl ©C u-a £ uyzrlua

W oalalt )

i
_____

———4>/004018E7

________

004018D8

004018E5

C745 F8 1COOOQEO
FF15 20304000

85C0
74 OB
8D8D 34FDFFFF

mov dword ptr ss:|[ebp-8],E000001C

call dword ptr ds:[<&IsDebuggerPresent>]
test eax,eax

je custom_antidebugg.4018F4

E9 04010000
E8 07F7FFFF

lea ecx,dword ptr ss:[ebp-2CC]
Jmp custom_antidebugg. F
call custom_antidebugg.401000

004018FB
004018FD

0040190A
0040190C
00401912
00401914

00401919
0040191F
00401929
0040192A
0040192B
00401931

00401935

NNANTO2D

00401917 | ~

00401933 | ~

85¢€0

74 OB

8D8D 14FFFFFF
E9 FO000000
6A 00

6A 02

FF15 00304000

8BFO

83FE FF

74 67

8D85 O8FBFFFF
C785 O8FBFFFF
50

56

FF15 10304000

85¢0
74 44
8B3D F4304000

o1l NA2NANNMN

2C020

je custom_antidebugg.401908

Tea ecx,dword ptr ss:|[ebp-EC]

jmp custom_antidebugg.4019F8

push 0

push 2

call dword ptr ds:[<&CreateToolhelp32Snapshot>]
mov esi,eax

cmp esi,FFFFFFFF

je custom_antidebugg.401980

Tea eax,dword ptr ss:[ebp-4F8&8]

mov dword ptr ss:|[ebp-4F8],22C

push eax

push esi

call dword ptr ds:[<&Process32Firstw>]
test eax,eax

je custom_antidebugg.401979

mov edi,dword ptr ds:[<& wcsicmp>]

memir bl AwrmemdA mte A T PR AmA~ - =Re DN ERWE Zi Ny |

004030F4: "p\

Al s RED T b~
>

-~

b

. e

YWY WY
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00401030 8965 ES
00401033 C745 E4 00000000

AL D nnnnnunn
AT B S B [ e

00401041 B8 68584D56 mov eax, 564D5868
00401046 B9 0A000000 mov ecx,A
0040104B 66:BA 5856 mov dx,EESE
0040104F ED B eax,dx
00401050 8945 F4 mov dword ptr ss/febp-1c],eax
00401053 C745 FC FEFFFFFF mov dword ptr ss:|[ebp-4J,FFFFFFFE
0040105A 8B4D E4 mov ecx,dword ptr ss:l[ebp-1C]
——>@0040105D | +~ EB 12 jmp custom_antidebugg.401071
0040105F B8 01000000 mov eax,l

00401064 C3 ret

00401065 8865 E8 mov esp,dword ptr ss:[ebp-18]
00401068 33C9 Xor ecx,ecx

-Drd ptr SS: [ebp 1C]
\Lebp-4],0
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If a VM Is detected and you proceed wiBwithout applying a
patch, a message will be displayed.
Three more antdebugging left

o
J7-(NAF)  F|alw) THED) Tracing J20-424P) HRECANDG) FFLaw(0) ~AJLZHHD Mar 4 2023 (TitanEngine)

OF il 9§ tal e #i# 101 @
& cpu W7 BEU-ZwS O g—Jpe2Bwh S eEH Ll apyuse B\ ey, ©

VMware detected. Three more push es1 .
_ : ' 24000 call dword ptr ds:[<&FreeLibrary>]
anti-debugaging techniques left. T [GE e e e Eed Wi
Eigd— *FF call custom_antidebugg.401170

mov ecx,dword ptr ss:[ebp-4]
X0or eax,eax

pop edi
00401A03 5E pop esi
00401A04 33CD Xor ecx,ebp
00401A06 5B pop ebx
00401A07 E8 35000000 call custom_antidebugg.401A41
00401A0C 8BES mov esp,ebp
00401A0E 5D pop ebp
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Pressing this will restart the debuggin
process from the beginning.

ﬁ om_Antilg P=PID: 3676 - Module: custom_antidebugg.exe - Thread: Main Thread 6784 - x32dbc
EF ) T e D:l Tracing j:ﬂjff,ﬂi ) BRCADG FTLa(0) AJVTH) Mar 4 2023 (TitanEngine )
uﬂuu*fﬂﬁe@ 1 WWE R ¥ &5: 2 AV N
& cpu | w1 e detecte — O AOREY-ed O a-ea8yh S osEH Ll oapuss " ooumy @
push esi
gm;ﬂiﬂ:bﬂg;iencgeé'cgmieeggf? 24000 call dword ptr ds:[<&FreeLibrary>]
' Tea ecx,dword ptr ss:[ebp-74]
|E IP g *FF call custom_antidebugg.401170
mov ecx,dword ptr ss:[ebp-4]
Xor eax,eax
pop edi
00401A03 S5E pop esi
00401A04 33CD Xor ecx,ebp
00401A06 5B pop ebx
00401A07 E8 35000000 call custom_antidebugg.401A41
00401A0C 8BES mov esp,ebp
00401A0E 5D pop ebp
g 2025 LAC Co. , Ltd. 51
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Setting theZF flago 1 also works.
As an alternative, use thepace keyo changge to jmp, forcing the jump.

004018E9 8D8D 34FDFFFF Tea ecx,dword ptr ss:[ebp-2cC] A Hide FPU

004018EF | ~ E9 04010000 jmp custom_antidebugg.4019F8 00000001

004018F4 E8 O7F7FFFF call custom_antidebugg.401000 e .

004018F9 85C0O test eax,eax EBX 00279000 <PEB. InheritedAddressSpace>
004018FR BN FEN,T je custom_antidebugg.401908 ECX  EL17AQFC

004018FD 8D8D 14FFFFFF lea ecx,dword ptr ss:|[[ebp-EC] EDX 00005658

00401903 | -|E9 F0000000 ima suctam aneddabuss 401000 ERP___0019FF34

00401908 6A 00 EF 004018FB 2727 * |9FA2C

0040190A 6A 02 0000A

0040190cC FF15 00304000 |E|DXDD4D1BDB | 00000

00401912 S8BFO

00401914 | B3FE FF O A& #35958) O NOPTIEHB(F) O XEDParse(x) © asmjit() OK LREAMIgy [018F8  custom antidebugg.004015FB
00401919 8D85 O8FBFFFF A2ARIDSa IO -FeshadLE . 00000202

0040191F C785 O8FBFFFF Bvtes: 7405 0 AF O

00401929 50 pusn S s — JOFO0 SFO DFO

0040192A 56 pUSh es ) CFO TFO IF 1

00401928 FF15 10304000 call dwor : [<&Process32Firstw:>]

00401931 85C0 R

00401933 .74 44 = oao1ere E7E VT 4 00000000 (ERROR_SUCCESS)

00401935

8B3D F4304000

@ 2025

LAC Co. , L

|immpl 0x00401 808

s C0150008 (STATUS_SXS_KEY_NOT_FOUND)

L YdwiRraas) O NoPTEHE(F) O XEDParseix) ® asmijtla) Ok,
AARIRLIEI O FEhELE .

a7 Iy

o s B B i3

ﬂ@yms:EEDB
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5

It has been forcibly changed pmp to 401908

Bcru oy HU-r o JL-bfyh ™ ggged O g-peaswh Ssed kbl apudh ®oouky, Q@ u-a 2 ygsbya R oaLer &
004018E9 8D8D 34FDFFFF Tea ecx,dword ptr ss:|[[ebp-2CC]
— @ 004018EF E9 04010000 jmp custom_antidebugg.4019F8
004018F4 E8 O7F7FFFF call custom_antidebugg.401000
004018F9 85CO0 test eax,eax
[EIP, 004018FB EE OB jmp custom_antidebugg.401908
004018FD 8D8D 14FFFFFF Tea ecx,dword ptr ss:[ebp-EC]
00401903 E9 FO000000 jmp custom_antidebugg.4019F8
—@00401908 6A 00 push 0O
0040190A 6A 02 push 2
0040190C FF15 00304000 call dword ptr ds:[<&CreateToolhelp32Snapshot:>]
00401912 8BFO mov esi,eax
00401914 83FE FF cmp esi,FFFFFFFF
———————— 00401917 74 67 je custom_antidebugg.401980
00401919 8D85 O8FBFFFF Tea eax,dword ptr ss:[ebp-4Fg&]
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Check the comments to determine wh
It Is attempting to detect.

i Listing: Gustom_dntiDebug sxe % . =
0040191f c7 &85 08 MOV dword ptr [EBF + local 4fc] Y @ 00000 o | T
PR - /* Debugger check #*/
o 378 IsDebuggerFresent ()
2c 02 00 00 9g b
o 379 2 ==10) {
00401829 50 FUSH ERY
_ 3a0 v FUN_00401000() ;
0040192a 56 FUSH ESI L -
. 381 if (CONCAT31( =0y {
Enumerate Running Processes . s P Check +/
rocess Check */
& 0040192k ££ 15 10 CALL dword ptr [->KERNEL32.DLL::Process32Firati] ~ - =
9 O - i, 383 {HRNDLE) CreateToolhelp32Snapshet (2,0}
. A . . 384 3 '= (HRNDLE)Oxff ff) |
If CreateToolhelp32Snapshot i3 nearby, it is highly likely th... o [o] .
0] = 0x22c;
It might be detecting a specific debugger and uaing functions... - o .
T 386 J* Enumerate Running Processes #/
00401931 85 cf TEST ERY,ER¥ . )
387 = Process32FirstW( 3, |-
00401933 74 44 Jz LAR 00401878 283 1= 0)
00401935 8k 3d £4 MOV EDI,dword ptr [->API-M3-WIN-CRI-SIRING-L1-1-0.... oo
20 40 00 389 _wcaicmp(lo L"x32dbg.exe™);
390 =0} || { = wc3icmp({local 448,L"xz6d4dbg.exe™), i
& 0040193k 8k 14 04 MOV EBY,dword ptr [->KERNEL32.DLL::Procesad2NextW] ] - T
- 391 J* Check Invalid Close->Exception */
392 CloseHandle (p 3)s
393 H
LAR 00401941 XREF[1]: 00401877 (3}
- . ~ _ 394 goto LAB 004019£&;
00401941 84 &85 Zc LER ER¥=>local_ 4dE, [EEF + Oxf fbh2c] _— ] -
b ff ff
396 /* Process Check */
00401947 &8 Sc 31 PFUSH u_x32dbg.exe_0040315c wchar t * _St i
10 0o - - - - 387 = Processd2NextW(c
398 1
0040194c 50 PUSH wchar_t * St . .
00s0194d £ 47 CALL . - - 399 /* Check Invalid Close->Exception */
ff C wosicm
' - £ 400 CloseHandle (pvVar3) ;
0040194f 83 c4 08 ADD
401 }
Anaming E on TEoT
@ 2025 LAC Co Ltd
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It is checking for th&32dbgandx64dbgprocesses.

push esi

call dword ptr ds:[<&Process32Firstw:>]
test eax,eax

je custom_antidebugg.401979

mov edi,dword ptr ds:[<& wcsicmp>] 004030F4: "p\n8t"
mov ebx,dword ptr ds:[<&Process32Nextw>]
Tea eax,dword ptr ss:[ebp-4D4]

push custom_antidebugg.40315C 40315C:L"x32dbg.exe"”
push eax

call edi

add esp,8

test eax,eax

je custom_antidebugg.4019AD
Tea eax,dword ptr ss:[ebp-4D4]
push custom_antidebugg.403174 403174:L"x64dbg.exe”
push eax

call edi

add esp,8

test eax,eax

]E custnm _antidebugg.4019AD

...... | P . - o S le e A = 5
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It is checking for th&32dbgandx64dbgprocesses.

@ 2025

L el 110

68 5C314000
50

FFD7

83C4 08

85C0

74 57

8D85 2CFBFFFF
68 74314000
50

FFD7

83C4 08

85C0

74 42

8D85 O8FBFFFF
50

56

FFD3

85C0

75 C8
LA

LAC Co. , Ltd.

I d e b oy W WV Rl 'JI_I wlwd m L'l_-lul".ll TWTH

push custom_antidebugg.40315C
push eax

call edsi

add esp,8

test eax,eax

je custom_antidebugg.4019AD
Tea eax,dword ptr ss:[ebp-4D4]
push custom_antidebugg.403174
push eax

call edi

add esp,8

test eax,eax

je custom_antidebugg.4019AD
Tea eax,dword ptr ss:[ebp-4F8]
push eax

push esi

call ebx

test eax,eax

jne custom_antidebugg.401941

hiteh a1

40315C:L"x32dbg.exe”
eax:L"vmtoolsd.exe"

eax:L"vmtoolsd.exe"

403174:L"x64dbg.exe™
eax:L"vmtoolsd.exe"

eax:L"vmtoolsd.exe"

eax:L"vmtoolsd.exe"

eax:L"vmtoolsd.exe"

56
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tools that might also be targeted for detection?

It was a program that detects32dbgandx64dbg but are there any other

™

__________

__J',_l""l,,ll'f =N E_=Muo 2laBint T e
i H
B 32dbg or x44dbg detected. What types (™ yzy. 2y
of processes are likely to be targeted?

ooy
74 57

8D85 2CFBFFFF
68 74314000
50

FFD7

83C4 08

85C0

74 42

8D85 OBFBFFFF
50

56

FFD3

85C0

75 C8

=SSH im0

FFea(a) AJTIHD Mar 4 2025 (TitanEngine)

Pfx# a2l B O

(I e o 110 = 0 B =) = R e 1 |

& ki

©y-3

= UIRLLA

o P

Ly

lea eax,dword ptr ss:[ebp-4D4]
push custom_antidebugg.40315C
push eax

call edi

add esp,8

test eax,eax

je custom_antidebugg.4019AD
Tea eax,dword ptr ss:[ebp-4D4]
push custom_antidebugg.403174
push eax

call edi

add esp,8

test eax,eax

je custom_antidebugg.4019AD
Tea eax,dword ptr ss:[ebp-4F8]
push eax

push esi

call ebx

test eax,eax

jne custom_antidebugg.401941

[ebp-4D4]:".=T"
40315C:L"x32dbg.exe"

[ebp-4D4]:"&ET"
403174:L"x64dbg.exe"

~

@ 2025
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UUFUIYISZ 85CU

00401954 74 57
00401956 8D85 2CFBFFFF
0040195C 68 74314000
00401961 50
00401962 FFD7
00401964 83C4 08
00401967 85C0
00401969 | |74 4
00401968 8D85
00401971 50
00401972 56
00401973 FFD3
00401975 85C0
00401977 | -|75 C&
00401979 56
0040197A FFL15
00401980 C785
0040198A 64:AL
00401990 8B40 68
00401993 83E0 70

00401996 8985 O4FBFFFF
0040199C 83BD O4FBFFFF 00
004019A3 | |74 17

004019A5 8D8D 98FEFFFF
004019AB | -|EB 4B

004019AD -56

004019AE FF15 14304000
004019B4 8D8D FCFDFFFF

<

TESL E4dX,EdX

je custom_antidebugg.4019AD
Tea eax glword ptr ss:[ebp-4D4]
push _antidebugg.403174

After detection inx32dbg the program attempts to
terminate the process and jump to a function that
outputs a message. To bypass this, modifyZkeflagor
similar conditions to prevent the jump.

and eax,70

mov dword ptr ss:[ebp-4FC],eax
cmp dword ptr ss:[ebp-4FC],0

je custom_antidebugg.4019BC

Tea ecx,dword ptr ss:[ebp-168]

jmp custom_antidebugg.4019F8

push esi

call dword ptr ds:[<&CloseHandle>]
lea ecx,dword ptr ss:[ebp-204]

LAC Co. , Ltd.
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0040196b E-OCO K
-.196b LER ERK=>locel_4£fc, [EEF + OxIi...
-.1871 PUSH ERLX
-..1972 PFUSH EST
1973 CALL EBE=3KERNEL32.DLL::Process...

...1975 TEST FL¥ FLY
[ ..1977 JNZ 1B 00401941 ]

00401979 - LAB_00401979 E-OCO| X

LAB 00401973
---1978 FUSH ESI
-.197a CALL dword ptr [->KERNEL3Z.DLL:...

Check all processes and either terminate the loop or modify the conditio
branch at401977to bypass it. Both approaches work.

p— - .
t| AL?_S Cc8 jne _custom_antidebugg.401941
00401979 56 push esi
0040197A FF15 14304000 call dword ptr ds:[<&CloseHandlex>]
00401980 C785 O04FBFFFF 00000mov dword ptr ss:[ebp-4FC],0
0040198A 64:A1 30000000 mov eax,dword ptr [§:[30] [
00401990 8B40 68 mov eax,dword ptr ds:[eax+68]
00401993 83E0 70 and eax,70
00401996 8985 04FBFFFF mov dword ptr ss:[ebp-4FC],eax
0040199C 83BD 04FBFFFF 00 cmp dword ptr ss:[ebp-4FC],0
————— 004019A3 | ~ 74 17 je custom_antidebugg.4019BC
004019A5 8D8D 98FEFFFF Tea ecx,dword ptr ss:[ebp-168]
—@004019AB | - EB 4B jmp custom_antidebugg.4019F8
NOANTGAD CA nhiich o<1
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oo o0 07 0o
401
HeGlobalFlag check !
- . 402 /* NtGlocbalFlag check */
0040198a &4 al 30 MOV EL¥,F5: [cffset ProceasEnvirocnmentBlock] ) . ) - .
00 00 00 403 if {((*{uint *) {{int)ProcessEnvircnmentBlock + 0x68) & 0x70) = 0) |
. . 404 hModule = LoadLibrarvA{"ntdll.dll™);
The code iao checking the NtClekalFlag waluc at cffact Oxe8 fr... . B
. 405 if (hM '= (HMODULE)Ox0) {
The value 70 i3 the sum of FLG HEAP ENRBLE TATL CHECE (0xl1d),... . ~
- - - - 406 /* ThreadHideFromDebugger */
00401990 8k 40 &8 MOV E2¥, dword ptr [ERX + 0x63] i o _ .
407 | etProciddress (hModule, "HtSetInformationThread™) ;
00401993 83 =0 70 AND ER¥, 0x70
_ - 408 '= (FRRPROC)0x0) |
00401996 89 85 04 40 dword vtr [FRP + local 5001,

Check the comments to determine what it IS
attempting to detect.
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@ 2025

LAC

B oru Lipy Bk ® JLORrvh ™ oaryged O d-gle24eh SEsed lamygh "oy @ vu-a 2 uoslua
00401971 50 push eax
00401972 56 push esi
00401973 FFD3 call ebx
00401975 85C0 test eax,eax
75 C8 jne custom_antidebugg.401941
00401979 56 push esi
0040197A FF15 14304000 call dword ptr ds:[<&CloseHandle>]
00401980 C785 04FBFFFF 0000Qmov dword ptr ss:[ebp-4FC],0
0040198A 64:A1 30000000 mov eax,dword ptr [§:[30]
00401990 8B40 68 mov eax,dword ptr ds:[eax+68]
EIP, 4100401993 83E0 70 and eax,70
00401996 8985 O04FBFFFF mov dword ptr ss:[ebp-4FC],eax
0040199C 83BD 04FBFFFF 00 cmp dword ptr ss:[ebp-4FC],0
mmne o 004019A3 74 17 je custom_antidebugg.4019BC
§ 004019A5 8D8D 98FEFFFF Tea ecx,dword ptr ss:[ebp-168]
———>@004019AB EB 4B jmp custom_antidebugg.4019F8
§ 004019AD 56 push esi
; 004019AE FF15 14304000 call dword ptr ds:[<&CloseHandle>]
§ 00401984 8D8D FCFDFFFF Tea ecx,dword ptr ss:[ebp-204]
——@004019BA EB 3C jmp custom_antidebugg.4019F8
---->@004019BC 68 38314000 push custom_antidebugg.403138
004019C1 FF15 0C304000 call dword ptr ds:[<&LoadLibraryA>]
004019C7 8BFO mov esi,eax
004019C9 85F6 test esi,esi
mmne o 004019CB 74 28 je custom_antidebugg.4019F5
§ 004019CD 68 44314000 push custom_antidebugg.403144
| 004019D2 56 push esi
! 004019D3 FF15 18304000 call dword ptr ds:[<&GetProcAddress>]
N\ <
eax=70 'p’
70 'p’
CcCo. , LT a.
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W
DA et FE=0a Sl FERA Temnte - SASHLOWRL R EADN) FT2a0(0) AJVTHHD Mar 4 2023 (TianEngine)
g W) Pre# af H®
B (Debug detected. Please explain this iy d O O-je2heh = seH kel ahydh "), O uag
[z anti-debugging technique. 7FFFF call custom_antidebugg.401170
IC mov ecx,dword ptr ss:[ebp-4]
Xor eax,eax
pop edi
pop esi
UUHULAUS JoLU Xor ecx,ebp
00401A06 5B pop ebx
00401A07 E8 35000000 call custom_antidebugg.401A41
00401A0C 8BES mov esp,ebp
00401A0E 5D pop ebp
00401A0F C2 1000 ret 10
00401A12 55 push ebp

@ 2025 LAC Co. , Ltd. 62
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0040198A mov eax,dword ptr fs:[30PEB Access
00401990 mov eax,dword ptr ds:[eax+6&8JitGlobalFlag
0401993 and eax, 7/0CompareNtGlobalFlag 70 or not

If the value oNtGlobalFlags 70, it is considered as a sign of debugging.

00401980 C785 O4FBFFFF _00000mov_dword ptr ss:[ebp-4FC],0
0040198A 64:A1 30000000 mov eax,dword ptr [§:[30]
00401990 8B40 68 mov eax,dword ptr ds:[eax+68]
00401993 83E0 70 and eax,70

00301996 8985 U4FBFFFF MOV dword p P eax
0040199C 83BD 04FBFFFF 00 cmp dword ptr ss:l[ebp-4FC],0
004019A3 | - 74 17 je custom_antidebugg.4019BC
004019A5 8D8D 98FEFFFF lea ecx.dword ptr ss:lebp-168]

@ 2025 LAC Co. ,
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This iIs the final arilebugging mechanism.
What does the comment say?

{

30 40 00 401 }
004019c7 &b £ 4OV 402 /* NtGlobalFlag _check */
0040199 85 £ TEST P 403 if {((*{uint *) {{int)ProcessEnvircnmentBlock + 0xE8) & 0xT0) == 0)
004019ck 74 28 J2 LAB 004019£5 404 = LoadLibrary®{"ntdll.d11");
ThreadHideFromDebugger 0x11 405 if dule !'= (HMODULE)Ox0) |
004019cd 68 44 31 FUSH 3 NtSetInformationThread 00403144 LECSTR lpProclame fo 406
40 00 407 etProcAddress (hModule, "NtSetInformationThread™) ;
00401942 56 EUSH ESI HMODULE hModule for 408 != (FRRFROC)Ox0) |
00401943 ££ 15 18 CALL dword ptr [}}KERNELaz.DLL::aetPrccAddress] 409 a:
30 40 00 410 a;
00401949 gb £2 4oV 411 0x11;
004018db 85 ££ TEST 412 5 = GetCurrentThread():
004019dd 74 0Of JZ LEB 004013ee
0040194 &a 00 EUSH 0x0
Eol e i i e e i i e e e i i e e i i e e e i e i e e i i e i i e e e i e e i i e e i i e e e i e e i i e e i e e e e e
0040191 &a 00 PUSH 0x0
0040193 6a 11 PUSH 0xll * lprroclhame paramebéer oL =eCrrociiddress =
004019e5 ££ 15 08 CRLL dword ptr [->KERNEL3Z2.DL * *
30 40 GG Eae e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e
ANANT Qal~ TN DITCH By .
NtSetInformationThraad
3_NtSetInformationTaread 00403144 KREF[1]: FUN_00
00403144 4e T4 53 ds "NtietInformationThread™
g5 T4 49
e g8 6L ...
The function NtSetInformationThread is invoked to hide the cu...
At this time ThreadiideFromDebugger (0Oxll) is specified. This...
@ 2025 LAC Co. , Ltd

64



Exercise 1 Answer For Ghidra

You can either change th&- flag modify thejump instruction.

00401973 FFD3 call ebx A Hide FPU
00401975 85C0 test eax,eax —
~ 75 C8 jne custom_antidebugg.401941 EAX 00000070 P
00401979 56 pUSh esi EBX 73E30620 <kernel32.p
0040197A FF15 14304000 call dword ptr ds:[<&CloseHandle>] ECX ~ 20E1C5D4
00401980 Cc785 04FBFFFF 00000mov dword ptr ss:|[[ebp-4Fc],0 EDX 00000000
64:A1 30000000 mov eax,dword ptr [Ji: [30] [00000030]:F | EBP  OQ1l9FF34
8B40 68 mov eax,dword ptr ds:[eax+68] ESP  0019FAZC )
83E0 70 and eax,70 ESI  000000c4 "A'
00401996 8985 04FBFFFF mov dword ptr ss:[[ebp-4FC],eax EDI 74380A70 <ucrtbase._|
0040199C 83BD 04FBFFFF 00 cmp dword ptr ss:[[ebp-4FC],0
[ELP, 74 17 je custom_antidebugg.4019BC EIP  004019A3 custom_antij
8D8D 98FEFFFF lea ecx,dword ptr ss:|[ebp-168]
| «|EB 4B jmp cuS'I_:om_ant'idebugg.4019F8 A 00000202
| 004019AD 56 push esi PF O AF O
' 004019AE FF15 14304000 call dword ptr ds:[<&CloseHandle>] 5,: 0O DF O
00401984 8D8D FCFDFFFF lea ecx,dword ptr ss:|[febp-204] CFO TFO IF1
004019BA | ~|EB 3C jmp custom_antidebugg.4019F8
——->g|/004019BC .68 38314000 push custom_antidebugg.403138 403138:"ntdl | | astError 00000000 (ERROR_SUC|
004019C1 FF15 0C304000 call dword ptr ds:[<&LoadLibraryA>] = .
004019¢7 8BFO OTREE e Laststatus CO0150008 (STATUS_SX|
004019C9 85F6 test esi,esi
~---q004019CB | - 74 28 je custom_antidebugg.4019F5 £3 e 5 [iEs
. 4004019cD | 68 44314000 push custom_antidebugg.403144 403144:"Ntse | ES 0028 DS 0028
004019D2 56 push esi CS 0023 sSS 0028
004019D3 FF15 18304000 call dword ptr ds:[<&GetProcAddress>] <
00401909 8BF8 mov edi,eax T4k (stdcall)
004019DB 85FF test edi,edi v|1: [esp+4] 0000000A 0000000A
) : = > |2: [esp+8] 002A8000 <PEB.Inheri
Jump is not taken 3: [esp+C] 00000070 00000070
OoFOTSET T T — 4: [esp+10] 0000022C 0000022C
L= |- . B aTaTaTaTalalalaliliaTalalalalalalal
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Whencall ediis executed, the thread becomes invisible to the debugger, making it
Impossible to continue debugging.

call dword ptr ds:[<&CloseHandle>]

Tea ecx,dword ptr ss:/[ebp-204]

jmp custom_antidebugg.4019F8

push custom_antidebugg.403138 403138:"ntd11.d11"
call dword ptr ds:[<&LoadLibraryA>]

mov esi,eax

test esi,esi

je custom_antidebugg.4019F5

push custom_antidebugg.403144 403144:"NtSetInformationThread”
push esi

call dword ptr ds:[<&GetProcAddress>]

mov edi,eax edi:"7\r"
test edi,edi edi:"I\r"
je custom_antidebugg.4019EE

push 0

push 0

push 11

call dword ptr ds:[<&GetCurrentThread>]

push eax

call edi

push esi
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To display the message, modify the conditional brancf0d9CB
This can be done by changing the jump instruction (g2do, jmp) or adjusting the flag
condition to ensure the desired path is taken.

004019AD

004019AE

00401984
——&004019BA
004019BC
004019C1
004019C7
004019C9
EIP! 004019CB

004019CD

004019D2
004019D3
004019D9
004019DB
- 004019DD
= 004019DF
004019E1
004019E3
004019E5
I 004019EB
! 004019EC
Ii.-:q004019EE
! 004019EF
~——>q004019F5
L .q4004019F8
004019FD
00401A00
00401A02

€

56

FF15 14304000

8D8D FCFDFFFF
- EB 3C

68 38314000

FF15 0C304000

8BFO

85F6

74 28

68 44314000
56

<

8BF8
85FF
-/ 74 OF
6A 00
6A 00
6A 11

50
FFD7
56

-8D4D 8C

E8 73F7FFFF
8B4D FC
33C0

5F

FF15 18304000

FF15 08304000

FF15 1C304000

push esi

call dword ptr ds:[<&CloseHandle>]
Tea ecx,dword ptr ss:/[ebp-204]

jmp custom_antidebugg.4019F8

push custom_antidebugg.403138

call dword ptr ds:[<&LoadLibrarya>]
mov esi,eax

test esi,esi

je custom_antidebugg.4019F5

push custom_antidebugg.403144

push esi

call dword ptr ds:[<&GetProcAddress>]
mov edi,eax

test edi,edi

je custom_antidebugg.4019EE

push 0

push 0

push 11

call dword ptr ds:[<&GetCurrentThread>]
push eax

call edi

push esi

call dword ptr ds:[<&FreeLibrary>]
Tea ecx,dword ptr ss:|[[ebp-74]

call custom_antidebugg.401170

mov ecx,dword ptr ss:|[[ebp-4]

X0r eax,eax

pop edi

403138:"ntd11.d11"

403144 : "NtSetInform:

Hide FP
EAX 772A0000 ntd
EBX 73E30620 <ke

ECX 0418D1FE
EDX 00000000
EBP 0019FF34
ESP 0019FA2C

ESI 772A0000 ntd
EDI 74380A70 <uc
EIP 004019CB cus
EFLAGS 00000206

ZF O PF1 AF O
OF 0 SFO DFO
CFO TFO IF1

LastError 00000000 (E
LastStatus C0150008 (S

GS 002B FS 0053

ES 002B DS 002B
CS 0023 Ss 002B

Dot )bt (stdcall)

Jump 1is not taken
custom_antidebugg.004019F5

@ 2025 LAC Co. , Ltd
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£

=

1: [esp+4] 0000000A 00C
2: [esp+8] 002CE000 <PE
3: [esp+C] 00000070 0OC
4: [esp+10] 0000022C OC
5: [esp+14] 00000000 OC
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The final message is displayed.

@ 2025

________

00401984

004019BA
QN4N1aRrRC

8D8D FCFDFFFF

+ EB 3C

AR 3R3140n0N

I =D oAb ENT OE A |

EDebug Success. Next, we will work on
cpractical malware.

q
q
q
q

Tea ecx,dword ptr ss:[ebp-204]

jmp custom_antidebugg.4019F8

push custom_antidebugg.403138

call dword ptr ds:[<&LoadLibraryA>]
mov esi,eax

test esi,esi

je custom_antidebugg.4019F5

push custom_antidebugg.403144

push esi

call dword ptr ds:[<&GetProcAddress>]
mov edi,eax

00401908 85FF test edi,edi
——————— 004019DD 74 OF je custom_antidebugg.4019EE
004019DF 6A 00 push 0O
004019E1 6A 00 push 0O
004019E3 6A 11 push 11
004019E5S FF15 08304000 call dword ptr ds:[<&GetCurrentThreads>]
004019EB 50 push eax
004019EC FFD7 call edi
————— @ 004019EE 56 push esi
004019EF FF15 1C304000 call dword ptr ds:[<&FreeLibrary>]
——————— >@004019F5 8D4D 8C lea ecx,dword ptr ss:[ebp-74]
————@ 004019F8 E8 73F7FFFF call custom_antidebugg.401170
004019FD 8B4D FC mov ecx,dword ptr ss:[ebp-4]
LAC Co. Lt d.
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To investigate the XOR key, examine the function that outputs the message.

00401204 (%) 4
FUN_ 00401170 HEEF[1] : FUN_00401230:004019£8 {c s

10401170 55 2 ERP 8 e
00401171 &b ec MOV ERE, ESP ; z:z:sfﬁ::"—“
00401173 83 ec 20 SUR ESE, 0%20 -
00401176 al 04 40 MOV EAX, [DAT 00404004] oS _ B

40 a0 10| local 8 = DAT 00 14 ~ (uint)estackls
1040117k 33 c5 %OR EX, EBP 11| FUN_00401030({ushort *)param 1);
00401174 59 15 e o Swoed pre [E55 4 local £,End 12| nind = CreateWindowEwW (2, L"STATIC", (LECWSTR) 0x0, 0x10c£0000, -0x80000000, 020000000, 300, 0596,
00401180 e euss - - 13 {EHWND) 0x0, {(HEMENU) 00, (HINSTANCE) 0x0, (LEVOID) 0x0) ;
00401181 57 FUSH EDI ol
00401182 &b £ 40V EDI,param 1 o " T _
00401184 es 07 £f CALL FUN_00401030 ) - ?if“fndcfks(;”"“ I ,o,c_-,c-,c-,c-ns;.-

e en 17 iVarl = GetMessageW(slocal_ 24, (HWND)O0xO,0,0):
00401188 6a 00 FUSH 0x0 LEVOID lpParam for C | while (¥arl i=0) {
0040118b 6a 00 FUSH 0x0 HINSTANCE hlInstance i IranalateMessage(clocal 24)7
00401lad 6a 00 FUSH 0x0 HMENU hMenu for Crea a DispatchMessageN(clocal 24)7
1040118 6a 00 PUSH x0 HWND hWndFarent for 2 iVarl = GetMessageW(slocal 24, (HWND)Ox0,0,0):
10401191 68 9§ 00 DUSH 0x9E int nHeight for Crea | = 1 }
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sub_401090

cf Decompile: FUM_10401090 - {Custom_AntiDebug exe)

XOR_KEY = jsac2025

1a

19| local & = DAT 00404004 =~ (uint)&stackOxfffffffc; ;gf’hegg?esp

20| puVar?7 = &local lc; 00401093 | |sub esp,20

21| local oo =0 00401096 mov eax,dword ptr ds:[404004]

22|( 1ocel 1c = o0x73006a; 0040109B | |xor eax,ebp

23|l uscacy 12 = oxe30081: 0040109D | |mov dword ptr ss:|[[ebp-4],eax )

- ’ 004010A0 movups xmmO0,xmmword ptr ds:[40318C] 0040318C:L"jsac2025"

24|} uStack 14 = 0x300032; 004010A7 | |mov ax,word ptr ds:[40319C]

25|\ usStack 10 = 0x350032; 004010AD | |push ebx ebx:PEB.InheritedAddressSpace

2l e e

. e ush eds

il svarl = *{short *)puVar’s 004010B0 F':I‘ea esi,dword ptn DAT_0040318c

28| puvar? = (undefinedd ) {({int)puvar? + 2)7 00401083 | |mov word ptr ss:|| 0040318c 6a 22 G

23| 1 while {sVarl '= 0);: 004010B7 mov edi,ecx 00403184 00 27 0ok

30| uVard = *param 1; 004010B9 Tea ecx,dword ptn 00403188 73 - 73h -

31| uVar? = 0; 0040318 00 27 00h

32| puVard = param 1; 00403180 &1 27 6lh a

33| if (uVard '= 0xe000) | 00403191 00 27 00h

34 do | 00403192 63 29 83h c

a5 UWVars = uVardZ % (uint) ({int)puVar? - ({int)s&loczl_lc + 2) >> 1); 00403133 00 s oon

346 GUzrd = Uard 4 ]- 00403194 32 27 32h 2

37 *puWVard = *(ushort #*) ((int)slocal lc + uVar5 * 2) ~ uVard; 00403195 00 27 00h

35 S——— seree e ————t 004031848 30 27 30h a

39 puVaré = param 1 + uVarZ; 00403187 00 27 00h

40 ] while (uVard '= Oxe000); 00403198 32 22 32h 2

11 WVard = *param 1: 004031959 00 27 00h
0040319z 35 27 35h 5
00403196 00 27 00h
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Level2.
Analysis of a program with multiple anti -debugging
features



Exercise 2

Target Malware : Exercise2.exe

Question

Use dynamic and static analysis to apply patches and make the malware
function properly.

Checkl : How many anti  -analysis features must be circumvented?
Check?2 : Investigate the main functions of this malware.

Point : Use the IDA/Ghidra plugin AntiDebugSeeker to identify
anti -analysis features.
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Use AntiDebugSeeker to confirm the aatialysis features.

Start Analyze | | Display only the detection results Detected Function List

CheckRemoteDebuggerPresent API found.
00401719 in function FUN_004015a0
IsDebuggerPresent APT found.
0040226d in function FUN_00402195
00401645 in function FUON_004015z0
CreateToolhelp32Snapshot API found. Q
0040110c in functicn FUON_00401040 ' . »
Process3Zlext AFI found.
004011kk in function FUON_00401040
CreateProce3sh AFI found. A
0040156c in function FUN_004014a0 . . . . .
GetCurrentProcessld AFI found.
004020ac in function _  get_entropy
GetModuleHandleW AFI found.
004022k7 in function FON_004022b5
EnumiWindows API found.
00401623 in functicn FUN_004015a0
QueryPerformancelounter API found.
004020b% in function _  get_entropy
CloseHandle AFI found.
0040157 in function FUN_004014a0
00401586 in function FUN_004014a0
0040199%a in function FUN_004015a0
SetUnhandledExceptionFilter API found.
00401928 in function FUN_00401%9e3
0040228d in function FUN_00402195
UnhandledExceptionFilter APT found.
004019£1 in functicn FUON_00401%9e3
00402297 in function FON_00402195
Found Single keyword Rule '"VMware I/0 port Ox5658' at 004013c0 in function FUN_00401370
Found Single keyword Rule '"VMware I/0 port Ox35658' at 0040144c in function FUN_00401400
Found Single keyword Rule 'VMware magic wvalue 0x564d5868" at 004013kl in function FUN_ 00401370
Found 5ingle keyword Rule 'VMware magic wvalue Ox564d5868" at 004013cé in function FUN_ 00401370
Found Single keyword Rule '"VMware magic wvalue Ox564d5862" at 0040143d in function FUN_00401400
Found Single keyword Rule 'Environment TimingCheck CPUID CPUID' at 00402438 in function FUN_00402405
Found Single keyword Rule 'Environment TimingCheck CPUID CPUID' at 00402473 in function FUN_00402405
Found Single keyword Rule 'Environment TimingCheck CPUID CPUID' at 004024ea in function FUN_00402405
Keyword group NtGlobalFlag check 3 found starting at: 00401380 in direct search. In function FUN_004013&0
Detected Second Keyword is 00401366
Detected Third Keyword is 00401369
Keyword group Opened_Exclusively Check found starting at: 004016bc in direct asearch. In function FUN_004015a0
Detected Second Keyword is 00401&céE
Keyword group Enumerate Running Processes found starting at: 0040111b in direct search. In function FUN 00401040
Detected Second Keyword is 004011bk
Keyword group Enumerate Running Processes found starting at: 00403004 in direct search. In function Unknown Function
Detected Second Keyword is 0040301c 74
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Use AntiDebugSeeker to confirm the aatialysis features.

Start Analze | Dizplay only the detection results | "Hetected Function List

FUN_004015a0
CheckRemoteDebuggerPresent : 00401719
IsDebuggerPresent : 00401645
EnumiWindows : 004016a3
CloseHandle : 004019%a
UnhandledExceptionFilter : 004015kd
UnhandledExceptionFilter : 004015kd
UnhandledExceptionFilter : 004015c@
Time Check_1 GetTickCount : 004015bd
Time Check 2 GetTickCounté4 : 004015bd

How many antdebugging
e features are there?

IsDebuggerPresent : 0040226d
SetUnhandledExceptionFilter : 00402284
UnhandledExceptionFilter : 00402297
FUN_004010d0
CreateToolhelp325napshot : 0040110c
Frocess3i2Next : 004011bb
Enumerate_Running_Processes : 004011lb
FON_004014a0
CreateProcesshA : 0040156c
CloseHandle : 00401537e
CloseHandle : 00401586
___get_entropy
GetCurrentProcessld : 004020ac
QueryPerformanceCounter : 004020b9%
FUN_004022b5
GetModuleHandleW : 004022b7
FUN_004019e3
SetUnhandledExceptionFilter : 004019e8
UnhandledExceptionFilter : 004019f1
Unknown_Function
UnhandledExceptionFilter : 00403014
UnhandledExceptionFilter : 00403014
UnhandledExceptionFilter : 00403010
Time Check 1 GetTickCount : 00403014
Time Check 2 GetTickCount64 : 00403014
Sleep Check Sleep : 00403010
Enumerate_Running Frocesses : 00403004
FUN_00401370
UnhandledExceptionFilter : 004013c0
UnhandledExceptionFilter : 004013kl
UnhandledExceptionFilter : 004013cé
VMware I/0_port 0x5658 : 004013c0
VMware magic value 0x564d5868 : 004013bl
WMware_magic_wvalue 0x564d5868 : 004013cé
FUN_00401400
UnhandledExceptionFilter : 0040144c
UnhandledExceptionFilter : 00401434
"Mware_I/C_port 0x5658 : 0040144c
WMware_magic_wvalue 0x564d5868 : 00401434
FUN_00402405
UnhandledExceptionFilter : 00402438
UnhandledExceptionFilter : 00402473
UnhandledExceptionFilter : 004024ea
Environment_ TimingCheck CPUID CPUID : 00402438
Environment TimingCheck CFUID CPFUID : 00402473
Environment_TimingCheck CPFUID CPUID : 004024ea
FUN_004013&0 75

@ 2 0 2 5 L A C C O NtGlobalFlag check 3 : 00401360
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The first isAntiDebugusing Sleefdime Check.

It's easler to visualize when

Time Check 2 . . 0
004015bd 8b 3d 14 MoV EDI, dword ptr [->KEBNEL32.DLL::GetTickCountéd] hexadeC|ma| IS Converted tO deC|m
30 40 00
004015c3 83 c7 02 ADD EDI, 0x2
004015c6 £7 a7 catL  Eor L SR
e Show Labe! History... H ;:.Tjj o ?.4109;‘?06?;;9886;8&320 i
004015¢8 &b 1d 10 MOV EEY, dword ptr [->KEENEL3Z.DLL e Regior Ve, - e :
30 40 00 Set Register Values... Ctrl+R nsigned Binan 00000000011101010011000b |
004015ce #b £0 MOV EST, EAX oo R :
004015d0 68 20 3e | Fuss oxze0 | Unignec Onte N
00 o0 sz I e
00401545 ££ d3 CALL ERN=>KERNEL32.
00401547 ££ 47 CALL EDI
00401549 2b cé SUB ELY, ESI
004015db 83 da 00 SEB ED¥, 0x0
004015de 85 d2 TEST ED¥, EDX
0040150 77 11 Jb LAE 004015£3
004015e2 72 a7 Jc LAE 004015eb
004015e4 3d 93 3a [EHI—‘ E.'—'_X,I'_'I:LSaEIS]
0o a0
0040159 73 08 JHC LAE 004015£3
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Decompiled
o= 00405 {uint)auitc -
f* Time Check 2
= ckCountéd exref +
= { 11 0
/* S5leep Ch
Sleep(16000);
uVarl? = (*pcVarll) ():
if {{{uint) ({ulcnglong)uVarl? >»> 0x20) == {uint) {({uint)uVarl? < uVarl)) ==
((uint)uVarl? - uVar2 < 15000)) {
J* WABNING: Subroutine deoes not return */
exit(0):
1

1. DSG LYAOGAIFf ¢AYS o6hoOoY LO FANBRG OF LJidzNBa G4KS O

2. Sleep for 16 Seconds: The program then pauses for 16 seconds.

3. DSUO ¢AYS ! FUOSNI {fSSLI 0i 0Y LYYSRAIFIGSt@ FFFOISNI §

4. | I £ Odz I 4GS ¢AYS S5AFFSNBEYOSY ¢KS RAFFSNBYOS oS
calculated.

5. Check for Time Discrepancy: If the difference is less than 15 seconds, the program assumes that som

form of antrdebugging technique, like sleep time reduction in a sandbox, is being used.
6. Terminate if Tampered: If it detects shortened sleep, suggesting tampering or debugging, the malware
shuts itself down to avoid detection or analysis.
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The first iIsAntiDebugusing Sleefdime Check.
The purpose is to detect environments like sandboxes, so it can be debugged directly
using F8.

5

55 push ebp
8BEC mov ebp,esp
83E4 F& and esp,FFFFFFF&
81EC D4010000 sub esp,1D4
Al 04504000 mov eax,dword ptr ds: [405004]
33C4 Xor eax,esp
898424 p0010000 mov dword ptr ss:[esp+1D0M,eax [esp+1D0] : PEB. InheritedAaddressspace
53 push ebx
56 push esi
57 push ed-
8B3D 14304000 mov edi,dword ptr ds:[<&GetTickCountb4:]
83c/ 02 add edi,?
FFD/ call ed
861D 10304000 mov ebx,dword ptr ds: [<&Sleep>]
8BFO mov esi,eax
68 8030000 push 3E&0
FFD3 call ebx
FFD/ call ed
2BCH sub eax,esi
83pAa 00 shb edx,0
8502 test edx,edx

« 77 11 ja exerciseZ.4015F3

« 72 07 jb exerciseZ.4015EB
30 983A0000 cmp eax,3A98

« 73 08 jae exercisel.4015F3
ba 00 push 0
FF15 A4304000 call dword ptr ds: [<&exit>]
33C9 XOr ecx,ecx

004015F5 BA D0O104000 mov edx,exercisel.4010D0
004015FA BE 20134000 mov esi,exercisel.401320 401320:L"jH%"
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If you continue debugging as is, there is a function called sub_4010D0.
Does this function have artinalysis capabilities?

| O0401 B34 E~0C| X
..1684 CMP AL, Oxeb
..1686 JZ2 LAB 004013al

-0 N FUN_ 00401040
| rese vov zs7,zx CreateToolhelp32Srapshot : 0040110c
| _ Process32Next : 0C4011bb
1697 JNZ LAB_004013al Enumerate Running Processes : 0040111b

JJJJJJJJJJJJJJJJJ Check the comments to determine

Proceas Check

0040110c ;Z 1; E: CALL dword ptr [->KERNEL32.DLL::CreateToolhelp32Sna... What |t |S attemptlng to detect

00401112 &8d 4c 24 18 LER ECH, [ESF + 0xl18]
00401116 89 44 24 14 MOV dword ptr [ESF + Ox14],ERX
0040111a 51 FUSH ECK
Enumerate Bunning Processes
0040111k Eb 04 04 MOV ECH,dword ptr [->EERNEL3Z.DLL::Proceaa32First]
30 40 00

The CreateTcolhelpiZ2Snapshot functicn toc enumerate running pr..
It might be detecting a apecific debugger and using functicna...
00401121 50 PUSH ERLY
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0040168E

00401690

00401695
00401697

0040169D

0040169€
004016A3

00401bAY9

004016AB

00401681

00401682
00401687

00401689
004016BA

a¥aW Fak W=l

@ 2025

The function is checking whether a
process of an analysis tool is runnin

8BF0 mov esi,eax
E8 3BFAFFFF call exerciseZ.4010D0
85C0 test eax,
~ OF85 03030000 jne exer 2.4019A0
50 push eax
68 00124000 push exe e2. 401200
FF15 60304000 call dw r ds: [<&EnumwWindows:>]
Test eax
. 00401000 55 push ebp
004010D1 S8BEC mov ebp,esp
00401003 83E4 FO and esp,FFF
004010D6 81EC 68010000 sub esp,168
004010DC Al 04504000 mov ge-3
004010E1 33C4 xor EO‘:'iOZZE._'
004010€3 898424 64010000 |mov d0040112a
004010EA 56 push [[00401130
004010€B 57 push [00401136
004010EC 68 24010000 push [29,01 170
004010F1 8p4424 20 lea 400401142
004010F5 C/74424 1c 280100mov do0401144
004010FD 6a 00 push [00401148
004010FF 50 push ggﬂ}fig
00401100 E8 EF140000 call Oo;ffgg
00401105 83c4 0cC add 4poa01161
00401108 6a 00 push 00401163
0040110A 6A 02 push [00401165
0040110C FF15 0Cc304000 (@& |5 01129
00401112 8pdc24 18 Tea 400401175
00401116 594424 14 mov q0040117¢
0040111A 51 push [0040117D
00401118 880D 04304000 |mov gqQU40LL/F
00401121 50 push BRI ES
00401122 83cl 02 add 400401184
00401125 FFD1 calll [loo401187
00401127 83F8 01 cmp ¢00401189
0040112A 0F85 9A000000 |jne el
00401130 863D 00314000 mov 455401199
00401136 BE /8324000 mov 400401190
0040119€E
00401140
004011A3
LAC Co., Lt STSErs

] CAGEL O A

FFD1

83F8 01

0F85 9A000000
863D 00314000
BE 68324000
OF1F4400 00
8A06

33¢9

888C24 58010000
0F57cC0

0F298424 4001000
66:0FD68424 5001
84c0

74 20

8BDO
666666:0F1F8400
F6DO0

8p52 01

88840C 40010000
41

8A02

84c0

75 ED

41

83F9 19

73 70

8D8424 40010000
C6840C 40010000
50

8p4424 40

50

FFD7
83c4 08
85c0

74 39
83Cb 19

call ecx
cmp eax,l

jne exercise?.4011ca

mov edi,dword ptr ds:[<& stricmp>]
mov esi,exercisel.403268

nop dword ptr ds:[eax+eax],eax
mov al,byte ptr ds:[esi]

XOr ecx,ecx

mov byte ptr ss:|fesp+15801,cl
xorps xmmQ, xmm0

movaps xmmword ptr ss:[esp+140], xmm0
movq qword ptr ss:|[esp+1507, xmm0
test al,al

je exercise?.401183

mov edx,esi

nop word ptr ds:[eax+eax],ax

not al

lea edx,dword ptr ds:[edx+1]

mov byte ptr ss:|lesprecx+140[],al
inc ecx

mov al,byte ptr ds:[edx]

test al,al

jne exercise?2. 401170

inc ecx

cmp ecx,19

jae exercise2.4011F9

lea eax,dword ptr ss:|lesp+140]
mov byte ptr ss:|[esprecx+140],0
push eax

lea eax,dword ptr ss:[esp+40]
push eax

call edi

add esp,8

test eax,eax

je exercise?.4011E0

add esi,19

eax:"Wireshark.exe"

eax:"Wireshark.exe"

eax:"Wireshark.exe"

eax:"Wireshark.exe"
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UU4UI634 3C EB Tmp al,EB ~ H
—————————————————— 00401686 | ~ OF84 14030000 je exercise2.4019A0

0040168C FFD7 call edi L EAX 00000001 I

0040168E 8BFO mov esi,eax

00401690 E8 3BFAFFFF call exercise2.4010D0 ECX 9FBR7292¢C
00401695 85C0 test eax,eax EDX 00000000
EIP 0040169/ ~-0F85 03030000 jne exercise?.4019a0
00401690 | |50 push eax EBP  Q019FF38
0040169E 68 00124000 push exercise?.401200 ESP 0019FD58
004016A3 FF15 60304000 call dword ptr ds: [<&EnumwWindows>] ESI Q1BFC45B
004016A9 85C0 test eax,eax EDI 73E25D02
——————————————— 004016AB ~| OF85 EF020000 jne exercisel.4019A0
00401681 50 push eax
00401682 | |68 80000000 push 80 EIP 00401697

00401687 6A 03 push 3
00401689 50 push eax
004016BA 6A 07 push 7
004016BC 68 00000080 push 80000000
004016C1 68 0C324000 push exercise2
004016C6 FF15 18304000 callll dword ptr

EFLAGS 00000202
ZF 0O PFO AFO
OF0 SFO DFO
CFO TFO IF1

It modifies the ZF (zero flag) to

prevent jumping.

004016CC 83F8 FF cmp eax,FFFFFF

------------- 004016CF | -|OF85 c4020000 |jne exercise?. LastError Oggggg
004016D5 FF15 28304000 |call dword ptr LastStatus C
example answer

——————————— 004016DD | ~|OF85 BDD20000 jne exercisel. GS 002B FS 0053
004016E3 FFD7 call edi Es 0028 Ds 002
004016E5 2BC6 sub eax,esi
0040167 83DA 00 sbb edx.0 €s 0023 ss 00zB
004016EA 85D2 test edx,edx

004016EC 0F87 AE020000 ja exercise2.4019A0
004016F2 «| 72 0B jb exercise2.4016FF
004016F4 3D 94110000 cmp eax,1194

004016F9 | ~|OF87 A1020000 ja exercise2.4019A0

sT(0) 00000000000
sT(1) 00000000000
sT(2) 00000000000

_——lAN  AAAAAAAAAAA

<

004016FF E8 5CFCFFFF call exercisel2.401360 <
00401704 83F8 70 cmp eax,/0 70:"'p"’ F 7)) Hstdcall)
————— 00401707 ~| OF84 93020000 je exercise2.4019a0 «|1: [esp+4] 005926A0
<0 oo i : o - S > |2: [esp+8] 003DA000
: 3: [esp+C] 00690063
JumE lf Eahﬁgn1 o 4: [esp+10] 0065007
5: [esp+14] 002003

Ltext:004 exercise?.exe: $1697 #A97

It goes to the end of
the process.

R
E-O0 W
LRB 004013a0

--.1930 CALL FUN_004014a0
1985 INTI3
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This modification bypasses the process check for analysis tools.

00401690 E& 3BFAFFFF call exercisel.4010D0 ECX
00401695 85c0 test eax,eax EDX
EIP = - [EIOGERE - 0F85 03030000 jne exercise?.4019A0
' 0040169D 50 push eax EBP
0040169E 68 00124000 push exercise2.401200 ESP
004016A3 FF15 60304000 call dword ptr ds:[<&Enumwindows:] ESI
b 004016A9 85c0 test eax,eax EDI
i m— 004016AB | ~|OF85 EF020000 jne exerciseZ.4019A0
; 00401681 50 push eax EIP
' 00401682 68 80000000 push 80
DL 004016B7 6a 03 push 3
: 00401689 50 push eax
: 004016BA 6A 07 push 7 ZF 1
: 004016BC 68 00000080 push 80000000 ac_ 0
Pl 004016C1 68 0C324000 push exercise2.40320C 40320C: "\ \\\.A\\GTobal\\ProcmonDebugLogger" CF 0
! 004016cC6 FF15 18304000 call dword ptr ds:[<&CreateFileAx]
i 004016¢C 83F8 FF cmp eax,FFFFFFFF
| 004016cE | | OFR5 c4020000 |jne exercise?. 401999 LastErn
: 004016D5 FF15 28304000 call dword ptr ds:[<&IsDebuggerPresent:] Lastst
H 004016DB 85c0 test eax,eax
: oossss==s 004016DD ~| OF85 BD020000 jne exercise?2.4019A0 GS 002
' i 004016E3 FFD7 call edi ES 002
[ 004016E5 2BCH sub eax,esi
, 0040167 | |83DA 00 sbb edx,0 Cs 002
: 004016EA 85D2 test edx,edx
il | oo 004016EC | ~| OF87 AE020000 ja exercise2.4019A0 sT(0)
P - 004016F2 | ~|72 OB jb exercise2.4016FF sT(1)
! 004016F4 3D 94110000 cmp eax, 1194 sT(2)
:I S — 004016F9 | ~| OF87 A1020000 ja exercise2.4019A0 —raA
' |l b 004016FF E8 5CFCFFFF call exercise?2.401360 <
R 00401704 83F8 70 cmp eax,/0 70:'p"’ F 2 Fistde
; b 00401707 | ~| OF84 93020000 je exercise?2.4019A0 v|1: [esp
e v eyl Al ainzan = : —— = P > [2: Lesp
Jump 1is not taken 3: [esp
CACT U ISCEL . UUsULTAU gf IEe.E—.E
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As the comments indicat&numWindowss an API that checks the names of open windows.
It identifies which windows are being checked.

004014684 50 FUSH ERX
0040169 &8 00 12 FUSH lpEnumFunc_ 00401200
st
Window Name Check
o040lea3 £f 15 &0 CALL dword ptr [->USER32.DLL: :EnumWindows]
30 40 04
ooddlead oo cU TEST EAx EAXK
00401l6ak 0L &85 ef JHZ LAE 00401%az0
g 2025 LAC Co. Lt d.

00401261

0040126k

00401275

0040127£

00401289

00401293

00401294

004012a7

004012b1

c7 85
fb ff
94 31
c7 85
fb £f£f
al 31
c7 85
fb ff
ac 31

cT 85

fb ff £

be 31

c7 85

fb ff £

cd 31

c? 85 £

fb ff
d4 31

-1

3]

Il'.ﬁll

ef 31

-1 0

c
fb ff
fo 31
ff 15

g5 £

85 £

de

40

a0

a0

an

a0

a0

MOV

MOV

MOV

MOV

MOV

MOV

MOV

MOV

CALL

dword ptr

dword ptr

dword ptr

dword ptr

dword ptr

dword ptr

dword ptr

dword ptr

dword ptr

[EEF + local 428],3_RegmonClass_0040..

[EEF + local_ 424],5 PROCEXFL 004031a0]

[EEF + local_420],s_TCEViewClass_004.

[EEF + local_4lc],s_Smart3niff 00403,

[EEF + local 418],5_Rutoruns 004031cd

[EEF + local_414],s_CHetmonMainFrame.

[EEF + local_410],s_TFormFileRlyzerZ.

[EEF + local_40c],s_ProcessHacker 00.

[->USER32.DLL: : GetClassNameA ]
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B U0Z0T697 |~ UF85 03030000
0040169D
0040169E 68 00124000
004016A3 FF15 60304000
004016A9 85c0

Fg————————— PIEINGE:E - OF85 EF020000
00401681 50
00401682 68 80000000
00401687 6a 03

00401689 50

004016BA 6a 07
004016BC 68 00000080
004016C1 68 0c324000
004016C6 FF15 18304000
004016CcC 83F8 FF
peossemssmoames 004016CF OF85 4020000
004016D5 FF15 28304000
004016DB 85c0

<

peesesssso=s 004016DD | ~| OF85 BD020000
004016E3 FFD/
004016E5 2BCE
004016E7 83pAa 00
004016EA 85D2
posssses==s 004016eC | ~| OF87 AE020000
004016F2 | ~|72 OB
004016F4 3D 94110000
- 004016F9 | ~| OF87 A1020000
004016FF E8 5CFCFFFF
00401704 83F8 70

m=mm- 00401707 | -~/ OF84 93020000
0040170D 8p4424 10

<

B e

i 00401711 50

i 00401712 FF15 08304000
i 00401718 50

; 00401719 FF15 2C304000
: 0040171F 837c24 10 00
A

Jne exerciseZ.40I9A0

push eax

push exercise2.401200

call dword ptr ds:[<&EnumwWindows:]
test eax,eax

jne exercise?.4019A0

push eax

push 80

push 3

push eax

push 7

push 80000000

push exercise?.40320C

call dword ptr ds:[<@CreateFileAx]
cmp eax,FFFFFFFF

jne exercise2.401999

call dword ptr ds:[<&IsDebuggerPresent:>]
test eax,eax

jne exercise?2.4019A0

call edi

sub eax,esi

sbb edx,0

test edx,edx

ja exercise?.4019A0

jb exercise?.4016FF

cmp eax,1194

ja exercise?.4019A0

call exercise?2.401360

cmp eax,/0

je exercise?.4019A0

Tea eax,dword ptr ss:|[[esp+10[]

push eax

call dword ptr ds:[<&GetCurrentProcessx>]
push eax

call dword ptr ds:[<& heckRemoteDebugger
cmp dword ptr ss:|esp+10],0

If there is no target window to detect

the return value will be 0.

40320C: "\ M\ A\G1obal\\ProcmonDebuglL ogger"

70:

IEAX 00000000 l

ECX  EZ2F87804
EDX 00000066
EBP  0019FF38
ESP  0019FD58
ESI 01BFC45B
EDI  73E25D02

EIP 00401648

EFLAGS 0000024
ZF1 PF1 AF O
OF0 SFO DFO
CFO TFO IF1

LastError 00000
LastStatus <0000

GS 002B Fs 0053
ES 0028 DS 002B
Cs 0023 ss 0028

ST(0) 0000000000
sT(1) 0000000000
sT(2) 0000000000

- AAAAAAAAAA

£
Tl Hetdeall)

[esp+4] 005926A
[esp+8] 003DA00

Jump is not taken
ecica? 004010a

.text:004016AB exercise?.exe:$16AB #AAB

[esp+C] 0069006
[esp+10] 006500]
[esp+14] 002E00

[, SR

@ 2025 LAC Co. , Ltd.
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Is it an antidebugging technique like the comment suggests, or is it something else?
What doesé¥.¥Globa¥ProcmonDebuglLogger mean?

5

004016kl 50 FUSH ERE

004016b2 &8 20 00 PFUSH 0x80
a0 oo
004016b7 &a 03 PUSH 0x3
004016b9 50 PFUSH ERE
004016ba &a 07 PUSH 0x7
Opened Exclusiwvely Check
004016bc &3 00 00 PUSH 0x 80000000
a0 aa

CreateFile is attempting to exclusively copen its own executab...
If it faila toc do 3o, it deduces that a debugger may already ...

004016cl1 &8 0Oc 32 PUSH [ 3_\\.\Global“FrocmonDebugLlogger 0040320c ]
40 00
004016cé £f 15 18 CRLL dword ptr [->KERNEL32.

30 40 00

By checking for the existence ¥f.¥Globa¥ProcmonDebuglLogger, i
can determine whether a monitoring tool likrocmonis running.

@ 2025 LAC Co. , Ltd. 85
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If Process Monitor is not running, it can pass through without altering the jump instruction.

00401689 50 push eax
004016BA 6a 07 push 7
004016BC 68 00000080 push &0000000
004016cC1 68 0C324000 push exercise?2.40320C 40320C: ""\\\\ . \\Global\\ProcmonDebugLogger"
004016C6 FF15 18304000 call dword ptr ds:[<&CreateFileAx]
004016CC 83F8 FF cmp eax,FFFFFFFF
= --0F85 C40.20000 jne exercise/Z.4019499
004016D5 FF15 28304000 call dword ptr ds:[<&IsDebuggerPresents]
004016DB 85¢C0 test eax,eax
--@(004016DD | ~| OF85 BDO20000 jne exercise?.4019A0
004016E3 FFD7 call eds
004016E5 2BCH sub eax,esi

Next, Debugging detection using IsDebuggerPresent API

Debugger check
004016d5 ££ 15 28 CALL dword ptr [—->EERNEL32.DLL::IsDebuggerPresent]
30 40 00
004016dk 85 co TEST EL¥, ERY - —
004016dd 0F 85 bd Nz LAB 004019a0 (040765 -0 N
02 00 0d -.16d5 CALL dword ptr [->KERNEL32.DLL:...

16dky TEST ERX,ERX
.16dd JNZ LAB 004018a0

Y
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Since debugging is active, the return value is also 1.
JNE (Jump Not Equal) = 0, so the jump is taken.

00401689
004 O_LBA

004016C6H
004016CC
----------------- 00401 LCF

004016E5
004016E7
004016EA
------------- 004016EC

_____ A016

50

6A 07

68 00000080
68 0c324000
FF15 18304000
83F8 FF

0F&5 4020000

FF15 28304000 [

BD020000

FF15 2C304000

push eax

push 7

push 80000000

push exercise2.40320C

call dword ptr ds:[<&CreateFileAx>]

cmp eax,FFFFFFFF

2 401000

40320C: "\\\\.\\Global\\ProcmonDebugLogger"

Ea11 dword ptr ds:[<&IsDebuggerPresent:]

—

jne exerc1se2 4019A0

call dword ptr ds:[<&CheckRemoteDebugger

Hi

EAX 00000001 I

ECX 3CEDA888
EDX 00000000
EBP  0019FF38
ESP  0019FD58
ESI 01BFC45B
EDI  73E25D02

EIP  004016DD

EFLAGS 00000202
ZF0O PFO AF O
00 SFO DFO
=0 TFO IF1

icovError 0000000
Laststatus c000003¢

Gs 002B Fs 0053
ES 0028 Ds 0028

837c24 10 00 cmp dword ptr ss:|[lesp+100,0
------- 0P85 76020000 | ine exarcise2.4010A0 Cs 0023 ss 0028
33¢9 X0r ecx,ecx
OF1F40 00 nop dword ptr ds:[eax],eax sT(0) 000000000000
S§C%0134000 mg; cax. exerci 2.401370 ST(1) 000000000000
add eax,exercisel.
8038 CC cmp byte ptr ds:[eax],CC §I£§2 999999999999
------ 7 0F84 60020000 je exercise2.4019A0 <
00401 —0 8BC1 mov eax,ecx F ) Hstdeall)
OO O 2 05 00144000 add eax,exerciseZ.401400 1: [esp+4] 005926A0 O
P : - o : T T > 2: [esp+8] 003DA000 <
3: [esp+C] 00690063 O
4: [esp+10] 00650073
L=y 147 FaTalel=Tatatrls]

@ 2025
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= =

It went undetected by
AntiDebugSeeker.

Why was it not
detected?

004016CC 83F8 FF cmp eax,FFFFFFEF
----- 004016CF 0OF&5 4020000 jne exerciseZ_401999
004016D5 FF15 28304000 call dword ptr ds:[<&IsDebuggerPresent>]
004016DB 85c0 test eax,eax
QE85 BDO20000 ine exercise?.4019A0
FFD7 call edi
2SS el 5
004016E7 83DA 00 sbb edx,0
004016EA 85D2 test edx,edx
————— 004016EC OF&7 AE020000 ja exercise?.4019A0
————— 004016F2 72 0B jb exercise?. 4016FF
004016F4 3D 94110000 cmp eax,1194
----- 004016F9 0F&7 A1020000 ja exercise2.4019A0
----- ~@004016FF ES 5CFCFFFF call exercise?2.401360
00401704 83F8 70 cmp eax./0
0040165 E-CO M
. 18d5 CALL dword ptr [->EEBNEL3Z.DLL:...
.16db TEST ELX, ELX
.18dd JNZ LAB 00401%a0
0040163 B~
183 CALL EDT
~.1l8ed SUB ERX,E3I
.18e7 SBE ELX, 0x0
«.1loea TEST ELX,ELX
weléec JR LAE 004019a0
@ 2025 LAC Co. Lt d.
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55 push ebp
/3E25D03 8BEC mov ebp,esp
73E25D05 51 push ecx
73E25D06 53 PS>
/3E25D07 881D 0400FE/F mov ebx,dword ptr ds: [7FFE0004 ]
73E25D0D B8 2403FETF mov eax,/FFE0324
732013 | 57 Pish cas
73E25D1 push eds
73E25D14 BF 2003FE7F mov edi,7FFE0320
73E25D19 895D FC mov dword ptr ss:|[ebp-401,ebx
/3E25D1C 8800 mov eax,dword ptr ds:[eax]
73E25D1E B9 2803FE7F mov ecx,/FFE0328
73E25D23 8B3F mov edi,dword ptr ds:[edi]
/3E25D25 8809 mov ecx,dword ptr ds:[ecx]
/3E25D27 3BC1 cmp eax,ecx
73E25D29 74 24 je kernel32.73E25D4F
73E25D2B BA 2403FETF mov edx,7FFE0324
73E25D30 BE 2003FE7F mov esi,7FFE0320
73E25D35 BB 2803FE7F mov ebx,7FFE0328
73E25D3A 8098 00000000 :n:::::]dword ptr ds:[ebx]
73625040 | F3:90 Lpause
/3E25D42 8802 Jdword ptr ds:[edx]
/3E25D44 8B3E mov edi,dword ptr ds:[esi]
73E25D46 860B mov ecx,dword ptr ds:[ebx]
/3E25D48 3BC1 cmp eax,ecx
73E25D4A 75 F4 jne kernel32.73E25D40
/3E25D4C 8B5D FC mov ebx,dword ptr ss:|[ebp-4]
73E25D4F F7E3 mul ebx
/3E25D51 8BC8 mov ecx,eax
/3E25D53 B8BF2 mov esi,edx
73E25D55 8BCY mov eax,ed]
/3E25D57 F7/E3 mul ebx
/3E25D59 OFadCE 08 shld esi,ecx,8
/3E25D5D OFacD0 18 shrd eax,edx,18
73E25D61 Clel 08 shl ecx,8
73E25D64 ClEa 18 shr edx,18
/3E25D67 03C1 add eax,ecx
73E25D69 5F pop edi
/3E25D6A 13p6 adc edx,esi
/3E25D6C 5E pop esi
/3E25D6D 5B pop ebx
73E25D6E 8BES mov esp,ebp
7325071 | 3 e
EZOD C ret
g 2025 LAC Co. Lt d.

. 3E25D07 | moebx,dwordptr ds:[/FFEOOGK
7FFEO00041t refers to theTickCountLoviield in KUSER_SHARED DATA

A loop containing th@auseinstruction can detect debugging
environments by taking advantage of subtle timing differences.
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While debugging, the count exceed
1194h, causing a jump to 4019A0.

@ 2025 LAC Co. ,

Ltd.

ja is a conditional branching
instruction in assembly language
meaning "Jump if Above."

The condition is CF = 0 and ZF

O (no carry and noizero), so you

can avoid the jump by changing
either of these flags.
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