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Agenda
● mwdb

○ What the heck is MWDB?
○ Tour de mwdb.cert.pl
○ Hosting your own instance

● malduck
○ About malduck
○ Config extraction with malduck
○ Integrate config extractor in karton/mwdb

About me: security engineer at 
CERT Polska (cert.pl)

CERT Polska: One of 3 national 
CERTs of Poland, part of NASK 
research institute

https://www.facebook.com/CERT.Polska/
https://x.com/CERT_Polska
https://www.linkedin.com/showcase/cert-polska/
https://cert.pl/
https://github.com/CERT-Polska
https://cert.pl/


cert.pl

Prerequisites
Open a terminal and check if these tools are installed:

● $ python3 -m pip
● $ git
● $ docker compose

https://docs.docker.com/engine/install/ubuntu/
https://docs.docker.com/compose/install/

Bookmark this URL: https://training-mwdb.readthedocs.io/
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What the heck is MWDB?

● Malware repository

● Designed with automated analysis 

in mind

● Highly extensible

Similar projects/services
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Core object types
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Core object types
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Secondary objects - Comments
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Secondary objects - Tags
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Simple tag, mostly used for marking artifacts that are 
associated with malware family

Tag describing the source of malware sample

Tag for the original sample, indicating recognized 
malware family

Tag describing the type of sample

Generic metadata tag with additional information that are 
useful for filtering

https://mwdb.readthedocs.io/en/latest/user-guide/5-Tagging-objects.html#built-in-tag-conventions

Secondary objects - Tags
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Secondary objects - Attributes
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DRAKVUF Sandbox

Automated malware analysis system 
that is using DRAKVUF engine 
underneath (open source virtual 
machine introspection based 
agentless black-box binary analysis 
system by Tamas Lengyel et al.)

Uses various heuristics for choosing  
memory regions that may contain 
unpacked code.

https://github.com/tklengyel/drakvuf

https://github.com/CERT-Polska/drakvuf-sandbox

Packed malware 
executable

Memory dump with 
unpacked core
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RAR archive

Packed malware 
executable

Memory dump with 
unpacked core

Extracted
malware

configuration

Object Relationships
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Object Relationships
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Object Relationships - Permissions
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conditions
<field>:<value>

operators
AND, OR, NOT

(uppercase only)

wildcards

https://mwdb.readthedocs.io/en/latest/user-guide/7-Lucene-search.html

Searching data - Lucene search

https://www.facebook.com/CERT.Polska/
https://x.com/CERT_Polska
https://www.linkedin.com/showcase/cert-polska/
https://cert.pl/
https://github.com/CERT-Polska
https://cert.pl/
https://mwdb.readthedocs.io/en/latest/user-guide/7-Lucene-search.html


cert.pl

Searching data
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Automation

# Install mwdblib with CLI extras

(venv) $ pip install mwdblib[cli]

(venv) $ mwdb login

# Create virtualenv and activate

$ python3 -m venv venv

$ . venv/bin/activate
● CLI -> quick bash scripts

● Python API -> production 

integrations

● REST API -> other languages (venv) $ mwdb search {files, configs, blobs}

(venv) $ mwdb list {files, configs, blobs}

(venv) $ mwdb upload

(venv) $ mwdb fetch
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Automation
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$ git clone \ 
https://github.com/CERT-Pols
ka/karton-playground.git

$ cd karton-playground

$ docker compose up

Hosting your own instance
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Hosting your own instance

address: http://localhost:8080
credentials: admin:admin
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Per GitHub:

“Malduck is your ducky companion in malware analysis journeys”

Actually not a bad summary 🤔

Malduck 🦆
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curl https://raw.githubusercontent.com/CERT-Polska/malduck/master/README.md | grep Features -A 8

● Cryptography (AES, Blowfish, Camelie, ChaCha20, Serpent and many others)

● Compression algorithms (aPLib, gzip, LZNT1 (RtlDecompressBuffer))

● Memory model objects (work on memory dumps, PE/ELF, raw files and IDA dumps using the 

same code)

● Extraction engine (modular extraction framework for config extraction from files/dumps)

● Fixed integer types (like Uint64) and bitwise utilities

● String operations (chunks, padding, packing/unpacking etc)

● Hashing algorithms (CRC32, MD5, SHA1, SHA256)

Malduck 🦆
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● Cryptography (AES, Blowfish, Camelie, ChaCha20, Serpent and many others)

● Compression algorithms (aPLib, gzip, LZNT1 (RtlDecompressBuffer))

● Memory model objects (work on memory dumps, PE/ELF, raw files and IDA dumps using the 

same code)

● Extraction engine (modular extraction framework for config extraction from files/dumps)

● Fixed integer types (like Uint64) and bitwise utilities

● String operations (chunks, padding, packing/unpacking etc)

● Hashing algorithms (CRC32, MD5, SHA1, SHA256)

- Time savers!

curl https://raw.githubusercontent.com/CERT-Polska/malduck/master/README.md | grep Features -A 8

Malduck 🦆
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● Cryptography (AES, Blowfish, Camelie, ChaCha20, Serpent and many others)

● Compression algorithms (aPLib, gzip, LZNT1 (RtlDecompressBuffer))

● Memory model objects (work on memory dumps, PE/ELF, raw files and IDA dumps using the 

same code)

● Extraction engine (modular extraction framework for config extraction from files/dumps)

● Fixed integer types (like Uint64) and bitwise utilities

● String operations (chunks, padding, packing/unpacking etc)

● Hashing algorithms (CRC32, MD5, SHA1, SHA256)

- Time savers!
- Sanity savers!

curl https://raw.githubusercontent.com/CERT-Polska/malduck/master/README.md | grep Features -A 8

Malduck 🦆
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● Cryptography (AES, Blowfish, Camelie, ChaCha20, Serpent and many others)

● Compression algorithms (aPLib, gzip, LZNT1 (RtlDecompressBuffer))

● Memory model objects (work on memory dumps, PE/ELF, raw files and IDA dumps using the 

same code)

● Extraction engine (modular extraction framework for config extraction from files/dumps)

● Fixed integer types (like Uint64) and bitwise utilities

● String operations (chunks, padding, packing/unpacking etc)

● Hashing algorithms (CRC32, MD5, SHA1, SHA256)

- Time savers!
- Sanity savers!
- Work savers!

curl https://raw.githubusercontent.com/CERT-Polska/malduck/master/README.md | grep Features -A 8

Malduck 🦆
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Malduck 🦆

https://www.facebook.com/CERT.Polska/
https://x.com/CERT_Polska
https://www.linkedin.com/showcase/cert-polska/
https://cert.pl/
https://github.com/CERT-Polska
https://cert.pl/


cert.pl

Malduck 🦆
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Malduck 🦆 

Extracting configuration

What exactly happens here?

files / memory dumps configuration (IOC)
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Malduck 🦆 

Extracting configuration

YARA Extractor module
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Malduck 🦆 

Extracting configuration

YARA Extractor module

rule: njrat
string1: [0x210, 0x351]
string2: []
string3: [0x55]

njrat.string1(addr=0x210)
njrat.string1(addr=0x351)
njrat.string3(addr=0x553)
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Behind the scenes - Karton
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Behind the scenes - Karton

class MyFirstKarton(Karton):

   identity = "karton.first"

   filters = [{"type": "sample", "stage": "recognized"}]

   def process(self, task: Task) -> None:

       sample_resource = task.get_resource("sample")  # Get the incoming sample

       self.log.info(f"Hi {sample_resource.name}, let me analyse you!")  # Log with self.log

       with sample_resource.download_temporary_file() as sample_file:  # Download to a temporary file

           result = do_your_processing(sample_file.name)  # And process it

       self.send_task(Task(

           {"type": "sample", "stage": "analyzed"},

           payload={"parent": sample_resource, "sample": Resource("result-name", result)},

       ))  # Upload the result as a sample:

if __name__ == "__main__":

   MyFirstKarton.main()  # Start the karton service
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Real world karton pipeline
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Real-er world karton pipeline
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Q & A
https://github.com/CERT-Polska/

https://mwdb.readthedocs.io/

https://karton-core.readthedocs.io/en/latest/

https://malduck.readthedocs.io/

https://mwdb.cert.pl/

https://cert.pl/en/

michal.praszmo@cert.pl
info@cert.pl
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