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The China-aligned 
AitM club



The China-aligned AitM club, throwback to JSAC2024! ☺

PlushDaemon



LuoYu at JSAC2022 and Blackwood at JSAC2024



TheWizards at JSAC2024



Evasive Panda (aka StormBamboo)

https://www.volexity.com/blog/2024/08/02/stormbamboo-compromises-isp-
to-abuse-insecure-software-update-mechanisms/



PlushDaemon profile
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Victimology

Individuals Manufacturing 
and engineering

VPN service 
provider

Unknown 
organizations

IT departments, software development



Targeted AitM
Exploitation of 

Apache HTTP service
Supply chain 
compromise

Initial access and toolset



SlowStepper
(Windows and Android)

LittleDaemon
(downloader)

Initial access and toolset
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Supply chain 
compromise of IPany



About 
IPany

▪ VPN service by South Korean 
company MoNeTcom

▪ Corporate solutions also offered

▪ Infrastructure based in South 
Korea

▪ Why was it compromised? 



Victims of the supply chain compromise

an individual

an individual

Japan 

an individual

engineering and 
manufacturing 
company

China 

South Korea



What we observed in ESET telemetry

downloaded

https://ipany[.]kr/download/IPanyVPNsetup.zip

from

ZIP



What the users see…

IPanyVPNsetup.exe IPany.exe



SlowStepper deployment

   

   

svcghost.exe (process monitor)

assist.dll (archive)

NetNative.pkg (archive)

EncMgr.pkg (installer DLL)

BootstrapCache.pkg (config)

AutoMsg.dll (loader)

Legitimate, IPany components

IPanyVPNsetup.exe

msvcr100.dll (legitimate)

PerfWatson.exe (legitimate)

C:\Program Files (x86)\IPanyVPN

C:\Program Files (x86)\IPanyVPN\packages Contained by NetNative.pkg

FeatureFlag.pkg (SlowStepper DLL)

deploys

contains



AutoMsg.dll

   

loads

IPanyVPNsetup.exe

AutoMsg.dll
(loader)



AutoMsg.dll

   

loads

IPanyVPNsetup.exe

AutoMsg.dll
(loader)

Shellcode
(loader)decrypts

EncMgr.pkg
(installer DLL)



AutoMsg.dll

   

loads

IPanyVPNsetup.exe

AutoMsg.dll
(loader)

Shellcode
(loader)decrypts

kernel32.dllpatches ExitProcess
with jump to 

shellcode

EncMgr.pkg
(installer DLL)



AutoMsg.dll

   

loads

IPanyVPNsetup.exe

AutoMsg.dll
(loader)

Shellcode
(loader)

returns 
execution

decrypts

kernel32.dllpatches ExitProcess
with jump to 

shellcode

EncMgr.pkg
(installer DLL)



AutoMsg.dll

   

loads

IPanyVPNsetup.exe

AutoMsg.dll
(loader)

Shellcode
(loader)

returns 
execution

decrypts

kernel32.dll

ExitProcess 
jumps to

on exit calls 
ExitProcess

patches ExitProcess
with jump to 

shellcode

EncMgr.pkg
(installer DLL)



AutoMsg.dll

   

loads

IPanyVPNsetup.exe

AutoMsg.dll
(loader)

Shellcode
(loader)

EncMgr.pkg
(installer DLL)

returns 
execution

loads and 
executesdecrypts

kernel32.dll

ExitProcess 
jumps to

on exit calls 
ExitProcess

patches ExitProcess
with jump to 

shellcode



Was it inspired by the NSPX30 implant from Blackwood?



Installer and archive format

   

svcghost.exe (process 
monitor)

assist.dll (archive)

msvcr100.dll (legitimate)

PerfWatson.exe (legitimate)

NetNative.pkg



The hour of the ghost

svcghost.exeInstaller DLL

   

lregdll.dll
(loader)

monitors and 
executes

PerfWatson.exe

executes loads

loads

SlowStepper 
backdoor

   

establishes 
persistence



The hour of the daemon



About 
SlowStepper

▪ Developed in 2018, oldest known version (0.1.7) of 
the backdoor was seen in ESET telemetry in 2019
and it was compiled in 2019-01-31

▪ A “Lite” version (0.2.10) of the backdoor was used in 
the supply- chain compromise

▪ The more complete version we have observed in 
AitM attacks

▪ Differences in functionality provided via commands

▪ Latest known version of the backdoor is from 2024, 
version 0.2.12

Lite and full version



About 
SlowStepper

▪ Both Lite and full versions use a toolkit of around 
forty tools

▪ Tools developed in multiple languages:

▪ Largely Python, which include logs of bugfixes ☺

▪ Go

▪ C/C++

Toolkit





About 
SlowStepper

▪ Both Lite and full versions use a toolkit of around forty 
tools

▪ Tools developed in multiple languages:

▪ Largely Python, which include logs of bugfixes ☺

▪ Go

▪ C/C++

▪ Toolkit provides custom tools for cyberespionage:

▪ Collect data and steal cookies from many browsers, 
chat applications, VPN software

▪ Geolocation using several services

▪ Take camera photos and record the screen in videos

▪ Full remote control using RealVNC

▪ Reverse proxies

▪ And more!

Toolkit



About 
SlowStepper

▪ Developed in C++

▪ Extensive use of object-oriented programming in the 
C&C communication code

▪ Polymorphism and multi-inheritance make 
things difficult to understand (sometimes!)

▪ The Lite version has 59 different classes

▪ The developers were quite creative

Developed in C++, 
with extensive use of 

OOP



The SlowStepper 
backdoor



Obtaining C&C IP addresses via DNS TXT records

8.8.8.8
(Google)

114.114.114.114
(114dns.com)

223.5.5.5
(Alibaba)

Public DNS services

7051.gsm.360safe.company



Obtaining C&C IP addresses via DNS TXT records

&%QT%#/zZDmb4ATTVIxwHXPLGrj0FAOV7q+P/sMG109ooj5YKQs3XiHSjM3f+h9ok9XfQ1AJoX+C4UXZsDLVqCDhvxyw==

8.8.8.8
(Google)

114.114.114.114
(114dns.com)

223.5.5.5
(Alibaba)

Public DNS services



Decoding the TXT records

&%QT%# /zZDmb4ATTVIxwHXPLGrj0FAOV7q+P/sMG109ooj5YKQs3XiHSjM3f+h9ok9XfQ1AJoX+C4UXZsDLVqCDhvxyw==

Marker used for validation

The TXT is a base64-encoded AES-encrypted blob containing an array of 10 C&C IP addresses: 



Decoding the TXT records

&%QT%# /zZDmb4ATTVIxwHXPLGrj0FAOV7q+P/sMG109ooj5YKQs3XiHSjM3f+h9ok9XfQ1AJoX+C4UXZsDLVqCDhvxyw==

Marker used for validation

The TXT is a base64-encoded AES-encrypted blob containing an array of 10 C&C IP addresses: 

04 2F 4A 9F A6
04 2F 60 11 ED
04 08 82 57 C3
04 2F 6C A2 DA
04 2F 71 C8 12
04 2F 68 8A BE
04 78 18 C1 3A
04 CA BD 08 57
04 CA BD 08 45
04 CA BD 08 C1

after decoding 
and decryption



04 2F 4A 9F A6
04 2F 60 11 ED
04 08 82 57 C3
04 2F 6C A2 DA
04 2F 71 C8 12
04 2F 68 8A BE
04 78 18 C1 3A
04 CA BD 08 57
04 CA BD 08 45
04 CA BD 08 C1

Decoding the TXT records

&%QT%# /zZDmb4ATTVIxwHXPLGrj0FAOV7q+P/sMG109ooj5YKQs3XiHSjM3f+h9ok9XfQ1AJoX+C4UXZsDLVqCDhvxyw==

Marker used for validation

The TXT is a base64-encoded AES-encrypted blob containing an array of 10 C&C IP addresses: 

Data type identifier.
0x4 = IP address

C&C IP address.
Translates to 47.74.159.166

after decoding 
and decryption



Data identifier types



What happens if that fails? 
Use fallback domain and server!

Good old gethostbyname API to the rescue!



Many ways to 
control a daemon



Overview of the backdoor’s standard commands

Execute a module

Delete file

Uninstall

List files and drives

Download and execute file

Shell mode

Gather system information



Overview of the backdoor’s standard commands

Something 
unusual here

Execute a module

Delete file

Uninstall

List files and drives

Download and execute file

Shell mode

Gather system information



Overview of the backdoor’s standard commands



Command: “restart self”

Command: “gconfig set …”



Command highlight: pycall

   

SlowStepperC&C serverAttacker

downloads customized 
Python distribution

issues 
command 

“pycall
CollectInfo”

sends
command

gitcode.net/LetMeGo22/caffe…

Syntax: pycall
<modulename>



LetMeGo22 on gitcode.net – made private!



Malicious files were hidden in a fork of the “caffe” project

Original caffe from GitHubIt had three repos:



Customized python distros

Python

Lib

glib

dom

key.bin

pri.bin

<encrypted python modules>

runas.py

help.pyd

   

winxppy.org (Python 3.4)

   

winpy_no_rundll.org (Python 3.7)

   

win7py.org (Python 3.7)

Customized python distros

Toolkit components’ locations in the distros

https://gitcode[.]net/LetMeGo22/caffe/raw/master/
models/bvlc_mod/<package_name>



Obfuscated module names

MD5(“CollectInfo”)



SlowStepper

runas.py help.pyd

uses

pri.bin and key.bin
(keys)

cmd.exe

executes executes

executes uses

python.exe –m runas CollectInfo



SlowStepper

python.exe –m runas CollectInfo
runas.py help.pyd

uses

pri.bin and key.bin
(keys)

cmd.exe

executes executes

executes uses

a7ba857c30749bf4ad76c93de945f41b
(CollectInfo)

decrypts and 
executes



SlowStepper

python.exe –m runas CollectInfo runas.py help.pyd

uses

pri.bin and key.bin
(keys)

cmd.exe

executes executes

executes uses

a7ba857c30749bf4ad76c93de945f41b
(CollectInfo)

decrypts and 
executes

   

file_list.txt info.json

<random>zip (archive)

produces





SlowStepper

python.exe –m runas CollectInfo runas.py help.pyd

uses

pri.bin and key.bin
(keys)

cmd.exe

executes executes

executes uses

a7ba857c30749bf4ad76c93de945f41b
(CollectInfo)

decrypts and 
executes

   

file_list.txt info.json
produces

<random>zip (archive)

collects



PlushDaemon AitM 
attacks



Targeted applications

Tencent QQ Sogou Pinyin BaiduNetdisk Yuodao
Dictionary

WPS Office

Xunlei Thunder

WeChat



Analysis of one case in 2024 –
What we observed in ESET telemetry

WubiUp.exe
   

http://pro.cdn.ime.sogou.com
(45.76.147.158)

sogou_wubi_15.4.0.2508_0000.exe
(LittleDaemon)

SGDownload.exe
   

http://ime.sogou.com
(45.76.147.158)

popup_4.2.0.2246.dll
(LittleDaemon)

sent 
request

sent 
request

downloaded

downloaded

Sogou Pinyin



Potential DNS poisoning

▪ Passive DNS records do not 
show an association to any 
domains belonging to Sogou
Pinyin infrastructure

▪ Server exposed no HTTP 
services

▪ Is the traffic being redirected by 
DNS poisoning?

▪ Most likely yes!

ImeUtil.exe SGtool.exe

   

HTTP request to 
get.sogou.com

HTTP request to 
info.pinyin.sogou.com

45.76.147.158

Sogou Pinyin



LittleDaemon - downloader

119.136.153.0

ime.sogou.com/update
/updateInfo.bzp

mobads.baidu.com/update/
updateInfo.bzp

Downloads from

Resolved using gethostbyname or inet_addr APIs
(no trickery involved)



Conclusion



Conclusion
▪ PlushDaemon has been active since at least 2019

▪ Is aligned with China-interests, and it is well-resourced

▪ Uses a complex implant (SlowStepper) with an extensive toolkit

▪ Has access to codesigning certificates
▪ Their capabilities for adversary-in-the-middle 

▪ Appear to rely on redirecting traffic via DNS poisoning

▪ Does not shy away from conducting more riskier operations such as supply-
chain attack



www.eset.com | www.welivesecurity.com | @ESETresearch

どうもありがとうございます

Questions?
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