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RANSOMWARE’S 
SECRET TUNNEL

How Ransomware Groups 
Hijack ESXi and NAS 

for Covert Operations
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From 

220M 
USD industry 

in 2019

RISE OF RANSOMWARE
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To 

1.1BN 
USD industry 

in 2023

$905M
$983M

$567M

Total value received by ransomware attackers 
2019 – 2023

MAIN FOCUS 
OF THE 

SECURITY 
INDUSTRY

Chainanalysis
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TYPICAL TIMELINE OF A RANSOMWARE
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INITIAL ACCESS BROKER RANSOMWARE OPERATOR

Full Environment Compromise

1-3 weeks

Initial infiltration Persistency Exfiltration Encryption
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EDR RANSOMWARE DETECTION
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TYPICAL TIMELINE OF A RANSOMWARE
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INITIAL ACCESS BROKER RANSOMWARE OPERATOR

Full Environment Compromise

1-3 weeks

Exfiltration EncryptionInitial infiltration Persistency

EDR 
Detection



Unmonitored asset

Usually long uptime

Stores high volumes of data

Target for exfiltration 
and encryption

7

NAS DEVICES IN RANSOMWARE
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ESXI SERVERS IN RANSOMWARE
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Unmonitored asset

Usually long uptime

Exfiltration of VMDK files

Encryption of VMDK files 
and disruption to operations
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BACKDOORING FROM THE UN-MONITORED TERRITORY

ESXi and NAS devices 
are un-monitored 

Stealthy backdoor! Question: When a target initiates incident response procedures, 
what steps do you take to avoid detection or removal? Can you 
share examples of successful evasion tactics you’ve employed 
during active incident responses?

espe0n: I usually try to hide in places where they don’t touch it, 
like the shell on qnap servers because they usually only touch the 
web interface and not the shell, or the esxi/vcenter shell because 
they usually think we’re on a worker’s computer or something

I’ve had a company shut down the entire sector because the edr 
beeped, but there was no edr on the NAS, so I was able to keep the 
company logged in for a long time, until it ended up locking down.

https://osint10x.com/threat-actor-interview-spotlighting-on-
espe0n-a-ransom-hub-affiliate-and-contributor-to-quilin-lockbit-3-
0-and-more/
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PERSISTENCY-LESS PERSISTENCY
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ESXi and NAS devices have very long uptimes

Malwares don’t need to survive reboot, to achieve the goal of persistency.



BACKDOORING ESXI AND NAS



In some versions of QNAP and Synology NAS, 
SSH Can be enabled from the web portal

Linux OS
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NAS DEVICES BACKDOORS
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Deployment of any Linux malware is trivial

Chisel tunneller seen in the wild 
to backdoor Synology NAS
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SYNOLOGY NAS BACKDOORED
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SYNOLOGY NAS BACKDOORED
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SYNOLOGY NAS BACKDOORED
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ESXI BACKDOORS
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SSH can be enabled from the Web Console / VCenter

ESXi runs a proprietary OS

How can it be backdoored?

› Compile Malware for ESXi

› Run a Python based malware

› Backdoor the ESXi based on existing binaries.



17

ESXI SSH TUNNEL
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Remote port-forwarding with native SSH for SOCKS tunneling

Execution of additional SSHD for persistency when SSH is disabled from console

Enabling outbound SSH traffic

› ESXi ‘Networking – Firewall rules’ page

› ‘esxcli network firewall’ Command via CLI
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SSH TUNNELING DIAGRAM
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TA connects to 
tunnel via C&C

2
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Tunneled 
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ESXi 
Additional

Hosts

3 4

C&C

Creation of 
SSH tunnel

1



19

ENABLE SSH FROM CONSOLE
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DISABLE FIREWALL
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EXECUTE SSH TUNNEL
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RDP THROUGH TUNNEL
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Video



SO HOW TO DEFEND AGAINST IT?
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TRIAGING NAS AND ESXI DEVICES
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INITIAL ACCESS BROKER

Initial infiltration Persistency

EDR 
Detection

NAS ESXi
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TRIAGING NAS AND ESXI DEVICES
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Enabling of SSH.

Authentications to the devices. 

Network wide search for authentications from unusual devices. 

› And specifically, the ESXi and NAS Devices.

Processes and commands executed on the devices.

Network traffic from these devices to external IP addresses.

New file creation.
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NAS VISIBILITY BREAKDOWN
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Attack Stage Data Sources Category

SSH connection to the device Local Authentication logs

SSH tunnel connections Network Connections 
Running Processes

Active Processes Running Processes

Command executions Running Processes
Command history

Backdoor creations File system information
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LOGS AND ARTEFACTS - NAS DEVICES
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Category Data Source

Local Authentications

‘/var/log/auth.log’ log file
‘/var/log/secure’ log file
‘/var/log/WTMP’ log file
‘/var/log/BTMP’ log file
‘/var/log/UTMP’ log file
Journalctl utility (‘/var/log/journal/’ log directory)
‘who -a’ command (active users)

Command history ‘.bash_history’ (do not discriminate other shells)
‘/var/log/bash_history.log’ (synology NAS)

Running Processes ‘ps axwwSo’ command

Network connections ‘netstat -anp’ command

File system information ‘ls -laR /’ command

/var/log/WTMP‘netstat –anp’
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ESXI DEVICES VISIBILITY BREAKDOWN
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Attack Stage Data Sources Category

Authentication onto ESXi 
web console ESXi Application logs

Enabling of SSH access for ESXi
on web console ESXi Application logs

Manipulation of firewall rules
ESXi Application logs
Firewall configuration
Network connections

Authentication onto ESXi ESXi Application logs

SSH tunnel execution Network connections
Command history 

Manipulation of user accounts ESXi Application logs
Users and Permissions
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LOGS AND ARTEFACTS - ESXI
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Category Data Source

ESXi Application logs

‘/var/log/auth.log’ log file
‘/var/log/shell.log’ log file
‘/var/log/vobd.log’ log file
‘/var/log/hostd.log’ log file

Command history ‘.ash_history’ log file

Processes ‘esxcli system process list’ command

Network connections ‘esxcli network ip connection list’ command

File system information ‘find /etc -print0 | xargs -0 stat’ command

Firewall configuration
‘esxcli network firewall get’ command
‘esxcli network firewall ruleset list’ command
‘esxcli network firewall ruleset rule list’ command

Users and Permissions ‘esxcli system account list’ command
‘esxcli system permission list’ command

‘esxcli network ip 
connection list’

‘esxcli system process list’
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SETTING UP MONITORING 
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SIEM

NAS

ESXi

NAS devices - > Linux Log forwarding (e.g. rsyslog)

ESXi servers -> Syslog forwarding
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SETTING UP ESXI SYSLOG FORWARDING
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1. Setting of remote server

› esxcli system syslog config set –loghost=’<remote_host>’

2. Load new configuration

› esxcli system syslog reload

3. Allowing syslog traffic through the firewall

› esxcli network firewall ruleset 
set --ruleset-id=syslog --enabled=true 
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KEY TAKEAWAYS
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ESXi and NAS should be investigated as part of 
your incident response plan

ESXi and NAS devices are no longer just targets for 
encryption and exfiltration

› Observed to be used in lateral movement phase

› They are usually un-monitored assets and have 
long uptimes → allows for stealthy persistence  

Monitoring of ESXi and NAS will improve visibility 
of attack vectors through them.
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DETAILED BLOG POST
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https://www.sygnia.co/blog/esxi-ransomware-
ssh-tunneling-defense-strategies



THANK YOU
ありがとう
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