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How Ransomware Groups 
Hijack ESXi and NAS 

for Covert Operations
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From 

220M 
USD industry 

in 2019

RISE OF RANSOMWARE

Ü ! ± â ¹ ¯ Ĉ ! Ü N ʴ â  â N ? Ü N ë  ë ñ ± ± N §   ˳   ɾ ɾ  ¢ ! ±  ɾ ɼ ɾ ʁ

To 

1.1BN 
USD industry 

in 2023

$905M
$983M

$567M

Total value received by ransomware attackers 
2019 ¶ 2023

MAIN FOCUS 
OF THE 

SECURITY 
INDUSTRY

Chainanalysis
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TYPICAL TIMELINE OF A RANSOMWARE
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INITIAL ACCESS BROKER RANSOMWARE OPERATOR

Full Environment Compromise

1-3 weeks

Initial infiltration Persistency Exfiltration Encryption
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EDR RANSOMWARE DETECTION
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TYPICAL TIMELINE OF A RANSOMWARE
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INITIAL ACCESS BROKER RANSOMWARE OPERATOR

Full Environment Compromise

1-3 weeks

Exfiltration EncryptionInitial infiltration Persistency

EDR 
Detection



Unmonitored asset

Usually long uptime

Stores high volumes of data

Target for exfiltration 
and encryption
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NAS DEVICES IN RANSOMWARE
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ESXI SERVERS IN RANSOMWARE
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Unmonitored asset

Usually long uptime

Exfiltration of VMDK files

Encryption of VMDK files 
and disruption to operations
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BACKDOORING FROM THE UN-MONITORED TERRITORY

ESXi and NAS devices 
are un-monitored 

Stealthy backdoor! Question: When a target initiates incident response procedures, 
what steps do you take to avoid detection or removal? Can you 
MB;L? ?R;GJF?M I@ MO==?MM@OF ?P;MCIH N;=NC=M SIO»P? ?GJFIS?>
during active incident responses?

espe0n: I usually try NI BC>? CH JF;=?M QB?L? NB?S >IH»N NIO=B CN¬
like the shell on qnap  servers because they usually only touch the 
web interface and not the shell, or the esxi /vcenter  shell because 
NB?S OMO;FFS NBCHE Q?»L? IH ; QILE?L»M =IGJON?L IL MIG?NBCHA

)»P? B;> ; =IGJ;HS MBON >IQH NB? ?HNCL? M?=NIL <?=;OM? NB?edr  
beeped, but there was no edr  on the NAS , so I was able to keep the 
company logged in for a long time, until it ended up locking down.

https://osint10x.com/threat -actor -interview -spotlighting -on-
espe0n -a-ransom -hub-affiliate -and-contributor -to -quilin -lockbit -3-
0 -and-more/
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PERSISTENCY-LESS PERSISTENCY

Ü ! ± â ¹ ¯ Ĉ ! Ü N ʴ â  â N ? Ü N ë  ë ñ ± ± N §   ˳   ɾ ɾ  ¢ ! ±  ɾ ɼ ɾ ʁ

ESXi and NAS devices have very long uptimes

-;FQ;L?M >IH»N H??> NI MOLPCP? L?<IIN¬ NI ;=BC?P? NB? AI;F I@ J?LMCMN?H=S­



BACKDOORING ESXI AND NAS



In some versions of QNAP and Synology NAS, 
SSH Can be enabled from the web portal

Linux OS
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NAS DEVICES BACKDOORS
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Deployment of any Linux malware is trivial

Chisel tunneller seen in the wild 
to backdoor Synology NAS
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SYNOLOGY NAS BACKDOORED
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SYNOLOGY NAS BACKDOORED
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SYNOLOGY NAS BACKDOORED
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ESXI BACKDOORS
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SSH can be enabled from the Web Console / VCenter

ESXi runs a proprietary OS

How can it be backdoored?

ü Compile Malware for ESXi

ü Run a Python based malware

ü Backdoor the ESXi based on existing binaries.
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ESXI SSH TUNNEL
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Remote port -forwarding with native SSH for SOCKS tunneling

Execution of additional SSHD for persistency when SSH is disabled from console

Enabling outbound SSH traffic

ü ESXi º.?NQILECHA¶ &CL?Q;FF LOF?M» J;A?

ü ºesxcli  H?NQILE @CL?Q;FF» #IGG;H> PC; #,)
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SSH TUNNELING DIAGRAM

Ü ! ± â ¹ ¯ Ĉ ! Ü N ʴ â  â N ? Ü N ë  ë ñ ± ± N §   ˳   ɾ ɾ  ¢ ! ±  ɾ ɼ ɾ ʁ

TA connects to 
tunnel via C&C
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ENABLE SSH FROM CONSOLE
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DISABLE FIREWALL
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EXECUTE SSH TUNNEL
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RDP THROUGH TUNNEL
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Video



SO HOW TO DEFEND AGAINST IT?


