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Phishing as a Service (PhaaS)

• Various services have emerged to assist in cybercrime. (as a Service)

• Phishing scams are no different, and Phishing as a Service exists to assist in 

phishing scams.

• Offered on the Dark Web, Telegram, etc.

• Lowering technical hurdles makes phishing scams easier to commit.
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Phishing Site Examples
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Phishing Site Examples
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https://urlscan.io/result/55aca38e-392c-4f33-a27c-dabd32063f27/

Phishing Site Analysis (Case 1)
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Case 1

• /config/setting.js : Setting up phishing sites.

• /js/infra.js : WebSocket processing, Cloaking process, and Config acquisition 

process.

• /config/app.js, /js/utils.js, /js/common.js : Processing related to phishing 

content.
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/config/setting.js

• Setting up phishing sites.

• serviceUrl → Involved in information 

stealing, cloaking, and other phishing 

site behaviors.
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/js/infra.js

• Cloaking process using UAParser.js.

• Device Type

• Bot Detection

https://github.com/faisalman/ua-parser-js
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Functions using serviceUrl

• serviceUrl + /app-api/pw/config/list : Get configuration list.

• serviceUrl + /app-api/pw/cvv/create : Create data.

• serviceUrl + /app-api/pw/cvv/update : Update data.

• serviceUrl + /app-api/pw/cvv/get : Get data.



© NTT Communications Corporation All Rights Reserved. 14

/js/infra.js

• Stores configKey and its corresponding value 

in sessionStorage.

serviceUrl + /app-api/pw/config/list



© NTT Communications Corporation All Rights Reserved. 15

/js/common.js

• Update stolen data.

serviceUrl + /app-api/pw/cvv/update

• Get stolen data.

serviceUrl + /app-api/pw/cvv/get
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https://urlscan.io/result/b9316674-3872-4eb8-be7d-a34b4425a1cd/

Phishing Site Analysis (Case 2)
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Case 2

• /config/setting.js : Setting up phishing sites.

• /js/infra.js : WebSocket processing, Cloaking process, and Config acquisition 

process.

• /config/app.js : Processing related to phishing content.
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/config/setting.js

• Setting up phishing sites.

• serviceUrl → Involved in information 

stealing, cloaking, and other phishing 

site behaviors.

• More items can be set compared to 

Case 1.
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Functions using serviceUrl

Verify IP address in combination with local storage.

• serviceUrl + /click/queryIpClick : Refer to the number of accesses for the source 

IP address.

• serviceUrl + /click/updatePower : When the number of accesses per source IP 

address reaches the number set in /config/setting.js, set the value of power to 1 

and redirect to the legitimate site.

• serviceUrl + /click/addClick : Count the number of accesses for each source IP 

address.
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Functions using serviceUrl

Add or update stolen data.

• serviceUrl + /cvv-tb/addOrUpdateCvvTb : Check if the data is new.

• serviceUrl + /cvv-tb/queryById?id= : Update existing data.
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/js/infra.js

• When the cloaking process is executed, 

/click/queryIpClick is used to reference 

the “power” and “count” values from 

the following data.



© NTT Communications Corporation All Rights Reserved. 22

/js/infra.js

• If the value of “power” is set to 1, it 

redirects to the legitimate site set in 

/config/setting.js.

• After that, the phishing site will no 

longer be displayed when accessed from 

the target IP address.
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/config/app.js

• Use /cvv-tb/addOrUpdateCvvvTb to check if data exists.

• When updating an existing data, specify in /cvv-tb/queryById.
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Comparison with other Phishing as a Service

The mechanism for checking the number of accesses, shown in the previous slides, 

can also be found on the Chenlun (aka Sinkinto01) phishing site.

※ Chenlun (aka Sinkinto01) operates a service that allows users to rent phishing 

sites on Telegram.

https://www.domaintools.com/resources/blog/merry-phishmas-beware-us-postal-service-phishing-during-the-holidays/

https://www.domaintools.com/resources/blog/new-developments-usps-smishing-attacks/
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Building a Phishing Sites

Within the community, there are instructions on how to build an 

environment using scripts.
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Building a Phishing Sites

• deploy.sh : Build environment and download/run other scripts.

• clean.sh : Environment deletion.

• $DIR/docker-compose.yml : Configuring Docker Compose.

• $DIR/deploy.sh : Display menu screen, run other scripts.

• $DIR/install.sh : docker-compose up.

• $DIR/reinstall.sh : Environment Reconstruction.

• $DIR/domain.sh : Domain settings such as serviceURL and admin panel URL.

• $DIR/update.sh : File Update.

• $DIR/stop.sh : docker-compose down.

• $DIR/nginx.conf : nginx configuration file.

• $DIR/setting.js : Phishing site configuration file.

• $DIR/urlConfig.js : Background side configuration file.
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Building a Phishing Sites

Settings for each target brand.

• jp-aeon.sh : AEON Card

• jp-amazon.sh : Amazon

• jp-jcb.sh : JCB

• jp-smbc.sh : SMBC Vpass

• jp-tepco.sh : TEPCO

• etc.
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IOK (Indicator Of Kit)

• Open source detection language for 

phishing site techniques, kits, and 

threat actors.

• Based on Sigma, a simple detection 

rules language.

https://github.com/phish-report/IOK
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Two Phishers Detection & Hunting Rule
title: Two Phishers Phishing Kit Detection

description: |

    Detect phishing sites that contain two distinctive

    files named "/config/setting.js" and "/js/infra.js".

    These files are indicative of a phishing kit developed

    by Phishing as a Service.

references:

  - https://urlscan.io/result/55aca38e-392c-4f33-a27c-dabd32063f27/

  - https://urlscan.io/result/b9316674-3872-4eb8-be7d-a34b4425a1cd/

detection:

    settingjs:

        requests|contains: '/config/setting.js'

    infrajs:

        requests|contains: '/js/infra.js'

    condition: settingjs and infrajs

Request contains the following files.

• /config/setting.js

• /js/infra.js
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Conclusion

• Observed instances of different attackers acting as if they were the same person.

• Cooperation, or may be operated by the same attacker.

• Analysis of the phishing site revealed some technical similarities with other 

attackers.

• Analyzing the tools used to build the environment helped us understand how it 

was built.
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Thank you for your attention!
Your comments & feedbacks are always welcome!

Email : ic-na4sec@ntt.com
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Appendix

Phishing Site Examples

• Rakuten Card

https://urlscan.io/result/55aca38e-392c-4f33-a27c-dabd32063f27/

• SAISON Card

https://urlscan.io/result/cf974ec9-aa9c-45d7-a546-66563dacd504/

• AEON Card

https://urlscan.io/result/41f74cde-f6ac-43a8-876b-3541784a3c62/

• EPOS Card

https://urlscan.io/result/71bcc555-f53e-4430-8943-1b532a4f141c/
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Appendix

• SMBC Vpass

https://urlscan.io/result/b9316674-3872-4eb8-be7d-a34b4425a1cd/

• JCB

https://urlscan.io/result/fd1a8100-8c76-4f59-b905-1074c36494b0/

• Amazon

https://urlscan.io/result/39a293dc-12bd-4229-96c2-d00bd14a71d4/

• TEPCO

https://urlscan.io/result/88c97fa9-e38e-43d2-8137-4849d7067ba8/
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Appendix

• mercari

https://urlscan.io/result/c0680dda-ed15-4123-89da-b85cb4ec65fc/

• Apple

https://urlscan.io/result/e053c999-69ef-4ef7-a105-c5bef401a42f/

urlscan search query

• filename:"/config/setting.js" AND filename:"/js/infra.js"
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