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You can change this later from Settings = E"J RB-FF x0T ey
Apps & notifications
tg #szmrzvs HEYE >
o .%,J HEAvb—UFLod FIEEE >

Set BALALF AT+ asyour
default SMS app?

0 Mi'!i!ii.l-:il"i

BALALFI )Ty

®@%e
0 o
[« e = |
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KeepSpy

C2 A a (C2 B IP ) 0
8 B rarpoy x | +
© » C o 0 1270010081/ ¢ Mows BTA16421 oddd 4153 5406 83bedGa5T(8)/ response
- Stant Options ‘ Flow A
cC. @ v B 7 < D > x
Replay Duplicate Revert Delete Marky  Download Exporty  Resume  Abort
Flow Modihcaticn Epont e rsrplon .
~ Path Method Status Size Time | Request  Response | Connection  Timing
[ ioo0ssssernoossas o
% mtalk google.com A = 64.233.187.188, 64.233.187.188, 64 233.187.188  QUERY NOE-- 12b  Sms Server:nginx
22| donaldsonmolly93.github.io A = 185.199.110,153, 185.199.110.153, 185.1 - QUERY NOE~  48b Ims O3te:Mon, 10 Jun 2624 04:25:48 GHT
proony Content-Type: text/htal
siltsb6 duckdns.org A = 205,185,124 68, 205.185.124.68, 205.185.12468  QUERY NOE- 12b 187ms

53] hrp://104.255.152 61:7775/ ws 101 L6kb 18min| Connection: keep-alive

@hmm.wmpnasunm 216.58.220.106, 216.5 QUERY NOE-- 192b 55 ETag: "660e37el-2¢"

g infinitedata-pa.googleapis.com A = 172.217.31.170, 172.217.31.170, 172.2 -~ QUERY  NOE: 1926 .55 Accept-Ranges:bytes

gmwwmmmam.m.m. 64.233.187.188,64.233.187.188  QUERY NOE - 126 2ms M

gmmma-u.googmpmomm 142.251.222.10, 142.251.222.10, 142.2--QUERY NOE: 1926 -Ss
| ] infinitedata-pa googleapis com A= 142 251222 42, 142251 222 42, 142 3~ QUERY NOE- _ 192b 5

Content-Length: 44
Last-Modified: Thu, 84 Apr 2024 05:17:21 GMT

MIZWHO (3 5R1T
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C2 B IP

A Base64 AES C2 A 0 C2 B IP 0
A a A

(@]
=

public static String gjgbrbweff(String str) {
try {

byte[] decode = Basef4.decode(str, 2); Z Baseb64
Cipher cipher = Cipher.getInstance(f4411lbkrdrfezfl); Z° AES/ ECB/ PKCS5P4dd Qj i n g° (
string strl = f4412dwygyiog; Z° ap Yy a 8 2 az7r)eN3A°(
string strd = f44lbwxyvgvzr; 70 Q © (
int length = str2.length();
if (length = 16) {

StringBuilder sb = mnew S5tringBuilder();

sh.append(str2);

for (int i = 0; i = 16 - length; i++) {

sb.append(str3);

}
str2 = sb.toString();

}
Charset charset = f4413fwpstitn;
cipher.init(2, new SecretKeySpec(str2.getBytes(charset), f4415hepjaxvtj));
return new |String(cipher.doFinal(decode), charset); | Z:T A
} catch (Exception e) {
e.printStackTrace();
String str4 = f4414gjqbrbweff;
Log.e(strd, strd + e);
return null;

}
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C2 B IP

CyberChef

Recipe

From Base&d

Alphabet
A-Za-zB-9+/=

[] strict mode

AES Decrypt

Key

apYyaBZaz/rgelN3A

Mode

ECB

MIZWHO (3 5R1T

PRV

UTF8 =

Input
Raw

S ]
Q

Remove non-alphabet chars

Q
A" HEX ~

Clutput
Raw

Input

ngHMLusEGNBiV3+yu?TUc1CDEptEDyuIquVlEmBQA%

II|
=

pmc 24

Output

184.255.152.61:7775
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KeepSpy

C2 B(http[:]//104.255.152[.161:7775/) websocket A~ A C2 B e
— R B — ) i
Path Method Status Size Time | Request  Response w.ms;u:ml Connection  Timing
)] 10.00.:53824 » 100053853 Tep S 9MS \yoco pot
Iﬂ mialk.google.com A = 64.233. 157, 188, £4.233. 187188, 64.233. 187188 QUERY MOE--- 1 Sms
. 237 Mesiages
@M.ﬁihﬂhhh- 185.195.110.153, 185.199,110.153, 185.1-- QUERY MOE--- 48b  1ms + — )
5 sltsbb.duckdns.org A = 205.185.124.68, 205.185.124.68, 205.185.12468  QUERY NOE-- 13t 187ms | mp¥menl|+15555215554 | sdk_gphone_xB8_64|wifi|A-M-0-0al82FB0000aD0edTd10e0eadc BOCSE5
<3 hitp://siltshé.duckdns.org/ GET 200 4b  1ls s I
hunﬂmmmm:mﬂ o -~ 1.8kh ml COP0000000 o5 bT B3 @8 DT B3 28 TO BD Be 8T 0 ..., Sping
ea | Infinitedata-pa.googleapis com A= 216.58.220.106, 216.58.220.106, 216.5 - QUERY NOE--- 192b S8
: . HO24-06- 10 S4-26:00 315
Iﬂ infinitedata-pa.googleapis.com A= ITL2IT.ILAT0, 1TL2ITIL1TO0, 1722 QUERY MOE--- 193 =5%
L pang
gmmn-ﬂmmmmnm.mmmulm QUERY NOE--- 126  2ms
@ infinitedata-pa. googleapis.com A= 5 |* HH-E-10IELLLTE
iﬁhhﬂuﬂmw.wk 5y | POWON0 WS BF BTG LTRIZE TO GO G0 6T ... Sping
gndpdu.du:mmmm.uj_m 12b 1T2ms |+ 2024-06- 10 04-26:12. 184
@ hittp://Odjedia.duckdns.org /404 htn. 1s/| Pe™
:‘H hittp:ff0d jedia duckdng. ong 404 htm| GET 403 146b 930ms | 4 000610 043631193
Eh&pfﬂdﬁ;ﬂwﬂmﬂnl GET 403 1465 ls | 000000090 o5 bf B3 o8 b7 b3 26 TO B0 Be 67 ..., Eping
2% infinitedata pa googleapis.com A= 142.251.42.170, 142 251.42.170, 1422 QUERY NOE-- o s | R ———
iﬂ infinitedata-pa. googhtapis.com A = 142.251.42.138, 142.251.42.138, 142.2--QUERY NOE-- 1926 55| pong
, & H024-06- 10 §4-26:31 206/
@mm.mﬂnzmm.m 14235141138, 143.2--QUERY NOE--- 153 =55 25 bF B3 of b7 53 28 T8 45 G &7

ﬁ A —— e -
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&open

&close
T &

T & SMS
A A & A
A & A

1 0&
1 & /1

MIZWHO (3 5R1T
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KeepSpy C2 B

Censys2Z 24

7775 JIT76,7777,7778,7779 7775~7779
°HP Http Sefilver OK?®°

z 7776~7779

CEHSQS Q Hosts v | #% | 104.255.152.61

104.255.152.61

As of: Dee 11, 2024 9:36am UTC | Latest

= Summary ‘D History [@& WHOIS §§ Explore

Basic Information
Routing 104.255.152.0/24 via NETMINDERS, CA (AS7040)
0S Microsoft Windows

Services (17) 135/DCERPC, 137/NETBIOS, 139/NETBIOS, 445/SMB, 5985/WINRM, 7775/HTTR
FITO/HTTRE 7777/HTTR 7778/HTTE 7779/HTTE 23039/UNKNOWN, 47001/HTTRE
49664/DCERPC, 49665/DCERPC, 49666/DCERPC, 49667/DCERPC, 49668/DCERPC

Labels ( FILE SHARING

Zhttps:// search. censys. i

MIZWHO (3 5R1T

o/ hos

HTTP /7/75/TCP

Details
http://104.255.152.61:7775/

Status 200 HP Htip Server OK

HTTP 7776/TCP

Details
http://104.255.152.61:7776/

Status 200 HP Htip Server OK

HTTP 7777/TCP

Details
hitp://104.255.152.61:7777/

Status 200 HP Http Server OK

HTTP /7/7/8/TCP

Details
http://104.255.152.61:7778/

Status 200 HP Http Server OK

HTTP 7779/TCP

Details
http://104.255.152.61:7779/

Status 200 HP Http Server OK

s/ 104, 255, 152,61
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SMS

C2 B 47 A
C2 B SMS

y C2

~
n

B SMS

Jedms

1

websocket 4~

Qi

MIZWHO (3 5R1T

Power Automate
Teams

C2
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C2 B SMS e
1M 1~2A = 7775~7779 5 SMS o

1127( X)) SMS K

https://t.co/n8 rA9 fHnWA

URL
Teams,, (C2 YK

ZX JER|LEBETHRANESEITICET R, FHIEI55 |R-F7775)
#EURL : https://t.co/n8rASfHNWA I_,Eft:; . https://liveidc.net/

BEESET 1 09C 090 090 72

O A d A A AR
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SMS ( )

A K 2024/06/19 ~2024/12/11
A K 7775~7779 5
A

A NV K6:00~7:00 or17:00~18:00

A VWK14:00 15:00 ) "
A

A SMS N A 6

A NV K1 1" N 7

A WK 21 114 A K

NV SMS N 7 i SMS N A

300 100

90
80

200 70
60

150 50
40

100 20
50 20

I [ ° I 1.
" - = R = _ m I =« B B _ N [ ] |

0 0
LSS S MQQ Qobgo Qo 00 SRS EO RO RS RO RS IS SO [xgo QQ(OQQ/\ S 00 000 RS QQ RS QQ SELSS P
SN o *»*»”00\?"3’*»@\’,\\‘3’*9')9%@’?’ NS o DGO RN TR DTN TR DA AV A

250
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SMS ( )

A SMS
A AHK 1~2

A NA Kn1 ANA

(4

| 2

A N KN4 NA /l
A URLK URL 9

SMS

URL NANATY

URL 14 )

MIZWHO (3 5R1T

ysl88.com
p( e Potentially Malicious
Task URL: t.co
Page URL: ysl88.com

ysI88.com
X
Task URL: t.co
Page URL: ysl88.com
- 12/12( K

Potentially Malicious

URL

ysl88.com
. Potentially Malicious
Task URL: t.co
Page URL: ysl88.com
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o Io Do Io

MIZWHO (3 5R1T

K BP1(SMS
K 2024/4~ 2024/10
KJC3

N4 )
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BP1 (
A N~ K BP1 FQDNY
A {4 (4 0 )
A N UFJ
A
A 2024 J 44 O8A 5,000 FQDN 9
4 (FQDN ) 5 6 7 8 9 10
1 2 UFJOA (4862) |2 UFJOA (4198) |2 UFJOA (4442) |2 UFJOA (5331) |2 UFJDA (1678) |2  UFJOA (613) D A688)
2 docomo (1226) docomo (2663) 0O A(1884) TEPCO(53) 9 DA (1074) O A (16) 2 UFJO A (610)
3 KDDI(617) TEPCO(33) docomo (1076) 10 (5 D A971) D A8) * DA (135)
4 TEPCO(12) D A263) D A2) 4 DA (507) TEPCO(8) DA (7)
5 2 D A (58) DA (1) A7 D N417) DA (2) TEPCO(4)
6 2 (28) DA (1) 2 DA (233) DA (2)
7 TEPCO(5) D {189)
8 (106)
9 TEPCO(33)
10 JCB(2)
1 6717 6894 7756 5393 5210 647 1446

MIZWHO (3 5R1T
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AAD |73 71 102

MIZWHO (3 5R1T

123 121 178
A J AAD
A FQDNY
A J 4 A FQDNY i [
A 44 ~8 4 K CN [subdomain].duckdns.org J
A 94 ~10 4 K CN [subdomain].duckdns.org J
200
180
160
140
120
100
o L
60
40
20
0
44 54 64 74 84 94 104
M duckdns.org ™ other
BP1 4 A y 4 A (2luckdns D 4)
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BP1

A J 4 A FQDNY i [
A CN [subdomain].duckdns.org J SAN Subject Alternative Name
Certificate:
Data: X589v3 Subject Alternative Name:

Serial Number:

Version: 3 (8x2)

DNS:BBgfezzs.duckdns.org
DNS:Biry18.duckdns.org

3:68:05:14:83:68:d6:3a:08:35:87:47:4a:5a:1c:9b:ea:ba DNS:81kx9b.duckdns.org SAN FQDN
Signature Algorithm: sha256WithRSAEncryption DNS :B8ougf4g.duckdns.org
Issuer: (CAID: 295815 DNS:13tfxab.duckdns.org 100
commonMame = R11 DNS:1c65z8.duckdns.org
organizationName = Let's Encrypt DNS :1cs6rBow.duckdns.org
countryName = US DNS:1kd4tBew.duckdns.org
Validity (Expired) DNS:2c6fwj7x3.duckdns.org
Not Before: Jul 31 28:24:58 2824 GMT DNS:EEESEﬁu.ducdeS-GFQ
Not After : Oct 29 28:24:49 2824 GMT DNS:387ebrudp.duckdns.org
Subject: DNS:3602rsez8.duckdns.org
commonName = 3B87ebrudp.duckdns.org DNS:378vnxbx.duckdns.org
K 2024 -07-31 4 A y
DuckDNS 1 44 ~8A 0 A J 9 A FQDNY g

MIZWHO 3;9(3 3R17
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CT

A
A DuckDNS i G
A J AN 4
A J  SAN
A
A CT 1 BP1
A 24
A SAN FQDNY 20Y A
A Issuer OrganizationName
A CN *.duckdns.org
A
A 4 8 duckdns.org
A9 10 duckdns.org

MIZWHO (3 5R1T

SAN

FQDN

FQDN

Let

S

Encrypt

4 A

(BP1 A
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4 5 Summary

4 _Summary

A KeepSpy R T O R

A ] | .7 U SMST . T pMAUNTX TP MV YN AT 0 i
NMTOJdA X 1

ASMSZ_ TP MnMY A DAY VYJdNYNNT A URL)™ A° |

e

S5 _Summary

A J MT VY dNNT A Y

A 4 Nnd 1 7~ dAYH”

A 20244 44 ~84" 547 DuckDNSY TN TR i 4AN . Nnd U T SANT Y
FQDNX R T |

Ay "7 97 CT4ND. M VY dNNT A b x NG|
A 20244 94 ~104" O 4" duckdnsorg” 147 dx
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Anytime
Anywhere

For everyone

ul

0

The Fastest

y

Defendforward

nA
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The Fastest LTM
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The Fastest LTM

&fa#E: fake sms

- FyRIICHEED
keepspy:EEFH

.—& fake sms 6/22 17:10

IHTFRITIEEHROOEDES|ICHIEELHERICOVNT, BEEBEWEAL LIFEXT, (K—-~7779)
hxxps://3vdl430f.duckdns.Jorg/

e
@
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LTM -

T8I10F '—’ C -

.
- |
8mt eq?E
Y mo6 mO /1
> — ®
J
& >
[ ]
Ciﬁ

-

Yy 8YEMOYi Yqg
6 4
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LTM

A\ c2 -
— fhttp:} URL SMS =
>~ ) r
—®
I ) “
SMS
\ J
|
0 A T A
y s 0 A
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Anytime Anywhere -

A ) 24/365 i

==

n AT IFRIT BEX

AT FERIT @isnic
webibmizuhobanks.is on hold

8 ©

yako(mizuho)

Registration
Certificate

webibmizuhobanks.is

Domain: webibmizuhobanks.is
(This domain is on hold)
Country: FR
Registered: 1. November 2023
Expires on: 1. November 2024

C®s

Last change: 1. November 2023
DNSSEC:

[x}
Not signed

Contacts:
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Anytime Anywhere
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Anytime Anywhere
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Anytime Anywhere —

D xE e

T urlscan.io 1 K

APl 1 Pro 6
@ m=Tr

1 a 0 k

@ rm=

urlscan.io A /

urlscan.io Malicious A GSB i
@ +#EKX

urlscan.io API 0

0 40 / 0 K

@ rm=

A00 7 T d
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Anytime Anywhere —

'7\75%@%
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Anytime Anywhere —

a8 Al &L

a8 @)l Bk
‘00
N

@ n=Fr
o9

@ "ma
E ADNA

a8 )l Bk
~
8

MIZWHO (3 5R1T

IN

Q«

Qi

Ci:

(¢]

AURL

I\

A N
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Anytime Anywhere
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Teams(Forms)
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Power Automate
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For everyone

f®predator R
| R hiroyuki.yako ~

.1 Detail < Reload

Management board

215 215 46 0 46

Total number of case Total unsupported number Number of registrations this month Number of cases handled Unsupported number

I | = /A/8 Meta Da

@ Stats Page 2 Import File @ @ @ @
Y Target v Y Reported by v

Actor Target Abuse Tasks Status

[ @ Bulk Create ] +h Progress Bar ] [ © New Case

Capture First seen Target Status Reported by

WWW-UC-C0.99KwzZ.com 2024/11/29 kasumi.nakano

michigan-cabin-rental.com 2024/11/29 [AVTA—F]

u5180.com 2024/11/28 [=ZEUFKEFT/MUFG] masahiro.nishikawa
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For everyone

MIZWHO (3 5R1T

Create new Case

Required

Case name

Optional

First Seen
Target

G5B

Domain

Acior

Survey Log

2024-12-01 19:07:35

B Phishing(#9 ETarget)
B unauthorized Use of Trademark(# 9 [ETarget)

Ticket B @msLAn Tyre B phishing(#9 X Target)
B Ticket A LIV R B unauthorized Use of Trademark({# 9 [ETarget)

B 75E25%0 HTML YV—XFHE
B 7o ARDAIU—3y MERE

Bh3E . PTAEEER URL ZADLTLE

N FQDN Y —/GIRSEMmE
M FQDN 5 1P ERTEIE
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For everyone — Anytime Anywhere

< 00. Predator Bz 7  — L < 01. GSBHE 7+ —A e
A air3_apps 9/30 10:04 BEEH Predator BREE 7 # — A GSBHFE 7 # —LA
@ Predator I[CERFEYT % 71 v ¥V JURL & Targetz A Google Safe Browsing ICERIELIEWT7 1 v V4
ALTLEE W £ ROURLEAD LTS 2E W,
READM E TRICBIR, B2, TOTA—LERETEE, FEECE TRICBR. 2, TOTA—LERETSE, FAECE
BiEX—LF7 RLANERSNET, BEX—LT ELANRRENET,
* WA * A
ﬁﬁM e 1. URL * 1. EBEHURL *
= — URLEHMANT 31881k, URLZ EREITLTL R DURLZ & ICBFLTL AW
00. PrEdatGrEF nﬁ?j— h a0 B 2 AN—ZARFRBHRET. 777 7B ERER - B
01 GSBEhgij?f_h BRUTHBABDLTLEEW
- = EEEANLTLEE W 3 FRE10MMRERRE LT, ThEBRSBE
== IFAMBR T HRICH ICRB LT AW
02. URLScanEZEJA4—-4A ® 10BFMBE NS 106, HEASNGBR. &
== HENI 1 BDREN R RBBANBOET
03. EREE JA—Ln
EEEADLTLEE N
2. Target *
EZDER v

2. §EYA b OWER

ULFZEFzy7ULTLIEZ W,

GSBILHHAIHINEZVINEAZT,

BE Micrncoft 365 (N 2aA#% 15 RS/ M~ ER A
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Extensibility

13 0B 24 Mizuho Bank, Ltd.
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Defendforward - Deception

%Egﬁiyf
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Defendforward - Deception

dAYVI 201 MMIHTD
Deception )’ 0—F

I Abstract

. JSAC2o24

Januarg Fo—26, 202494

= .
TIMETABLE >
.

W e b

I Speaker
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Defendforward - Deception
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Defendforward - Deception
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Defend forward

- Deception
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N

Tie

A4 4
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AT PiMT VYN A TNMANA Y A4 P MT VY dNNT A T [
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T k A9 7d& © S o a1l
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Appendix




loC

value type

SRRSO g vt of_ Koy
siltsb6.duckdns].]Jorg Keepspy C2 Server A Domain

104.255.152[.]161 Keepspy C2 Server B IP Address

104.255.152[.]62 Keepspy C2 server B IP address (other C2 servers)
104.255.152[.]85 Keepspy C2 server B IP address (other C2 servers)
104.255.152[.]86 Keepspy C2 server B IP address (other C2 servers)
104.255.152[.]100 Keepspy C2 server B IP address (other C2 servers)
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