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INTRO: DARKPLUM

• DPRK-nexus APT

• Aka Kimsuky, APT43

• Targeting: 

• South Korea, Japan, Europe, and the United States.
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Clusters of DarkPlum
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Recent Attack Cases Targeting Japan

• Attacks targeting Japan have historically been rarely observed

› Often corresponding to changes in international relations

• Increasing since March 2024

› A potential contributing factor could be North Korea's shift in policy

› Particularly its abandonment of reunification goals

• Main target is diplomatic sector including academic and think tank researchers

› Steal information related to national security
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https://blogs.jpcert.or.jp/ja/2024/07/kimsuky.html https://www.genians.co.kr/blog/threat_intelligence/facebook

https://blogs.jpcert.or.jp/ja/2024/07/kimsuky.html
https://www.genians.co.kr/blog/threat_intelligence/facebook
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Case 1

In March 2024, an attack campaign by BabyShark cluster

• Targeting researchers in the national security sector

• The initial vector was email, involving the opening of executable files with double extensions

• Multiple stages VBScript and PowerShell code

• RandomQuery and Keylogger were executed
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Case 1: Flow
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Case 1: RandomQuery

• Setting a persistence

• Download and execute a keylogger
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Case 1: Keylogger

• Same type of AhnLab’s report

• Can’t download additional payload

• Simple keylogger
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--- snip    ---
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Case 2

In April 2024, an attack campaign by BabyShark cluster

• Targeting researchers in the national security sector

• The initial vector was email, malicious MSC file was used

› In similar campaign targeting South Korea, Facebook Messenger was used as the initial vector

• Multiple stages VBScript and PowerShell

• Maybe BabyShark/ReconShark were executed (unconfirmed)
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Case 2: Flow
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Case 2: MSC File

• A pioneer in exploiting MSC file

• Employed a primitive method, abusing “TaskPad” feature in MMC

› Execution of the malicious code required user interaction

• Disguised malicious Task object as legitimate link to lure click
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Download and display a decoy file

Send a process list to C2 server

/d.php?na=view

/upload_dotm.php
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Persist a VBS file by task scheduler

Download and execute /d.php?na=battmp

Maybe manually placing next payload

→ We could not download file
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Case 2: d.php
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Case 2: upload_dotm.php
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Case 2: Extra
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Case 3
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In May 2024, a phishing attack was observed

• Japanese-language phishing website hosted on compromised

website

• Target and infection vector remain unclear

• The infrastructure overlaps the Babyshark Cluster

› KLogEXE / Kimalogger C2
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The State of Attacks in Japan

• BabyShark cluster has increasingly focused on Japan

• From March 2024, attacked Japanese people

• In addition to traditional attack method, new techniques was 

observed, such as the use of MSC file

• The primary objective appears to be the theft of national security 

related information

• Given DPRK’s ongoing situation, it is likely that such attacks will 

continue
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Step 1: OSINT

Combination of

• JARMs

• IP geolocation

• ISP/ASN: 

› 20473: AS-CHOOPA

› 44066: firstcolo GmbH 

• Runnings services: XAMP

• HTTP(s) responses:

PUBLIC 04/02/2025
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Step 1: OSINT discovery (1) 

South Korea platform

• Naver

• Kakao

• Daum

04/02/2025PUBLIC
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Step 1: OSINT discovery (2) 

South Korea platform

• Naver

• Kakao

• Daum

Gmail

• Crypto Trading Platform: 

› TradingView

› Documents
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Step 1: OSINT discovery (3) 

South Korea Academic institutions

• Yonsei University

• Dongduk Women's University

04/02/2025PUBLIC
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Step 1: OSINT discovery (4) 

South Korea Academic institutions

• Korea University

• SungKyunKwan University

04/02/2025PUBLIC
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Step 1: OSINT discovery (5)
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Official site Phishing site
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Step 1: OSINT discovery (6) 

Professor’s Gmail

Asan: Policy Research Institute:

• Asanist.org = Legit

• Asaninist.org = DarkPlum

04/02/2025PUBLIC
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Step 1: OSINT discovery (7) 

Professor’s Gmail

Asan: Policy Research Institute:

• Asanist.org = Legit

• Asaninist.org = DarkPlum

04/02/2025PUBLIC
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Step 1: Malware IoCs

• RATs: 

› Xenorat

› QuasarRat (XRat)

› AsyncRat

• Custom Keylogger
• KGH Spy

PUBLIC 04/02/2025
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OSINT Discovery Summery

• Heavily targeting @Naver.com

• Used the compromise email to conduct further cyber 

espionage

• Recent activities

› Targeting users on multiple cryptocurrency 

platforms 

› Targeting researchers

PUBLIC 04/02/2025
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Step 2: Uncover Operation Bases

Operation Bases are used to control and manage 

their infrastructure.

• TA’s host discovered using OSINT

• Malware IOCs

• Correlation searches with data collected from 

large scale networks

Operation Base Requirements:

• No Open ports & Not an Anonymous services

• Consistent Communication Patterns

04/02/2025PUBLIC
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Operation bases

• Using RDP to manage their infrastructure

• Intermediate Server 
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Operation Base: OPSEC

<Redacted>

04/02/2025PUBLIC
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Operation bases: locations

Observed in 2 locations

• Dandong

• Baishan (New location)

PUBLIC 04/02/2025
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• Korea time zone (UTC+9)

• 3 months of data (June – Aug)

• 17 Hours/Day

PUBLIC 04/02/2025

Operation Bases: Working Hours

REDACTED
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7 Days/week

PUBLIC 04/02/2025

Operation Bases: Working Day

REDACTED
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Operation Bases: In Action
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Operation Base: Results

• Uncover Location of Operation bases

• Operation base often communicate with 

UNKNOW hosts

• did not resolve to any known domains 

initially

• Malicious domains resolved later

PUBLIC 04/02/2025

OSINT Findings

UNKNOW
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Merging Insights: Ahnlab

• XenoRAT

• Swolf0512@gmail.com
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Xenorat

159[.]100.29.122:8811
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Merging insights: TRANSLATEXT

• TRANSLATEXT discovered by Zscaler in May 2024

• Observed Privacy Polices related to browser extension 

04/02/2025PUBLIC



Sensitivity Label: Medium

Merging insights: TRANSLATEXT

• TRANSLATEXT discovered by Zscaler in May 2024

• Expose log

› March -> May

› Debugging purpose: IP from Express VPN

› Exfiltrate URL & Data

• 80 Victims:

› Crypto theft: ~15 Crypto trading account

› Espionage: Academic victims

• Likely an early version of TRANSLATEXT with fewer features 

04/02/2025PUBLIC
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Merging Insights: MoonPeak by Cisco Talos

• Aug 2024
• XenoRat MoonPeak

PUBLIC 04/02/2025
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Merging Insights: Securonix & Genians

• CLOUD#REVERSER by Securonix
• Konni by Genians

PUBLIC 04/02/2025
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Merging insights: Summary
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Future research:

1. Create clusters from discovered connections

• Dandong = Unit XX1?

• Baishan = Unit XX2?

2. Identify new or detailed TTPs

3. Find connections between clusters and validate hypotheses about group

PUBLIC 04/02/2025
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Summary

• Recent Attack Campaigns targeting Japan:

› Mainly diplomatic sector

› Belonging to BabyShark cluster

• Operation Bases in China

› Dandong, Baishan

• Working Hours: 

› 17 hours/day, 7 days/week

• Darkplum cyber operation is massive in scope

› Tracking approximately 100 hosts

› Recent research by several security companies intersects with 

our findings
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