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Reason for Initiating the Investigation

Hospital Ransomware Hosting CompanyEmail

Maui Ransomware

Victims

Ransom Note Email

Separating the TTPs of the 

Attacker-Leased Server and 

the Victim Organization

Using an Email Account 

to Access Hosting Services



The Hacker's Account Activity Information Was Retained

Search Queries from the Google Account

Words Used in North Korea

Accessing the ‘조선중앙통신' in Japan

Google Email Activity



Attacker-Leased Server TTP

Tactic Techniques sub-techniques Description

Reconnaissance Active Scanning Wordlist Scanning Brute Force Attack on RDP Access

Vulnerability Scanning Vulnerability Scanning Using Python 

Search Open Technical Databases Scan Databases Target Scanning Using Shodan Search 

Engine

Search Open Websites/Domains Search Engines Gathering Information Needed for the 

Attack

Resource 

Development

Acquire Infrastructure Server Leasing Hosting Provider Servers for 

Use in Attacks

Develop Capabilities Malware Develop Remote Control Malware and 

Scanning Code

Exploits Research on Software Zero-Day 

Vulnerabilities

Obtain Capabilities Malware Use Publicly Available Malware

Exploits Exploit Public Vulnerabilities

Tool Use Publicly Available Tools



Attacker-Leased Server
Develop Capabilites : Malware

The Proportion of Malicious Code Developed Using Golang

is Increasing

RDP BitmapCache Artifact

Internet Search History



Attacker-Leased Server
Develop Capabilites : Malware

Remote Control Malware Management Tool



Attacker-Leased Server
Develop Capabilites : Exploit

MPLog.log (MS Defender Log) Internet Browser History Log

A Virtual Image Stored on a VeraCrypt Disk Testing Vulnerabilities Using a Virtual Image

Analyzing and Testing Stolen Code to Develop Zero-Day Exploits

Windows Download Folder

Codes Stolen from the Developer



Attacker-Leased Server
Active Scanning : Vulnerability Scanning

Scanning Code (Python)

Annotated with Korean Comments

Scanning Using Specific Port and URL Information

Code for Scanning Vulnerabilities in Desktop Management System

Identification of the Victim Organization



Victim Organization TTP

Tactic Techniques Sub-techniques Description

Initial Access Exploit Public-Facing 

Application

- Exploited zero-day vulnerabilities in centralized 

management solutions to infiltrate multiple Korean 

companies

Execution Command and Scripting 

Interpreter

Powershell Execute commands to download malware from 

external systems
Windows Command Shell

Defense Evasion Deobfuscate/Decode Files 

or Information

- Encode data transmitted by proxy malware

Indicator Removal Clear Windows Event Logs View and delete remote desktop access logs

Clear Persistence Delete attacker accounts and logs created in 

centralized management solutions

Obfuscated Files or 

Information

Dynamic API Resolution Decode Base64 when the malware loads APIs

Credential Access OS Credential Dumping Security Accout Manager Use the RID Hijacking technique when creating OS 

accounts for backdoor access

Lateral Movement Software Deployment Tools - Spread malware across the internal network using 

various distribution functions of the centralized 

management solution

Exfiltrate Exfiltration Over C2 Channel - Use malware commands to exfiltrate data via C2 

channels



Victim Organization
Case 1

Victim Organization

Zero-day Exploit

Network Access Control System(NAC)

Web Console

PC PC

④ Distributing Malware

Using the File Distribution Feature

② Creation of an Administrator Account 

Owned by the Attacker

③ Logging in with an 

Administrator Account

① Exploitation of 

an Authentication Bypass Vulnerability

PCPC

Select the Installation File

Bypassing Authentication by Manipulating ID and Password Fields 

in HTTP POST Requests

Attacker



Victim Organization
Case 2

Attacker
Antivirus Management Server

PC PC PC

Victim Organization① Downloading the Client Program 

from the Management Console

② Client-Side Input Validation Bypass

+

SQL Injection

③ Sending a Command to Download 

Malware from an External IP

Zero-day Exploit

URL Download Location

Modification of SQL Injection Filtering Values and ID Input Field Length



Victim Organization
Case 3

DLP Update Server

Attacker
DLP Test Server

APACHE Mod_authz_user.so

③ Adding Malicious Functionality to Apache's mod_authz_user.so File

Malware 

Distribution Site

Malware Download

① Uploading a Web Shell 

via a File Upload Vulnerability

Victim Organization

Developer of the Data Loss Prevention (DLP) Solution

② SSH Access

④ Update Request

⑤ Changing the Update 

Server Address to a 

Malware Distribution Site

Zero-day 

Exploit



Conclusion

Supplier Security

Reliability Verification of Third-Party Solutions

The Importance of Collaboration with Relevant Organizations
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