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RobinHood
@RobinHoodLeaks

Information about data leaks and company hacks.
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anos #Ransomware new extension .S

Ransom note;RESTORE_FILES_INFO.txt

Robin Hood was generous and gave me a $ 5,000
discount &'

@RobinHoodLeaks account suspended.

VT sample virustotal.com/gui/fila/fa533

44 44 security vendors and no sandboes fagged this fle as makicious

®

) - DETECTION DETALS RELATIONS BEHAVIOR COMMUNITY °

https://twitter.com/GrujaRS/status/1484148716479172608

5 | ©2023 JPCERT/CC

Modification events

PD  Process Operation Key Name Value

744 UEO22vPYPd3texe write HKEY_CURRENT_USERISoftwareWEYIDimyKeyID D1

Qa40YXWBKEYgXQdBuyg7 S TD29VNTIog iR9ZLDO Jalul 1620pUSHOI+7 deL MIFEdaUGTUYHFeT2ZIzvAmMBqs.Jp 1F GQUKAZ6ZZRFWIG2JSIKPUCTY
HUYU4mbOZKUSWO 58YaTC8mNN+6 60 EVVIXYHI -NAwLSVGH] DDddohsEzCGPzBSVPTNIKI 7griBDoIgKFQHDUBXAGYIZ.

Yyusmx99SY6wB3serDIKUeBRA2I0CLxGXTdmMKMR oli/CtaBoVFyBWZyrb3TnkekKQjvY 00 kbww TN Gu-+iyJSBHUGYeA1Xi2qachWUFIF 4AnLmolu
/BWIKGUIXSIIgUBZSUXJhWmKNnYARXEO]NHIL bYuQHOKSK0UGmUB4K757IITC25r28Bw)aDQ1SIe6$10e SKZzkEUIXeAWLZO3CAaZNVF dvUSYNRg1SE
HUCQIDVmSBrd3pRPizAMgKUFUGAToyPEM IghrG361U aKNjip! gbep 1D7qmBAKZ3rkhavByB30 g5MDI2RE+0FCF2K VU]
ATmnrUuwABN7XIKicxbBIOAPWEMbZOMH=

744 UEO22vPYPd3tere write HKEY_LOCAL_MACHINE\SOFTY NTIC LegalNoticeCaption YOUR COMPANY 1S
HAGKED AND
COMPROMISED

744 UEO22vPYPd3tere write HKEY_LOCAL_MACHINEVSOFTV NT\G LegalNoticeText

Your network was ATTACKED, your computers and servers were LOCKED, Your private data was DOWNLOADED: - Contracts - Customers data - Finance - HR - Databases - And more other.
If you do not contact us in the next 3 DAYS we will begin DATA publication. We will post information about hacking of your company on our twitter htips:/itwitter com/RobinHaodL eaks or
hitps/iparler comiuserRobinHoodLeaks You can find full details in the file RESTORE_FILES_INFO

744 UEO22vPYPd3tere write HKEY_LOCAL_MACHINE\SOFT YOUR COMPANY IS
\System HACKED AND
COMPROMISED
744 UEO22/PYPd3tere write HKEY_LOCAL_MACHINE\SOFTV
\System

Your network was ATTACKED, your computers and servers were LOCKED, Your private data was DOWNLOADED: - Contracts - Customers data - Finance - HR - Databases - And mare other
Ifyou do not contact us in the next 3 DAYS we will begin DATA publication. We will postinformation about hacking of your company on our twitter htips:/fwitter com/RobinHaodLeaks or
https:ilparler.comiuserRabinHoogLeaks You can find full details in the file RESTORE_FILES_INFO

744 UEO22vPYPd3texe write HKEY_LOCAL_MACHINEISYS 1 LongPathsEnabled 1

744 UEO22vPYPd3texe write HKEY_CURRENT_U:
Setiings\Zoneliap

p: 1

744 UEO22PYPd3texe write HKEY_CURRENT_U: 1
Setiings\Zoneliap

744 UEO22vPYPd3texe write HKEY_CURRENT_U: UNCAslntranet 1
Setings\Zoneliap

744 UEO22vPYPd3texe write HKEY_CURRENT_U: AutoDetect 0
Setiings\Zoneliap

https://any.run/report/f9533288e6a7279195902c8691d5f223c77015fa332b56e
23aeec3581c0cdbdb/ba082576-c0a4-4f18-9966-4b5e6da6108f
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RBFE/(ERAT 1 7 H S5DHEE

B iakRADSZ YA/ — MNIEESNZ2DDTox ID
BC6934E2991~
671263E7BCO~

B BUTox IDEEEHD ST P A — RIRRSHDIRIKCDWNT, —BIRZ SN 1S
Ransomware] &X% U TULYB A, RobinhoodLeaksh U YD ThanosiEig & BhHhnsd

40 7) 40 socurity vendors and 1 sandbo flaggod this fle s malicious
94cOIB702480c306d8ac%aabbebfedDIceTbEAGcas8CODIBI7EIIN0FAD0T W2S0OKE  2022-02-2207:2636 UTC
BLIWX
L =
“ . 5 .
e > 15 Ransommar 1 e e e (1) 40 security vendors and 1sandbox flagged this file as malicious
| You have convinced me! |
1S Ransomware n . N
iy CogedTech in Ransomuars 94cdf8702480c306ds9ae9aabbebsed09ce7ba4f 0ceade001b378791094db079
ALvae ) Trojen MSIL Besic.6.Gen
Transiate To: B engleh - Then you need to CONTACT US, there is few ways to DO BLIrUxWwUwX
that. Avast ) o ansor
oma assembly  detect-debug-erwironment  direct-cpu-clock-access  peexe  runtime-modules
—_Secure method——- s {no cloud) T} HEURIAGEN 1235894
. BitDefenderTheta T) Gen:NN.ZemsiF.
Detacting threats on a systam may be ¢ a) Download a qTOX client: hxxps://tox.chat ! i - !
f} il F threats ev . Det] B M
ik Spytar: Sprm oo o S Cypersaso D Metcioussctss DETECTION  DETALS  RELATIONS  BEMAVIOR  coMmunry (@)
i b) Install the qTOX clisnt and register account Cynet D) Malicious sco
' T) TrojanEncoderNET29 Comments
Hot Your 0S? o' c) Add eur gTOX ID: v
« Free Remover slows you, sibject to a ag-how,  BCE934E2991F549BBDFSDAS2F10ERAFTEL459693A2C1EF11026EE5A25 Emessot 7) Trojan
Read our ELILA, BrracyiCokie Policy 8 Disounl  GBBA3593769D766A275 perisk
£SET-NOD32 0 hanc:
- 29 daysago
ISR e or qTOX ID: — -
ansomware SCri| on B ortine 1) MSILThanos Altrransom
pti 671263E7BC06103C77146A5ABR802A63F53A42B4C4T66329A5F04D266 JS Ransomware; Extension: .JS; Ransom note: RESTORE_FILES_INFOtxt
The )5 Ransomware is a serious malware:  0C99A3611635CC36B3A frars L} Trof o
devices. Certain characteristics of the thre
corporate targets but the attackers could | d) Write us extension of your encrypted files .JS
Our LIVE SUPPORT is ready to ASSIST YOU on this chat. You must be signed in to posta comment.
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XREEHQ : HUI loaderZ2 AW KED )IL—T

JPCERTI/CC Eyes B BARSHADITVHREDA > 7> MRS THUI Loader
B HUl Loader(FE&EEE. SRSFRMENED 1) —INE
© v s II—TMERLTEIEED

HUI Loader®%3#f APT10 (2015%~)
Blue Termite (20154 ~)
BESRF. ILITTOBELERI ILHIC. LIz 7RAETISI—FU. RIFEBRFTI-FUTFESEITENBDET, ZDLDE A4 1APT (ZOZOEN)

88, T>I-REINLRLDT7ARAEE. O—F—EHENZTOUSACO—RENT, BTENET. TOKD(C. LDz 7EO-FH—¢
I O-FENERLY T PARCHEITBTET. OS5 —OES/INAICL. ILITPOBBREEEEHRT 3T LT B METR

BTBTLARUBDET, SE. COESBO—F—DHT. 2015EENSEMINTLBHUI Loaderle DV TRBLET, DEV-0401 ( 202 1£E ~ )

Top > “YILD T 7'D—E > HUI LoaderD5

push 0 7 IpName
HUI LoaderditE: ush 0 ! dwMaximumsizeLow
P
push 0 3 dwMaximumSizeHigh
push 4 : flProtect
HUI Loader(C DU\ Tl JSAC2022(C THEDBES)L— T (C &> TRASN TS T ENEH[1/@NTLB0—4—TY. JPCERT/ICCTE. HUI mov esi, eax 3 Fi 3
Loaderz M LI g £ 201 6@ SHBLTVET. Eild. HUI Loaderz &R LK)l — EHUI LoaderdDZL R LIZEDTY . g:zn 251, P ;‘gﬂlwanmngutr'butes
call ds:(reatel»i1e-‘-‘ap;’)1ngw
F— mov  edi, eax
" es edi, edi
AFTAOREFIR jnz  short loc_10002464
T\ [T20154 \ " 8 push eax ; Code
\ // Blue TermitefEARHA | \| DEV-040 1{EF3RILA call exit
V o U e S S
2015 \/ 2017 2019 ‘J 2021 \/
¥ ; CODE XREF: StartAddress+10Clj
Tea adxLebosBuffac]
' . . . . . . . push |offset aHuihwasdihweiu ; "HUIHWASDIHWE IUDHDSF SFEFWEFEWFDSGEFE = |
push 4
call swprintf
2016 2018 2020 2022 add esp, 8
push [ 2 ; IpFilesizeHigh
20167 202112 push  esi i hFile
0 JQRD—-EDS>Y ML O t¥+2 U5 #ED) 1/ call ds:GetFilesize R
O DLLA>S153 > 0RM O “HUL."XFFIOEIR push esi ; hobject
mov nSize, eax
= call ds:CloseHandle
B31: HUI LoaderDZe® push 0 ; dwNumberOfBytesToMap
push 0 ; dwFileoffsetLow
push 0 ; dwrileoffsetHigh
push 4 ; dwDesiredAccess
JPCERT/CC Eyes HUI Loader®43#f] push  edi ; hFileMappingobject
call ds:MapViewofFile

https://blogs.jpcert.or.jp/ja/2022/05/HUILoader.html
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HUIO—4 — D451

B 20154EtENS. E(CENEYS A /I\—KRETOFEAMERSINTCLEO—4 —
B EFERVRSEIDREAAR ([CRAB SN TS

Japan Security Analyst Conference 2022 - HZA RT3 AMAPT Fv U/ N—Y KR UTIENTESC

HUI Loader DR

2015FENSHEEL TVWERBIDE O —4 —M SodaMaster DO—4—& LTERAINhTWE
=5l "HUIHWASDIHWEIUDHDSFSFEFWEFEWFDSGEFERWGWEEFWFWEWD" H 584

eax, 'v
rcx, [rbp+
[rsp+400h+f

dword ptr [
dword ptr [
dword ptr L

28

https://jsac.jpcert.or.jp/archive/2022/pdf/lJSAC2022
| _9 yanagishita-tamada-nakatsuru-ishimaru_jp.pdf

T e
CONOUT

UDHDSESFE

BESPO
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DEV-0401

B 2021ELIBF(ChESR SN/ TLockfile] TAtomSilo] [Rook] [NightSky] [Pandoral M&S>HYADT7ZBWVEREEIAN
TR—DOKEJ)L— ( [DEV-0401] (MicrosoftttlFFi&) ) (CKBDBEDTIFRVNEHER UTZ. Microsofttt. SecureWorks
R EBRERDIENE

B Microsoftft(CKNUE. 4BLE. Lockbit2.0Z2S5 > B AT TV RAO—REUVUTRHWBKDCRD TS EDIENE, Sygniatt(d
CheercryptDEV-04010D (18%) "I S> R'CKDEDTEHD 15, Secureworkstt(ZAPT10& DRE M Z 5.

B SSL-VPNiEHTEZEEY . ProxyShell. Confluenceffs§tE (CVE-2021-26084) . VMwareHorizonDLog4ilEss 4.
ManageEngine ADSelfService PlusDAfEs5E (CVE-2021-40539)7 EZHEAE A (CEA

B JPCERT/CCTHEIRUTEEERE THSSL-VPNZRHADOED(IHERENT

SYGN/A
Secureworks” SROACTIVE DEFENSE  ADVERSARIAU SECURITY  TMRFAT SESSONSE  VELOTTY XDR  SFSOURCES

BRONE SARLIGHT R

BRONZE STARLIGHT Ransomware
Operations Use HUI Loader

THRSD SN 23 2022
O COLNTE: LA UNT SEECORCH TUM

Summary

REVEALING EMPEROR
DRAGONFLY: NIGHT SKY &
CHEERSCRYPT - A SINGLE
RANSOMWARE GROUP

HUI Loader view
i oo -

= Hi#8: SYGNIA

= https://blog.sygnia.co/revealing-emperor-dragonfly-a-chinese-
HiB8 : Microsoft  https://www.Microsoft.com/en- {88 : Secureworks ransomware-group
us/security/blog/2022/05/09/ransomware-as-a-service-understanding- https:/iwww.secureworks.com/research/bronze-starlight-
the-cybercrime-gig-economy-and-how-to-protect-yourself/ ransomware-operations-use-hui-loader
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bersecurity Advisory

#StopRansomware: Ransomware Attacks on Critical
Infrastructure Fund DPRK Malicious Cyber Activities

Summary

Note: This Cybersacurity Advisory (CSA) is part of an ongoing #StopRansomware effort
o publish advisories for network defenders that detail various ransomware variants and
various ransomware threat actors, These #StopRansomware advisories detail
historically and recently observed tactics, techniques, and procedures (TTPs) and
indicators of (10Cs) to help protect against Visit
stopransomware.gov to see all advisories and to leam about other

ransomware threats and no-cost resources.

The United States National Security Agency (NSA), the U.S. Federal Bureau of
(FBI), the US. C and Security Agency (CISA),

the U.S. Departmant of Health and Human Services (HHS), the Republic of Korea

(ROK) National Intelligence Service (NIS), and the ROK Defense Security Agency

(DSA) (horeafter reforrad 1o as the “authoring agencies”) are issuing this joint

«

t

« Employ Various Ransomware Tools [TA0040]. Actors have used privately

1 developed ransomware, such as Maui and HOlyGhOst [T 1486]. Actors have also
been observed using or possessing publically available tools for encryption, such
as BitLocker, Deadbolt, echOraix, GonnaCry, Hidden Tear, Jigsav{ LockBit 2.0,

My Little Ransomware, NxRansomware, Ryuk, and YourRansom
some cases, DPRK actors have portrayed themselves as other ransomware
groups, such as the REvil ransomware group. For IOCs associated with Maui
] and HOlyGhOst ransomware usage, please see Appendix B.

https://media.defense.gov/2023/Feb/09/2003159161/-1/-
1/0/CSA_RANSOMWARE_ATTACKS_ON_CI_FUND_DPRK_ACTIVITIES.PDF

© 2023 JPCERT/CC

DEV-0401

DEV-0401: China-based lone wolf turned LockBit 2.0
affiliate

Differing from the other Raa$ developers, affiliates, and access brokers profiled
here, DEV-0401 appears to be an activity group involved in all stages of their attack
lifecycle, from initial access to ransomware development. Despite this, they seem to
take some inspiration from successful Raa$ operations with the frequent
rebranding of their ransomware payloads. Unique ameng human-operated
ransomware

Chnabasc ) jke many RaaS operators, DEV-0401 maintained a leak site to post exfiltrated data
PEV040Td and motivate victims to pay, however their frequent rebranding caused these

existing mal

neavilyutiiz  Systems to sometimes be unready for their victims, with their leak site sometimes

winerabiltt o ading to default web server landing pages when victims attempt to pay. In a
related to victim payment issues—DEV-0401 started

Once inside dep | Qyi

i LockBit 2.0 rhnsomware payloads in April 2022. Around June 6, 2022, it
Cobalt Strik

preferences €GN replacing Cobalt Strike with the Sliver framework in their attacks.
frequently I

Impacket toal for WMI lateral movement, they use a customized version of the

wmiexec.py madule of the tool that creates renamed output files, most likely to

evade static detections. Ransomware deployment is ultimately performed from a

batch file in a share and Group Policy, usually written to the NETLOGON share on a

Domain Controller, which requires the attackers to have obtained highly privileged

credentials like Domain Administrator to perform this action.

Log4j 2. Dut
elevatedcre  potable shift—possibl

DEV-0401 ransomware payloads over time

I —
P —
. —a
B
Lecisi 10 @

Figure 7.

e payloads distributed by DEV-0401 between 2021 and April 2022

https://www.microsoft.com/en-us/security/blog/2022/05/09/ransomware-as-a-service-
understanding-the-cybercrime-gig-economy-and-how-to-protect-yourself/
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https://www.mandiant.jp/resources/blog/north-korea-cyber-structure-alignment-2023
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