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o JeEX(E MITRE ATT&CK T1482T(&IDomain Trust Discovery [EUTLDAPA R &SN TS,
Domain Trust Discovery

Adversaries may attempt to gather information on domain trust relationships that may be used to identify lateral movement opportunities in

Windows multi-domain/forest environments. Domain trusts provide a mechanism for a domain to allow access to resources based on the ID: T1482

authentication procedures of another domain.IJ Domain trusts allow the users of the trusted domain to access resources in the trusting Sub-techniques: No sub-techniques

domain. The information discovered may help the adversary conduct SID-History Injection, Pass the Ticket, and Kerberoasting. %l Domain ) Tactic: Discovery

trusts can be enumerated using the DsEnumerateDomainTrusts() Win32 API call, NET methods, and LDAPE! The Windows utility Nitest is ) Platforms: Windows

known to be used by adversaries to enumerate domain trusts. 4 Contributors: Dave Westgard; Elia Florio, Microsoft;
ExtraHop; Mnemonic; RedHuniLabs, @redhuntlabs

Version: 1.2
Created: 14 February 2019
Last Modified: 16 June 2022
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« https://www.cisa.qov/sites/default/files/publications/Supply Chain Compromise Detecting APT Activity from known TTPs.pdf

—  CitrixDifed51% (CVE-2023-3519) (CEAISCISA#RE

» Threat Actors Exploiting Citrix CVE-2023-3519 to Implant Webshells
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https://www.cisa.gov/sites/default/files/publications/Supply_Chain_Compromise_Detecting_APT_Activity_from_known_TTPs.pdf
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-201a
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« Active Directory Users and Computers

i

File Action View Help

e nE 4B Xdz HE? 1 TE%R
: Active Directory Users and Com|| pame Type Description
A ,S_E_VEd Queries E)Administrator User Built-in account for ad...
Lo test
v [ forestd.net
" Builtin
| Computers
4| Domain Controllers Name:
| ForeignSecurityPrincipals |t95t |
| Managed Service Accour Deseription: I Find Common Queries
| Users :
2| Work | Find: |Common Gueries
Query root:
il Users  Computers  Groups
|...'af0rest3

Include subcontainers

Cluery string:

(&(objectCategory=person jiobjectClass=user)
(name=a"))

Define the variables of your query.

=

File Action View Help

B|lX Q=

H=

2| Domain Controllers
| ForeignSecurityPrincipz
| Managed Service Accol
- Users
3| Work

Name: Starts with ~||a

Description: w
[] Digabled accounts
[ Mon expiring passwords

Days since last logon: w
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Name:

|test

e | AE 4 =
: Active Directory Users and Corf H
w [ Saved Queries
B test
v 3 forest3.net
" Builtin
| Computers

Description:

I

Guery root:

...\forest3d

Include subcontainers

Guery string:

(&(& "(&objectCategony=LI
(samAccount Type=80530
(service PrincipalMame=")(
(!

PR

:» Find Custom Search
Find: | Custom Search
Custom Search Advanced

Enter LDAP query:

"(&({objectCategory =User ){samAccountType =805306368)
(servicePrincpalMame =*)(!samAccountiame =krbtgt) (1
(UserAccountControl: 1.2.840. 113556. 1.4.803: =2)))"

(&(&

"(&(objectCategory=User)(samAccountType=805306368)(servicePrincipalName=*)(!samAcc
ountName=krbtgt)(!(UserAccountControl:1.2.840.113556.1.4.803:=2)))"))
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Bookl - Excel = [ Table Tools
Home Insert Page Layout Farmulas View Q Tell me what you want to do ayout Formulas Data Review View Query |,'I'__l‘_| Tell me what you want to
[E! From Access D D [ Show Queries r [=] Connections 8| Y . . .
s z ,g, votTable | m % Properties Header Row [ First Column Filter Button | | preses
[& From Web ¢ o FE [ From Table ry ) -~ = T e
Fram Other Existing New Refresh %l Sert Filter Edit
[& From Text Sources*  Connections  Query~ [ Recent Saurces All- Yo Advi y eelitor
Get External Data Connections Sort & Filter Transform add Column View
D From File 4
F2 - ke h':| Properties I:l L Y s 4] i % Data Type: Decimal Number = ﬁ
A B © D From Database ' B H ] = Advanced Editor x EHﬂ EEH zl [ [™ Use First Row as Headers *
! ! ! ! ! ! Choose  Remove Keep Remove Split Group 1 Combine Manage [
1 T Manage ~ Columns * Columns* Rows= Rows~ Column~ By 3 Replace Values - Parameters =
am From Azure 4
2 J . Query Manage Columns Reduce Rows Sort Transform Parameters C
L

3 D From Online Services * . . . L. . . T
1 7 5 i % posixAccount i % msDS-CloudExtensions  +¢ .2 securityPrincipal. sAMAccountType - mailRecipient i Asc distinguiz
5 | Dé’_ From Other Sources " D@ From Web Record Record BO5306368 Record CH=Administr
6 . Record Record B05306368 | §ecord CM=Guest,CN
= ; ‘-l)r'j Combine Queries 2 @ From SharePoint List Recard Record B05306368 Record CM=Install, CN

- Record Record B05306368 Record CH=krbtgt,CN
8 fa Data Cataleg Search

— % From OData Feed Record Record B05306370 | Record CM=forest1s,!
9 [l My Data Catalog Queries
10_ Record Record 805306370 Record CM=forest25,1

| |}; Data Source Settings... @ From Hadoop File (HDFS) Recard Recard 805306368 Wecord CN=Dev,0U="
11 Query Options .

— Record Record B05306368/Recard CN=DevAdmil
12 D From Active Directory

| Py
13
14__ |_—Eh§| From Microsoft Exchange
. [£

u From ODBC
16 £ =
lT_ D Blank Query
18




SAM-Account-Type B4
- SAM-Account-Type (X7hD> "MEDIEREICE T Dh 2RI

Name 163828 10528 athA
SAM_DOMAIN_OBJECT 0X0 0

SAM_GROUP_OBJECT 0X10000000 268435456
SAM_NON_SECURITY_GROUP_OBIJECT 0X10000001 268435457

SAM_ALIAS_OBIJECT 0X20000000 536870912
SAM_NON_SECURITY_ALIAS_OBJECT 0X20000001 536870913

SAM_USER_OBJECT 0X30000000 805306368 1-Y-7h7>b
SAM_MACHINE_ACCOUNT 0X30000001 805306369 JIYE1-5-7Hho>k
SAM_TRUST_ACCOUNT 0X30000002 805306370 {EFERAFRN B2 7HD> b
SAM_APP_BASIC_GROUP 0X40000000 1073741824
SAM_APP_QUERY_GROUP 0X40000001 1073741825
SAM_ACCOUNT_TYPE_MAX ox7fffffff 2147483647

. https://learn.microsoft.com/ja-jp/windows/win32/adschema/a-samaccounttype



https://learn.microsoft.com/ja-jp/windows/win32/adschema/a-samaccounttype

UserAccountControl &4

« THUOMNCEIDHRAZ BEEPEMEZRT IS5

JONNF+ I35 16 3R 10 3L Bz

SCRIPT 0X0001 1

ACCOUNTDISABLE 0X0002 2 d—H— 70> MEDD
HOMEDIR_REQUIRED 0x0008 8

LOCKOUT 0X0010 16

PASSWD_NOTREQD 0X0020 32

PASSWD_CANT_CHANGE 0X0040 64

ENCRYPTED_TEXT_PWD_ALLOWED 0x0080 128

TEMP_DUPLICATE_ACCOUNT 0X0100 256

NORMAL_ACCOUNT 0X0200 512 —WREyI ] —H —%=EKT
INTERDOMAIN_TRUST_ACCOUNT ox0800 2048

WORKSTATION_TRUST_ACCOUNT 0X1000 4096

SERVER_TRUST_ACCOUNT 0X2000 8192

DONT_EXPIRE_PASSWORD 0X10000 65536

MNS_LOGON_ACCOUNT 0X20000 131072

SMARTCARD_REQUIRED 0X40000 262144

TRUSTED_FOR_DELEGATION 0x80000 524288 #5972 UKerberosZH{E
NOT_DELEGATED 0X100000 1048576

USE_DES_KEY_ONLY 0X200000 2097152

DONT_REQ_PREAUTH 0X400000 4194304 O 7> (C Kerberos S5RIERsE A ME & LU (AS-ReproastingIitZg)
PASSWORD_EXPIRED 0x800000 8388608
TRUSTED_TO_AUTH_FOR_DELEGATION 0X1000000 16777216 Hl#94F =Kerberos &4{F
PARTIAL_SECRETS_ACCOUNT 0X04000000 67108864

« https://learn.microsoft.com/ja-JP/troubleshoot/windows-server/identity/useraccountcontrol-manipulate-account-properties



https://learn.microsoft.com/ja-JP/troubleshoot/windows-server/identity/useraccountcontrol-manipulate-account-properties

INEE

.

- MITRE ATT&CK NavigatorlcTActive DirectoryziR3s

Initial Access
10 techniques

Execution
14 technigues

Persistence
20 techniques

Privilege Escalation
14 techniques

Defense Evasion
43 technigues

Credential Access
17 techniques

Lateral
Discovery

32 techniques 9 techniques

Movement

Collection

17 techniques

Command and

Control
17 techniques

Exfiltration
9 techniques

Impact
14 techniques

Content
Injection

Drive-by
Compromise

Exploit Public-
Facing
Application

External
Remote
Services

Hardware
Additions

Phishing 5.,

Replication
Through
Removable
Media

Supply Chain
Compromise

Trusted
Relationship
Walid Accounts
24

Cloud
Administration
Command

Command and
Scripting
Interpreter .,
Container

Administration
Command

Deploy Container

Exploitation for
Client Execution

Inter-Process
Communication
{0/3]

Mative AP|

Scheduled
Task/Jab g,

Serverless
Execution

Shared Madules

Software
Deployment Tools

System Services
0/2]

User Execution
)

Windows

Management
Instrumentation

Account
Manipulation

(4]
BITS Jabs

Boot or Logon
Autostart
Execution g4
Boot or Logon
Initialization
Seripts (g

Browser
Extensicns

Compromise
Client Software
Binary

Create Account
(13

Create or Modify
System Process

(074

Event Triggerad
Execution g4

External Remote
Services

Huack Execution
Flow

Implant Internal
Image

Modify
An.rlhentlcallon
Process g

Office
Application
Startup /61
Power Sett\ngs
Pre-05 Boot c,

Scheduled
Task/Job

Server Software
Component 5,

Teatfir Sinnalinn

ip

Abuse
Elevation
Control
Mechanism

Access Token
Manipulation

/5

Account
Manipulation

(176

Boot or Lagon
Autostart
Execution 54y
Boot or Logon
Initialization
Seripts g
Create or

Medify System
Process .

Domain Policy
Medification
212

Escape to Host

Event Triggered
Execution 54

Explaltatlon far
rivilege
Escalation
Hijack
Execution Flow
0/12)

Process
Injection

Scheduled
Task/lob

Valid Accounts
24

Create Process with Token
Make and Impersonate Token
Parent PID Spoofing
SID-History Injection

Token Impersenation/Theft

Abuse Elevation Control
Mechanism -

Access Token
Manipulation s

BITS Jobs
Build Image on Host
Debugger Evasion

Decbfuscate/Decode
Files ar Information

Deploy Container
Cirect Volume Access

Domain Policy
Medification 5z

Execution Guardrails

Exploitation for Defense
Evasicn

File and Di

Permissions Modification
/2

Hide Artifacts ..,

Huack Execution Flow
Impalr Defenses .,
Impersonation
Indicator Remaval g
Indirect Command
Execution

Masquerading g

Medify Authentication
Process w8

Medify Cloud Compute
Infrastructure -

Medify Registry

Modlfy System Image

Matumrl Braimedans

Adversag{ in-
the-Midd| 0

Brute Force ;5

Credentials from
Password Stores

Credential
Access

Forced
Authentication

Forge Web
Credentials 1o

Input Capture
0/4)

Modify
Authentication
Process 3
Multi-Factor

Authentication
Interception

Multi-Factor
Authentication
Request
Generation

MNetwark Sniffing

05 Credential
Dumping 3z

Steal A%plication
Access Token

Steal or Forge
Authentication
Certificates

AS-REP Roasting

Steal or Forge
Kerberos Tickets

[

Golden Ticket

Kerberoasting

Steal Web
Session Cookie

lnearirad

Silver Ticket

Account Discovery 1y Exploitation of
o Remote Services
Application Window
Discovery Internal
Spearphishing
Browser Information
Discovery Lateral Tool
Transfer
Cloud Infrastructure
Discovery Remote Service
Session

Cloud Service Dashboard l—uackmg -

Cloud Service Discovery Remote Services

i0vE]

Cloud Storage Object

Discovery Replication
Through

Container and Resource Removable

Discovery Media

Debugger Evasion Software
Deployment

Device Driver Discovery Tools

Domain Trust Discavery Taint Shared
Content

File and Directory

Discovery Use Alternate
Authentication

Group Policy Discovery Material 5,y

Log Enumeraticn

MNetwork Service
Discovery

Metwork Share Discovery
Network Sniffing

Passwaord Policy
Discovery

Peripheral Device
Discovery

Permission Groups
iscovery -

rocess Discovery

Duery Registry

emote System
Discovery

Software Discovery ., u

n-
le 073

Adversa
the-M |dg{

Archive
Collected Data
{0/3)

Audio Capture

Automated
Callection

Browser Sessicn
Hijacking

Clipboard Data

Data from
Cloud Storage

Data from
Configuration
Repository (/5

Data from
Information
Repositories
0/3)

Data from Local
System

Data from
Netwaork Shared
Drive

Data from
Remaovable
Media

Data Staged
0/2)

Email Collection
0/3)

Input Capture
0/4)

Screen Capture

Video Capture

Application Layer
Pratacal

Communication
Through
Removable Media

Content Injection

Data Encoding
(02l

Data Obfuscation
W

Dynamic
Resolution -,

Encrypted
cm?ﬁel 072

Fallback Channels

Ingress Tool
Transfer

Multi-Stage
Channels

MNon-Application
Layer Protocol

Nen-Standard
Port

Protocol
Tunneling
Praxy o

Remote Access
Software

Traffic Signaling
(072

Web Service -,
10/3)

Automatad
Exfiltration

Cata Transfer
Size Limits
Exfiltration
Qver
Alternative
Protocal g
Exfiltration

Qver C2
Channel

Exfiltration
Over Other
MNetwork
Medium 5 4
Exfiltration
Over Physical
Medium ;.
Exfiltration

Over Web
Service

Scheduled
Transfer

Transfer Data
lou
Account

Account Access
Removal

Data Destruction

Data Encrypted for
Impact

Data Manipulation
(073
Defacement

Disk Wipe

Endpeint Denial of
Service

Financial Theft
Firmware Corruption

Inhibit System
Recovery

MNetwork Denial of
Service

Resource Hijacking

Service Stop

Sﬁstem
Shutdown/Reboot



https://mitre-attack.github.io/attack-navigator/

IWEZHIR

IREEFEEU TKerberoastinghEBENTLS,

CYBERSECURITY &

—c) Search
INFRASTRUCTURE )) AMERICA’S CYBER DEFENSE AGENCY ‘
SECURITY AGENCY e N
Topics v Spotlight  Resources&Tools ¥  News&Events ¥  Careers v About v
Home | Mews&Events | Cybersecurity Advisories / Cybersecurity Advisory siare: @) @ in @

CYBERSECURITY ADVISORY

NSA and CISA Red and Blue Teams Share Top Ten
Cybersecurity Misconfigurations

l : Kerberoasting - T1558.003 I

@ Credentials from Web Browsers - T1555.003

& 08 Credential Dumping - T1003

@ Credentials from Password Stores - T1555
Windows Credential Manager - T1555.004

@ Security Account Manager - T1003.002

@ Brute Force-T1110

Release Date: October 05,2023 Alert Code: AA23-278A

A plea for network defenders and software manufacturers to fix common problems.

EXECUTIVE SUMMARY

The National Security Agency (NSA) and Cybersecurity and Infrastructure Security Agency (CISA) are releasing this
joint cybersecurity advisory (CSA) to highlight the most common cybersecurity misconfigurations in large

organizations, and detail the tactics, techniques, and procedures (TTPs) actors use to exploit these

misconfigurations.

9. Poor Credential Hygiene& L CKerberoastinglcit#d D Credential Access

2022 Year in Review
NSA and CISA Red and Blue Teams Share Top Ten Cybersecurity Misconfigurations  https://thedfirreport.com/2022/02/06/2022-vear-in-review/

https://www.cisa.qgov/news-events/cybersecurity-advisories/aa23-278a



https://thedfirreport.com/2023/03/06/2022-year-in-review/
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-278a
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Rubeus
Ldapseach-ad
PurpleKnight

— (&(objectCategory=User)(samAccountType=805306368)(servicePrincipalName=*)(IsamAccount
Name=krbtgt)(!(UserAccountControl:1.2.840.113556.1.4.803:=2)))

— (&(objectClass=user)(servicePrincipalName=*)(!(objectClass=computer))(!(cn=krbtgt))(!
(userAccountControl&2)))

— (&(adminCount=1)(servicePrincipalName=*)(!(servicePrincipalName=kadmin/changepw)))
SharpHound
PingCasle
Ldapdomaindump

AD Explorer
— LDAPOIVUEFITI DEDDobjectClass=*ELTHUS I 3eiFENRSNAAL
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servicePrincipalName=*

userAccountControl

— userAccountControl:1.2.840.113556.1.4.803:=21%¢&
admincount

sIDHistory

msDS-AllowedToDelegateTo

msDS-AllowedToActOnBehalfOfOtherIdentity
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https://github.com/jsecurity101/LDAPMon
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