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Case Study of PowerShell-Based Malware



Challenges in Analyzing Powershell Scripts



Powershell Malware

Powershell Malware

- Scripting language
- After the initial attack, it is executed filelessly
- obfuscated in multiple ways

Problems of Reversing PowerShell Malware

- must carefully deobfuscate each layer individually
- may develop a tools to reverse the obfuscation process automatically but this 

tools will only be effective for a specific malware variant



z9

Z9 is Malicious powershell script determination engine

Z9 report



Demonstration

https://z9.shino.club/

https://z9.shino.club/


Z9 Overview (On-Premise)

Z9

Windows environment

Powershell 
Script

① execute

Event log
② parse the eventlog
③ run detection engine
④ generate report

json

html



Z9 Overview (Cloud)

user

sandboxwebsite

①upload script
②boot the sandbox

③download the script

④ run the script
⑤ collect event logs
⑥ execute Z9

⑦ upload the result

⑧ shut down the sandbox

⑨ HTML report



feature

Obfuscation Detection - Symbol Rate
- Randomized String

Black list - Invoke Expression
- Blacklist
- Logistic Regression (Machine Learning)

IoC Extract - URL



BlackList

https://z9.shino.club/result.php?file=2023-07-06-01_38_26_57736120aa9346d8c52a7331f7c9f625

Source Code event log

https://z9.shino.club/result.php?file=2023-07-06-01_38_26_57736120aa9346d8c52a7331f7c9f625


BlackList : logistic regression

Logistic 
Regression 

Model
collect  
classify tf-idf training



Obfuscation Detection

Symbol Rate

Randomized String



IoC Extract  URL 



Results

293 samples (from 2022/09/02 to 2023/07/04 in malwarebazaar)

detection results main factor



thank you for your kind attention!!!

https://z9.shino.club/
https://github.com/Sh1n0g1/z9created by Team z9 in Security Camp 2022 

https://z9.shino.club/
https://github.com/Sh1n0g1/z9

