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Introduction of the AntiDebugSeeker



What is AntiDebugSeeker

This is a program for automatically identify and extract potential anti-
debugging techniques used by malware and displaying them in IDA.

The main functionalities of this plugin are as follows:

1.Extraction of APIs that are potentially being used for anti-debugging by
the malware.

2.In addition to APIs, extraction of anti-debugging techniques based on
key phrases that serve as triggers, as some anti-debugging methods
cannot be comprehensively identified by API calls alone.

For packed samples, running this plugin after unpacking and fixing the Import Address
Table is more effective.



About anti_debug.config

The anti_debug.config file contains rules for detecting anti-debugging
features. It is divided into two sections: Anti_Debug_API and
Anti_Debug_Technique.

Anti_Debug_API
###Anti_Debug_API### ###Anti_Debug_ API###

[Category Name] [Debugger check]
CheckRemoteDebuggerPresent

ARLL DebugActiveProcess
API2 DebugBreak
API3 DbgSetDebugFilterState
: DbgUiDebugActiveProcess
IsDebuggerPresent

Anti_Debug_Technique

###Anti_Debug_Technique# # # ###Anti Debug Technique#i#

default_search_range=80 default_search_range=80
[Rulel] [NtGlobalFlag check]
ABC . fs:36h
DEF | sy

70h

GHI



About Anti_Debug_API in anti_debug.config

In the Anti_Debug_API section, you can freely create categories and add
any number of APIs you want to detect. (exact match)

###Anti_Debug_API###
[Category Name_1]

API1

API2

API3

[Category Name_2]
API1
API2
API3



About Anti_Debug_Technique in anti_debug.config

In this section, you can set up to three keywords (partial match) under a single rule name.

###Anti_Debug_Technique# ##
Default_search_range=80

[Rulel]
ABC
EFG
HIJ

The basic flow of the search is as follows:

First, the search begins with the first keyword. If it is found, the second keyword is then
searched for within a specified number of bytes (default is 80 bytes). This same process is
applied when searching for the third keyword.

Search Target:
Disassembly (Opcode, Operand)
Comments
API based on Import Table



About Anti_Debug_Technique in anti_debug.config

If you want to set a custom search range instead of using the default value,
you can specify 'search_range=value' at the end of the keyword you've set.
This allows you to change the search range for each rule you've configured.

###Anti_Debug_Technique## #
default_search_range=80

[Rulel]

ABC

EFG

HIJ
search_range=50

[Rule2]

KLM

NOP
search_range=200



anti_debug.config Editing Feature

Functionality for checking and editing the contents of anti_debug.config.
Ctrl + Shift + E (File Editing Feature) " Prym—— %

File contents

#HHANtL Debug APTH#HHE &
. [Debugger check]
After making changes, Leoeouggerpresent
OutputDebugstringa
1 1 1 o o H OutputDebugsStringi
click the 'Save' button to save the modifications. || ceacoteszereresen
DbgSetDebugFilterState
MtSetDebugFilterState
NtQueryObject
NtSystemDebugControl

[Process Check]
CreateToolhelp325napshot
Process32Next
GetWindowThreadProcessId
DebughctiveProcess
DbgUiDebughctiveProcess
MNtDebughActiveProcess
NtsetInformationProcess
NtQuerySystemInformation
NtQueryInformationProcess

[Window Name Check]

FindWindowA

FindWindowExA

FindWindow

FindWindowExd

Enumiindows

EnumThreadWindows

GetWindow

GetWindowTexth v

Line:l  Column:l

Save Cancel
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Support Functions

After running the plugin, detected APIs and keywords are highlighted in different colors.

Detection Category Color

Anti_Debug_API Green

Anti_Debug_Technique Orange

Additionally, if an API specified in Anti_Debug_API is detected, the category name is added as a comment. Likewise,
if a rule name is detected in Anti_Debug_Technique, a description of that rule is added as a comment to the first
detected keyword.

call sub_4a1038

mo ds:WriteProcessMemory, eax ; Write Data OnTheMemory push ebp

mov edx, 9DB@ATELh — ebp, esp

mov eax, [ebptvar_3] and esp, @FFFFFFFah

call sub_401D38 . mov eax, large fs:38h ; NtGlobalFlag check - The code is checking the NtGlobalFlag value at offset @x68 from the Process Envirenment Block.

mov I el i e N ROy Ao X BB 0 ) RS U SO e s pEE RO 5 The value 70 is the sum of FLG_HEAP_ENABLE TAIL CHECK (@x18), FLG_HEAP_ENABLE_FREE_CHECK (@x20), and FLG_HEAP_VALIDATE PARAMETERS (@x48).

mow edx, 9ABFBBAGh sub esp, 488h - - - - - - - - - - -

::Il :E;'ﬁféigg;“a’—al test by'Fe ptr [eax+68h], 7@h

mov ds:VirtualAllocEx, eax ; Memory Manipulaticn pﬂz: :z;

mow edx, BB416786h F.'ﬁ hort 1 ABFER2

mov eax, [ebpt+var_ ] Iz St oo

call sub_481D38

mov ds:GetCurrentProcessId, eax - s=rs - . .

- edx, 774393E8h mov [ebm[ontaxt.[ontextFlags],IIBBJ..Bh g Hardwaraiﬁraakp?mtsi[hack - Check the debug registers DR@, DR1, DR2, and DR3 (CONTEXT_DEBUG_REGISTERS @x10618)
; to determine if a hardware breakpoint has been set.

mov eax, [ebp+var_8] i

e

mov ds:GetModuleFileNameA, eax call ds:ﬁat(uﬂanﬂh,éad

mov edx, 2EE4F18Dh ush  eax ; hThread

mov eax, [ebptvar_g] Eall ds:GEtTh'Ead(Entéxt ; Thread Manipulation

call sub_421D3@ mav ecx, [ebp+var_4]

mov ds:CopyFileA, eax xor eax, eax

] edx, 19F78Ca@h xor ecx, ebp ackCookie

- cax, [ebpivar 5] call  @_ security_che okie@4 ; _ security_check_cookie(x)

call  sub 461038 v P ebp

mow. ds:Process32First, eax ; Process Check 22';‘ =P

mowv edx, @D89ADE5Sh main endp

mov eax, [ebp+var_8] ~

call sub_4a81038

mov ds:GetCurrentProcess, eax

mow edx, BCI3BEALEh

mow eax, [ebp+var_g] push EEP

call  sub_4e1D3@ EE:h el

Lo ds:Pr‘ocessBﬂilExt, eax ; Process Check mov eax, large fs:38h ; BeingDebugged check - The BeingDebugged field in the Process Envircnment Block (PEB) indicates whether the current process is being debugged or not.

mov edx, ?551514”"8] movzx  cax, bytc ptr [cax!2]

mov eax, [ebptvar_ test eax, eax

call sub_481D38 setnz  byte ptr [ebp+var_4]

mo ds:CreateToolhelp325napshot, eax ; Process Check cmp [ebp+var_a], ®

mow edx, 77CD9567h jz short loc_48102E
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List of detectable anti-debugging techniques (ver1.0)

The following Anti Debug Techniques can be detected using AntiDebugSeeker.

HeapTailMarker
KernelDebuggerMarker
DbgBreakPoint_RET
DbgUiRemoteBreakin_Debugger_Terminate
PMCCheck_RDPMC
TimingCheck_RDTSC
SkipPrefixes_INT1
INT2D_interrupt_check
INT3_interrupt_check
EXCEPTION_BREAKPOINT
ICE_interrupt_check
DBG_PRINTEXCEPTION_C
TrapFlag_SingleStepException
BeingDebugged_check
NtGlobalFlag_check
NtGlobalFlag_check_2
HeapFlags

HeapForceFlags
Combination_of HEAP_Flags
Combination_of HEAP_Flags_2

ReadHeapFlags

ReadHeapFlags_2
DebugPrivileges_Check
Opened_Exclusively_Check
EXCEPTION_INVALID_HANDLE_1
EXCEPTION_INVALID_HANDLE_2
Memory_ EXECUTE_READWRITE_1
Memory_ EXECUTE_READWRITE_2
Memory_Region_Tracking
Check_BreakPoint_Memory_1
Check_BreakPoint_Memory_2
Software_Breakpoints_Check
Hardware_Breakpoints_Check
Enumerate_Running_Processes
ThreadHideFromDebugger
NtQueryInformationProcess_PDPort
NtQueryInformationProcess_PDFlags
NtQueryInformationProcess_PDObjectHandle

NtQuerySystemInformation_KD_Check
12



Updated functions



Updated Feature: Detected Function List

After launching the plugin with Ctrl+Shift+D, in addition to the

Anti Debug Detection Results, we have added a feature to display the
Detected Function List.

By adding this feature,

With the Anti Debug Detection Results, it becomes easier to grasp both
the detection outcomes and the overall flow of the code, while the

allows for a more manageable debugging process
by providing information organized by each function. This enables
malware analysis from two distinct perspectives.



Updated Feature: Detected Function List — Basic Functions LAC

E DA View-A x| ’@! fnti Debug Detection Results [ Detected Function List [ [© Hex View-1 B [A& Structures B H Enums B8 ﬁ Imports | @ Exports

Double=click on a function name starting with ‘sub’ to investigate it recursively call.

You can search for results. A

sub_4019C0

VirtualProtectex
VirtualProtectEx
VirtualProtectEx

B

(4detected) [Lr\lhe fiINewProtect parameter in VirtualProtect is configured with PAGE_EXECUTE_READWRITE (Owc40). ]

This configuration permits both dynamic code insertion and execution within the targeted executable memory area.

sub_401C4A

CloseHandle
(1detected)

Mouse over to see rule explanations.

sub_402083
WaitForSingleObject
SuspendThread
ResumeThread

(3detacted)

sub_402215

WaitForSingleObject

SuspendThread
ResumeThread
ResumeThread
(4detected)
.text:ee48236A ; Attributes: bp-based frame
Jhext;eede23sh
_cli H Stext: 88482364 ; int _ stdcall sub_48236A(int,
DOUbIe CIICk tO Jump .text:@98482364 sub_48236A proc near
to a Sectlon. Ltext:eedazish
CloseHandle Jtext:ee48236A var_le= dword ptr -18h
CloseHandle ~text:@e48236A hobject= dword ptr -@ch
(2detected) Ltext:@B482364 var_4= byte ptr -4
.text:88408236A arg_8= dword ptr 8
Jtext:ee48236A dwProcessId= dword ptr  @ch
sub_402AEA text:BR4B236A
Ltext:@0482364 push ebp (]
.text:88482368 mov ebp, esp

Ltext: 88482360 sub esp, 14h




Updated Feature: Detected Function List — Recursive Checking

@ IDA View-A [ €% Anti Debug Detection Results [ 7 Detected Function List )  [3) Hex View-1 g @A Structures B Enums B & Tmports B ®# Exports (|

[resume

l Double-click on a function name starting with 'sub’ to investigate it recursively call

A

sub_4019C0

VirtualProtectex Help Information :

VirtualProtectEx o .o . 5 q

VirtualProtectEx Double Clicking on a function name starting with 'sub' allows

you to recursively check that function.

(4detected)
sub_401C4A

Double-clicking on a function name enables you to trace where that

CloseHandle

(1detected) function is being called from recursively.
sub_402088
WakrorSigleQbject Functions displayed in gray have been detected in
SuspendThread . .
ResumeThread - the Detected Function List.
Check the recursive calls : sub_402215 - O X . 5
i 'depth: [number]' indicates the depth from the
[ sub402215 Items in gray indicate functions that match the Detected Function List Or|g|na| Entry P0|nt (OEP).
: sub_402215 called_addr (00401408) (depth:S)
WaitForSingleObject |-- sub_401395 called_addr (0040154A) (depth:4)
SuspendThread N amL o Can) Double-click to jump to the location where the function is being Lei00401100 push  esi s Tpllodulelione
T |- SLAD'_L‘\,:UEL ;al!m_:dars.tﬁo1:@[,;’ {depth:2) ezl 00401107 moy dwc.;r-d_tla?ElS, N
ResumeThread '“ SUb"“Obm called_addr( 0401113) \dep’\htl) Jtext:eed4eliec call ds:GetCommandLlinel
(4detected) sub_402215 called_adch® GetCursorinfo, CloseHandle, CloseHandle, CloseHandle, Opened_Exclusively Check, i .text:00481112 pui; ea;
- sul}_::c:'ar.fia calieci_ac{d:' ( (depth:4) I I:ﬁmﬂi; [cjsh ;:E;:@“” . hiteap
sub_40236A |-- sub_40236A called_addr (00401557) (depth:4) ::ﬁmﬂg 'cﬂ:\{l S:?ﬁe::;estmy
CloseHandle Mouse over to see the function's detection results from the
CloseHandle 5 5
(2detected) Detected Function List.
sub_402AEA




Demo : AntiDebugSeeker



DEMO

® Malware : Ursnif

MDS5 : 4da11c829f8fealb690f317837af8387 (Packed)
MD5 : 952d604345e051fce76729ccb63bde82 (Unpacked)

© 2024 LAC Co., Ltd. 18



K

[l % Refresh (; Options | #8 Find handles or DLLs 4% System information s X el
Processes Services Network  Disk —
{| Name PID CPU |/Otot.. Private.. User name Description
[ svchostexe 80 897 MB .¥LOCAL SERVICE Windows ¥-EADKA..
fi % svchostexe 272 1344 .. .. ¥LOCAL SERVICE Windows F~FADHA..
(¥ svchost.exe 684 88B/s 12.52.. NTAUT.¥SYSTEM Windows ¥-EADKA..
(¥ svchost.exe 1160 6.36 MB .. ¥NETWORK SER\ Windows Y-EADKA..
%7 svchost.exe 1332 232 MB .¥LOCAL SERVICE Windows #-EADKA...
ur (¥ svchostexe 1388 1.88 MB ..¥LOCAL SERVICE Windows ¥-EADKA.. #* 7497 7IEA
= spoolsv.exe 1508 54 MB NTAUT.¥SYSTEM A7-5-HTYAFLTT.. B 72707 it
¥ svchostexe 1864 9.19 MB NT AUT.¥SYSTEM Windows #-EADKA.. & Fovo-¢
¥ svchostexe 1892 626 MB NT AUT.¥SYSTEM Windows ¥—-FADKXA.. 4 FEaxyk
&) vmtoolsd.exe 1900 0.05 6.67 MB NTAUT.¥SYSTEM VMware Tools Core Se... = o7y
- v @ vm3dserviceexe 1908 14 MB NTAUT.¥SYSTEM VMware SVGA Helper ... files
[+ Ivm3dservice... 2084 152 MB NT AUT.¥SYSTEM VMware SVGA Helper ... Noriben-master
3] VGAuthService... 1920 265MB NTAUT.¥SYSTEM VMware Guest Authen... pluging
[ dllhost.exe 2372 3.77 MB NTAUT.¥SYSTEM COM Surrogate plugins
i &+ msdtcexe 2652 246 MB .¥NETWORK SER\ Microsoft 3 &XRI /Y .. @ OneDiive
] svchostexe 512 1.74 MB ..¥LOCAL SERVICE Windows Y=EADKA.. .
* ¢4 Searchindexere.. 348 28.05 .. NTAUT.¥SYSTEM Microsoft Windows Se... i
? 1 svchost.exe 1364 643 MB DESKTO.¥Win10 Windows Y-EADHKA... & *vhI-7
Pro ] svchostexe 3032 1.59 MB NTAUT.¥SYSTEM Windows ¥-EADKA..
(¥ svchostexe 6560 1.53 MB NTAUT.¥SYSTEM Windows =K ADHA...
[¥ |sass.exe 624 467 MB NT AUT.¥SYSTEM Local Security Authorit...
| [ csrss.exe 492 009 216B/s 191 MB NTAUT.¥SYSTEM I347kH¥-/\-35V4..
I - winlogon.exe 564 3.65MB NTAUT.¥SYSTEM Windows D424 77..
w1 dwm.exe 884 0.10 111.38.. Windo.¥DWM-1  FAZrYT 94/FEJ Y%..
| ¥ = explorerexe 3292 032 302.07.. DESKTO.¥Win10 IZA70-5-
[ MSASCuiL.exe 1680 281 MB DESKTO.¥Win10 Windows Defender no...
& vmtoolsd.exe 124 007 6848B/s 20.14. DESKTO.¥Win10 VMware Tools Core Se...
@ OneDrive.exe 6288 16.94 .. DESKTO.¥Win10 Microsoft OneDrive
‘® ProcessHackerexe 1468 046 17.59 .. DESKTO.¥Win10 Process Hacker
) sakura.exe 7016 3.89 MB DESKTO.¥Win10 YI35I74%

CPU Usage: 2.75%  Physical memory: 1.28 GB (31.97%) Processes 52
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ftH e~ -~ %5:1]% 5 3 A- @@ m&ﬂt"x"e@x > [ O No debuagger vl %l ik iﬁrﬂ

<
RS = I
Lbrary function [l Reguler function [l Instruction | Data Unsoplored — External symbol lll Luming function

71 Functions n e x| & DA View-A B3 ([E]  Detected Function List R Anti Debuz Detection Results )] Hex Viere1 (A) Structres £ Erums L) Imports ) Exports

‘unction name A L text:00401702 mov [esp& 78h+1pszShortPath], ebx]

7 sub 401000 6

flstart = Y

8 ng 38} : 35 .text: 00401706

- Lb401158 .text:00401706 loc_401706: ; hObject

-i ) sub, 401240 .text:00401706 push esi

7 sub 401320 .text:00401707 call ds:CloseHandle ; Check Invalid Close->Exception

7] sub_ 401395 'y

7l sub 40144C =

Hsub 30‘45‘7 .text:0040170D

7 UE 48}380 .text:0040170D loc_40170D:

i:_‘s ‘b peiliici .text:0040170D cmp [esp+78h+1pszShortPath], ebx

:TSUb 401 AFE R Check the recursive calls : sub_401000 - o X .text:00401711 jZ short 106_401724

flsub 401BAB : 8y noore actons DRt Iamh e Telec o et o ¥

7] sub_401C4A : T ET -

fsub 401E44 .text:00401713 call  sub_401000

7 sub_ 401F31 .text:00401718 cmp eax, ebx

Osub; 402088 .text:0040171A jz short loc_401724

7 sub 402215 T -

7] sub 402364 i = vy

7lsub 40243C .

7l sub 402678 100401724

7 sub 4026 BA 100401724 loc_401724:

zsub 402779 o 100401724 call sub_40144C

¢ ———— > 100401729 mov ecx, dword_407664
10040172F xor CcX, eax

100401731 pus

1, Graph overview 0 & x . Resul ngth
: y 732 mov QD
. 737 cal AR
=1 é 73C mov 2
‘ text:00401741 cmp eax, ebx

.text:00401743 jnz short loc_40175D

100.00% (-190,4309) (1632,3) 00000B13 00401713: sub_401571+1R2 (Synchronized with Hex View-1)

& Output o s>

Nothing Found for pattern NtQuerySystemInformation ED Check.

5]
Nothing Found for pattern Extract_Resource_Section.
Nothing Found for pattern Commucate_function_String.
Nothing Found for pattern Commucate_function.
AntiDebugSeeker terminated. .

Edit anti_debug.config : Switch Other tab and Press Ctrl+Shift+E.
Checking the recursive calls : sub_4010600

Python
U: idle Down Disk: S1GB




Future Work

Plugin being developed for
Ghidra version



Ghidra Script

@ Script Editor [ FindApiCallsScript.java, AntiDebugSeekerjava ], Script Manager [CodeBrowser. test:/_00140000.exe] — O X
Edit Help
0% Be f'/,> ® mm L] 6 = | X | | AntiDebugSesker java @ |E E |l lowe | © ’h x
o%ﬂpts AT Tool  Status Mame E.  Description Key Category Modified import ghidra.app.script.Ghidrajcript; ~
- MEW :
=¥ fintiDebueSeeker java TODO: This seript searches for spesifi. _NEW. 11/28/2009 || |LFROEE ghidra.progzam.medal.listing. *;
Analysis import ghidra.program.model.symbol.*;
E] ARM import ghidra.program.model.address.Address;
Azsembly
% Binary import java.io.BufferedReader;
Ger import java.io.FileReader;
b Gleanup
- Codednalysis @ CodeBrowser: test:/_00140000.exe - m} x
-5 Conversion . N .
) GustomerSubmissior File Edit Analysis Graph Navigation Search Select Tools Window Help
%ga:aT Bl lée-= BPREBE| JCIDULFVE- @G -  vESEBGLR0B®EHE | D
ata Types
% g;:;.;isr Program Trees id & X ‘ |Lﬂ Listing: _00180000 e 0% 523 o | E-|% G [ | | v
b ELF Relocations B“E?' 0140000 8xe undefined4 Stack[-0xc]:4 local c XREF[1]: 00405361 (R} s 1 p
E' Emulation Headers undefinedl Stack[-0x10]:1 local 10 XREF[1]: 0040536e (R) 2jundefinedd _ cdecl FUN_00405221(void *param 1)
5 Examples text undefinedd Stack[-0%20]:4 local 20 XREF[1]: 00405374 (R) 3
- FunctionID undefinedl Stack[-0x24]:1 local 24 XREF[1]: 004052c7 (*
rdata — 4{
2 Functions data FUN_0040522 XREF[1]: 0040503c(c) 5| uint
% FunctionStartPatterr bes g 10405221 8b MOV EDI,EDI & woid
. i’““"gets rare 00405223 55 PUSH EEE 7 uine
mpor g £ ESE ;
Testructions . b 00405224 2b ec MOV EEE,ESE 5 woid
O os 00405226 23 ec 20 suB ESE,0x20 5 uint
- % Tteration 00405229 53 PUSH EBX v 10| inc o
- Languages < > < >
) Mac 05 %
) Memary Proeram Tree X ) Consale - Scripting AR
5 Multillser S R wor )
-3 PCode & Symbal Tree @ EI | |BntiDebugSeeker.javay  0040364d
E] Pracessar AntiDebugSeeker.java> 0040492¢c
b £ memset ~ .
Program EntiDebugSeeker.javar 00401419
-0 f.  NtGreateSection )
Froject AntiDebugSeeker.java>  004014le
-5 References - MtMapWiew {Section X 3
Repair 3 MtQusrySyete mlnfor mati Ant%DEbugSeekEr.java> 0?403715 . .
= o v - AntiDebuaSeeker.qava> Finished! It d t f b d th API
= . 5 tiatvene R S iaentiries pased on the
- £ NtUnmapViewQiSeotion ApeiDebugSecker. javar Running. ..
f.  RtlFresUnicodeString AntiDebugSeeker.java> VirtualAllec AFI found. - - f-
5 ANt |acsDesnaseskes. pavas  ataese rules set in the anti_debug.config.
- f RtlUnwind AntiDebugSeeker.java>  00403d68
- f. RtlUpcaseUnicodeString AntiDebugSesker.javar>  00403daa
. ZwCloze s | |AntiDebugSeeker.java> VirtualProtectEx API found.
< > AntiDebugSeeker.java> 004019dd
Eiltar 5 ]= EntiDebugSeeker.java> 00401al1l
_| [AntiDebugSeeker.java> NtQueryVirtualMemory API found.
]| |AntiDebugSeeker. > 0040544,
Data Type Manager v > LHsbugsesker. Java =
iDebugSeeker.java erySyatemInformation ound.
AntiDebugSeek > NtQu SyatemInf t RPI found
= |t | N MR AntiDebugSeeker.javas  0040411d
ﬁData Tynes "l AntiDebugSeeker.java> SetupDiEnumDevicelInfoc API found.
ﬁ BuilthiTypes EntiDebugSeeker.java> 00401043
ﬁﬂ 10140000 xe AntiDebugSeeker.java> SetupDiGetClassDevsA API found.
- EntiDebugSeeker.java> 00401022
s windows _ve12_32
AntiDebugSeeker.java> SetupDiGetDeviceRegistryPropertyR API found.
EntiDebugSeeker.java> 00401088
AntiDebugSeeker.java> 00401092
AntiDebugSeeker.java> GetTickCount AFI found.
AntiDebugSeeker.java> 00404a6d
EntiDebugSeeker.java> 004048dc
AntiDebugSeeker.java> 00402£f66
EntiDebugSeeker.java> 00402fcf
AntiDebugSeeker.java> WaitForSingleCbkject API found.
Filter = |L\ntiDebug5eekez.;|ava> 00402241 9
[ — I I ]
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Updated Version 1.1 Released

[0 README  2[® BSD-3-Clause license

IDA_Plugin_AntiDebugSeeker

Concept

This tool was created to assist those who are new to malware analysis or are not yet familiar with anti-debugging
techniques. Through this tool, users can automatically extract potential anti-debugging methods used by malware,

making it easier for analysts to take appropriate action.

Introduction

The main functionalities of this plugin are as follows:

¢ Extraction of Windows API that are potentially being used for anti-debugging by the malware
(All subsequent API represent the Windows API)
« In addition to API, extraction of anti-debugging techniques based on key phrases that serve as triggers, as some

anti-debugging methods cannot be comprehensively identified by API calls alone.



https://github.com/LAC-Japan/IDA_Plugin_AntiDebugSeeker




	スライド 1: Where is “that” anti-debug? Introduction Of AntiDebugSeeker
	スライド 2
	スライド 3
	スライド 4: Introduction of the AntiDebugSeeker
	スライド 5: What is AntiDebugSeeker
	スライド 6: About anti_debug.config
	スライド 7: About Anti_Debug_API in anti_debug.config
	スライド 8: About Anti_Debug_Technique in anti_debug.config
	スライド 9: About Anti_Debug_Technique in anti_debug.config
	スライド 10: anti_debug.config Editing Feature 
	スライド 11: Support Functions
	スライド 12: List of detectable anti-debugging techniques (ver1.0)
	スライド 13: Updated functions 
	スライド 14: Updated Feature: Detected Function List
	スライド 15: Updated Feature: Detected Function List – Basic Functions
	スライド 16: Updated Feature: Detected Function List – Recursive Checking
	スライド 17: Demo : AntiDebugSeeker
	スライド 18: DEMO 
	スライド 19
	スライド 20
	スライド 21
	スライド 22: Future Work  Plugin being developed for  Ghidra version
	スライド 23: Ghidra Script
	スライド 24
	スライド 25

