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Short Review: Keywords Against RoK in 2023

Supply Chain Attack Financial Security SoftwareHacktivist



Short Review: Incident in a Financial Security S/W



Short Review: Incident in a Financial Security S/W

Internet Bank

User

Financial Security S/W

Startup program
(24/7)

- Response Time

- Compatibility

User

User (TARGET)

Exploit Server

Targeted Attack
- Watering Hole

- IP Filtering



ATTRIBUTION. Summary

• Initial Access

• Zero-day exploit code

• Fully Targeted Attack

• Command and Control: Web-based Command and Control Systems

• Execution: Execute malwares via service (in netsvcs)

• Persistence

• HKLM\SYSTEM\CurrentControlSet\Control\Lsa\Security Packages → C:\Windows\System32\



ATTRIBUTION. Initial Access – Exploit
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ATTRIBUTION. Initial Access - Exploit
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ATTRIBUTION. Initial Access - Exploit
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ATTRIBUTION. Initial Access – Fully Targeted Attack



ATTRIBUTION. Command and Control
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ATTRIBUTION. Command and Control
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ATTRIBUTION. Execution



ATTRIBUTION. Execution



ATTRIBUTION. Persistence

C:\Windows\System32\asap.dll

C:\Windows\System32\thproc.sys

C:\Windows\System32\gmrproc.sys

C:\Windows\System32\gmasvc.dll

C:\Windows\System32\vuproc.sys

C:\Windows\System32\cgproc.sys

C:\Windows\System32\WndmPmSps.dll

C:\Windows\System32\nrproc.sys

C:\Windows\System32\srcsvc.dat

C:\Windows\System32\Ntmssvc.dll



ATTRIBUTION. Summary

• Initial Access
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