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Motivation & Goal
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Target
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Announcement
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Threat Detection
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Pyramid of Pain

B [0CICOWT, WEEDREADEGWEZ R LK
B http://detect-respond.blogspot.com/2013/03/the-pyramid-of-

pain.htm|
A *Tough!
Tools eChallenging
Hosc Argfocts  *Annoying
Domain Names eSimple
[] Hash Values eTrivial ]



http://detect-respond.blogspot.com/2013/03/the-pyramid-of-pain.html

Sigma
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“Sigma is for log files what Snort is for

network traffic and is for files”
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Sigma for InfoSec
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B Analysis
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B Detection
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Sigma in Service

m \irusTotal

o HURARyHIZRMOSIZx L TSigma/lL—ILAABEHEINS
o https://support.virustotal.com/hc/en-us/articles/360015738658-Sigma-rules

DETECTION DETAILS RELATIONS BEHAVIOR CONTENT TELEMETRY COMMUNITY 12

Crowdsourced Sigma Rules O

CRITICAL 1 HIGH 2 MEDIUM 4 LOW 5

1 match for rule APT 37 by Ariel Millahuel from SOC Prime Threat Detection Marketplace

> APT37 has likely been active since at least 2012 and focuses on targeting the public and private sectors primarily in South Korea. In 2017,
APT37 expanded its targeting beyond the Korean peninsula to include Japan, Vietnam and the Middle East, and to a wider range of industry
verticals, including chemicals, electronics, manufacturing, aerospace, automotive and healthcare entities
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How to write Sigma Rule
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| [ZE] |
L v—os 4 bL -———
:_ (256XFLIA) |

TF7vas] L
| EHRDY DY |

- medium
- high

I
I
I
low :\
I
> |
- critical |

simple_sigma_rule_example.yml [a-z0-9 _]{10,

—————— —— —

( logsource: |
I category: process creation b—— — ————
product: windows :

- - -
—F—e—e———_——_—_e—_e—_—_—_——————— 'I

| detection I

: selection: |

| Image: '*\cmd.exe' | —“———__

I condition: selection | =
N | level: critical |

70} .yml

:[Tj9a>]

-——1w—w®%$Uﬁ%|

| (655353XFLIA) JI

[7R]
BRSNS
- category

- product

- service

| [Z‘/E]

—— List*°Map. Modifier#%
[ IEO‘CI’%%I]D‘/WO’& E'\_!
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Log-source section

BEIIL—ILEERT O T —XART

B category

o O4YJMATI!) (eg.firewall, web, antivirus, process_creation)
B product

o HF4% (e.g windows, linux, apache)

B service
o H—EX% (e.g.sshd, applocker)




Detection section

MOy 7 &ERT BT 3>
B EZ L RXETHEREINS
B Liste MapA“EHRRIEE

B\ NFERXFIFXF SN
o IERIXHTIEIRAINDB




Wildcard

B 7 E—NFIELTETT®mRAOND

O cm?.exe ->cmd.exe

B EFRORIOXFINE LTEEHRA NS

o power*ll.exe -> powershell.exe




Escape

B SRCHAROXFZ2BEDOXFIE L THRW WSS

BRIICNY IR Ty a¥E AND
0 DAIFA—FXFETHNEXIIRT—THHE
o =¥ FEALE-WMEEIEWwET S




List

AN G ) Y =)
B XFiHLW0E~y TTHRRENI-EZDOY X b
B JXFIFIORTEHHEIMND

detection:
keywords: “EVILSERVICE” H “svchost.exe -n evil”
- EVILSERVICE EWVWVS XFFESTH
- svchost.exe -n evil
detection: B
SENEEENEE . Imageh® “¥example.exe” T 5 hHY
- Image|endswith: \\example.exe Description|= “Test executable” Z&EhH
- Description]|contains: Test executable =
| O !
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Map

B F—C{ETEREIND

o ¥—FOTT—4E2DT4—ILFK
o {EIXXFEFIMNEHKIE

B < 7IZANDTCEHlE N %

detection:
selection:
EventLog: Security
EventID:
- 517
- 1102
condition: selection

L] =

EventLogZ 4 —JL KDIEHS “Security” mD
EventIDAY 517 A 1102




Modifier

B F & BA

contains T4—ILFADEIHE—FT D (BZTAILEHh—F*THED)
all EDVALDHEREFZORNSANDIZEET S
base64 Base64I>a—Kd¥ %

base64offset Base64L A—FR g H(ETHD/N\JI—3VFEL)
endswith [ETI4—ILENET TS

startswith [ETI14—ILED RIS %

utf16le UTF16-LET>3—K3 %

utf16be UTF16-BET>a—K¥ %

wide utfl6le& R —

utflé UTF16T>a—K3 5 (Byte order markZ5cEE(ZiB0)
windash CETICEESMA-EDILHERTD

[

[

[] L]
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baseb64offset

B Base6dT>a— RIZFIBOXFEINICL > THEREINED S
Hello -> SG@EVsbG8=
AHello -> QUhlbGxv

HelloA -> SGVsbGO9B
AHelloA -> QUhlbGxvQQ==

B CNOHETTCIYYFITEE)ICEHNBEDIOAEZRRTNRE T S
]
0
O o - |
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windash

B AR IICEIMZ L DLEFRT A BET
B T (CWindowsToha~x >y RoA4vAF 7> avTERINS
B https://github.com/SigmaHQ/sigsma/issues/3749

certutil.exe /urlcache /split /f http://7-zip.org/a/7z1604-x64.exe 7zip.exe
certutil.exe -urlcache -split -f http://7-zip.org/a/7z1604-x64.exe 7zip.exe



https://github.com/SigmaHQ/sigma/issues/3749

Condition

B DetectionDEE%ERT 3
B RARERAEDNDH D

o AND
o OR . .
selectionl and selection2
o NOT . .
selectionl or selection2
o all of them .
. not selection
o Nofthem (NIZETF) all of selection*
o () 1 of selection*
selectionl and (selection2a or selection2b)
[]
]
a ]
[] N
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Sigma Rule Example

B https://github.com/SigmaHQ/sigma/blob/master/rules/window

s/process creation/proc creation win apt taidoor.yml

detection:

celectionl: a7 RS54 oIz dil,MyStart” & 5 LM
: ; e
CommandLine|contains: dil MyStart NEFENTLSEH
- 'dll,MyStart’
- 'dll MyStart' H5HUE
selection2a:
CommandLine|endswith: ' MyStart' A RKSA4AUM” MyStart” T#HY
selection2b:

M2 "rundli32.exe” MEFENTLNSH
CommandLine|contains: 'rundll32.exe'

condition: selectionl or ( selection2a and selection2b )
- [
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https://github.com/SigmaHQ/sigma/blob/master/rules/windows/process_creation/proc_creation_win_apt_taidoor.yml

Detailed specifications

B D WNERIZAD N F 2 X FTHERT 3

o https://siemahq.github.io/sigma-specification/Sigma specification.html

SIGMA Sigma specification

The following document defines the different aspects of the SIGMA specification.

Specificatio « Version 1.03

¢ Release date 2022/12/28



https://sigmahq.github.io/sigma-specification/Sigma_specification.html

For more examples

B NEHEINTWBSigma/ll—ILURY kU o)

O O 0O O 0O 0O O°

https://github.com/SigmaHQ/sigma/tree/master/rules

https://github.com/The-DFIR-Report/Sigma-Rules

https://github.com/joesecurity/sigma-rules

https://github.com/mbabinski/Sigma-Rules

https://github.com/mdecrevoisier/SIGMA-detection-rules

https://github.com/blacklanternsecurity/sigma-rules

https://github.com/WithSecurelabs/lazarus-sigma-rules
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https://github.com/WithSecureLabs/lazarus-sigma-rules

Test Asset

m ERL-®HAYy o7 X b
o https://github.com/SigmaHQ/sigma/blob/master/.github/workflows/sigma-test.yml
o https://github.com/SigmaHQ/sigma/blob/master/tests/test rules.py

test-sigma Q. Search logs o]

succeeded yesterday in 4m 52s

> @ Setupjob 2s

> @ Run actions/checkout@v3.2.0 7s

> @ Setup Python 3.11 os

> @ Install dependencies

> @ Test Sigma Rule Syntax 11s

> @ TestSigma Rules am 245 L]

u}

> @ Post Set up Python 3.11

> @ Post Run actions/checkout@v3.2.0 s D
O T

Complete job s O 29


https://github.com/SigmaHQ/sigma/blob/master/.github/workflows/sigma-test.yml
https://github.com/SigmaHQ/sigma/blob/master/tests/test_rules.py

Tools for Sigma

Sigma/l— L= IBST B2 ENTEHRELLY —IL
B Chainsaw

Zircolite

Hayabusa

Uncoder

VVSCode Extension




Chainsaw

https://github.com/WithSecurelLabs/chainsaw

ARy hashEICSigmall— L& BEARIRELY — L

Rust& ¢Windows/Linux/MacB D/ N FUAREINTWS
BIELERTHELRT L



https://github.com/WithSecureLabs/chainsaw

Zircolite

https://github.com/wagga40/Zircolite

ARy hashEICSigmall— L& BEARIRELY — L
Python&, WindowsPLinux@lf D/ F U HEHR L T3
T 7 # )L k ©Sysmon for Linux® O 7 AT %
Sigma/l—JLIZJSONIZZH#E L 4 Ly & W T 78 L



https://github.com/wagga40/Zircolite

Hayabusa

https://github.com/Yamato-Security/hayabusa
ARy hashEICSigmall— L& BEARIRELY — L
RustZl cWindows@ T DA+ ZFH L T3

HayabusaBER DI — LK EE S
o SigmaJlL—JL % Hayabusa/L— LTS RK IZZEHLA] RE

B OAADREEICEL>THY, BERFEORIANFF 2 XY bDHD



https://github.com/Yamato-Security/hayabusa

Uncoder

B https://uncoder.io/
B SOCPrimen 2t L TWLWBdWebH—EX
B Web FTSigma/ll =L &4 LB RRBICEBTE 3

sigma: Empire PowerShell Launch Parameters X -
o [ [ [ oo - D

1 title: Empire PowerShell Launch Parameters . . .
DeviceProcessEvents | where ProcessCommandLine in~ (@'* -NoP -sta -NonI -W

2 description: Detects suspicious powershell command line parameters Hidden -Enc *', @'* -noP -sta -w 1 -enc *')

used in Empire

3 status: experimental
4 references:
5 - https://github.com/EmpireProject/Empire/blob
/c2ba6lcas8d2@31dadecfcld577@ba723e8b7108db/1ib/common/helpers
. py#L165
6 - https://github.com/EmpireProject/Empire/blob @ ]
D /e37fb2eef8ff8f5a0a689f1589f424906fe130855/1ib/modules/powershell
/persistence/powerbreach/deaduser. py#L191 Translating to: Microsoft Defender for Endpoint

34


https://uncoder.io/

VVSCode Extension

B https://marketplace.visualstudio.com/items?itemName=humpal

um.sigma

B VSCode kTSigma/l— /L% 23R § % BRIC{ERN 2355

\1 File Edit Selection View Go Run Terminal Help Extension: sigma - Visual Studio Code

@ EXTENSIONS: MARKETP.. Y O = - £ Extension: sigma X
sigma .
p SI g ma vl.3.2
sigma @793 k5 o
Z—Q [} i Support for Sigma Signature ... humpalum » 793 % % %k (1)
humpalum Install . Support for Sigma Signature Format
sigma_extension ]
ﬁ[> % Import your codes from sigm... Install 53
Sigma Install

|n L]

35


https://marketplace.visualstudio.com/items?itemName=humpalum.sigma

Hands-on




Logging Environment

ExercisePHands-onC{ERT 507
B {EEIE(CSysmonEx A4 X b —JL

o https://github.com/Neo23x0/sysmon-config/blob/master/sysmonconfig-trace.xml
m X —Fv NEER
o ZAHEIfERIEhosts 7 7AMILZEFE-=EDEHY. T LEDNSHFEHLNI=HITT
(7m0



https://github.com/Neo23x0/sysmon-config/blob/master/sysmonconfig-trace.xml

Sysmon

B Microsoft "Bt 9 5> X T LD T7 VT4 ET 4 #EBEEB L TCRox

795 —I

o Z7AI, TAER, LVARM), Ry b IT—VDBRIELGEFRRLGARV M E
AR +BTIZERET S

o BMETHEHSTEORERZDKLSICFIAT S LM ETHEE
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Sysmon for Linux

B https://github.com/Sysinternals e

<System>
<Provider Name="Linux-Sysmon" Guid="{ff©32593-a8d3-4f13-bed6-01fc615a8f97}"
/S F |_ <EventID>1</EventID
ysmon Or InuX <Version>5</Version>
<Level>4</Level>
<Task>1</Task>

. Linuxr{:ﬂ Lj— O)Sysmon <Opcode>@</0Opcode>

<Keywords >0x3000000000000000< /Keywords >

. — Ky - N <TimeCreated SystemTime="2023-01-02T06:29:23.620103000Z"
O Wlndows}ﬂi & (; :1$) |E.| l./ ; j '\ D E <EventRecordID>1502</EventRecordID>
<Correlation />

~ N
/T % é <Execution ProcessID="1130" ThreadID="113@"

<Channel>Linux-Sysmon/Operational</Channel>

— -~
(@) IEQT /f Z I‘ I) t :L_:/ | ‘/—C‘: % <Computer>ubuntu</Computer>
s <Security UserId="0" />
niEA V2 F—LIZES
<EventData>
<Data Name="RuleName">-</Data>
<Data Name="UtcTime">2023-01-02 06:29:43.012</Data>
<Data Name="ProcessGuid">{55f63222-79d7-63b2-a584-6beeeeeeesee}« /Data>
<Data Name="ProcessId">2283¢</Data
<Data Name="Image">/usr/bin/python3.8</Data>



https://github.com/Sysinternals/SysmonForLinux

Utilities for Sysmon

B SysmonSearch
o JPCERT/CCANA S ZRI#RIEL T
MRDAELGEEZRET S-DICHFE
B Sysmon View
o SysmonBA4S EHRILT HY—IL




Sysmon Event ID (1/3)

ARV FID BE e |

1 70+t 2 DIERK TR XABO T R EERR LT L FICRFEIND

2 7OtR07 7 ANVDERKEOEE 77 A IMERKZA TR ICE > TEBEIN/-E T ICRHEIND

3 Ty b7 — 0Bk TCP/UDP#sfhic & ek 9 %

4 Sysmont — E 2 DIREEZ T Sysmont — EXDIRENEB INT- & ZTICRHFEIND

5 7Ot RDET TAERPRT Lz EICREBHRIND

6 FZA4RR—on—F FZA4"\PAa—FInh/ice EICEHEIND

7 A A—=oa— K DLLAEA 7 RERICA—FE N/ & TICRHRIND

8 DE— 7O XDIERK O ZARo AR TAL Yy REER

9 RawAccessRead Y¥¥E DA ST At XDGEAEY WIB % LiRT S

10 TOERTIER AL XABO IO X ERAWE TICEHFIND
o O
- .

[] [ ]
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Sysmon Event ID (2/3)

ARV MID  iRME e |
11 7 7 A ILDIERK TAERANT 7 ANOEREIGEEETIN/ LT ICREHEIND
12 Registry 4 ~ > b (fERk & BIFR) LY R MY DF—EEIMERE-IFBIBRESNI-E ZICREHFIND
13 Registry4 N> F(fED+E v ) LYZ MY DENEY baIn/o& ZICEEFEIND
14 Registry 4 N> M (ZHIZE) LR MY DF—EEOEZRIANEESINE S ICEFREND
15 FileCreateStreamHash ZRMTET7 74 MY —LDPMERIND & EICERERIND
16 Y—EXOIVv 74 TDEE SysmonDaAY 74 77 7 AN EEINE ZTICEHEIND
17 Pipe 1 ~ > b (ERK) BRI E A THMER SN L B ICRFINES
18 Pipef ~ >k (##5) BE E X TOERAPERINI & SICHHRIND
19 WmiEventFilter7 7 74 £7 « WMI D EventFilterz Z28% 9 %
20 WmiEventConsumer7” 7 7 4 £ 7 4 WMIDEvent ConsumerZ 28k g 5
= L]
= 0]
[] L
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Sysmon Event ID (3/3)

ARV MID  iRME e |
21 WmiEventConsumerToFilter Event Filter & Event Consumer® /N A > Kz 28k d %
22 DNSA N> k DNSZ TV OEITHICGEHRIND
23 T—hA7&n1=7 74 ILDOHIEK SysmonHh 7 —HhHA T L1774 ILDEIREICEFRIND
24 7Uy T R—FDESE 7V vy 7HR—FORBAEEIN L ZICHETEIND
25 TAERAWEA Hollowingx>HerpaderpingZi&&1¥ % &L iLix =415
26 7 7 A LHEIBR 77 AILOBIBREFICEEHRS N D
27 FileBlockExecutable SysmonA'EI{T 7 7 AL ERML T Oy 79 B LEHIND
28 FileBlockShredding SdeleteZs £ T7 7 4 /L %Zshredding 9% £ L8RI5
255 77— SysmonD I 7 —AJHELEEHRIND
|
0 L]
o
U ]
[] L
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) Event Field
UtcTime Time in UTC wi event was created
ProcessGuid Process Guid of the process that got spawned/created (child)

Processld Process ID used by the OS to identify the created process (child)
. \Y
SyS m O n 0) /r /\\\ \/ I\ L— cj: F I e | d 75‘ Image File path of the process being spawned/created. Considered also the child or source process
FileVersion Version of the image associated with the main process (child)
Description Description of the image associated with the main process (child)
H e =/ —
? | N I g | I I a a p E A—E Product Product name the image associated with the main process (child) belongs to

OriginalFileName OriginalFileName from the PE header, added on compilation
% Company Company name the image assodated with the main process (child) belongs to
CommandLine Arguments which were passed to the executable associated with the main process

CurrentDirectory The path without the name of the image associated with the process

. h tt p S - //g i ‘t h u b C O m /O | a f h a rto n User Name of the account that created the process (child) . It usually contains domain name and username

LogonGuid Logon GUID of the user who created the new process. Value that can help you correlate this event with
others that contain the same Logon GUID

g/S y S I l I O n Logonld Login ID of the user who created the new process. Value that can help you correlate this event with

others that contain the same Logon ID

cheatsheet/blob/master/Sys : g

IntegrityLevel Integrity label assigned to a process
Hashes Full hash of the file with the algorithms in the HashType field
m O n - C h e a tS h e et p d f ParentProcessGuid ProcessGUID of the process that spawned/created the main process (child)

ParentProcessld Process ID of the process that spawned/created the main process (child)

O

Parentimage File path that spawned/created the main process

ParentCommandLine Arguments which were passed to the executable associated with the parent process

l:' ParentUser Name of the account that created the parent process. It usually contains domain name and username

[ m = !
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https://github.com/olafhartong/sysmon-cheatsheet/blob/master/Sysmon-Cheatsheet.pdf

EVTX Conversion

EVTIX7 7 4 JL1ZF LN < WD TEVIXECmd TZE #a

B https://ericzimmerman.github.io/#!index.md

# CSVICEMEY %35
$ EvtxECmd.exe —f blacktech.evtx --csv ./

# JSONICEHEY 535
$ EvtxECmd.exe -f blacktech.evtx --json ./

O

n
O = -



https://ericzimmerman.github.io/#!index.md

Timeline Explorer

CSVICEH L 7cA R AT Z BEX T KR

B https://ericzimmerman.github.io/#!index.md
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https://ericzimmerman.github.io/#!index.md

Environment
Setup



Setup

1. Slackh'uZIP7 74 L &E X7 >O0—Fk
2. BHICEHA LA T = K TTFRERXANZIPOT S % EH

C:¥sigma_workshop

| & < | C:¥sigma_workshop

71 #*H IR
<«

v T > PC > Windows (C)) » sigma_workshop »

o T4 TIEA

@ OneDrive

@ pC ) ' D

y 3D ATIIIH




Chainsaw

1. TE&H S chainsaw x86 64-pc-windows-msvc.zip %X 7 > A — K
O  https://github.com/WithSecurelLabs/chainsaw/releases/tag/v2.3.1

2. ZIPXEBL CHT&/chainsawT 4« L 7 1 %

C:¥sigma_workshop¥chainsaw & 755 & 5 ICEZE

= | C:¥sigma_workshop¥chainsaw

J71) RN #£EF FIR

v 1T > PC » Windows (C:) » sigma_workshop > chainsaw » v (&) chainsaw D&%

£41 ' EAE i A%

oI I

mappings T34 TANS -
W chainsaw.exe DL EDEY, 6,457 KB
71 35 KB
@ pc | LICENCE 71
oy ¥ README.md Markdown Y- 37 KB
, 3D ATITAF m arkdown V-2 7 3

@ OneDrive



https://github.com/WithSecureLabs/chainsaw/releases/tag/v2.3.1

Zircolite

1. TsZ2URLA S zircolite winlo x64 2.9.7.7z %X > A —F
O  https://github.com/waggad0/Zircolite/releases/tag/2.9.7

2. TZIPEREFEL THTE 7/ zircolite winloT 1 L 7 b U %
C:¥sigma_workshop¥zircolite &£ 7% £ 5 ICECE

3. zircolite winl@.exe % zircolite.exe |2 x— L

s | C:¥sigma_workshop¥zircolite

> PC » Windows (C:) > sigma_workshop > zircolite >

2T
* 7190 IR

bin 3 L %)
@ OneDrive : , a 194 ;
config 20 3 74) j ]
= pC docs 20 0/08 2 3 ) =
o y
4 3D ATYIOF o
rules 20 ¢ 3 ;
m Desktop )
templates 20 3 ] - D
|:| 4 Downloads ¥ Readiraind 50 , " 29 & KB
FFaAvb @ zircolite.exe 20 3 7 3 17,183 KB = 50


https://github.com/wagga40/Zircolite/releases/tag/2.9.7

Timeline Explorer & EvtxECmd

1. TEURLA »Timeline Explorer& EvtxECmdA® &7 > A — K

O A2VAF—ILENTULVS .NET Framework®D/N\— 3 V(ZE&hE 5
O  https://ericzimmerman.github.io/#!index.md

2. ZIPEERFALTHTE 7 7ML EZNTN

C:¥sigma workshop¥TimelineExplorer &

C:¥sigma workshop¥EvtxECmd &£ 725 & 5 ICECE

= | C¥sigma_workshop¥TimelineExplorer
2710 Hi=h i ET = | C¥sigma_workshop¥EvtxECmd

N ). EECTNEE S

« 4l » PC » Windows (C:) » sigma_workshop » EvtxECmd »

- v N » PC » Windows (C:) » sigma_workshop > TimelineExplorer »

&l -3
& D19 FUER

outs ot 1L T LA
Layouts i &1 TR
Plugins 7 5 Maps
LICENSE txt /16 2 74 Ay B @ OneDrive

@, OneDrive

| PC £ EvixECmd.exe

4 3D ATY1R . TimelineExplorer.exe



https://ericzimmerman.github.io/#!index.md

VVSCode Extension

1. VSCode#RBi&. ExtensionsT sigma &%
2. humpalum.sigma %= A > X b —JL

\1 File Edit Selection View Go Run Terminal Help Extension: sigma - Visual Studio Code

@ EXTENSIONS: MARKETP.. W O = .- = Extension: sigma X
sigma .
/O SI g ma vl.3.2
sigma 793 %5 o
35’ ‘® i Support for Sigma Signature ... humpalum » 793 % %k kK (1)
humpalum Install . Support for Sigma Signature Format
sigma_extension D19
ﬁ[> * Import your codes from sigm... Install <5
Sigma Install

O
] O L]
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C:¥sigma _worRkRshop

BASHIICLUT DO & D g & 70 %

= | C:¥sigma_workshop

| v
Kb #E  EE

« = v 1 » PC » Windows (C;) *» sigma_workshop

A9 T oA {\
@ OneDrive Q‘”W

— ¢ ,

WpC
g 3D ATIIIH chainsaw EvtxECmd TimelineExplorer zircolite
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Sysmon
with Chainsaw



Chainsaw

$ chainsaw hunt logs/ -s sigma_rules/ ¥

--mapping mappings/sigma-event-logs-all.yml

I A N | Ik W
| (O P I T I 1 IR ) [ (I Fo Il [ 0 |l
— [ | HEEH

] ]l ] ] ) ] ] el el
By Countercept (@FranticTyping, @AlexKornitzer)

[+] Loading detection rules from: sigma_rules/

[+] Loaded 1 detection rules

[+] Loading forensic artefacts from: logs/ (extensions: .evt, .evtx)
[+] Loaded 4 forensic artefacts (264.5 MB)
[+]
[+]

Hunting: [ 1 4/a -
Group: Sigma

timestamp detections count Event.System.Provider Event ID | Record ID Computer Event Data

2022-11-28 ©01:18:40 | + BlackTech LAMICE | 1 Microsoft-Windows-Sysmon | 11 71738 MSEDGEWIN1® | CreationUtcTime: 2022-11-28 @1
| | | :18:48.068

| | | Image: C:\Program Files\Micros
oft Office\Root\Officel6\EXCEL
-EXE

ProcessGuid: 43199D79-8C5E-638 D
4-7801-0000020011008
ProcessId: 3ee8

RuleName: ‘-'

TargetFilename: C:\Users\IEUse
r\AppData\Roaming\Microsoft\Wi
ndows\Start Menu\Programs\Star D

tup\dwm.exe
D . | | | | User: MSEDGEWIN1@\IEUser |
| | | | UtcTime: 2022-11-28 ©1:18:40.8
| | \ \
L 1 1 Il

‘ O

- | 55

[+] 1 Detections found on 1 documents



Chainsaw Lint

$ chainsaw lint --kind sigma rules/

L

|

By Countercept (@FranticTyping, @AlexKornitzer)

[+] Validating as sigma for supplied detection rules...
[!] sample _rule.yml: invalid condition: identifier not found - selection_one

[+] Validated © detection rules out of 1

L

0
O o - |
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Sysmon for Linux
with Zircolite



Sysmon for Linux

B 7 74/l bkTlE/var/log/sysloglcMt = HEI N3
B 07 7x—<v b (Ubuntudizs

O M H:i:s ubuntu sysmon:
<Event><System>...</System><EventData>...</EventData></Event>

Jan 2 ©8:29:23 ubuntu sysmon: <Event><System><Provider Name="Linux-Sysmon" Guid="
{ff032593-a8d3-4f13-bed6-01fc615a0f97}"/><EventID>1</EventID><Version>5</Version><Level>4</
Level><Task>1</Task><Opcode>0</0Opcode><Keywords>0x8000000000000000< /Keywords><TimeCreated
SystemTime="2023-01-02T06:29:23.620103000Z"/><EventRecordID>1562</EventRecordID><Correlation/
><Execution ProcessID="1130" ThreadID="1130"/><Channel>Linux-Sysmon/Operational</
Channel><Computer>ubuntu</Computer><Security UserId="0"/></System><EventData><Data Name="RuleName">-</
Data><Data Name="UtcTime">2023-01-02 06:29:43.012</Data><Data Name="ProcessGuid">
{55f63222-79d7-63b2-a584-6b0P00OLORLLL }</Data><Data Name="ProcessId">2283</Data><Data Name="Image">/usr/
bin/python3.8</Data><Data Name="FileVersion">-</Data><Data Name="Description">-</Data><Data
Name="Product™>-</Data><Data Name="Company">-</Data><Data Name="OriginalFileName">-</Data><Data
Name="CommandLine">/usr/bin/python3 /usr/bin/gnome-terminal</Data><Data Name="CurrentDirectory">/home/ L]
alice</Data><Data Name="User">alice</Data><Data Name="LogonGuid">{55f63222-0000-0000-c303-000000000000 }
</Data><Data Name="LogonId">1000</Data><Data Name="TerminalSessionId">3</Data><Data
Name="IntegritylLevel"”>no level</Data><Data Name="Hashes">-</Data><Data Name="ParentProcessGuid">
{55f63222-79¢c7-63b2-c557-320d40560000}</Data><Data Name="ParentProcessId">1829</Data><Data D
|:| I Name="ParentImage">/usr/bin/gnome-shell</Data><Data Name="ParentCommandLine">/usr/bin/gnome-shell</

Data><Data Name="ParentUser">alice</Data></EventData></Event> 58




Event - System

<System>

<Provider Name="Linux-Sysmon" Guid="{ff032593-a8d3-4f13-b0d6-01fc615a0f97}" />
<EventID>1</EventID>
<Version>5</Version>
<Level>4</Level>
<Task>1</Task>
<Opcode>0</Opcode>
<Keywords >0x8000000000000000< /Keywords >

<TimeCreated SystemTime="2023-01-02T06:29:23.620103000Z" />
<EventRecordID>1502</EventRecordID>

<Correlation />

<Execution ProcessID="1130" ThreadID="1130" />
<Channel>Linux-Sysmon/Operational</Channel>

<Computer>ubuntu</Computer> []
<Security UserId="0" />
N </System>
L] | e
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Event - EventData

L] L]

<EventData>
<Data Name="RuleName">-</Data>
<Data Name="UtcTime">2023-01-02 06:29:43.012</Data>
<Data Name="ProcessGuid">{55f63222-79d7-63b2-a584-6b0000000000}</Data>
<Data Name:"ProcessId“>2283</Data>|
<Data Name:"Image">/usr/bin/python3.8</Data>|
<Data Name="FileVersion">-</Data>

<Data
<Data
<Data
<Data

Name="Description">-</Data>
Name="Product">-</Data>
Name="Company">-</Data>
Name="OriginalFileName">-</Data>

|<Data

Name="CommandLine">/usr/bin/python3 /usr/bin/gnome—terminal</Data>|

<Data

Name="CurrentDirectory">/home/alice</Data>

|<Data

Name:"User">alice</Data>|

<Data
<Data
<Data
<Data

Name="_LogonGuid" >{55f63222-0000-0000-c803-000000000000}< /Data>
Name="LogonId">1000</Data>

Name="TerminalSessionId">3</Data>

Name="IntegrityLevel”>no level</Data>

<Data Name="Hashes">-</Data>

<Data Name="ParentProcessGuid">{55f63222-79c7-63b2-c557-3a8d40560000}</Data>
<Data Name="ParentProcessId">1829</Data> I

<Data Name:"PaPentImage">/usr/bin/gnome-shell</Data>|

<Data Name:"PaPentCommandLine">/usr/bin/gnome-she11</Data>|

<Data Name="ParentUser">alice</Data>

</EventData>
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Zircolite

B Sigma/Ll—/LEZYAMLA BJSONIZZEHE L 7oy & LT 780

o https://github.com/waggad0/Zircolite/blob/master/docs/Usage.md#generate-your-

own-rulesets

$ sigmac -t sqlite ¥

-C sysmon.yml ¥

-Cc zircolite.yml ¥

-d rules/ ¥

--output-fields title,id,description,author,falsepositives,level,filename ¥
--output-format json ¥

-r ¥

-0 rules_linux_original.json ¥

--backend-option table=logs

L] ]

[] L]
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https://github.com/wagga40/Zircolite/blob/master/docs/Usage.md#generate-your-own-rulesets

Sysmon for Linux with Zircolite

$ zircolite --events syslog.log ¥

--ruleset rules/[rules linux].json --sysmond4linux

[ 44 NN e g

/A ——aE -

- NN N NN N N .

B’ BN~ N NN N N e

I | O I B
T T T T ] L I L |

-= Standalone SIGMA Detection tool for EVTX/Auditd/Sysmon Linux =-

[+] Checking prerequisites
[+] Extracting EVTX Using 'tmp-KIKFNGFU' directory
100 | I | 1/1 (00:0000:00, 1.02it/s]
[+] Processing EVTX
100 | I | 1/1 (00:00<00:00, S.26it/s]
[+] Creating model
[+] Inserting data
1o | [ | :150/3190 [00:@@<@@:@@, 23981.54it/s]
[+] Cleaning unused objects []
[+] Loading ruleset from : rules/rules_linux_original.json
[+] Executing ruleset - 1 rules

- BlackTech mabackdoor [critical] : 1 events
100 | I | 1/1 [00:00<00:00, 494.90it/s] ]
|:| . [+] Results written in : detected_events.json

[+] Cleaning 0

62

Finished in 1 seconds



BlackTech
LAMICE



BlackTech LAMICE

B BlackTechh'2017TED HES B MY~ OfFF EExcel FF 2 X >~ k
o JSAC 2022 CTrendMicroh F k!

B REAFFAHZNLTWS
o 20174F: TSCookie
o 2018%:IconDown
o 2021%E: Flagpro
B XM O0—FDOEZTAAEXKFALZITITH
o EEFETEFELAL

. [1] https://jsac.jpcert.or.jp/archive/2022/pdf/JSAC2022_8_hara_en.pdf

L] ]
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TTPs

Macro creates EXE
Open attachment at startup directory

> >
EML
%APPDATA%¥Microsoft¥Windows¥
Start Menu¥Programs¥Startup
[m] D D
- ]
[] []
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(01/10) Convert Evtx to CSV

Timeline ExplorerCA 7 7 B 5 7-%|Z C:¥sigma _workshop¥logsfic
TIZH D 01 BlackTech LAMICE.evtx % EvixECmd TZ 2

$ EvEXECmd -f C:¥sigma workshop¥logs¥@l BlackTech LAMICE.evtx
--csv C:¥sigma workshop --csvf 01 BlackTech LAMICE.csv

*3 01_BlackTech LAMICE.csv 2023/01/23 23:41 Microsoft Excel CS... 81,737 KB




02/10) View CSV in Timeline Explorer

Timeline Explorerzfd & = 01_BlackTech LAMICE.csv =~ 2 v 7
TR EFAY TS
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(03/10) Filter for specific events

LAMICE L StartupiC 7 7 A L& ZEZ AL DT
“Startup” TR L TH 5 Startup

"0 a0 "0

TargetFilename: C:\Windows\System32\WDI\LogFiles\StaptupInfo\S-1-5-21-321011808-3761883066-353627080-1000_St.. IsExecutable: .. Archived:
TargetFilename: C:\Windows\System32\WDI\LogFiles\StaptupInfo\S-1-5-21-321011808-3761883066-353627080-1000_St..

EventType: DeleteKey TargetObject:

EventType: CreateKey TargetObject:

EventType: SetValue TargetObject: : DWORD (...
TargetFilename: C:\Windows\System32\config\systemprofile\AppData\Local\Microsoft\Windows\PowerShell\StartupP..

EventType: CreateKey TargetObject:

EventType: SetValue TargetObject: .. Details: "C:\Pro@
EventType: CreateKey TargetObject:

EventType: SetValue TargetObject: ® Details: Binary .
EventType: DeleteValue TargetObject:

EventType: DeleteKey TargetObject:

EventType: CreateKey TargetObject:

EventType: SetValue TargetObject: [ | : Binary ..
EventType: DeleteValue TargetObject:

EventType: DeleteKey TargetObject:

TargetFilename: C:\Users\IEUser\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\dwm.exe




(04/10) View malicious event

Payload/* % JSON % EX/5 A] BE
B COARY MA2BHT 5 L5 ASigmall—ILEBET 3

"@Name" :
"#text":

"@Name" :
"#text":

"Image",
"C:\\Program Files\\Microsoft Office\\Root\\Officel6\\EXCEL.EXE"

"TargetFilename",
"C:\\Users\\IEUser\\AppData\\Roaming\\Microsoft\\Windows\\Start Menu\\Programs\\Startup\\dwm.exe"
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(05/10) Open VSCode

1. C:¥sigma _workshop¥rules (Z 01 BlackTech LAMICE.yml % {F
A% L. VSCode TR <

2. View — Command Pallete (Ctl+Shift+P) — Change Language
Mode — sigma T & B TE 2 IR

I 01_BlackTech_LAMICEyml X >changd
C: > sigma_workshop > rules > ! 0 Change Language Mode Ctl + K M recently used 23
! Change End of Line Sequence other commands

Change File Encoding
Change Tab Display Size

Cloud Changes: Resume Latest Changes from Cloud

Cloud Changes: Show Cloud Changes

Cloud Changes: Store Working Changes in Cloud []
o Cloud Changes: Turn on Cloud Changes...
Git: Open All Changes
Go to Next Change Alt + F5
Go to Previous Change Shift + Alt + F5 D
D . Show Next Change Alt + F3 0
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(06/10) Create basic components

newrule %1 > TEEF % 1ERK

%) 01_BlackTech_LAMICEyml 1 ®

C: > sigma_workshop > rules > o] 01_BlackTech_LAMICE.yml
1 title: @1 BlackTech LAMICE
id: ed5886bc-f37d-46a7-85ee-5085f1015e0e
status: experimental

author:
6 date: 2023/01/24
9 01_BlackTech_LAMICEym| ® 7 references:
C: > sigma_workshop > rules > 4) 01_BlackTech_LAMICE.yml| ¢ Add Td—g/
1 new 9 tags:
L_] newrule Generate a new rule (sigma) 10 -
11 logsoarce:
12 category: process creation
13 product: windows &° process_creation
14 detection: @° process_access
15 selection: g° registry_event
D : (R S &° ps_script
3 17 condition: selection g° file_event
. 18 falsepositives: &° webserver
|:| 19 - Unknown & image_load

20 level: critical
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(07/10) Write basic components

9 01_BlackTech_LAMICEyml X

C: > sigma_workshop > rules > ) 01_BlackTech_LAMICE.yml
1 title: @1 BlackTech LAMICE

p id: ed5886bc-f37d-46a7-85ee-5085f1015e0e

3 status: experimental

4 description: Detects file creation by BlackTech LAMICE

5 author: nao_sec

6 date: 2023/01/24

7 references:

8 - https://jsac.jpcert.or.jp/archive/2022/pdf/JSAC2022_8 hara_en.pdf

9 - https://jp.security.ntt/resources/BlackTech_2021.pdf

Add Tag

10 tags:

11 - attack.persistence
12 - attack.t1547.001
13 logsource:
14 category: process_creation
15 product: windows
16 detection:
17 selection: L]

- 18

19 condition: selection
20 falsepositives: [:]

D . 21 - Unknown

. - g
22 level: critical 72



(08/10) Write detection logic

detection:
selection:
# J7A)AFRR- > b
EventID: 11

# JOBR)CADFREMN "\\EXCEL.EXE"
Image|endswith: "\\EXCEL.EXE"

# J7 A RICRE— NPV ITZED
TargetFilename|contains: "\\AppData\\Roaming\\Microsoft\\Windows\\Start Menu\\Programs\\Startup\\"

# J7AIVADEKREN ".exe"

TargetFilename|endswith: ".exe"

condition: selection

m]
B ]
[] H
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(09/10) Test by Chainsaw Lint

$ chainsaw lint --kind sigma ../rules/01 BlackTech LAMICE.yml

gl
—— M|

[

gl
By Countercept (@FranticTyping, @AlexKornitzer)

[+] Validating as sigma for supplied detection rules...
[+] Validated 1 detection rules out of 1

N
O = -



(10/10) Hunt by Chainsaw

$ chainsaw hunt ../logs/ -s ../rules/ --mapping

mappings/sigma-event-logs-all.yml

] Loading detection rules from: ../rules/
[+% Loaded 1 detection rules

[+] Loading forensic artefacts from: ../logs/ (extensions: .evtx, .evt)
[+] Loaded 6 forensic artefacts (396.8 MB)
[+] Hunting: [ 1 6/6 -
timestamp detections count Event. System. Provider Event ID | Record ID Computer Event Data
2022-11-28 01:18:40 | + 01 BlackTech LAMICE | 1 Microsoft-Windows—Sysmon | 11 71738 MSEDGEWIN10 | CreationUtcTime: 2022-11-28 01

118:40. 068
Image: C:¥Program Files¥Micros
oE;EOffice¥Root¥foice16¥EXCEL

ProcessGuid: 43199D79-0C5E-638
4-7801-000000001100

Processld: 3008

RuleName: "-'

TargetFilename: C:¥Users¥IEUse
r¥AppData¥Roaming¥Microsoft¥Wi
ndows¥Start Menu¥Programs¥Star
tup¥dwm. exe

User: MSEDGEWIN10¥IEUser
ggcTimei 2022-11-28 01:18:40.0

[+] 1 Detections found on 1 documents
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Exercise




LODEINFO
DLL Side-Loading



LODEINFO

B 2019F12B A oEEH L TWABER T 7 X —MirrorFacehE 5 RAT
o APTIOAEE LTS EELEHNTLNAM

B 2022 £ ERICKE AT > T LB
o FHMIIDaylMIX I 7 -SRI M)—XDEEKESH

m DLL Side-Loadingx#|FEd %
o FRATBHEXED 7 A IILITREABZEIE LA LY

o [1] https://securelist.com/aptl10-tracking-down-lodeinfo-2022-part-i/107742/
[2] https://securelist.com/aptl0-tracking-down-lodeinfo-2022-part-ii/107745/
|:| [3] https://www.welivesecurity.com/2022/12/14/unmasking-mirrorface-operation-
D . liberalface-targeting-japanese-political-entities/
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TTPs

DLL Side-Loading

r-——————— - - - = ]
| |
Drop files | |
I > < I
B EXE DLL I
SFX Archive | K7SysMon.exe K7SysMn1.d11|
—
m] D D
U u




Considerations for creating rule

B DLL Side-Loading TTHIBB SN 2DLLOER Z &A1 5 )L — L
o FIAINBDLIZFAILAIL?

m DLL Side-Loading®DLLO A — K% #4014 % /)L— L
o EDEXETF7AID., EDDLL? 7A IILZEHH AL ?




Operation RestyLink
LNK file



Operation RestyLink

B 2022FE3BED SEEAFERIN TVAHEX v o ~2— N0

o HBAEREDINKTZ7AILDOISOT7AILEFRALEHREAEZINTILNS
o IREIIIHEEFS TAEA
o 7-88A HWEMNHLES

B LNK7 714 IILDOEE)

o QY—N\MSWordDTTL—kITZ7AILDOT)EEHO—F
o DOTZ7AINEWordDAA— 7Y TIAILAIZERE

[1] https://security.macnica.co.jp/blog/2022/05/iso.html
I:‘ [2] https://insight-jp.nttsecurity.com/post/102ho8o/operation-restylink
[3] https://www.jpcert.or.jp/pr/2022/IR_Report2022Q2.pdf
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TTPs

Download at word

startup folder
by curl
— — > %APPDATA%¥Micros
oft¥Word¥STARTUP
EML ZIP LNK

DOT file




Considerations for creating rule

B INK7 7 A ILDOE| OB EFT 5 /L—IL
o LNKZ7A Jb’Cﬁbm%ﬁ#ﬁiE’méEﬂ(i ?

B CurlzfE->TWordDXA&Z— 7 DOT7 7 A ILHMERR S LB

SRz i F1 9 5L — b
o WordDRA—F+rF7wToTEZ?




Lazarus
Operation SnatchCrypto
VHD and Files



Lazarus Operation SnatchCrypto

B 2019FHh o FBAMERINTWALazarusD AR L — 3~
o REBEMESEXEZIED

B 2022F118ICVHD 7 7 A L2 B L - IRE % 278
o BARDEMEEREORVFrYr—F v EZIILZEERSHY

B VHD7 7ML E~<x Ty bE NESONILT 2 7 Z2E{T3E5
o VHDZ 7ZAIIZIFUTDIZ7AILDBEENS
m A O0—43—DLLEESEZTOVILDT
m BEEIn=4H>O0—45—DLL
m TIADPDFI77A)L

L
[

[1] https://securelist.com/bluenoroff-methods-bypass-motw/108383/

L] ]

[] L]
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TTPs

Decode
Load &
Execute Job_Description.pdf

EXE DLL

VHD file Job_Description Dump.bin
Download &
[snip].exe Execute DLL
[m] D D
- ]
[] L]




Considerations for creating rule

B VHD 7 7 A4 /lD~7 > b (7)) #&FT5/L—IL
0 NIOUIMEIZEDEIGARY AR ET SH?

B V7 AINZICAR—ANENKREICHDET 7 7AILDETH

AT B IL— I
o SigmaTAREDAR—RERITTBHIZIE?




TA410
FlowCloud



TA410 FlowCloud

B FENTRICVWAEEIONTWVWEREBRT 7 X —
o HMRDDIBLEVEELZXRICHELTLD
o 2021F8HICHBANDEXEAMMOEETEI~ADHENRE I TLISHY
o 202F(CHBALEBEENHEENRESN TS
B C++ THESIN/-RAT
o UV—RBEHIZEHBDE 2 —ILEHFD
o ERLIEEDaA—ILI7AIDERBRZHRISAT S

L
[

[1] https://www.welivesecurity.com/2022/04/27/lookback-ta410-umbrella-cyberespionage-ttps-activity
[] [2] https://www.jpcert.or.jp/pr/2022/IR_Report2022Q2.pdf

L] [] -
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TTPs

- responsor.dat

Create - setlang.exe
g - setlangloc.dat

E‘ - rescure.dat

. > - rescure86.dat

EXE Change Timestamp - rescure64.dat
. - sspisrvui.dat

install.exe - setlangloc.dll
i ’ EXERmmDLL
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Considerations for creating rule

B BFFEOLAMN)DEZAAZERIMNT BI/IL—IL
o EABLIRMYBENTHOATLS?

B EEE2— LT FPALNDERALRAR Y TORI AZRIT 5

JL—)b

0 BALRRVTDEEBZARY FOIDIF?
o EABITFAILLRFEREINTLS?




BlackTech
HPIDoor .



BlackTech HPIDoor -

B BlackTechh2021F12RENBFERL TWAS XNy 7 K7
o 202249 [CIPCERTAS T B J TR M

B ESEPYyPISy o —h 5 Bk
o KEBEINEHOEM.PWYPINYT—CF Ty ITO—FK - 2AF
o MWMEHEIIPIPTHRL>TA VR EF—IL

o BENREHMEFUVHET ZETELFNSFTYREZAFTFN, 278N

- [1] https://blogs.jpcert.or.jp/ja/2022/09/bigip-exploit.html
[2] https://jfrog.com/blog/jfrog-discloses-3-remote-access-trojans-in-pypi/

. n
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e e

_k Drop &

Install Import Execute (3
PIP Malicious Python HPIDoor
Package /usr/sbin/syslogd
L]
: [
- ]
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Considerations for creating rule -

B /usr/sbin/syslogd ~D7 7 A INEEZAH (LEX) ZRHAT 3
JL—IL
o EFRAAOJIEEN TS ? ZHER !

B /usr/sbin/syslogd DEITEEMT 5L —IL
o HIOoERIE?




Summary




Summary

B H 7 7LV ADERCR VX —OT7ATREDARBER,» >Z
BT 7R —DTTPs%#IBfET 5
o NYDARRYFT—IDIoCLEYIZEREINT HLMFHERDITS
B HAENRE LIZAPTTHREEINATTPsZ#BN L 72
o TTPsZSigmall—ILIZEE LALC ETEBBT V2 —DHREEZEMLT-
B EZU/-Sigma/ll—LExTI 2T ICHBLTHFELLD
o BARDELFa2AUTAEXERDIZIa2A=T4ZFZEBTH




Do you have O
any guestions? "

~ THANKS
Y7 enaosec T "

CREDITS: This presentation template was created by Slidesgo, including icons

by Flaticon, and infographics & images by Freepik
Please keep this slide for attribution
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