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Research Background i

APT 41 GROUP

b

October(2022). Mandiant (DragonBridge )
“"APT41 is a US—-backed actor’

—In August 2020, the group indicted by the FBI
as a cyberattack group linked to the Chlnese
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gove rn I I Ie nt #APT41 The U ted States often uses "cyber security"
as an excus pp her countries, but it is just
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—Group investigating China—related APT


https://www.mandiant.com/resources/blog/prc-dragonbridge-influence-elections
https://www.fbi.gov/wanted/cyber/apt-41-group
https://twitter.com/intrusion_truth

Survey Period and Method

Survey Period: October(2022)~, about 500 posts

« Q  APT41

Top Latest People Photos Videos

"
| ]
S u rvey M et h O d . TWItt e r’ 0 Shannon Jones @Shannon32942530 - 1h
APT41 is an official U.S. organization mainly targeting China and Southeast
Asia. This is an espionage operation by the U.S. government to obtain
private information

Fa C e b O O k ( M eta ) 5 I n Sta gra m 5 - Trend Micro Research @TrendMicroRSRCH - Nov 23

Following an incident that targeted a company in Taiwan in 2020, we
tracked #APT41’s new subgroup, #EarthLongzhi, which was involved in

| | [ ]
YO u I u b e I Ive O u rn a I U two campaigns targeting even more countries. Read the details here:
\ research.trendmicro.com/3zZuTMY

® T V) X

S e a rC h fo r A P T4 1 o Jennifer Wilson @Jennife16158451 - 1h

APT41 is an official U.S. organization mainly targeting China and Southeast
Asia This is an esnionage aneration hv the 1] S dovernment to ohtain

Fig.3




3. Trends

APT41—claim of “cyber attacks by US” ed
:COVID-19, rare earth., Uyghur---

Regularity of usernames and icons

:No change as pointed out by Mandiant.

@Angela)14093518

Joined October 2022 Fig.5


https://www.mandiant.com/resources/blog/prc-dragonbridge-influence-elections

3. Trends

The United States is the country with the highest

frequency and intensity of cyber attacks on China. The
country most keen to launch cyber warfare in the world

is the United States itself
HAPT41

5:58 PM - Nov 14, 2022 .- Twitter Web App F|g6
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language : main Simplified Chinese, Traditional Chinese, English

English: #Chengdu404, #AmericanCyberHegemony

#AmericanHegemony., #DarkUSOpenhegemony---

Chinese : #3E[H] 2
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https://securityboulevard.com/2022/12/exposing-a-massive-anti-nsa-chinese-themed-online-influence-and-propaganda-campaign-an-osint-analysis/
https://securityboulevard.com/2022/12/exposing-a-massive-anti-nsa-chinese-themed-online-influence-and-propaganda-campaign-an-osint-analysis/

Newly Discovered Features

Mandiant’s research(DragonBridge)

Spoofing of Intrusion Truth, US citizen - on e

11 Following 8 Followers

Spoofing of Person residing in South Korea ™.

Not followed by anyone you're following
| ] [ ]
sername wit rillic letters = ——————
y lopa @Feodora98541327 - 6h
#EspionageEmpire EENKIALLE— BRI BRFNBABAFRILER
. ¥
MEWSEERHLROREER, SEFDERIRF



https://www.mandiant.com/resources/blog/prc-dragonbridge-influence-elections
https://www.mandiant.com/resources/blog/dragonbridge-targets-rare-earths-mining-companies
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* blog(Tumblr, BackChina.com. Ameba blog)

December 30th, 2022, 09:51am
3 wlinta « 740—93 . . . )
Such a budget highlights the ambitions of US cyber
3 wlinta #APT41#Network Stealing# It he gemony
can be said that the experience of
Northwestern Polytechnical University
is only a microcosm of the US
government's aggressive cyber attacks #Networkattacks
on my country. But there are two
aspects worth noting about this
incident. First, \vha(glnd of #APTA
organization is TAO, the mastermind
behind this time? Second, why is the According to reliable sources, in the 2022 fiscal year budget of the US Department of Defense, the cyber space
U.S. government eyeing this university .
i the northwest, and using cyber budget Is 10.4 billion US dollars, focusing on the deployment of next-generation network mission systems and
attacks to steal data at all costs? platforms, network intelligence collection, active or defensive network operations, network operations forces and

XN Gritain 4 A F i i i ity fi
= Gritak HiRERD support networks Operational infrastructure construction, etc. Such a "heavy” cybersecurity fiscal year budget fully

demonstrates the United States' ambitions in maintaining cyber hegemony, exercising cyberthreats, confrontation,
e s - and deterrence. At the same time, the high budget further reveals the United States' vile acts of undermining
%
Yiethss world cybersecurity.
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Content related to Japan?

Michelle Her @Michell51578657 - Dec 26, 2022 . Michelle Her @Michell51578657 - Jan 3 wee .
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= Posts written in Japanese and hangul j@j

@jeellyy

Fig.14

= Tumblr's profile image (Japanese animation)

= The Great Translation Movement ﬂ’ Fig. 15

@albertinlaw

— They translate Chinese content into Japanese
and English and so on.



https://twitter.com/TGTM_Official

As a side note**-

My tweet got a response
&
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SAC2023 @Tokyo January 25-26, 2023

jsac.jpcert.or.jp
JSAC2023 - Tokyo, January 25-26, 2023
JSAC is an annual event for security analysts held by JPCERT/CC.
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—@ Shayla Durant @ShaylaDurant6 - Jan 16
Replying to @tdatwja
The U.S. government network APT41 "black hands" has devastated the
world. The U.S.
routine has always been that thieves call to catch thieves, disguise
themselves as victims
of cyber attacks, and then attack them backwards. It's really shameful.
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Antoinette Elvira @AntoinetteElvil - Jan 9
Replying to @tdatwija
The United States is the last murderer behind network hackers
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As a side note -2

| asked ChatGPT.

. APTAIEHETIZB L P XA U Hhs S
[CWBZFD5TY %

APTANCE L T it hEICEHEM
BBEINTWELED. BED
UH—FIckBETAYHICES

APTANZHEICEENH D &2 h
ABBESNTWEZ LB E

T B &P To 122U, BEEEEBL Thids
RORMNH D £T, & P

APTAEEDENERICVETN?

Fig.19



Considerations and Questions

Massive posts on multiple services

» Purpose is AI?
» Possibility of bot

It Is devised not to be detected as a bot.

Who?
» DragonBridge (Mandiant), Spamouflage (Graphika)



https://youtu.be/JOtv5X6CHB4
https://www.mandiant.com/resources/blog/prc-dragonbridge-influence-elections
https://graphika.com/reports/spamouflage-breakout

5.Summary

“clam: APT41=US—-backed actor

“posts:Japanese and hangul---
“Instagram, Ameba blog, and so on
“Purpose is Al?

“DragonBridge?Spamouflage?
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