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https://www.trendmicro.com/en_us/research/22/e/avoslocker-ransomware-variant-abuses-driver-file-to-disable-anti-Virus-scans-log4shell.html
https://www.trendmicro.com/en_us/research/22/j/where-is-the-origin-qakbot-uses-valid-code-signing-.html
https://unit42.paloaltonetworks.com/cuba-ransomware-tropical-scorpius/#post-124310-_tjp2kqtwr74e
https://www.trendmicro.com/en_us/research/22/h/ransomware-actor-abuses-genshin-impact-anti-cheat-driver-to-kill-antivirus.html
https://www.welivesecurity.com/2022/09/30/amazon-themed-campaigns-lazarus-netherlands-belgium/
https://msrc.microsoft.com/update-guide/vulnerability/ADV220005
https://www.mandiant.com/resources/blog/hunting-attestation-signed-malware
https://www.sentinelone.com/labs/driving-through-defenses-targeted-attacks-leverage-signed-malicious-microsoft-drivers/
https://news.sophos.com/en-us/2022/12/13/signed-driver-malware-moves-up-the-software-trust-chain/
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https://www.trendmicro.com/en_us/research/22/j/where-is-the-origin-qakbot-uses-valid-code-signing-.html
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https://github.com/cabforum/code-signing/pull/10
https://cabforum.org/2022/12/01/2022-12-01-minutes-of-the-code-signing-certificate-working-group/
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Same 
username

Issued to 
farmer

.co (Colombia TLD)

Same CA

Micro companies
in UK

Comparison of two certificates abused by QAKBOT.
Suspicious points are marked with a balloon.
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Comparison of two domain name in the certificates abused by QAKBOT.

Using the same default page with 
different domain names, 

and no hosted any contents



11 | ©2023 Trend Micro Inc.

Comparison of two domain name in the certificates abused by QAKBOT.

Using the same 
name server



12 | ©2023 Trend Micro Inc.

•

•

•

•



13 | ©2023 Trend Micro Inc.

Revisit the History of abuse code signing

https://attack.mitre.org/software/S0603/
https://msrc-blog.microsoft.com/2012/06/06/flame-malware-collision-attack-explained/
https://www.jaipa.or.jp/event/oki_ict2012/kanda_IPA.pdf
http://www.symantec.com/connect/blogs/how-attackers-steal-private-keys-digital-certificates
https://www.virustotal.com/gui/file/4c2efe2f1253b94f16a1cab032f36c7883e4f6c8d9fc17d0ee553b5afb16330c/details
https://unit42.paloaltonetworks.jp/unit42-menupass-returns-new-malware-new-attacks-japanese-academics-organizations/
https://www.virustotal.com/gui/file/08c7dfde13ade4b13350ae290616d7c2f4a87cbeac9a3886e90a175ee40fb641
https://news.sophos.com/en-us/2020/02/06/living-off-another-land-ransomware-borrows-vulnerable-driver-to-remove-security-software/
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https://github.com/cabforum/code-signing/pull/10
https://binary.transparency.dev/
https://www.sigstore.dev/
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