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Overview of Campaigns
by Earth Yako

Introducing about Earth Yako and Operation RestyLink



Earth Yako and Operation RestyLink

 Threat actor “Earth Yako" has been operating Operation RestyLink

— Operation RestyLink is the espionage campaign targeting mainly Japan

e T a—brhHy FEISOV 7ML EERTIHES v R—V
- https://security.macnica.co.jp/blog/2022/05/iso.html

- Operation RestyLink: HAPEZIH > 72 2R IREF v o X—
- https://insight-jp.nttsecurity.com/post/102ho8o/operation-restylink

e« B AN—L XF 21— J-CRAT) JEENIAT
- https://www.ipa.go.jp/files/000099786.pdf
- https://www.ipa.go.jp/files/000106897.pdf

operate g
——

Earth Yako Operation RestyLink
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Timeline of Campaign

* Observed since Juanuary in 2022 at least

— Not confirmed by ourselves, but possible incident in October in 2021

« Targeting academic/thinktank industries in Japan and Taiwan

- Target sectors are Economic Security, Energy, Economy or Public

* * *
Incident Incident ~ Incident Incident Incident
Possible incident  targeting targeting  targeting targeting targeting
targeting JP academic academic ~ academic academic Public sector
industry in JP industry in Jp industry in JPindustry in JP in JP
Oct Jan Feb Mar Apr Jul Aug Jan
2022 2023
Possible Incident targeting Incident targeting

academic industry

incident academic industry
in JP

targeting JP inTW
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Region
@ Japan
® Taiwan

Sector
WX Economic Security
Energy

Economy

Public

¥, Other




Initial Access: Spearphishing

« Sophisticated writing with URL in email targeting specific target person
 URL leads to download ISO or ZIP

Download .dot in Download .dot
extract A Word statup A and execute A
Type1 3
: v Open decoy
_> -
extract
Type z I . Legitimate EXE (renamed
i Word.exe) loads malicious
& i DLLin ISO by Sideloading
b—

v Open decoy
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Incident Case Studies

In-depth analysis of incidents observed in 2022




77

Case H1 | J |

« Observed around March in 2022 sideload  — A pecrypt - A\
., .

« Targeting academic sector in JP

Tool OFECLN.EXE OCLEAN.DLL DWINTL.DLL

ools
-  MIRRORKEY
l Run on memory

-  TRANSBOX &
« TTPs

- DLL Sideloading FILETRANDLL.d11

- Abuse of MS13-098/CVE-2013-3900

- Abuse of cloud service (Dropbox) lGet command & upload file

22 Dropbox
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MIRRORKEY (AES mode)

e Custom on-memory DLL loader

- Encrypted payload is embedded in another component “DWINTL.DLL", which is
originally legitimate DLL but abusing MS13-098/CVE-2013-3900 to embed the

encrypted payload in its certificate
Appended encrypted payload in

Property of DWINT.DLL certificate by abusing MS13-098

DIRECTORY_IMAGE_SECURITY

General | Dicital Signatures  Security Details  Previous Versions
Digital Signature Details ? ® Offset Name Value Meaning
o 000 Length |15A0 |
- : €004 Revision 2P
B mom— w5 Ty 2 PKCS SinedDat stucture
€008 | Cert. Content 8430, 8E15, 90...
Signer information |

peme: e ¢ 0000D530 93 FB 8B EF 6A 21 BE 5A SF 3C Bl AE 84 CC €4 80 “Qcij!%5_<®,Ide
- [Not avaiable 0000D540 53 03 DF 31 €% D4 BS5 9B 1D 26 3A AC 7B B3 31 7E  S.81i0p>.&:={’1~
Seringtne:  [rossday, 13 Febroery 2001 5 Torta pm exd5a0 0000D550 34 E2 BB 00 D9 €E €9 71 92 SE D4 Sh 4F FD 86 C8 4&».Unig’ Z0ZOYiE
A Q000D560 28 2E B2 €4 1A 7% A6 42 A® €% 9D 22 Bl €E 1lE 4% (.5d.y:B@®i."tn.H
0 EEEE valid 0000D570 2C 9D 57 FO DS 7D 8C 9C 2B B2 D7 99 9E A8 D3 4E , .Wa0)Ee+==x™% 0N
Countersignatures Sigﬂatur‘e Q0QQD580 19 SE 46 OF FE 7F 20 87 25 54 Fl1 57 E3 37 E4 29 ':F'k:' $$TA—&a73)
0000D590 4F CA C8 3D ES FO TF 01 32 28 00 00 00 00 00 00 ORE=48..2(......
Name of signer:  E-mai address:  Timestamp 0000DSA0 OA 4E 12 &5 EC E4 SE 4% 1D A3 S5F 4E 5B 42 56 D3 . N.ki&zI.£ N[BVO
PSSt Nafmdis - guesior (Shdua: abpended 0000DSBO 73 53 60 BB 87 C9 6D AS DD 00 25 FC 47 CC E3 AE 85 »:Em ¥.%uciie
PP 0000D5CO 23 21 RO BF AS 90 5C 1B 26 AC 31 55 DF 24 BF E7 #. @.\.&a-1UBS;c
Detals data 0000DSDO 11 37 49 8B 3A FC 40 D2 4F 27 85 CC A6 F6é 22 F9 ,7Ic:u@b0'.I!6"n
O000DSE0 46 33 8B 7D 8D DS OB D4 7E 33 56 07 BD 4% 8B 43 F3¢1.0.06~3V.%I<C
0000D5F0 6B 05 CD 0B AE C2 B3 DE 69 02 EA E7 B2 FA B5 96 k.I.®E?Bi.égGp-
0000DE00 A 38 E3 BF I 82 Wasay~ »:Ads, . 481
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MIRRORKEY (AES mode)

* Custom on-memory DLL loader

- the base key, offset and size which are required for decryption are embedded at the
end of "DWINTL.DLL"

— AES key to decrypt payload will be generated by custom algorithm

Payload decryption routine

00028BA0— 31 62 36 36 64 00 00 00 00 00 00 0O 00 OO0 00 00 1b66d....eaeesas
00028BBO| 32 79 59 34 B4 68 37 |6D|T70 31 32 47 oC ©6 52 6B 2yY4dhTmpl2GlfRk
00028BCO| B0 32 36 92 31 20 20 20 00 00 0 00 00 00 00 00O O©026B1L ........
lfor‘mat in * Ox1b620  ;signed DWORD
unsigned hex Jr
XOR

@x1b66d 7 ox6d offset = filesize - @x1@ - @x1b620

©x1be6eo '
@xd5a8

¢ decimal string

I
tr112128n 00000j530 $3 FB 8B EF 6A 21 BE 8A SF 3C AE 84 CC 64 80 “0Qcij!%5_ci®,lde
0000Lf540 53 03 DF 31 €9 D4 BS 95 1D 26 AC 7B B3 31 7E 5.B1i0pr.&:{°1~
00000550 34 E2 BB 00 D9 6E 69 71 92 SE 5 F FD 86 C2 4&».Uniq’ Z0ZOVtE
¢ strrev(s) + s v 000560 28 2E B2 64 1A 79 A6 42 A9 &% 22 Bl 6E 1E 48 (.*d.y}B®i."in.H
0000 2C 9D 57 FO D5 7D BC 9C 2B B2 9% 9E A3 D3 4E ,.W80}Ee+: x>z ON
00000580 19 SE 46 OF FE 7F 20 37 25 54 97 E3 37 E4 28 .°F.p. #tTA—&74)
“821211112128" _l_ “dh?mp12G” 0000 4F CA C8 3D ES FO 7F 01 32 23 00 00 00 00 00 00 OFE=48..2(......
000D5A0] |OA 4E 12 6B EC E4 SE 45 1D A3 SF 4E SB 42 56 D3 .N.kiaI.£_N[BVO

73 53 €0 BB 87 C9 6D A2 DD 00 25 FC 47 CC E3 AE =5 »%Em ¥.3uGlae

“82121111(:' h7mp12G” - 0000D5CO |23 81 A0 BE A9 90 S5C 1B 26 AC 31 55 DF 8A BE E7 #. :@.\.c-1U88;c
Decrypt 0000D5D0 |11 37 49 img%edupag}oad& F6 22 F8 .7Ic:ug00".Iism

yP 0000DSEC |46 33 8B 42 8B 43 F3c}.5.6~3v.nIcC

AES128-ECB 0000DSFO (6B 05 CD OB AE C8 B3 DE 69 02 EA E7 B2 FA BS 9¢ k.i.GE*Bi.actup-
0000D600 |57 A 38 E3 FD AS 9B BF C4 D3 38 82 OB B F6 EC Wisay~>:Ads, .95
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TRANSBOX

« Dropbox API based backdoor/infostealer, which

has following capabilities

- Upload files with specified extensions to Dropbox

o dOC/ dOCX/ X|S/ X|SX/ ppt/ pth/ pdf/ rtf/ ; Export Ordinals Table for FILETRANDLL.d11
. . . . 1.:-|:|r"|:| 528068 dw 1, @ ; DAT
.odt /.jsd / .jtd / .jst / 7z / .zip [ .rar aFiletrand11D1l db 'FILETRANDLL.d11',8 ; DAT
L. . aStart_@ db ‘Start_',® DAT
- Upload specified file aStart db 'Start’,o DAT

- Show specified directories

- Download and execute additional plug-in on memory

* Internally named as “FILETRANDLL.dII"
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Case H2

« QObserved around June in 2022

« Targeting academic sector in JP

 Tools
- MIRRORKEY
- PLUGBOX

« TTPs

- DLL Sideloading
- Abuse of MS13-098/CVE-2013-3900

- Abuse of cloud service (Dropbox)

?7??

l l l
Sideload A Decrypt A\

R — —_—

GoogleToolbar GTN.d1l1 espui.dll

Notifier.exe
MIRRORKEY PLUGBOX (enc)

%appdata%\NVIDIA | Copy

. ‘ .

4
. Run on
Sideload A\ Decrypt A emory A\
—

— —

cttune.exe DWrite.d1l espui.dll LoadPlgFromR

MIRRORKEY PLUGBOX (enc) emote.dll
PLUGBOX

Get command l

22 Dropbox
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MIRRORKEY (TEA mode)

* Custom on-memory DLL loader

- Comparing MIRRORKEY in AES mode, this one is totally different implementation but
similar TTPs

« Loaded by DLL Sideloading

« Decrypt the payload which is embedded in another component “espui.dll” by using MS13-
098/CVE-2013-3900

« But the decryption algorithm is TEA (Tiny Encryption Algorithm)
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PLUGBOX

 Dropbox API based backdoor, which has following capabilities

- Download and execute additional plug-in on memory

— Run arbitrary command

* |nternally named as “LoadPlgFromRemote.dll”

3 Export Ordinals Table for LoadPlgFromRemote.dll

‘]
word_18eC3938  dw @ ; DATA XREF: .rdata:leeCdfs24To
aLoadplgfromrem db 'LoadPlgFromRemote.dll’,@

aRun db 'Run',® -: DATA XREF: .rdata:off 188C392C1

L] -
_____________
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TRANSBOX vs. PLUGBOX

* Both malware abuses Dropbox API to receive a command, but the

codebase is totally different

TRANSBOX: Access token key is hardcoded in custom-base64

if ( dword_74E3B33@ == @x74 )
ExitProcess(@);
memset({&g_enc_auth_key[dword_74E3B338], @, @xC4 - dword_74E3B330);
init_custom_baseg4(vi);
15 = @;

suth_key = decode_custom_base64(g_enc_auth_key, dword_74£38330, &suth_key);// E1x|EES - . -

spriﬁtf(g auth_bearer, "¥s", auth _key);

PLUGBOX: Access token will be retrieved by using hardcoded refresh token

if ( Id == ex2ee1 )
{
76 = to_string(
(basic_string *)v121,
oo 16 [d k:aa b
if ( &config != v76 ) Refresh token Base64 encode
LOBYTE(v182) = @3 \ Auth tj)ken
\ _—
POST /oauth2/token HTTP/1.1 \ /,»/’
Host: api.dropbox.com \\\ _— -
Accept: */* \ e
Authorization: Basic 7l S - -
Content-Length: 103 N\
Content-Type: application/x-uww-form-urlencoded
\
«
grant_type=refresh_token&refresh_token=0A] O - i
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TLP;RED

<reducted>
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?7??
—

Case H3

*k*kk papticipant Invitation

Email ???

Letter_Prof.*** iso

Extract |
« Observed around June/July in 2022 | ' } l

Sideload A Open .
« Targeting academic sector in JP — 1 B BA—s
—>

o 1})()'5 **k*** Participant Invitation wlib.d1l Wordcnv.dll 123.docx

Letter_Prof.***.docx.EXE

DULLOAD

- DULLOAD (generic loader name)

Statup Create ‘

PULINK

| Drop %appdata%\Microsoft\Intel

- PULINK ¢
-  SHELLBOX
e TTPs iGfx.1lnk

- DLL Sideloading

Shortcut
—

- !
Load A

igfx.dll

SHELLBOX

igfxxe.exe

Get token-hosted ¢
server

- LOLBIns abusing Intel’s legitimate DLL loader

- Abuse of public service (GitHub and Dropbox)

GitHub

hxxps://github.com/lettermaker/
topsuggestions/blob/main/README.md
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Get Dropbox token i

hxxp://45[.]32[.]13

|
$ Get Assembly

32 Dropbox

.J214/readme_v1.1.txt

—_




Loaders (DULLOAD)

o “wwlib.dll" (DULLOAD) is a loader of “Wordcnv.dll" (PULINK), written in
C++/CLR

Invoking MS_word.release_file() method implemented in Wordcnv.dll (PULINK)

:allocator<char>_u® td: :allocator<std::basic_string<char,std: :char_traits<char>

char>,std::allocator<char>_u@ »5td::allocator<std::basic_string<char,std::char_traits<char>,std:

r,std: :char_traits<char>,std::allocator<char>_ u@828>,std:
. u8828>)

ar_traits<char»,std 1locator<char>_u80820>,std: :allocator<std::bas
0020> + 4) -
::basic_string<char,std ar_traits<char> 1locator<char>_ue@2e>,std::allocator<std::basic :
std::allocator<ch

its<char>,std::allocator<char>_u@820>,std::allocator<std: :basic_strings , ::char_traits<char

(
vector<st i i :allocator<char>_u® ,std::allocator<std::basic_string<char,std::char_traits<char
:allocat 2
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Loaders (PULINK)

 PULINK is a dropper of SHELLBOX, written in C#

— Decrypt encrypted SHELLBOX (igfx.dll) and its loader (igfxx.exe), which are
embedded in its resource, by AES128-CBC with hardcoded base key

— Drop the payloads in % APPDATA%\Microsoft\Intel
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Loaders (PULINK)

 Then achieve persistence by creating a shortcut in Startup with following

parameter Path to SHELLBOX DLL

%appdata%\Microsoft\Intel\igfxxe.exe run %appdata%\Microsoft\Intel\igfx.dll @ C:\AppData\Local\Intel\Games\123;

Intel's legitimate app originally named
"GfxDownloadWrapper.exe"

"GfxDownloadWrapper.exe" will run given DLL with correct params

&) igfuxe.exe Properties X
gameID = args[3].5plit(
General Compatibility Digital Signatures
Security Details Previous Versions " appData’\\L TR A

}, StringSplitOpt - 1].Split(

Property Value — I _ s gSp p i
Description =] igfuxe.exe Properties x .
File description  Intel{R) Graphics Control Panel Securty Details Previous Versions 1y[e].Trim(};
Type Application General Compatibility Digital Signatures
File version 8.15.100.7210
Product name Intel® Graphics Control Panel Signature list As y assembly = As ly. (args[1]);
Product version  8.15.100.7210 sembly != }
Copyright 2 Intel Corporation. All rights reser] Name of signer: Digest algorithm Timestamp
Size 158 KB Inte{R) pGFX sha256 Friday, September 13.... text = args[
Date modified  11/10/2022 10:45 FM Microsoft Windo...  sha256 Friday, September 27,... (text != )
Language Language Neutral Microsoft Windo...  sha256 Wednesday, Septem... 1
Legal trademarks Intel (text
Criginal filename  GfxDownloadWrapper.exe
num (assembly, "Appl etti ", args[3]);
Pro ((num == @ || num
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SHELLBOX

* Yet another Dropbox API based stager but written in C#

— In this case, SHELLBOX tries to obtain access token for Dropbox via two servers

« At first, access the hardcoded GitHub's repo to obtain token-hosting URL
- hxxps://github[.]Jcom/lettermaker/topsuggestions/blob/main/README.md

 Then access the obtained URL to receive access token for Dropbox
- hxxp://45[.132[.113[.]214/readme_v1.1.txt (current location, but innaccesible)

Download encrypted URL string from hardcoded GitHub repo,
then decrypt by AES128-CBC with hardcoded base key
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Current encrypted string in GitHub

README.md

Refresh

Refresh

Refresh

Refresh

Refresh

-----|3pGanpopr,’!sz-‘ﬁanTSjIfrG:1ux2C\zQaGyEFH3705tsRCJcC2Nt42b03+ \rKoecBI----
Base64 + AES128-CBC

Key=hexstring(MD5(“dsiieio(#ifv49]E39™))
Iv=Key[8:24]

hxxp://45[.]32[.]13[.]214/readme_v1.1l.txt




SHELLBOX

* Once successfully received access token, then download the encrypted

NET assembly and execute it by Assembly.Load

Download encrypted payload from Dropbox with path "d1/m1”, then decrypt and run on memory

( [1 buffer, token)

Dropbox dropbox

siElE A tlbbs TRALE Iy = ) MethodInfo entryPoint = Assembly. (buffer).
OF [1 array = []
[1 buffer = dropbox.down] {dropbox. . dily i
password = “e : DIFIDma";

[1 buffer2 Dropbox. (buffer, password); >arameterInfo[] parameters = entryPoint.GetP
0O; (parameters != && parameters.
. . E

token

Classl. (buffer2, dropbox. | 1 : (parameters[@]);
entryPoint. Invoke( B [1
{
array
s

entryPoint. Invoke(
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e Commit log of "topsuggestions” repo
GitHub Account

commit 8096616226d9cflca6lff16926c5d8bb8efe7ded (HEAD -» main,
Author: lettermaker <108050087+lettermaker@users.noreply.github.
Date: Tue Aug 2 17:18:24 2022 +89686

Update README.md

« hxxps://github[.]Jcom/lettermaker/

Author: lettermaker <1888508087+lettermaker@users.noreply.github.
Date: Tue Aug 2 16:58:23 2022 +8906

— Active since June in 2022 at least

commit c5cf9acala3ede5693c8d08625babu2ff3c2b65U
Author: lettermaker <108050087+lettermaker@users.noreply.github.

—_ Only One repository Date: Fri Jul 22 15:22:82 2822 +8966

Update README.md

_— CO m m it | O g i n U TC +9 commit 6cf@5alc7ccab7uda3f3febeallec70FfuU35a592f
Author: lettermaker <1888508087+lettermaker@users.noreply.github.

Date: Thu Jun 23 20:52:23 2822 +B0968

Create README.md
M overview H Repositories 1 B Projects € Packages ¥ Stars

a
Popular repositories commit b2761b5bc@b6e25U989a8a2bc8BRa66C8EFeBCOL
Author: lettermaker <108050087+lettermaker@users.noreply.github.
topsuggestions Public Date: Thu Jun 23 18:41:10 2822 +0960

Update README.md

commit 86bb5cb6210875551cf83b717987f9cdc37985dee

9 contributions in the last 1
contributions In the fast year Author: lettermaker <1888500887+lettermaker@users.noreply.github.

. Mar  Apr May Jon Bl Ao sep ot Nev pate: Thu Jun 23 18:u48:43 2822 +89660
ettermake
s Update README.md
Follow s .
= commit 82faa97uU2ecl@9c71b79ebb6a3cafiTel5%e

Author: lettermaker <108050087+lettermaker@users.noreply.github.
count contributions Less @@ W More Date: Thu Jun 23 15:11:49 2822 +0960

Block or Report
Learn hor

Create README.md
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GitHub Account (topsuggestions repo)

* Dlgglng the Commlt |Og more! Commit in June 23: non-malicious HTML to hide encrypted URL '39

Email Generator ¢/ ¢ R
cizzleh@superhoslformuIa.comn w

https://generator.email/cizzleh@superhostformula.com

Commit in June 23: Add encrypted URL first time ®  sound ©  Second level Pop-up
notifications domains notification
26 = This mailbox have 1 message.
16 + -----BpénXcpopMpGzMxnQ75iMEBUPXVBS0BVI+0S wvx9Id=]} - --- Checking emal address. -
Base64 + AES128-CBC Som Subject Time (UTC)
Key=hexstring(MD5 (“dsiieio(#ifv49JE39”")) no-reply@uverify.pr... Proton Verification Code
¥V IV=Key[8:24] 2022-06-23 09:22:01

hXXp ://45 [.]32 [.] 13 [.] 2 14/t0 ken ,tXt To: cizzleh@superhostformula.com

From: no-reply@verify.proton.me (sender info)
Subject: Proton Verification Code Delete Message
Received: 2022-06-23 09:22:01 (10sec)

| Your Proton verification code is: |

1310327 '
|

@) TREND:
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Possible Attribution

Possible attribution of Earth Yako




Diamond Model of Earth Yako

kTechnicaI AXis

L ADVERSARY
Spear-phishing - kSociaI-PoIiticaI Axis
, . roup:
DLL Sideloading v Earth Yako v' Economic Security, Energy, Science and

MS13-098/CVE-2013-3900
Abuse of legitimate services
registered by protonmail

ASRNE NN

Campaign: Technology policy
v Operation RestyLink v' Situation in East Asia

INFRASTRUCTURE

v' Legitimate service (Dropbox, GitHub)
v' Hosting service IPs located in JP
v' Use of Protonmail to register cloud services

CAPABILITY

Tools:

v" Link Downloader

v" Custom payloads
v" MIRRORKEY
v" TRANSBOX
v" PLUGBOX
v" SHELLBOX

VICTIM Geography:
v' Taiwan and Japan
Industry:
v' Academic and Thinktank industry
v' Targeting researchers specializing Economic Security,
Energy and Economy
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Possible Attribution

« We don't have strong evidence linking to an existing actors so far

« But based on the NTT Security Japan's report, following actors are
possible candidates for Operation RestyLink

Darkhotel
Kimusky
APT29
TA426

« Adding to them, although with low credibility, we introduce another
possible candidates

This should not be considered as a definitive conclusion, we just suggest more possibilities
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Possible Attribution: APT10 (Low credibility)

o i ?
Who is APT10 Comparing AES implementation

- APT10 is a threat actor believed to be based Primary: MIRRORKEY
in China, targeting various sectors around the Secondary: ChChes
world including JP

e Why?

- MIRROKEY's AES implementation in payload
decryption is mostly matched to AES : , :
implementation in ChChes/RedLeaves . | S

secondary primary [E= = secon dary

« But this implementation could possibly be
publicly available library so this could not be
strong evidence

Sample hash: b1bf4111980cf3eat33433914del0dd6+39f8602
- In the perspective of victimology, the target

of Earth Yako and APT10 are consistent
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Possible Attribution: APT29 (Low credibility)

« Whois APT29?
- APT29 is believed to be based in Russia, mainly targeting Western governments and related
organizations

- Aslong as we know, Japan and Taiwan are not target so far

e Why?
—  Cluster25 and Unit42 published a report of campaign by APT29, which TTPs (Use of ISO, LNK
and Dropbox API) are quite similar to the one used in this campaign

e https://blog.cluster25.duskrise.com/2022/05/13/cozy-smuqggled-into-the-box
e https://unit42.paloaltonetworks.com/cloaked-ursa-online-storage-services-campaigns/

» But the codebase was totally different
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https://blog.cluster25.duskrise.com/2022/05/13/cozy-smuggled-into-the-box
https://unit42.paloaltonetworks.com/cloaked-ursa-online-storage-services-campaigns/

Conclusion



Key Takeaways

v Earth Yako is targeting academic and thinktank mainly in Japan and
occasionally in Taiwan since Juanuary in 2022 at least

v’ Same TTPs are used throughout the campaign, but the toolsets are
updated frequently

v' We introduced a possible relationship with existing threat actors, such as
APT10 and APT29, but still undetermined

v" 10Cs will be shared




At last but not least

« Research on Earth Yako is still in progress, but we believe that sharing
intelligence is the fast and powerful way to proceed our research

* We also believe that continuous attribution is important, because threat
actors are not a monolithic/static group anymore and they might keep
changing members and tools over time

 Thank you!




TREND:
Thank you

.
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2b6133d54caa9d9b34d5ba9385edle8f6c22642cC Trojan.Win32.MIRRORKEY.ZJJH
cla2799d4f3ed4caf62a6e9aa58ea4b8592493221 TrojanSpy.Win32.TRANSBOX.ZJJH.enc

t54rf[.]driveshoster[.]com

sourcebc9b[ . ]Jdriveshoster[. ]Jcom

fr5yt[.]driveshoster|[.]com

6bfeeb71c[.]disknxt[.]com

fd471sx[.]disknxt[.]Jcom

devbfe2[.]disknxt[.]com

febbeb71c[.]disknxt[.]com

45[.]132[.]13[.]214
hxxps://github[.]com/lettermaker/topsuggestions/blob/main/README .md
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