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ṕ2022 11 Ṗ
ḱ 3 וֹ צּ ḭṡ ṇ ṕ ḱ ṇḱ

ṖṢּצ בֿ

ḱṡ Ṣ ḭפּ ךּ ḭפּ צּ ḭ ṡ Ṣ לּךּלּ ṇ טּצּ ḭפּ
Ṋ ךּ צּ פּכֿ כֿ ךּ

ḱṕ ︡ ḭֿכ Ṗ אל Ṅ ṡ Ṣּצ ︣ טּצּ

ḱṕֿכ ︡ Ṗṡ צּ Ṣפּ צּ ︣ כֿ ḭ טּצּ

ḱ ṡ Ṣ ṡ Ṣּצ קּ פּךּ

1

ḭ︡ךּ ḵḵךּ

ṇ ︡ לּ פּ
︣ ḭ ṡ ṢṕβṖּצ

β פּ ︣ ṡ Ṣּצ ḭצּ︣
ḭ ṇ ךּ ︣ כֿ ︡ ךּ ︣Ḯ
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ṡ ḱ ṇḱ Ṣ
לּךּ צּ ḭ
¬ º ךּ

ṇ
︡ ḭ Ṅ טּצּ כֿ

2

https://blogs.jpcert.or.jp/ja/2022/09/active-cyber-defense.html
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פּ Ḳ ךּ

ṥ Ṧ

Ṅ צּ לּ ḭ ṇ
פּ ︡ צּ

אל כֿ ḭ צּ Ṋ ︡ ︡
פּךּ

ṥ Ṧ

ךּ צּ Ṅ ḭ
ṡ נּכֿ Ṣ ךּ
כֿ

Ḳ Ÿ ṡ
ḱ Ṣṕ1976 Ṗ

Ṋ פּ ṇ
ṡ Ṣּצ אל

כֿ

Ḳ ṇ ḭ
ḭ Ṅ
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https://blogs.jpcert.or.jp/ja/2022/09/active-cyber-defense.html
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ḭ Ṅ ︡ ךּ

4

https://blogs.jpcert.or.jp/ja/2022/09/active-cyber-defense.html

פּ Ḳ
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¬ º ṇ Ḵ

ḱ ṇḱ

5

︡

צּ ︡ ךּ Ḵפּ
¬ ºאל ךּ פּ

Ḵפּ

לּ ךּ
ךּ Ḵפּ

שּ ךּ
︡ ךּ Ḵפּ

︡ Ṋ
צּ

︡
Ṋ צּ

קּ

︣

ḭ

ṕ Ṗḭ

β ︣

Ṅ לּ ḭṡ ḱ ṇḱ Ṣ ¬ º ṇ
לּךּ שּפֿ ḭ￼רּ ︢ צּ Ḯ

ḭṡנּךּ ḱ ṇḱ Ṣ ︡ שּךּ ḭṡּך ךּ פּ כֿ Ṣ
︡ כֿשּךּ Ḵפּךּ

ךּ

ḱ
ḱ ḭ ṇ
ḱ

︢

Ṋ

Ṅ

צּ

Ṋ

אל
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ḱḱḱ ḭ כֿ צּ פּ ךּ

ḭפּ פּ

אל ︣ כֿ ḭפּ אל פּ ︣ כֿ פּ

אל כֿ ḭפּ ︣ כֿ פּ

6

ḭצּ︣ לּ ︡ וֹ ṡ Ṣ ︣
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ṡ ṇ Ṣ ︣ כֿ

Ṅ ︡ ḭ

Ṋ ḭ ︣ ḭ ṇ צּ שּקּ ḭ ḭ
וֹ ḭ ךּ︡

7

פּ

Ṅ ︡

ṇ
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ṡ ḱ ṇḱ Ṣ ךּטּ אלךּ

FM100-5ṕ1976
Ṗ ︣ ṡ ḱ
Ṣ

ṕOperational ArtṖ

ˈ ṕòoperational art is the 
art of campaignòṕJohn English, 
1996ṖṖ

ˈ
תּ ṕ Ṗ

ṡ ḱ Ṣ
צּ פּ ךּ טּצּ

ḭ ḭ וֹ
צּ שּךּ

Ṅḭ¬ º טּ ṡ
ṕḱ ṇḱṖ Ṣ ¬ º

︣ צּ

8

ṡ ḱ Ṣ

︡

Operational Art

ṕ נּ Ṗ
¬ ṇ º

︣

︣

Ḳ ṡ ṇ
Ṣḭ ḱMḱ ṡ Ṯ ṯ Ṣ פּ
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נּ Ḳṡ ṇ Ṣ

Michael P. Fischerkeller, Emily O. Goldman, Richard J. 
Harknett, ¬CYBER PERSITENCE THEORYº, 2022

︡ ṇ ḭצּ
ṡ ḲcoercionṢ ḭṡשּ ḲexploitationṢ
טּ ḭ ṕfait accompliṖ טּ Ḯ

ṇ ︡
ṇ צּ פּ ḭ

כֿ ḱ Ḯ

ṡ ṇ Ṣ ︡ḭֿכ ︡ ḭ
ṡDirect Cyber Engagementṕ

ṇ ṖṢ ḭ ṇ
טּ ṡCyber Persistence TheoryṢ

9

https://global.oup.com/academic/product/cyber-persistence-theory-

9780197638255?cc=us&lang=en&
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︡ ṡ ḱ ṇḱ Ṣ

ṡ Ḳ ︡ ḭ ︣ Ṣפּ ︡ ḭ ṇ וֹףּ ṡ Ḳ ︡
ךּ צṢּפּ

10

ṇ
ṇ ṇ

ḱ
ḱ ḭ
ḱ¬ ḱ º
ḱ
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נּ Ḳṡ Ṣ ṡ Ṣ

ṡצּ Ṣ ︡ ḭ
ḭ לּ ṡ Ṣ כֿתּ פּ

ˈ APT ︣ כֿ Ḯ ¬
º︡ פּ צּ

ˈ נּ ḭ וֹ ︡ כḭֿצּ
︡ ḭ ךּנּ

אל כֿ ṡ Ṣ Ḵפּךּ

ṡ ︣Ṣ כֿלּךּ

ˈ Ṋ אל בֿ כֿ
ṕ ḴṖ

ˈ אל כֿ ṕֿכ ḴṖ

ˈṕ Ṗ ︡

11

Ṋ

¬ º

Ṋ
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ṡ ︣Ṣ כֿלּךּלּ פּ

צּ כֿלּ צּ נּ ṡṕ Ṗ ︣ṕimposing costsṖṢ לּךּ

ṇ ךּ פּךּ

ṡ Ṣ Ḳṡ Ṣ ṡ ṢḮּשּט ḭ
ḭ לּ Ḯ

ṡ Ṣ Ḳ צּ ︡ Ṋךּ אל צּ לּךּ
ṡ ṢḮ
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︣

ṇ ḭ ḭ ḭ ḭ ḭ ḭ
צּ פּפּצּ ṇ Ḵפּךּ

ṡ ︣Ṣ וֹ ḭשּ אל Ṋ ︣ḭ לּךּ ṇ טּ
לּ Ḵפּךּ

13

ṇ

צּ
פּפּ ךּ
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︣
C2 ṇ ︡ ︣ כֿ ḭ ︡ ḭצּ

C2 ṇ פḭּקּ ḭ צּ טּ אל כֿ
צּ שּ ṡ ︣Ṣֿכ צּ קּ Ḵפּךּ

צּ טּ

14

ṕC2 טּצּ Ṗ
C2 ṇ נּ

פּפּצּ ḭצּ צּ
︡ Ḵוֹ

ṕ ṖC2 ṇ

ךּ C2

ṇ

︡ ךּ ḭצּ ףּ
￼ צּ ךּ Ḵ
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ṡ Ṣ ךּ

15



© 2023  JPCERT/CC

Ḳ

16

β︣ קּ וֹ ךּ

ṕ Ṗ ṕ Ṗ

שּ ︡ ךּ ṡ Ṣ קּ פּ

︡ ךּ ḭ
︡ ךּ

ṇ קּ ︡ ḭ ḭ ︣
כֿ צּ וֹ ḭ ךּ
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︡

Netflow ṇ ḭTrickbot

ṇ פּ
︣ C2 ṇ

︡ ︣

ḱ ṇ
︣ Netflow ṇ

פּ

ḭTrickbotףּ ṕ2020

10 Ṗ ṡ Ṣṕβ Ṗ︡ ךּ

17

https://insight-jp.nttsecurity.com/post/102fvek/12-5-soc-trickbot
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כֿ︣ קּ ṕC2פּ Ṗ

ThreatConnect

APT28ṕSofacyṖ C2 ṇ שּ SSL

פּ ḭ C2 ṇ

18

https://threatconnect.com/blog/using-fancy-bear-ssl-

certificate-information-to-identify-their-infrastructure/ https://twitter.com/kyleehmke/status/1430485267916460038

צּ שּ לּ ḭ ṇ ṇ ḭ
ḭ ךּ IP Ṋ ṇ ḭ
פּ ḭ ךּ︡ ︡ ︣ṕβ ԇ

︣ ṖḮ
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C2 ︡ קּ פּ

2021 וֹףּ ṇ ︣
ḭֿכ וֹ 4

ˈ Net Flow ךּ C2 ḱ

ˈ אל ךּ ךּ

NetFlow ḭ לּ ḭC2 לּ ︣
כֿ קּ ḭצּ ︣ C2 ṇ כֿ︣ קּ Ḯךּ

19

Ḵ

פּ ︡ ︣ לּ ︣ פּ
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β ḭAPT ︡

︡

ˈ

ˈ צּ ךּ

ˈ צּ קּ

︡

ṇ Ṋ ︣ טּצּ ︣ ︡ ṕ Ḳ
︡ ︡ שּ ︡ ךּ Ṗ

ˈ ḭ C2 ṇ נּ

ˈ ḭ

ךּˈ פֿ כֿ ṕ צּ נּ Ṗ

ˈ NetFlow וֹ קּ

ˈ אל וֹ ḭשּ ṇ פּ ḭ
︣ כֿ צּ

Ҝ צּ

20
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ṡ ṇ Ṣּצ פּ ḭ ṇ ṕPAṖ ḭ ḭ

ˈ פּ

ˈ Ṋ ṇ פּ

ˈ פּ

ˈ ךּףּ פּ

ˈ נּ פּ

21

ṇ ṇ

כֿ קּ
PA

Ṋ

ṇ

ṇ
PA

ṇ
PA

ṇ
PA

Ḳṡ ṇ Ṣ
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ṇ ṡ Ṣ

ṡ¬ ṇ ¬ Ṣ ךּ

Ṭ ṇ לּךּ צּ צּקּ ḭצּ ṇ ṡ Ṣּצ
ךּ Ṋ ṇ צּ שּ ︡ ךּ

צּ

22

ṇ ︡
ṇ

APT28,Sandworm

ṡ צּ ךּ Ṣ לּךּ
כֿ ךּ

PA ︡

Lazarus ṇ
ךּ ṇ

צּ ︡ ךּ ךּ ḭ כֿלּ
Ṋ ḱ צּ אל ךּ

PA ︡

PA

PA
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Ḳ¬ º ˈ צּ ˈפּ

וֹ ḭשּ ︢ צּ ︡ לּ

23

Ṋ

β צּ ךּ

ḱ

Ḵ

ṕ Ṗ

β צּ ︣ אל צּ
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ṇ ḲBlackTech C2 ṇ

2021 9 JPCERT/CC

ḭ ṡ Ṣ
אל

ṡ Ṣḭ ḭ
ךּ פּ ḭ

24

JPCERT/CC BlackTech Gh0stTimes

https://blogs.jpcert.or.jp/ja/2021/09/gh0sttimes.html
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Ḳ¬ º ˈ כֿ ṡ Ṣ︣ ˈḴפּ

וֹ ḭṡשּ Ṣ צּ ṕ Ṗ טּ ḭ
כֿלּךּ צּ ךּ

25

ḱ צּ ךּ
ṕ צּ ︡
ךּ ṇ צּ Ṗךּ
ḱ צּ ṕךּ

¬ º︡ךּ ךּ Ṗ

︣ ︡ ךּ ךּ

ḱ צּ אל ḭ

צּ ︡ ךּ
ḱ טּ פּפּצּ

ṇ

ṡ Ṣּצ פּ ךּ ṡ Ṣּצ פּ

ISP

ḱ
ṕ ṇ Ṗ ︡ ךּ
ḱ ︡ ḭ

צּ
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Ḳ¬ º ˈṡ Ṣ צּ כֿ ˈḴפּ

וֹףּ Ṋ ṇ צּ

ḭ ︣ ṡ Ṣ לּ נּ פּ צּ ךּ

26

ḱ Ṋ ḭפּ
C2 ṇ אל

ḱ פּ ṇ
לּ

קּ

ḱ
פּ פּלּ

ḱ ︡ḭ
ṇּצ ︡ קּ

ṡ Ṣ קּ

Ṋ Ṋ

לּ פּ

ḭ ḭṡ Ṣ וֹ

ḱ Ṋ
ḱṕ Ṗ

ḱ

לּ פּ

ḱ ṇ ︠
ḱ Ṋ

ḱṡּף Ṣ



© 2023  JPCERT/CC

ךּ

27
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Ḳ שּ︡ נּ ךּ ךּ

שּ Ṋ Ṅ ︣ ṡ ṇ Ṣ ︡ḭ וֹ
Ṋ ךּ

Ṅ צּ נּ ךּ ךּ Ḵפּךּ

28

︡ ṇ

ṕ ṇ Ṗ
︡ ṇ

︡ ṇ

︡ ṇ

Covert Action ︡ ṇ

Cyber Coercion

ṇ

Ṋ

A

B

C

ḱ
ḱ
ḱ

Ṅ Ṋ
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Ḳ ︢
Ṋ ︢ ḭ

צּ

29

︡ ṇ

ṕ ṇ Ṗ ︡
ṇ

︡ ṇ

︡ ṇ

Covert Action ︡ ṇ

Cyber Coercion

ṇ

צּ וֹ כֿךּ Ḳ
צּ כֿךּ Ḵ

צּ וֹ כֿךּ Ḳ
ḴḴḴ

ṕ Ṗ
β צּ Ḵךּ

צּ וֹ כֿךּ Ḳ
צּ פּ פּ

כֿ

ṇ

צּ וֹ כֿךּ Ḳ
צּ ︣ כֿ Ṋ

אל כֿ

צּ וֹ כֿךּ Ḳ
צּ אל כֿ

ṇ

ḭ

קּ
Ṋ

Ṅ Ṋ
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פּ

30
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ṕ Ṗ ṇ

ˈ 2014 Sony Picture Entertainment וֹףּ ṕ ︡ Ṗ פּ Ṋ

ˈ 2022 וֹףּ ṇ ︣ Ṋ

ṕ Ṗ

ˈ 2018 וֹףּ ḭMicrosoft וֹףּ APT28 ︣ קּ
ךּ

ṇ

β ṕ Ṗ

ˈ 2018 וֹףּ ḭ ṇ ḭ IRA ︣ ṇ
ṕ Ṗ

ˈ 2019 ṇ ︡ ︣ ṇ
ṇ ︣ ṇ ṕ Ṗ

ˈ 2020 Trickbot ṇ ṇ ṕ Ṗ

31
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2020 10 Trickbot ṇ

Microsoft קּ
נּ ḭ ṇ ṡ Ṣ צּ

Trickbotּצ ︡
פּ כֿ פּ ḭ ṇ ︡

צּ ךּ
ḭֿכ 2020 11

︡ טּ ḭ
טּצּ לּ אל

פּ כֿ ︣ טּ

32

https://krebsonsecurity.com/2020/10/report-u-s-cyber-command-behind-trickbot-tricks/

ṇ ṇṇ
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︣ אלקּ

33
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Ḳ נּ ︣

טּ טּ ḭ נּ
ṕ ḭ ḭ Ṗ וֹ ḱ ︣ כֿ קּ ךּ

אל ךּ ḭ אל Ṋ פּפּצּ ḭ
צּ אל ︡ לּ

ṡ ṇ ︡ Ṣ

34

ṇ
ṇ

ṕ Ṗ ︡ ךּ

ṇ

Ṋ Ṋ

ḱ Ÿ 

ḱ ︡
ḱ Ṋ ḭṡפּ Ṣּפ

צּ



© 2023  JPCERT/CC

Ḳ צּ ︡ לּ פּ

ṇּצ Ṅ︡ ︡︡ וֹךּ ךּ

Ṋ ḭ

צּ Ŷ ּלּנ וֹ צּ

35

צּ ︣ ṡ Ṣּצ ︣

ḱ ︡

ḱ
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Ḳ

¬ º צּ ḭ
פּ לּ קּ

Ḵפּ לּ ︡ ךּךּ
Ḵפּ

ṇ APT ṇ
צּ צּ כֿ לּ ︣ פּ

לּ טּ ḭ
ḭ

פּ צּ פּךּ

36

︣ ṡ צּ Ṣ
לּךּ טּ ḭ ḭ ︣

ṇ צּ
ṡ Ṣ צּ ḭפּ לּךּ

ṇ
וֹףּ

ṡ Ṣ ︣
︡
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ṡ Ṣ

ˈ ṇ ︡ ṕ Ṗ Ҝ ṡệW1HṢ

ˈ ︣ ךּ ḭפּ צּ ṕ ḭשּ
פּ צּ Ṗ

ˈ ḭṡ פּ Ṣ ︡ ḭךּ ךּ︡ צּ

ˈ צּ לּ ḭ צּ נּ ḭ ṡ Ṣ צּ
ḭṕ קּ Ṗ פּפּצּ צּ קּ ḭ טּ צּ ךּ

צּ Ḯ

ḭ ṇ

ˈ ︡ ךּ ︣ ḭ טּצּ ḭ ḭ ṕ Ṗ︣ ךּ Ḯךּ ḭ ︣
ṇṊ ḮҜ ṡ כֿ︢ Ṣ לּ ︡ צּ ךּ

ˈ ṇ ךּ ḭ Ṋ ṇ צּ

ḭ ḭ

ˈ לּ ṇ צּ ￼ טּ ḭ אל Ḯ

ˈ ṇ ḭ ︡ שּךּ ḭ ṇ ṡ Ṣּפ
Ṋ צּ פּךּ

37
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פֿךּאל ḱḱḱ
ṡ1950 ḱ
ṇּצ ︡ ṡ ṕPlanṖ ṕuselessṖ ḭצּ
ṕPlanningṖ ṕessentialṖּצṢ

צּ Ḯ צּ ︡ ךּ ḭ אל
ḭ צּ צּטּקּ צּ

כֿלּךּ טּ Ḯṕ p42Ṗ

ṡ ︣ ḭ פּ
︣ כֿ ︡צּ ︡ טּ Ḯ כֿ כḭֿצּ

קּ פּ נּ ḭ ︡לּ שּ︡ Ḯךּ
︣ צּ וֹ ḭ
ṇּצ ︡ ךּ ṡ Ṣ

לּךּ כֿ פּךּ טּ Ṣṕ p49Ṗ

צּ ︡ אל ךּ
ˈ ṡ ︢ Ṣ ḭ ṇ ḱ ṡ Ṣ

ṡX Ṣ טּ ḭצּ ︡ ךּ ךּ

ˈ Ṋ ṡ Ṣ ︡ אל ךּ ḭ
︠ ︠ ︣ צּ פּ

38

https://www.hanmoto.com/bd/isbn/9784890634309#


