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GO LANGUAGE MALWARE
CURRENT STATUS AND ISSUES
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Advantages of the Go Language in Malware Development o

e (GO Language
— Easy to describe
— Extensive library
— Cross-compile

e Advantages for Malware Developers
— Easy to develop
e OSS libraries are often used in malware
— Easy to attack multiple platforms
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Future of Go Language Malware

e Multi-platform attacks
— ElectroRAT ™1
e RATSs steal digital wallet keys, etc.
e Activities for Windows/Linux/macQOS
— Chaos *2
e Versatile malware that exploits vulnerabilities, etc.
e Exists for ARM/Intel/MIPS/PowerPC

e About the future
— Many more are appearing in 2022.
e Chaos, Nerbian, Agenda, etc.
— Go language malware will be observed in the future

*1 https://www.intezer.com/blog/research/operation-electrorat-attacker-creates-fake-companies-to-drain-your-crypto-wallets/
*2 https://blog.lumen.com/chaos-is-a-go-based-swiss-army-knife-of-malware/
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Problems with Go Malware Analysis

Hello World Functions

e Existing malware is often C/C++ binaries

. . . . . 20
e (o language binaries and C/C++ binaries are very different FUN 00401060 . undefi. 1357
— i i FUN _004015cO .o undefi. .. 2104
The amount of functions is enormous | N 00401200 I -
e Even Hello World has more than 1000 functions. FUN_00401620 .. undefi. .. 17
. . FUMN 00401e40 defi... 2]
e Windows APIs and other APIs are called dynamically. FUN 00402020 e 1o
— Difficult to understand functionality of functions mggjggjzg e
— Unique data structure 8,000.
 Strings are represented as structs instead of null- Hello World string
terminated

s Hello World Join_ControlMeetei M 0049a709
e Unique types such as interface{} are used 00492709 48 65 6c ... ds "Hello World\nJoin_ControlM

— Unique calling convention

. : Hello World function call
e Different registers, etc. used for arguments and

0048243b 48 8d 05 ... LEA A, [PTR_DAT 004b9178]
return values 00482442 48 8d 0d ... LEA RCY, [DAT_0043a709]

00482449 bf 0c 00 ... MoV EDI, Bxc

0048244e 31 f6 XOR ESI, ESI

00482450 45 31 O XOR RSD, RSD

00482453 4d 89 cl MoV R9, RS

00482456 e8 05 95 ... CALL FUN_0047h960
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Response and problems with the tool

e Existing tool features
— Resolving Function Names
e Quite difficult to analyze without knowing this.
— String extraction, etc.

e Issue
— Difficult to use existing tools for a long time
e Go language can change its structure with version upgrades
— Newer versions may not be able to retrieve function names, etc.
— Malware with obfuscation, such as malware ChaChi, exists.
e Obfuscators for the Go language are used

\ 4

e Difficult to solve by simply using existing tools as is
— Requires modifications as appropriate
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e Basic Go Language Malware Analysis
— Go Language Specific Structures
— Analysis Flow
— Case Studies with Malware

e Advanced Go Language Malware Analysis
— Data in Go language binaries referenced by existing tools
— Supports for Go language version upgrades by modifying existing tool
— Obfuscation measures
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GO LANGUAGE MALWARE
BASIC ANALYSIS
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Go-Specific Structures

e Introduction to Go language specific structures before introducing analysis methods

e Data Structure Related
— string
— Interface{}
— slice
- map
e [Function
— calling conventions
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string & interface{}

e string
— Structure
e data: pointer to string struct string {

char* _ data;
INt32 or int64 __len;

— Not null terminated.
e len: String length }
— Its size is equivalent to sizeof(_ data)

o interface{}: Multiple data types allowed ===|: g i A -+ Qi oot
0DD zll. &dmov eci:_:, ecx: ™
— Structure sooceze|. simov eat. (1 Qoo
- DA - - 4
e tab: Pointer to data type information
mmlw
e data: Pointer to data type >
T—A0HA X
0000000000DEG4E 00 00 O | DDODDDODDDE339C3|35 00 00 00|00 00 00 00
LULL LS B LTS e S ] () Wl [ 0x35=53

F—&@E (0x02=Int)
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slice
e slice: dynamically resizable array
e Structure _
— array: Pointer to array struct slice {
- len: Length of array void* array;
e Its size is equivalent to sizeof(array) iNnt32 or int64 len;
— cap: Length of memory-allocated array int32 or int64 cap;
e Its size is equivalent to sizeof(array) 1

Function manipulating slice
— func growslice(et *_type, old slice, cap int) slice ™1
e Copies the slice specified in the second argument to a slice that holds more memory than the size
specified in the third argument.

e Adding a value to the slice is done on the return value of this growslice.
e Argument structure is different starting from Go 1.20

Variable-length arguments are represented by the same structure as slice
— func Command(name string, arg .... .string) *Cmd *?
e Command("cmd", "/C", "bin") == Command("cmd ", [2]string{"/C", "bin"})

*1 https://github.com/golang/go/blob/4a4127bccc826ebb6079af3252bc6bfeaecl187c4/src/runtime/slice.go#L178
*2 https://github.com/golang/go/blob/4a4127bccc826ebb6079af3252bc6bfeaec187c4/src/os/exec/exec.go#L271
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e Mmap: associative array

e Function manipulating map (if key is a string)
— func mapaccess2_faststr(t *maptype, h *hmap, ky string) (unsafe.Pointer, bool) *!

e Specify the type of map as the first argument, the map to access as the second
argument, and the key as the third argument

e Return the value corresponding to the key and success or failure
— func mapassign_faststr(t *maptype, h *hmap, s string) unsafe.Pointer ™2

e Specify the type of map as the first argument, the target map as the second
argument, and the key as the third argument

e Assign a value to the return value

*1 https://github.com/golang/go/blob/4a4127bccc826ebb6079af3252bc6bfeaec187c4/src/runtime/map_faststr.go#L108
*2 https://github.com/golang/go/blob/4a4127bccc826ebb6079af3252bc6bfeaec187c4/src/runtime/map_faststr.go#L203
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e Difference from existing in Windows amd64
— 1 1386, the stack is used.

Microsoft x64 Go Language Go Language

calling (>=Go 1.17) (<Go 1.17)
convention

argument rex,rdx,r8,r9,sta rax,rbx,rcx,rdi,rsi,r8 stack
ck ,r9,r10,r11,stack

return value rax same as above same as above

e Argument and return value assignment

— Go 1.17 or higher & amd64: arguments and return values are used in order from rax

— Go 1.16 and below } i386: Return values are used from the end of the stack used by
the argument

e Definition in Go language source code

— Defined in "paramIntReg<architecture name=" below.
e https://raw.githubusercontent.com/golang/go/gol1.19.1/src/cmd/compile/internal/ssa/opGen.go
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Tool

e https://github.com/mooncat-greenpy/Ghidra_GolangAnalyzerExtension
— Resolves function names
— Resolves bytes and registers used in arguments and return values
— Extracts data type names and field information
— Extracts strings
— Annotates names of the source code file corresponding to the assembly
— Annotates source code line number corresponding to the assembly

Without the tool With the tool
_ runtime. mapassign_fastﬁrI[&-:Iatatype Map. map [stringlstring, extraout RAX 03, "go",2);
puvar? = (undefinedsd *)FUN_00410500( (ulonglong) &DAT 004aBhab); extraout RAX 04[1] = (char *)Ox6:
puvar2(1] = 6: if (_DAT_005924c0 == 0) {
i1f {_DAT 005824c0 == 0] { *gxtraout RAX 04 = "golang";
¥puVar2 = &DAT 004a370e3; 1
1

e Subsequent Ghidra screenshots show results using GhidraAnalyzerExtension
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Analysis Flow

e Check main (main.main) function
— Take a brief look at assembly and decompile results
e Functions to be called
— Check the init function used for initialization if it exists.
e Check function name, file name, and structure seguence
— Obvious doubtful names
— OSS libraries used
e Estimate functions from the above information and confirm its estimation
— Is the function as used or not or as estimated?
e Analyze in detall Supplement

If you don't know the main function, trace it from
the entry point.

Please refer to the following blog for the details
https://engineers.ffri.jp/entry/2022/04/11/141131

The init function is explained in the Appendix
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Case Study: ElectroRAT

e |t was active on Windows, Linux, and macOS

e Analysis Flow
— Install and run GolangAnalyzerExtension on Ghidra
— Check main.main
— Estimate its functions from lists of function and file names
e Checking structures is not covered in this talk
— Verify the above estimation
— Analyze in detail




ElectroRAT: Check main.main

Decompiled main.main (tools applied without manual modification)

FFRI
\

e Excerpts of Notable Function Call e R
~ net/http.(*Client).Get SO - e LU
— io/ioutil.readAll - omisson o
— main.registerUser : JT“_, il Iinfiuutil.rem;;;::; spulizy; Nastsn feiel fetssostostossi
— main.setAutostart S R ] I s i
~ main.StarteyLogger Inetihttp-(*c{i;r:ﬂ.- E | B e
— main.socketConnect — omission Bty

_ _ I io;iuutil.readm{ill Shsn sk S o Gl 4 Tt R AR

e (Guessing functions Aoy

- Automatic execution R | e
functionality is available and ] okt i A S 00 _omitted | L

main funCtiOnS are based On g i : .' Jfexec/DeakTip/rat-all/ T Soeft/mwoIer fmiworker . Qo M

runtime. slicebytetoatring

communication with C2 | e Standard Sl PETYSSEWTSIER | |1 olemented
' by developer

FAN |
main.sethutostart();
FA
main.StartkeylLogger ()]
.III,-+: PETS
maln ' Sﬂcketcunnec t {-l Qpkrop/eat-all Hat Soft/mwirioer/mawssies. 50042

library

‘I net/http. (*Client), Get I 2

{nen/botp. Defauletlient, "hetpe: // pastebin. conl ta

e main.init is not covered in this talk
— map is created, etc.
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ElectroRAT: Check function name and file name

File name list (Window - GolangAnalyzerExtension)

° Anticipated malware features [functions T filenames T datatypes ]
- Information theft Filename
: : Ci/Users/exec/Deskiop/rat-all/Rat Soft/mdworker/screenshot.go
°
glthUb.COI’T]/gOI’I”&/WGbSOCkEt Ci/Users/exec/Desktop/rat-all/Rat Soft/mdworker/socket.go
® main_uploadFiIe C:/Users/exec/Desktop/rat-all/Rat Soft/mdworker/startup.go
. C:/Users/exec/Desktop/rat-all/Rat Soft/mdworkerfuploadFile.go
¢ maln'uploadFOIder C:/Users/exec/Desktop/rat-all/Rat Soft/mdworkerfuploadFolder.go
— Automatic startup Setting C:/Usersfexec/go/src/github.com/denisbrodbeck/machineid/id. go
] ) Ci/Users/exec/gofsrc/github.com/denisbrodbeck/machineid/id_windows. go
° glthub.Com/ProtonMalllgo—autostart C:/Users/exec/go/src/github. com/gorillafjwebsocket/client.go
e main.HideFile Function name list
° main.copyAppToStartDir J functions T filenames T datatypes ]
- Terminal information aCC]UiSitiOn Location |Fur1=:tinr1 MName E.|Args Size | Size
. 007ae860  main.getMachinelD 18 176
— Software used to note content typed (typically to 007aebcO0  main.getOsinfo 24 384
007aee30 main.getProcesslist 32 752
steal paSSWOI’dS) 007b03d0  main.getUserPath 18 208
— Obtain screenshots 007ae500  main.HideFile 32 224
. o . . 00763160  main.init 0 1328
e Simplified check of the caller of the estimated function 0072ed40  main.killProcesswindows 16 272
and whether the estimation is correct. 00732910 main.main 0 688
. . . . 007afl40 main.registerlser 1l 1056
— Only the bolded above is confirmed this time 007af560  main.RunBinary 64 384
007bB0S200  main.setAutostart 0 560
007afad0 main.socketConnect 16 2368




I <0
\

ElectroRAT: Information Theft Caller . trees in main socketConnect

Outgoing Calls

L gOI’I”a/WGbSOCket(*Dla|er)Dla| ¥ f Outgoing References - main.socketConnect
- (*Dlaler)DlaI IS Ca‘"ed fIrSt :g; ;?LEE.iLTn?SZL?IT;?websncket.(*Dialer].Dig
—_ Ca”er: maln.SOCketconneCt » &) § github.com/gorillajwebsocket.(*Conn).WriteMessage
e Called from main.main e gihLb
- - Call Trees in main.uploadFile
e main.upload(FilejFolder) N b
- Ca”er: bOth main.SOCketconneCt.funC]. ¥ § Incoming References - main.uploadFile
» @ main.uploadFile I
. v [® f main.socketConnect.funcl
L maln.SOCketconneCt.funC]. » 2 main.socketConnect.funcl
® Because_ GOI‘OUtine iS Used to perform para”el C:/Users/exec/Desktop/rat-all/Rat Soft/mdworker/socket. go:84
HD"." d = = Ly
proceSSIng . . . LEA 5 [PTR_main.sucketCanect.funcl_GlQfodB]
— The function to be executed is passed via Hov oAV I T A I
arguments Function‘to execu ptr [REF +:Glx1EI]=:-ln-:al_25ElTF<-:Z:-:
— Caller: main.socketConnect o e e xs0 oracat 250.F0X
e Search from address references, etc. . i ) ooent e P
mLL runtime.newproc | < -

Called internally



ElectroRAT:

e The following will be added to the map
— Key: "file".
— Value: Argument of main.uploadFile
e File path to upload

e [Information theft by sending files

— SetFiles to specify a map containing
file paths

e Transmission file settings
— Send externally with Execute
e POST command

Information Theft Process
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Decompile result of main.uploadFile

map type

106 runtime.mapassign_faststr

107 {&datatype.Map .map[stringlstring, local 148, "file",4,1in_stack ffffffffff
108 in_stack fFFffffffffffecs[l] = param_4;

109 if . runtime.writeBarrier == 0) {

110 *¥in stack fEFffffffffffess = paran 3;  The third and fourth arguments

are substituted
likely file path

Function to create an
object of a specified

Type of object to
communicate with

Object of map

type

| 4G| funtime.newubjehft&datatype.St}uct;resty.ﬂequest,requeat_ohj]

|116| gopkg.in/restys2evl. (*Request).SetFiles (request obj, local 148,pcvars);

|
POST" string
yoeyl, (*ReqfEst)  Execute

Resty.Request

128 gopkg.insrest
129 (pcVars, "POST", 4, 1n_stack fffffffffffffesd0d, in_stack fffffffffffffeds,pc
130 in_stack fffffffffffffesn);
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ElectroRAT: Auto Startup Settings

e Auto start setting to files created by main.copyAppToStartDir
— Using OSS
e https://github.com/ProtonMail/go-autostart

Decompile result of main.setAutostart

A Ci/Users/exec/Desktop/rat-all/Rat Soft/mdworker/startup.go:69 #/
github.com/ProtonMail/go-autostart. (¥*App).IsEnabled (&app,in_stack rsp+8);

Confirmation if ({char)in_stack_rsp+8 == '"\0') {
of success or f¥ Ci/Users/exec/Desktop/rat-all/Rat Soft/mdworker/startup.go:70 */
. github.com/ProtonMail/go-autostart. (*App).Enable (&app.in stack rsp+8,1n_stack rep+l0);
failure of
* go-autostart IsEnabled Source code for go-autostart
o U . 9 uint64 t CreateShortcut(char *shortcutd, char *path, char *args) {
Slng Cgo 18 IShelllink* pISL;
 Go language to C language H IPersistFile pIPF;
12 HRESULT hr;
* A shortcut file is created in the 13
- 14 CoInitializeEx(MULL, COINIT_MULTITHREADED);
startup folder using COM .
16 // Shortcut filename: convert ANSI to unicode
17 WORD shortcutW[MAX_PATH];
18 int nChar = MultiByteToWideChar(CP_ACP, @, shortcutdA, -1, shortcutW, MAX PATH);
19
28 hr = CoCreateInstance(&CLSID Shelllink, NULL, CLSCTX_INPROC_SERVER, &IID IShelllink, (LPVI
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Examples of OSS libraries used by ElectroRAT

e github.com/ProtonMail/go-autostart
— Automatic startup setting
e github.com/gorilla/websocket
— Socket communications
e github.com/matishsiao/golnfo
— Obtain terminal information
e github.com/mitchelln/go-ps
— Get process list
e efc.

e All support Windows, Linux, and macOS.
e Read the source code for the OSS library process
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Freguently used OSS libraries

e Libraries for multiple platforms
— github.com/denisbrodbeck/machineid
e Obtain ID to identify the terminal
— github.com/shirou/gopsutil
e Obtain process and system-related information
— github.com/gorilla/websocket
e Socket communications
— github.com/kardianos/service
e Provide service operation
e Libraries for specific platforms, requiring a lot of work to implement in the Go language
— github.com/go-ole/go-ole
e Windows COM wrapper
— github.com/Ixn/win
e Windows APl Wrapper
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e Now we have a rough idea of the malware's functionality
e Based on these findings, a more detailed analysis is performed
— Only the following topic is covered

e Communication with C2

— main.socketConnect is supposed to handle the main malware

e Because socket communication is performed by main.socketConnect after
preliminaries such as infection notification to C2 by main.registerUser and
automatic startup setting by main.setAutostart
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Analysis of main.socketConnect

e Main processing
Establish communication
e Creates Conn objects required for communication
Call main.socketConnect.funcl
e Passes a Conn object as the second argument

Conn object is created

Bﬂ?afebg e8 52 dB CALL ithub.cnmf nrillafwebsocket.(*Dialer).Dial -
e = P Conn object.
om|SS|on

C stersfaxechesktnpfrat all/Rat Snftﬁmdwurkerﬁsucket go: 84 ESEEt as 22r1ci Eir§3l1r1153r]t
007affa7 c7 04 24 ... MOV dword ptr [RSPl==local_270,0x20 Arguments of functions executed by Goroutine are
007affae 48 &d od ... LEA FCX, [PTR_main.socketConnect. funcl_019&6ffdE] described in the Appendix
007affbs 48 89 4c ... Mov gword ptr [FoF + Ox8l==local 258[0] FC/=>FTR hain.socketConnect. funcl 01
Q07affba 48 8b 8c ... MO FCi,gword ptr [RSF + COxdG@]==local_la0
O07affc2 48 89 4c ... Moy word ptr [FSP 4+ 0x18]==local 258, RCX
Q07affc7 48 8b 94 ... MO OV, qword ptr [FSF + OxZy8]==param 1
007affct 48 89 54 ... MOV gword ptr [RSP + ox20]l==local_zs0,rox | IP address string
Q07affd4 48 8o 94 ... MO FOX,gqword ptr [RSP + 0x280]==param_2 (Arguments of main.socketConnect)
QO07affdc 48 89 54 .. MoV word ptr [FSF + Ox28]=>local 248 F0X

O07affel e8 93 a7 ... CALL runtime.newpro -
Function to execute
Goroutine
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main.socketConnect.funcl

e Process Flow
— Receive command from C2
— Parse command
— Execute command
— Send results to C2
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Receive instructions & parse command

main.socketConnect.funcl function
Bﬂ?bl?dc 48 8b B84 .

e Received data is converted to
main.Command

Type field is treated as a command

Command structure (Data Type Manager)

Use the Argument Conn

B structure Editor - main.Command (170cbSealafb4af3c27: B |
Offset | Length | Mnemonic | DataType | Mame
0 16 string. conflict string.conflict  Type
16 B ulonglong ulonglong LD
24 104 struct { Folder string; FileName string; File struct { Fold... Data

MOV
MOV
CALL

FoX, qword ptr [FSP + 0x200]=>param_2

gword ptr [FEF]=>local_1f0, RAX
github.com/gorilla/websocket, ReadMessage
Decoder Object

Retain incoming data

Get incoming data omission

0E7bled3 48 89 04 24

MOV gword ptr [FSF], Hyf

&main.Command
007blBeb 48 89 4c ...

Object of
&main.Command

encudlngf]snn E*Decuder] Decude
C stersfexecﬁDesktnpﬁrat all/Rat Soft/mdworkerssocket.go:99

MOV Ey; qword ptr [H P + 0x110]
oo7blefd 48 8b 48 08 MOV X
007b1901 48 89 BcC ... MOV Type
007b1909 48 8b 10 MOV .
007b190c 48 89 94 ... MOV string

omission
C:/Users/exc/Desktop/rat-all/Rat Soft/mdworke

LAB 007bldgp

/fsocket.go:203

007bldobh Of 85 70 ... INZE LAB_BB?bEBSl
MO FEX, "mmoc nuR"
Command crp quord ptr [ROX],FEX

INZ LAB 007b2378
word ptr [FDX + 0xB],"na
LAB 007b236f

byte ptr [FDX + Oxal,'d

decision
Run command

INZ
CMP

a Ua bd

007b1d34 Gf 84 81 . 1z LAB_007b229b
C:stersIe c/Desktop/rat-all/Rat Soft/mdworker/socket.go:99
007bld3a 48 83 f9 Ob CMP RCX, Oxb
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Execution of instructions & transmission of results

e Extracts a Command string from the main.socketConnect.funcl function
main.Command structure and executes it. C:/Users/exe pay o oin Command 'TKer/socket.go:204

LAB 007b229b

e Convert results to JSON format and send to 00722 4 8 43 60 Hov
external devices

RO, gqword ptr [RAX + 0x60] Offset: Ox58
. FOX, gword ptr [FAX 4+ 0x58]
MoV gword pir [RE-F[==local_LTu,EDX

MOV gqword ptr [FSP + OxB]==local_1f0[8],RCXK

007b229f 48 8b S0

Get Command field

. 007b22ac e8 2f b7 .. CALL main.ExecConsole
main.Command structure 007b22bl 48 8h_4d . Rax, qword ptr [RSP + 0x18]=>local 1e0(B]
B structure Editor - main.Command (170cbSeal aéb4af3c27: R Execute the Command Rt aword ptr (RSP + Ox10]=>Local 1e0[0]
and return the result Ret |
Offset | Length | Mnemonic | DataType | MName ormission e urn_va ue
0 16 string. conflict string.conflict  Type execution result
16 8 ulonglong ulonglong uiD
24 104 struct { Folder string; FileMame string; File struct { Fold... Data 007b230T e8 6c 23 ... CALL eerudlngI]sun.Ha{"shaL <
007b2314 48 Bb 44 .. MoV Fax, qword ptr [FSP 4+ 0xlB8]=>local_1e0[8]
007b2319 48 Bb 4c ... MoV RO qword ptr [RSP + Oxl0]=>local 3o
f- Id 007b231le 48 8b 54 .. MoV FOX, qword ptr [RSP + 0x20]==local f t
Data e structure - C fsers/exec/Desktop/rat-all/Rat Suft,-"mdwurkerfuw(.)\[m?u.‘_w
- 007b2323 48 Bb Sc ... MoV FEX, qword ptr [RSP + 0x200]==param_2
B Structure Editor - struct { Folder string: FileName string: FilePath string: Name stri 007b232h 48 89 1c 24 MOV gword ptr [RSP]==local 1fO,REX
Offset |Length | Mnemonic DataType Name 007b232f 48 c7 44 .. MOV qword ptr [FSF + OxBl==local_1f0[8], 0xl
- = - flictL - fictl  Fold 007b2338 48 89 4c .. MOV qword ptr [RSF + Ox10]==local_led[0],RCX
string.conflict L string.confiic older 007b233d 48 89 44 ... MOV gword ptr [RSP + Ox18]=>local_leG[8], RAX
16 16 string.conflictl  string.conflictl  FileName 007b2342 48 89 54 ... MOV gword ptr [RSP + 0x20]=>local_ldo, RDX
32 16 string.conflictl  string.conflictl  FilePath 007b2347 e8 74 lc ... CALL github.com/gorilla/websocket. (¥Conn) . WriteMessage
48 18 string.conflictl  string.conflictl  MName
g: 12 Siring'“’”:@ﬁ Siring'mr‘:@ﬁ Eﬂlrgmi”?h Offset from the beginning of
string.conflic string.conflic olderPa . .
main.Command: 0x58
88 8 longlong longlong Port
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Streamline analysis by comparing samples

e Introduce the comparison of the samples to be analyzed with existing samples and
samples observed within the same incident

e l|dentical process exists
— Analysis can be shortened

e Similar but different processes exist
— Understanding Attack Trends

— Investigation of the cause of infection of new samples when existing samples are
protected

e Go language binaries allow you to get the file name and line number of the source
code, so you can follow the differences in detail.
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Comparison of old and new samples

e Compare the following samples
— Left: e9b83d5cdefd4486b32a927d7505cdeebb43e6977759ba069d9373e46ca7d0f2 (new)
— Right: 170cb5eala6bb4af3c27358ba267a1309ed5118481619fc874f717262cb91fb77 (old)

functions | filenames | datatypes | ; - [ #metions [ filenames T datatypes ]

Files are facilitated for each target

— environment of samples.
fhomefexec/Desktop/mdwerker/bin_linux.go < >

home/exec/Desktop/mdworker/console. do
(—D IIhame!exec!Desk:tup!mdwnrkerﬁdcwnlnadFile.gn I

{home/exec/Desktop/mdworker/hidefile.go
fhomefexec/Desktop/mdworker/keycodes. go
fhomefexec/Desktop/mdworker/machineid. go
fhomefexec/Desktop/mdworker/mdworker. go
fhome/exec/Deskiop/mdworker/osinfo.go
fhome/fexec/Desktop/mdworker/processKill.go C: stersfexechesktapfrat -all/Rat Soft/mdworker/mdworker. go
fhome/fexec/Deskiop/mdworker/processLlist.go C:/Users/exec/Desktop/rat-all/Rat Soft/mdworkerjosinfo.go
fhomefexec/Desktop/mdworker/registerUser.go C:/Usersfexec/Desktop/rat-all/Rat Soft/mdworker/processKill.go

fhomefexec/Desktop/mdworker/re - nrocesslist.go
lmrmonvlewmsiy  Some files have been added or deleted.  Kiston
See the differences in commands on the

O

O
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Command changes between samples

e Analyze mainly the sections changed.

Compare the number of lines in the socket.go file in which the command is implemented
(computer) command | Number of rows in Number of rows in
e9b83d... (new) 170cb5... (old)

Get folder content 130" 133 100" 103 Kevl ind
Keylogger 135~ 149 105~ 118 €ylogger_windows.go was

5 5 deleted but keylogger
Screenshot 151" 164 119" 128 .

command exists

Camera photo 129" 134
Processes list 166~ 169 135" 137
Download file 171" 179 138" 145
Download folder 181" 189 147" 153 Added command related to
Add file 191~ 205 downloadFile.go is added
Delete file 207" 215 154~ 161
Kill process 2177 225 162" 169
e REEETEE 1707 176 Deleted c_ommand re_lated to
e B —— p—— chrome_windows.go is deleted

- Run command 237" 245 203" 210 m
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GO LANGUAGE MALWARE
ADVANCED ANALYSIS
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Go Version Upgrade

e Tools work well suddenly stop working well
— Version upgrades to the Go language change the data that the tool references
— Example: ElectroRAT can be analyzed, but newer Chaos cannot be analyzed, etc.

e Contents will be covered in this presentation
— Explanation of metadata structure of Go language binaries
e Information used by existing tools
e Changes in past version upgrades
— Tool modification case study
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Introduction of Go Binary Metadata

e Data that the tool often refers to
— Function Information
e Contains information such as function names
e Used for displaying stack traces, etc.
— Data information
e Includes data names and field information
e Used to specify types in object creation, interface{}, and map
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Overview of Metadata Composition

e Structure to manage the metadata

— moduledata
e Maintains link to pcHeader and data type information

— pcHeader
e Maintains links to function information

pcHeader

ATJtzv | T+—ILFEE

moduledata

—» 000 magic L RAEUER
ATty | T—ILEE ¢

008 nfunc

(<0000 pcHeader

00118 | types
» T —HEMER

0x0150 | typelinks

Only some fields in the binary for 64-bit are shown, and
the same applies to subsequent figures.
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Metadata Components

415 type moduledata struct {

416 pcHeader *pcHeader
* 417 funcnametab [ ]byte
e moduledata s Duine
419 filetab [ Ibyte
— pcHeader sccah  [lbyte
. 421 clntable byte
e Pointer to pcHeader o T e
423 findfunctab uintptr
- text 424 minpc, maxpc uintptr
. 425
o POInter tO COde 426 text, etext uintptr
. . . . 427 noptrdata, enoptrdata uvintptr
e Basically identical to .text section 2 data, edato utntptr
429 bss, ebss uintptr
- typeS 430 noptrbss, enoptrbss uintptr
. . 431 end, gcdata, gcbss uintptr
e Base address for type information 432 types, etypes uintptr
433 rodata uintptr
—_ typelinks 434 gofunc uintptr // go.func.*
435
e Array (slice) of offsets from types to type e rextsectnap [ textsect
. . 437 typelinks [1int32 // offsets from types
information 38 tablinks  [J*itab
439
449 ptab []ptabEntry
441
442 pluginpath string
* https://github.com/golang/go/blob/4a4127bccc826ebb6079af3252bc6bfeaecl187c4/src/runtime/ A13 okghashes [ Imodulehash

symtab.go#L415-1L457
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Metadata Components

415 type moduledata struct {

416 pcHeader *pcHeader
e moduledata * I N
— pcHeader n e
P _ Offset changes due to field additions
e Pointer to pcHeader Go1.7,Go1.8,Go01.16,Go 1.17 , Go 1.18 , Go 1.20
- text 424 minc mac inttr
- 425
o POInter tO COde 426 text, etext uintptr
e Basically identical to .text section Adding types
. . end, gcdata, gcbss uintptr
e Base address for type information 432 types, etypes uintptr
. 433 rodata uintptr
— 434 ofunc uintptr // go.func.*
typelinks | o g pte 1/
e Array (slice) of offsets from types to type 436 sy (reeees
. . typelinks int offsets from types
information

Change from pointer to offset

pluginpa

] string
443 pkghashes []Imodulehash

* https://github.com/golang/go/blob/4a4127bccc826ebb6079af3252bc6bfeaecl187c4/src/runtime/
symtab.go#L415-1L457
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Metadata Components

e pcHeader ™
— magic, padl, pad2

395 type pcHeader struct {

o leed Value 396 magic uint32 // @xFFFFFFFO
. 397 padl, pad2 uintd f/ 9,8
- ptrSIZe 398 minLC uints J/ min instruction size
H H 399 ptrSize uintd // size of a ptr in bytes
. 2
POInter Slze 408 nfunc int // number of functions in the module
—_— nfu nC 491 nfiles uint // number of entries in the file tab
. 482 textStart uintptr // base for function entry PC offsets in this modul
[ ] Number Of fu nctlons 423 funcnameOffset uintptr // offset to the funcnametab variable from pcHeader
404 culffset uintptr // offset to the cutab variable from pcHeader
- teXtStart 485 filetabOffset wuintptr // offset to the filetab variable from pcHeader
496 pctabOffset uintptr // offset to the pctab variable from pcHeader
(
Same aS mOdUIedata'teXt A@7 pclnOffset uintptr // offset to the pclntab variable from pcHeader
— funcnameOffset s}

e Offset from pcHeader to function name sequence
— pcinOffset
e Offset from pcHeader to array containing link to function information

* https://github.com/golang/go/blob/4a4127bccc826ebb6079af3252bc6bfeaec187c4/src/runtime/symtab.go#L395-L408



Metadata Components

e pcHeader ™
— magic, padl, pad2

395 type pcHeader struct {

o leed Value 396 magic uint32
. 397 padl, pad2 uintd
- ptrSIZe 398 minLC uints

Change magic

Go 1.16, Go 1.18, Go 1.20

// @xFFFFFFF@
ffe,o

J/ min instruction size

H H 399 ptrSize uintd // size of a ptr in bytes
¢ POInter Slze 408 nfunc int // number of functions in the module
—_— nfu nC 491 nfiles uint // number of entries in the file tab
. 492 textStart uintptr // base for function entry PC offsets in this modul
e Number of functions 203 ] »
textStart il Offset changes due to field additions
485
Go 1.16 , Go 1.18

e Same as moduledata.text

A@7 pclnOffset

uintptr // offset to the pclntab variable from pcHeader

— funcnameOffset o Reference method change

e Offset from pcHeader to function name sequence
— pcinOffset

Go 1.16

e Offset from pcHeader to array containing link to function information

* https://github.com/golang/go/blob/4a4127bccc826ebb6079af3252bc6bfeaec187c4/src/runtime/symtab.go#L395-L408
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Locating Metadata

e Use the section
— pcHeader is placed at the beginning of the .gopcintab section
— .gopcintab section may not exist in Windows
e \When "-ldflags="-w -s" option is used

e Use magic in pcHeader m

— The first magic field has the value "OxfffffffO".
e Error occurs when this field is written
— pcInOffset, etc. can be written
— Explore this value

e moduledata can be searched from pointers on pcHeader



Composition of function information

Flow of retrieving the following information from pcHeader
— Function address
— Function name
— Argument and return bytes

Flow to obtain _func that holding

function information

(
pcHeader
AItrw | To—ILEA
003 nfunc
040 pcinOifset

¥

=

!
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Flow of getting function information
from func

pcHeader

AIEv

Z1—ILFE

013

0:20

textStart

funcnameOifset

functab[nfunc]

_func

_func

ATtw

14— &

AItw b

T1—ILF&

AItzw bk

T4 —ILF&

000

004

entryoff

funcoff

000

entryoff

0:x00

0:x04

003

entryoff
nameoff

args

»BAZ07 LA

> B3R
»5|18 - ROAE/ A MK
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Components of Function Information

e functab ~

— entryoff
e Offset to the first address of the function
e Relative to pcHeader.textStart 262 type functab struct
563 entryoff uint32 // relative to runtime.text
— funcoff 564 funcoff uint32
565  }

e Offset to function information
e Relative to the head of functab array

* https://github.com/golang/go/blob/4a4127bccc826ebb6079af3252bc6bfeaec187c4/src/runtime/symtab.go#L562-L565
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Components of Function Information

e functab ~

— entryoff Change from pointer to offset
e Offset to the first address of the function e
e Relative to pcHeader.textStart 262 type functab struct {
563 entryoff uint32 // relative to runtime.text
— funcoff 564 funcoff uint32
e Offset to function information e
e Relative to the head of functab array Change in size

Go 1.18

Change of base address
Go 1.16

* https://github.com/golang/go/blob/4a4127bccc826ebb6079af3252bc6bfeaec187c4/src/runtime/symtab.go#L562-L565



Components of Function Information

e func”

entryoff
e Offset to the first address of the function
e Relative to pcHeader.textStart
nameoff
e Offset to function name
e pcHeader address + pcHeader.funcnameOffset

+ func.nameoff

args
e Number of bytes used in arguments and return

values

pcsp, pcfile, pcin
e Information to retrieve stack size, file name,

and line number corresponding to the assembly

How to retrieve the information will be published later in our
blog

369
37@
371
872
873
874
875
876
877
878
879
330
881
332
883
334
885
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type func struct {
entryoff uint32 // start pc, as offset from moduledata.text/pcHeader

nameoff dint32 // function name

args int32 // in/fout args size

deferreturn uint32 // offset of start of a deferreturn call instruc

pcsp uint32

pcfile uint32

pcln uint32

npcdata uint32

culffset wint32 // runtime.cutab offset of this function's CU
funcID funcID // set for certain special runtime functions
flag funcFlag

[1]byte // pad

nfuncdata uint8d /f must be last, must end on a uwint32-aligned bour

* https://github.com/golang/go/blob/4a4127bccc826ebb6079af3252bc6bfeaec187c4/src/runtime/runtime2.go#L869-L885



FFRI
\

Components of Function Information

e func” Change from pointer to offset
- entryoff Go 1.18
e Offset to the first address of the function 869 type func struct {
° Relatlve tO pCHeaderteXtStart 878 entryoff uint32 // start pc, as offset from moduledata.text/pcHeader
871 nameoff dint32 // function name
- nameoff 872
- 873 args int32 // in/fout args size
o Offset to function name _ _
874 deferreturn uint32 // offset of start of a deferreturn call instruc
e pcHeader address + pcHeader.funcnameOffset 875
+ _func.nameoff ‘ pesp  uint32
pcfile uint32
— args uint32
e Number of bytes used in arguments and return
values Change the base address of nameoff E&
: 1.1 -
- pcsp, pcfile, pcin Go 6
. . . . 883 _ [1]byte // pad
* Informatlon to retrleve StaCk Slze’ flle name’ 884 nfuncdata uint8  // must be last, must end on a uint32-aligned bour
and line number corresponding to the assembly 885  }
e How to retrieve the information will be published later in our
blog

* https://github.com/golang/go/blob/4a4127bccc826ebb6079af3252bc6bfeaec187c4/src/runtime/runtime2.go#L869-L885
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AY_ 00414840

Function information retrieval ooataga0 o0 o0 oo ... MNetabIfunC].
0044840 00 00 00 00 bO...runtime.... (0]
. i 0044848 60 00 00 00 OB...runtime.... [1]
L Exempllfled by Ghidra 0044848 60 00 00 00  uint 6oh entryoff
004f484c 08 2d 00 00  uint 2008h funcoff
0044850 cO 05 00 00 B0...runtime. ... [2] _I
runtime.pcHeader 004bc240 ol > <
o04dbc240 fo ff ff ... runtime.... A l func
004bc240 O ff ff ff uint FFFFFFFOh magic 00477548 60 00 0O . 0
004bc244 00 db oh padl 004f7548 60 00 00 00 uint B0h entryoff m—
004bc 246 01 db 1h ninLC 00417550 10 00 00 00 int 10h args
oo4bc247 08 db sh ptrsize 004f7554 00 00 00 00 u;nt th deferreturn
004bc248 95 05 00 00 00...longlong S595h nfunc 00477558 32 00 00 00 uint 32h pcsp
004bc250 b8 00 00 00 00...ulonglong BSh nfiles 004f755c 43 00 00 0O uint 43 pefile
004bc258 00 10 40 00 00...ulonglong 401000h textStart v 0047560 47 00 00 00 uint 47h pcln
004bc260 60 00 00 00 00...ulonglong 60h funcnane0ffset mpp 0047564 04 00 00 00 uint 4h npcdata
004bc268 60 bb 00 00 00...ulonglong BESGH cuoffset 004f7568 00 00 00 B0 uint ch cuoffset
004bc270 40 c3 00 00 00...ulonglong C340h filetabOffset 004f756c 00 db ch funcID
004bc278 e0 d1 00 00 00...ulonglong D1ECH pctabOffset 004f756d 00 db oh flag
004bc280 00 86 03 00 00...ulonglong 38600h pclnoffset 004f756e 00 dbl1] -
oo4f756f 07 db 7h nfuncdata
<<
internal/cpu/cpu.go:148
internal/cpu.processOptions
00401060 4c Bd 64 ... LEA RlZ=>local_8, [RSF + -0x8] function name
_p 00401065 4d 3b 66 10 WP F12,qword ptr [R14 + Oxl... strin
00401069 Of 86 2a ... JBE LAB_00401599 Vs_in%ernalf’cpu.Initialize_ﬁﬂdbczaﬂ
00401067 48 8l ec ... sUB RSP, 0xB88 004bc2ad 69 Ge 74 .. ds "internal/cpu.Initialize"
0E40L076 48 89 ac .. MOV gword ptr [FSF + local .. leepp 004bc2bS 69 G2 74 ... ds "internal/cpu.processOptions
0E40107e 48 8d ac .. LEA FEP=>local_8, [RSF + Ox80] 004dbc2d4 69 Ge 74 ... ds "internal/cpu.indexByte"
00401086 48 89 84 ... MOV qword ptr [FSP + Stack[0...

4

8
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Composition of data type information

e The flow for obtaining the _type structure containing each data type information
from moduledata is shown in the figure below

e type
— Maintains information such as size and type of data type

— Information specific to each type is added at the end of _type
— Used in object creation and map access functions

moduledata

AJtEv | Fo—ILER

0x0000 | pcHeader —» fiypes —» 4+ — _type

0x0118 | types > ) AItw | Toa—ILEE
typelinks
00150 | typelinks 000 size
offsetl
0x17 kind
offset2

028 str

b

offset3
0x30 kindZ & MF—4&
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Components of data type information

e _type~

— Slze 35 type _type struct {
36 size uintptr
® Number Of byteS Of data type 37 ptrdata uintptr // size of memory prefix holding all pointers
. 38 hash uint32
- kind 39 tflag tflag
49 align uintd
([
Data Type 41 fieldAlign uint8
e Example of relationship between value = cind - uint
43 /{ function for comparing objects of this type
and type 44 // (ptr to object A, ptr to object B) -» ==2
_ - - - - 45 equal func(unsafe.Pointer, unsafe.Pointer) bool
1- BOOI’ 2- Int’ 17- Array’ 21- Map’ 46 // gcdata stores the GC type data for the garbage collector.
22: POlnter, 25: StrUCt 47 f/ If the KindGCProg bit is set in kind, gcdata is a GC program.
43 f/ Otherwise it is a ptrmask bitmap. See mbitmap.go for details.
- Str 49 gcdata *hyte
59 Off
e Offset to data type name o
51 ptrToThis typeOff
e Relative to moduledata.types 2}

* https://github.com/golang/go/blob/4a4127bccc826ebb6079af3252bc6bfeaec187c4/src/runtime/type.go#L35-L52
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Components of data type information

e _type~

— Slze 35 type _type struct {
36 size uintptr
® Number Of byteS Of data type 37 ptrdata uintptr // size of memory prefix holding all pointers
. 38 hash uint32
- kind 39 tflag tflag
° Data Type 49 align uintd
41 fieldAlign uint8
e Example of relationship between value = cind - uint
43 /{ function for comparing objects of this type
and type 44 // (ptr to object A, ptr to object B) -» ==2
_ - - - - 45 equal func(unsafe.Pointer, unsafe.Pointer) bool
1: Bool, 2: Int, 17: Array, 21: Map, | e oo,

22: POInter, 25: StrUCt - Change from pOinter tO Offset a is a GC program.
GO 17 ap.go for details.

- Str gcdata *byte
o Offset to data type name -~ St neneof
e Relative to moduledata.types Change in method of

obtaining strings
Go 1.17

* https://github.com/golang/go/blob/4a4127bccc826ebb6079af3252bc6bfeaec187c4/src/runtime/type.go#L35-L52




Data type information retrieval

00518820 40
pozlesz20

pDoslegze
Qos18840
0os18858
Q0518870
posleges
D0=18938
00518940
D0=18948
00518950

B0Z18958
00518970

Exemplified by Ghidra

cZ
40

al
al
a0
20
40
an
=11
an

el

el
oo

00518970
Qos1897s
B0=18980

ab ...

cZ

c2
7d
a5
=l
48

40

be

ad
b
oo
37
37

4b

L1y
dc
dc
dc
af

48
4b
48
da
4h
4b
b

01
01

runtime. moduledata 00518820

oo

oo
oo
oo
oo
oo

oo

oo

oo

oo
oo
4h
oo
oo

Array of typelinks

u;lil_hluvﬁl_uu‘q'bbdaa

runtime. ...
@0...runtime....runtime....pcHeader

0o, [luints funcnametab
00, [Juint32 cutab
G0...[luints filetab
00...[luint8 pctab
00...[luints pclntable
EJE]...ulunu;_glnnf; 484000h :c;rpes —
O0...ulonglong 4BBCS1h etypes
00...ulonglong 484000h  rodata
O0...ulonglong 4A25ECh  gofunc

00...[ ] runtim... textsectmap
0o...[1int32 typelinks
00 00..1nt * UINT ARR...  values
00 G0...ulonglong 137h __count
00 Q0...ulonglong 137h __capaclty

p—) (04bbd00 80 40 00 ... uint[311]
004bbdoo [0] 4086h, 40Cch,
nndkhd1R TA] 1A7R0h _‘ FaFnh
- <
_type
datatype.Ptr.*[]*runtime.bmap
004820280 02 00 00 .. runtime....
00488080 08 00 00 00 G0..ulonglong Sh
00488088 08 00 00 00 G0..ulonglong Sh
00488090 65 75 1d fa uint FALD7565h
00428094 02 dh 8h
00488095 082 dh 8h
00488098 02 dh 8h
00488097 36 dh 36h
00488098 e8 2d 4a 00 0O0...vold * FTR_runtime.memequalBd...
004880a0 40 a0 4b 00 00..uint8 *  DAT_004bal40
004880a8 66 2b 00 0O int 2B&eh
004880ac 00 00 OO 0O int Gh
00488060 20 7 8ch
004880b1 Sb 7 SEh
00488062 48 7 4gh H
00488063 0O 7 och
00488004 00 7 och
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4140h,
Faarh

SEAGH,
SRCAh

4100h,
RFAnRhR

XREF[2] : 004923c8(*),
size
ptrdata
hash

tflag
align
fieldAlign
kind

equal
gcdata

str
ptrToThis
datatype.Slice. [[*runtime.bmap

0x36&0x1f=22

Ptr

*¥[]*runtime.bmap
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Example of Go Version Upgrade Support

e Target sample
— Chaos

e Hash value:
ebe0f9855eh8f6bd980ed60c26e3a877dclace5d664e248bb0558996feObdO6f

— Go version: Go 1.18.1
— OS: Linux
— Arch: x86

e Tool (esp. software, etc.)
— https://github.com/fOrki/r2-go-helpers
e Script for radare2
e Function: Resolve function name



Confirm current scope of support
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e Results of applying to a binary built with Go 1.15

Function enumeration (afl)

0x0049b2cO
0x0049b440
@x0049b5cO
0x0049bbco

0x0049bcBO
9x0049bd48

Correction

in.manyRet;
.goroutineFunc;
in.main;

.eq.[9]interface {}; Corrected to vaddr

eq [4]1nterfaca {};

baﬁe addr gopclntab[

Add 4 to the argument

name_str_offset = get_pointer_at(bas

mov gword [
lea

;B
LEd

»

£

nov quord |
mov :I"u' [

MoV
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Confirmation of current scope of support

e Application results for Chaos
— Execute script

#!pipe python3 gohelper.py
INFO : We're gonna 'aa' first, this might take a while
Analyze all flags starting with sym. and entry® (aa) ]
INFO : renaming functions based on .gopclntab section Function Address

WARNING : not using function name ObViOUSly different values

' for Ox247
WARNING : not using function name ' are displayed_
' for 0x40
WARNING : not using function name '
' for @xf15e0
WARNING : not using function
' for Ox0

— Function enumeration (afl)

Functions are not
enumerated

go.D32'U'>5(_G{$Dp7j?@WX[\_ab!




Impact of Version Upgrade

e pcHeader - _func

— magic value changed
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— Change reference method for arrays containing links to function information

— Change base address of functab.funcoff

— Functab field size changed from pointer size to 0x4

pcHeader
immediately
followed by
functab[nfunc]

Go 1.15 or earlier

pcHeader

AJew b

T1a—I &

0x0

0x8

magic

nfunc

Afunda bnfunc]

Ty b\ T —ILER

Go 1.18 or later

pcHeader

ATtV -

T1—ILFE

0x08

0x40

nfunc

pcinOifset

Y
— +

_func

ATtzw b

T4 —IL 14

0x0

entryof

|

Locating functab[nfunc]
using pclnOffset

¥
Nncta b[nfunc]

_func

'?f]‘thy FNT 1 —ILEE

P
>

ATJt€w k-

T4 —ILFE

0x00

0x04

niryoff

funcoff

0x00

entryoff
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Impact of Version Upgrade

e func - Function information
— _func.entryoff changed from pointer to offset
— Base address change for _func.nameoff

Go 1.15 or earlier Go 1.18 or later
pcHeader pcHeader

ATty b | T EE ATV | TA—LEE

0x18 | textStart 0x18 | textStart

0:20 funcnameOfizet C) 0x20 funcnameQfizet €>

_func _func

ATtzw b | Ta—ILEE r'\ ATtzw b | T4 —ILFE "

0x00 | entryoff \ 3 »RHE T LR 0x00 | entryoff + B LR

0x08 nameoff » -+ ‘;Eﬁﬁ% 0x04 nameoff > + —bEﬂﬁ%

oo | arss »315 - BB M 0te | ams »B12 - DB/ A R
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Tool modification for Chaos

e (Causes of failure in extraction
— Failure to respond to changes between Go 1.15 and Go 1.18.

e Areas that should be corrected *

start_addr ize_addr + PTR_SIZE Different method of O_b'_talnlng
end_addr = base_addr + (size * PTR_SIZE * 2) functab array position

for addr in range(start addr, end addr, (2 * PTR_SIZE)): . .
log. debug( .format(addr)) Different functab sizes

func_addr get_pointer_at(addr)

entry offset = get pointer_at(addr + PTR_SIZE)

It will be an offset, not an

log . debug( address.
.format(func_addr, entry offset))

name_str_offset = get pointer_at(base addr + entry offset + PTR_SIZE) Base address is different

name_addr = base addr + name str offset

* https://github.com/fOrki/r2-go-helpers/blob/d1167e4b96bale3c33ee8c5e578bb3cde930324e/gohelper.py#L165-L177



Applying modified tools to Chaos

e Application results for Chaos
— Function enumeration (afl)

Ox082d8340 6 76 go.main.readPidsFromDir.funcil;
Ox082d8bao 2177 go.main.main;
Bx082d9418 5 78 go.main.main.func2;

Bx082d9466 5 62 go.main.main.funcl;
Ox082d94an 66 go. chaos_time;
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Support for obfuscation by gobfuscate

e What will be explained
— Introduction of obfuscation methods with gobfuscate
— Malware String Unobfuscation
— Functional Estimation in Obfuscated Malware

e Target sample
— ChaChi

e Hash value:
8a9205709c6a1e5923c66b63addc1f833461df2¢c7e26d9176993f14de2a39d5b
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Obfuscation with gobfuscate

e What is gobfuscate? String obfuscation
Functions: obfuscation of strings and functions, etc. p,422010383/5rc/tnjnnanogpingklipnbe /main. go 85

LAE_(07be85a

Obfuscation by modifying source code, etc. CALL nain.main funcl
MOy Fad,gword ptr [FSF + 0Ox8]
- : : : MOV word ptr [RSP + 0x58],FRAX
https://github.com/unixpickle/gobfuscate oy o T
MoV ptr [FSP + Oxad],RCX
. Atmp /42201 @EE3 s/ Inymnamogp Lhgk Llpmbe /ma1n. go: 94
Obfuscated functions CALL nain.main. func2
Atmp /42291 @383/ src/Injmnamogp LhgkLlpmbe/main. go: 78
j functions T filenames T datat}rpes] NOP _ _
Atmp /42291 Q383 sre/Lnimnanogp LhakLlpmbe /main . go: 94
Location Eg|FuncH0n MName MOV Fax,gword ptr [RFSFP + 0x8]
007c5580  main.naopcgecffimbgciiiho.func4 er iCK, w
007c5670  main.naopcgecffimbgciiho.funcs fusriiﬁf 1 RDX, word ptr DAT 00ca7008] E;f\()l]l(j t)EE
007c5760 ma?n.nagpcgecfﬂmbgcmh.ujfuncﬁ . MOV Sword pir [roel rox a Stnng
007c3830  main.(*Bjbealpgdnpanhaihjbal. mlkbhekbfckondcckjam. funcl MOV RO, gword ptr [FSP + Oxag]
007c58a0  main.(*Bjbealpgdnpanhaihjba). mlkbhekbfckondeckjam.funcz MOV qword ptr [RSP + 0x8],RDX
007¢5990  main.(*Bjbealpgdnpanhaihjba). pmeanjdmanemokfpkhbm.fun MOV 0%, qword tr [FoF + GxSB] Should be
007c3a70  main.(*Bjbealpgdnpanhaihjba)l.eiadljbonenkfijpnbgea.funcl MOV ' i) .
MOV e nir (RSP + Dy1R] 0:0 a Strlng
MOy qwnrd ptr [FSF + 0x20],RC

MOy gword ptr [FSP + 0x28]1, F~u

e Here we deal with string obfuscation CALL TTog ("FTagoet] Bool
func Bool(name string, value bool, usage string) *bool *

* https://github.com/golang/go/blob/4a4127bccc826ebb6079af3252bc6bfeaec187c4/src/flag/flag.go#L734
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gobfuscate string obfuscation

e String obfuscation methods with gobfuscate
— Generating a string with an anonymous function
— String is encrypted by XOR

Function generated when obfuscating "golang™ with gobfuscate

( - :
mask := [ |byte("\x21 An anonymous function is used.
maskedstr := [ |byte C\ v

res := make([] 5
i, m: mask

res[i] m ~ maskedStr[i]

Converts a byte sequence to a string

string(res
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String obfuscation in ChaChi .. Byte-string extraction

tmpf42291@383f8rcflnjmnaﬁﬁgplhgkllpmbeimain.gu:?Q

007c4ab8 48 b8 ag ... Moy FAX, -0x41fbfh281hdag2s7

. . . . 007cdac2 48 89 44 .., MOV gword ptr [RSF + local_lc],RAX

e Function: main.main.funcl 007cdac7 66 <7 44 ..
tmp/422810383/src/Injmnamogplhgk1lpmbe/main. go: 80
007cdace 48 b8 c7 ... MOV RAX, - 0x2888894d6h T 7ed39
007c4ad8 48 89 44 ... MoV gword ptr [FSP + local_26],RAX
007cdadd 66 c7 44 ... MOV word ptr [FSP + local le], Ox9f23
,mmmm

007cdaed 48 c7 44 ... MoV qword ptr [FSP + local_12],0x0
007cdaed 48 c7 44 ... MoV gword ptr [RSP + local 12+0x2],0x0
007cdafs 31 cO XOR EAX, EAX

thmp;"r_‘],zzﬂ'l AR ere MnamnannanThallTamha fmain an 22

007cdafs eb 13 IMP
XOR a sequence of bytes.
15 h
0x41fbfb281bda8257 0x2888894d6bf7ed3 Oxeb50 0x9f23 007cdafa Of b6 4c ... MOVZX ECX,byte ptr [RSF + RAX*Gx1 + 0x3c]
tmp/422910383/src/Injmnamogplhgk1lpmbe/main. go: 83
0o7cdaff Of b6 54 ... MOVZX EDX,byte ptr [RSF + RAX*Ox1l + 0x32]
. P 007c4b4 31 d1 XOR ECX, EDX
> XOR < —> XOR < 007c4b06 88 4c 04 46 MOV ByTe pir I s oo
Stmp/422910383/src/Injmnamogplhgkllpmbes/main, go: 82
1 1 007c4b0a 48 ff co INC
Number of loops
0x69737265702d6f6e Ox7473 s
007c4bod 48 83 f8 0a CMP FAX, Oxa I
| | 007c4bll 7c e7 T TAE_Co/cdata —
" Stmp/422910383/src/Injmnamogplhgk1llpmbe/main. go: 85
007c4bl3 48 c7 04 ... MoV qword ptr [FSP]=>local_58,0x0
no—perSiSt 007cdblb 48 8d 44 ... LEA Rak==1local 12.[RSP + Ox46]

007c4b20 48 89 4 Converts a byte sequence to a string and places

007c4b25 48 c7 4 . -
onvcanse 45 o7 4. 1€ N the return value.

it
007cdb37 e8 ad 82 ... CALL runtime.slicebytetostring

007cdb3c 48 b 44 ... MoV Fa¥, qword ptr [RSF + local 38]
007cdb4al 48 8b 4dc ... MoV FCY, qword ptr [FSF + local 30]
007cdb4s 48 89 44 ... MoV qword ptr [RSF + param_1],RAX
007cdbdab 48 89 4dc ... MOV qword ptr [RSF + paramizl,RC!
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Anonymous Functions

e Go Language Anonymous Functions
— Example: f := func(arg string) string { return "arg: " + arg }

e Representation in Assembly
— Function name is in the form "<function name of implementation source>.func%od"

e Not all function names of this form are developer-implemented anonymous
functions.




String Obfuscation Removal for ChaChi

e How to implement?

For functions that are anonymous and only called by
runtime.slicebytetostring

e With exceptions such as the function itself and
runtime.morestack noctxt

Get the data stored on the stack in the second and third
lines of the function

XOR the acquired data and convert it to a striiig
Rename the function name with-tie obtained string

\xbb\x81\x86"
) <60\ xab\xda\xef\xel"
:= make([ ]byte
for 1, m := range

res[i] = m ~ maskedStr[i]

n string(res

007c4a90 65 48 8b ...
007c4a99 48 8b 89 ...

007cdaald 48 3b 61

D07cdaad Of 86 b0 ...
S8
007cdaae 48 89 GC ...
D07c4ab3 48 8d 6o ...

007cdaaa 48 B3 ec

PAToA0e0 " %a by ad ...
B07cdac2 48 89 44 ..
007cdacy 66 c7 44 ..

D07cdace 48 b8 c7 ...

007cdadB8 48 89 44 ...
O07cdadd 66 c7 44 ..

oo7cdaff oOf b 54 ..

007c4b0d 31 dl

007c4b0s 88 4c 04 46 MOV
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main.main.funcl function

Stmp /422910383 /src/Injmnamogplhgk1lpmbe /main. go: 78
main.main. funcl

MOV RO, qword ptr GS:[0x28]
MOV RO, qword ptr [RCK]

10 cMP RSP, qword ptr [RCK + 0x10]
JBE LAB 007cdbSa

Second and third lines

[EEY D —e L o e

L
tmp/422910383/src/Injnnamogplhgk11lpmbe /main. go: 79
MOV RAX, -0x41fbfh281bdaB257
MoV qword ptr [FSP + local_lc],Rax
MOV word ptr [FSP + local 14],0xebS0
MOV RAX, -0x2888894d6bfTed39
MoV qword ptr [FSP + local 28], Rax
MoV word ptr [FSP + local_lel, 0xS9f23
P 7= N 1= X Py O =) (T S| ) 1 L= DA R
snhipped

ftmpi42291G383fsrcflnamnémngpihgkllpmbeimain.gn:83

Ul byte pip [RoE 4 RACEDN] 4 0132L1
Coo ECI FDX

byte ptr [FSF + RAN¥Ox1 + Oxdg],CL




FFRI
\

String Obfuscation Removal for ChaChi

ChaChi's main.init function

* Multiple obfuscated strings (The label of the destination memory is set manually.)
) ) G07c7580 48 3b 61 10 CMP RSP, qword ptr [RCX + 0x10]
) Stored N memory after decr‘yp'l]on 007c7584 af 86 81 ... JEE LAB 007c780b
G07c758a 48 83 ec 18 SUB RSP, 0x18
007c758e 48 B89 B¢ ... MoV gword ptr [FSF + 0x10]==local_ 8&,FEF
O07c7593 48 a8d 6o .. LEA FEP==local 8, [RSF + 0x10]
ftmpf422919383fsrcfln' ---------- a1 lpmbefconstants_windows.go:...
an7c7598 e8 83 ag : s JavaIDBC_fem

a Ry; qword [ :F]=;i0;;i;lé
UnObfuscated R, gword ptr [RSP + Ox8]=»local 10

p/422010383/src/lnimnanogpLhgkllpmbe /constants windo§s. go: 3
007c75a6 48 89 Od ... MoV gword ptr [gobfus_JawalDBC len],RCX
007¢75ad 83 3d 4c .. CMP dword ptr [DAT_00c37700], 0x0
007c75b4 Of 85 40 .. INZ LAB B07c77fa
007c7Sha 48 B9 05 ... MOV gword ptr [gobfus JavalDBC], RAX

Jtmp/422810383/src/Injmnamogplhgk1lpmbe/constants windows.go:...
LAB 007c75cl

FAX, qwdTa 1 .
RCX, qwurd ptr [FSP + st] }lucal 10
1 1h

Unobfuscated

007c75ct 48 89 Od ...
007c75dE 83 3d 23 ..
007c75dd Of 85 06 ...
007c7Se3 48 89 05 ...

gword ptr [gobfus_Java JDBC len],RCX
CMP dword ptr [DAT_00c37700], 0x0

INZ LAB O07c77eS

MOV gword ptr [gobfus Java JDBC],RAX

U nobfu Scated Jtmp /4220103283 /src/Injmnamogplhgkllpmbe/constants windows.go:...
AR O07c7Sea

007c75ea e8 - ) E— L T lDracle_JDB_service_driverlmain.glnb..func3
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Function estimation of Obfuscated Malware

e ODbfuscated strings in ChaChi have been resolved, but there is still obfuscated
iInformation that is difficult to parse

e Introduction to the estimation of functions and OSS libraries used to efficiently
analyze obfuscated samples

— Estimate functions

e Collection of surface information

— Estimate OSS libraries in use Obfuscated function names do not reveal
what they are doing.

qunctinns filenames T datatypes ]

Location E.| Function Mame

007¢5580  main.naopcgecffimbgciiiho.funcd

007c5670  main.naopcgecffimbgciiiho.funcs

007¢5760  main.naopcgecffimbgciiiho. funcé

007c5830  main.(*Bjbealpgdnpanhaihjba). mlkbhekbfckondcckjam. funcl
007c58a0  main.(*Bjbealpgdnpanhaihjba)l. mkbhekbfckondcckjam. funcz
007c3990  main.(*Bjbealpgdnpanhaihjbal. pmeanjdmanemokfpkhbm.fun
007¢5a70  main.(*Bjbealpgdnpanhaihjbal.eiadljbonenkfjpnbgea.funcl

e Estimated from file name, line number, etc.
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Estimating the function

e Check the file name sequence
e The service is supposed to have the ability to run
— service.go file exists
e Call OpenService in the internal process

filename sequence

functions | filenames T datatypes ]

Filename

ftmpf422910383/srcfheimacpinhkdasiflhmp/lpdkaklidghlinacngmd/immbpplgmfkpanjncdff/console.go
ftmp/422910383/src/heimaoplinhkdaeiflhmp/lpdkaklidghlinacngmd/immbpplgmfkpanjncdffiservice. go
ftmpf422910383/srcfheimaoplinhkdaeiflhmp/lpdkaklidghlinacngmd/immbpplgmflkpanjncdffiservice_gol.B.go
ftmpf422910383/srefheimaopinhkdaeiflhmp/lipdkaklidghlinacngmd/immbpplgmfkpanjncdifiservice_windows. go
fimpf422910383/src/injmnamogplhgklipmbe/chisel. go
ftmpf422910383/src/injmnamogplhgklipmbe/command. go
ftmpf422910383/src/injmnamogplhgklipmbe/commands_windows. go
ftmpf422910383/srefinjmnamogplhgklipmbe/constants_windows. go
ftmpf422910383/src/injmnamogplhgklipmbe/daemon_windows. go
ftmpf422910383/srcfinjmnamogplhgklipmbe/error.go
ftmpf422910383/src/lnjmnamogplhgklipmbeffake. go
ftmpfd22910383/srefinjmnamogplhgklipmbe/is_admin_windows. go
fimpf422910383/src/injmnameogplhgklipmbe/main. go




: : : N\
Presumption of OSS libraries
e |nvestigate heimaoplnhkdaeiflnmp/lpdkaklidghlinacngmd/Immbpplgmfkpanjncdff
— Probably OSS libraries available on github.com

e If you can identify the above paths, you can read the source code to understand the internal
processing and usage, which makes the analysis more efficient

e Attempt a search with the following unobfuscated string

. SYSTEM¥CurrentControlSet¥Control

Atmp /422910383 src/he] d
CALL gobfudg SYSTEM CurrentControlSet Control_feimac...
MOV FAX, gword ptr [FoF[==l0cCal_Su
MOV FCX,gword ptr [RSP 4+ local_48]
Atmp /422910383 /src/heimaoplnhkdaeif Lhmppdkaklidghllnacngmd /Immbpplgmfkpanjncdff/service windows.go: 489
MOV EDX, 0x80000002
MOV gword ptr [RSF]==local_ S0, FDX
MOV gword ptr [RSF + local_ 48], RAX
MOV gword ptr [RSF + local_40],RCH
MOV dword ptr [RSF + local_38],0x20019
CALL golang.org/x/sys/windows/reglstry. Openkey
MOV FAX,gword ptr [RSP 4+ local_301
CHP gword ptr [RSF + local_ 28], 0x0
Atmp/422910383/src/heimaoplnhkdaeifLhmp/pdkaklidghllnacngmd /Immbpplgmfkpanjncdff/service windows.go. 498

INZ LAB 0O7Ee347

Stmp/422910383/src/heimaoplnhkdaeiflhmp/pdkaklidghTllnacngmd,/Tmml 1 i P P
MOV gword ptr [RSF + local_l10],RaX WaltTOKlllserVICeTlmeOUt

Atmp /422910383 src/he] L dgbldse@erignd Immbpp LgmTkpanjncdTT/service_windows.qo:
CALL gobfugd WaitTokil1lServiceTimeout heimaoplnhkdae...




FFRI
Ildentify Library o

e Search: "site:github.com golang WaitToKillServiceTimeout
SYSTEM¥CurrentControlSet¥control"

— https://github.com/kardianos/service/blob/master/service _windows.go
e File name matches
e Line numbers also match to some extent
— String obfuscation shifts the number of lines
— https://github.com/takama/daemon/blob/master/daemon_windows.go
¢ File names do not match

e (OSS library "github.com/kardianos/service" is used
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OSS libraries used by ChaChi

e github.com/rs/xid
— Obtain a unique ID
e github.com/fasthttp/websocket
— gorilla/websocket fork with fasthttp support
e github.com/armon/go-socks5
— SOCKS5 Server
e github.com/fsnotify/fsnotify
— File system notification
e github.com/jpillora/backoff
— Exponential backoff counter
e github.com/Jeffail/tunny
— Library for generating and managing Goroutine pools
e efc.
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SUMMARY
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Reflection and Challenges

e Challenge
— Go language malware presents several challenges that make analysis difficult

e To improve analytical skills
— Basic analysis flow and tips
- How to modify the metadata in Go language binaries and the tools that use it
— Support for Go language version upgrades
— Coutermeasures against obfuscated samples

e [uture Issues

— Poor decompile performance of Ghidra and others
— Lack of dynamic analysis tools
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Tools o

e https://github.com/mooncat-greenpy/Ghidra_GolangAnalyzerExtension

— Ghidra plugin for binary analysis made by Go language used mainly in this
presentation

e https://github.com/FFRI/JSAC2023-GolangMalwareAnalysis
— Scripts of radare2 modified in response to version upgrade
— Ghidra script to remove string obfuscation by gobfuscate
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Thank you for attending!
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APPENDIX
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Appendix: init Function

e init function
— It is a function used for initialization, etc.
— Called before the main function
— Multiple definitions possible

e Representation in Assembly
— Function names are in the form "<module name=>.init.%d" or "<module name=.init"
e Example: main.init.0
— Init function is called by runtime.dolnit function

e runtime.dolnit function is called from runtime.main function which calls main
function
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Appendix : Goroutine

e Goroutine
— Go's unique lightweight threads
— Example: go sub_func(0x1, 0x10, 0x100, 0x1000) // execute sub_func function

e Representation in Assembly
— Goroutine is started by runtime.newproc function
— Argument differences by version
e GO 1.17 or lower

— Pass a pointer to memory with "call function pointer, argument 1, argument 2, ..."
as the second argument

e Go 1.17 or higher
— A wrapper function for the target function is passed to newproc
» Some arguments are provided in the wrapper function
e Go 1.18 or higher
— Pass the pointer described above as the first argument
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Appendix: Version Determination

e Here is how to retrieve the version of the Go language used to build the Go binaries

007b7020 ff 22 [ Frh Search this byte
0077021 20 77 | 2oh
007h7022 47 72| 47h G sequence
0077023 &f 72| 8Fh o
0077024 20 77 | 2oh
007hb7025 62 72| 82n b
007h7026 75 72 | 7sh  u . .
007b7027 69 22 | soh i Version string
007b7028 6c 77 | 6Ch 1 Pointer to string It was built with Go 1.13.5.
0077029 654 77 | B4h d
007hb702a 69 77 | Boh 4
007b702b Be 7?2 | BEh n s gol.13.5_0194a462
007b702c 66 77 | esh  f 01863910 62 a4 94 addr s_gol.13.5 01943462 =————) (]043452 67 6f 31 ds  "gol.13.5"
0 ! . 7?7 | 3&h ; 0l 00 00 Ze 31 33
007b702f 00 7?7 00h Character string
007b7030 10 39 26 addr goss _gol.13.5 1863910 length
0l 00 00
00 00 01863918 08 ??  08h
01863919 00 7?7 00h
Pointer to version information 0186391a 0O F? 00h
0185391b 0O 7?7 00h
0186391c OO 7?7 00h
0185391d 0O 7?7 00h
0185391e OO 7?7 00h
O185391f 0O 7?7 00h
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