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DarkTracer (https://darktracer.com/)
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SecureWorks 2022

Trend Micro

COVEWARE

Palo Alto

SOPHOS

Arctic Wolf

Group-1B

IBM

Kaspersky

COVEWARE

2022

2022

2022

2022

2022

2022

2022

2022

2022

2021

2021

10

10

2022 State of the Threat:A Year in Review

CVE-2022-40684

Fewer Ransomware Victims Pay, as Median
Ransom Falls in Q2 2022

Attackers Move Quickly to Exploit High-
Profile Zero Days: Insights From the 2022
Unit 42 Incident Response Report

The Active Adversary Playbook 2022

Q1 2022 Incident Response Insights from
Tetra Defense

Ransomware Uncovered 2021/2022

X-Force Threat Intelligence Index 2022

Incident response analyst repot

Ransomware Attack Vectors Shift as New
Software Vulnerability Exploits Abound

IR

SYA
50%
83%

50%

46%

55%

82%
68%

74%
53%
63%

70%

Exploitation of remote services 52%

25
RDP 25

VPN 32 68

RDP Compromise 30
Software Vulnerability 20%

31%

6%

Exploited Vulnerability 47%
Compromised Credentials 5%
Brute Force Attack 3%

External Vulnerabilities 57%
RDP 25%

External remote services 47%
Exploit public-facing application 21

VPN 41 54
15 20

Vulnerability exploitation 47%
Stolen credentials 3%
Brute force 3%

31.6%

31.5%

RDP Compromise 50%
Software Vulnerability 20 %

©Macnica,lnc.

Credentials 39
Drive by download 2%
misconfiguration 2

Phishing 2% Network

4% 13% 33%

Email Phishing 30%
Other 20

37 5

4 3

Unknown 36% Phishing 8% Download 1%

Phishing 26% Other 6%

15 20

Phishing 40% Removable media 7%

23.7

7.89% 2.63%

Email Phishing 30%
Other 5

commodity malware infection 3%

2.63%

URL

https://www.secureworks.com/resources/r
p-state-of-the-threat-2022

https://www.trendmicro.com/ja_jp/researc
h/22/j/fortinet.html
https:.//www.npa.go.jp/publications/statist
ics/cybersecurity/data/R04 kami_cyber jo
usei.pdf
https://www.coveware.com/blog/2022/7/2
7/fewer-ransomware-victims-pay-as-
medium-ransom-falls-in-q2-2022

https://unit42.paloaltonetworks.jp/incident
-response-report/

https://news.sophos.com/en-
us/2022/06/07/active-adversary-playbook-
2022/
https://arcticwolf.com/resources/blog/ql-
2022-incident-response-insights-from-
tetra-defense
https://www.group-ib.com/media-
center/press-releases/ransomware-2022/
https://www.npa.go.jp/publications/statist
ics/cybersecurity/data/R03 cyber jousei.p
df

https://www.ibm.com/reports/threat-
intelligence/

https://media.kaspersky.com/jp/pdf/pr/Ka
spersky IRAnalystReport2020-PR-1056.pdf

https://www.coveware.com/blog/ransomw
are-attack-vectors-shift-as-new-software-
vulnerability-exploits-abound
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https://www.coveware.com/blog/2022/7/27/fewer-ransomware-victims-pay-as-medium-ransom-falls-in-q2-2022
https://unit42.paloaltonetworks.jp/incident-response-report/
https://news.sophos.com/en-us/2022/06/07/active-adversary-playbook-2022/
https://arcticwolf.com/resources/blog/q1-2022-incident-response-insights-from-tetra-defense
https://www.group-ib.com/media-center/press-releases/ransomware-2022/
https://www.npa.go.jp/publications/statistics/cybersecurity/data/R03_cyber_jousei.pdf
https://www.ibm.com/reports/threat-intelligence/
https://media.kaspersky.com/jp/pdf/pr/Kaspersky_IRAnalystReport2020-PR-1056.pdf
https://www.coveware.com/blog/ransomware-attack-vectors-shift-as-new-software-vulnerability-exploits-abound
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CISA

Fortinet

CISA

CISA
CISA

Arctic Wolf

CISA
Palo Alto

Group 1B
CISA

IBM
CISA

Tenable
ANSSI

CISA
Recorded Future
CISA

Twitter
CISA
NISC

Tenable
CISA

CISA

CISA
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CISA Alets
Zerobot - New Go-Based Botnet Campaign Targets Multiple Vulnerabilities

Iranian Government-Sponsored APT Actors Compromise Federal Network, Deploy Crypto Miner, Credential
Harvester

StopRansomware: Hive
Top CVEs Actively Exploited By People’s Republic of China State-Sponsored Cyber Actors

Root Point Product of Compromise

Iranian Islamic Revolutionary Guard Corps-Affiliated Cyber Actors Exploiting Vulnerabilities for Data Extortion
and Disk Encryption for Ransom Operations

Unit 42

Ransomware Uncovered2021/2022
People’s Republic of China State-Sponsored Cyber Actors Exploit Network Providers and Devices

X-Force Research Update: Top 10 Cybersecurity Vulnerabilities of 2021
2021 Top Routinely Exploited Vulnerabilities
Behind the Scenes: How We Picked 2021’s Top Vulnerabilities - and What We Left Out

Panorama de la menace informatique 2021

Understanding and Mitigating Russian State-Sponsored Cyber Threats to U.S. Critical Infrastructure

2021 Vulnerability Landscape

Iranian Government-Sponsored APT Cyber Actors Exploiting Microsoft Exchange and Fortinet Vulnerabilities in
Furtherance of Malicious Activities

Top Critical Vulnerabilities Used by Ransomware Groups
Top Routinely Exploited Vulnerabilities

IN THE 2020 THREAT LANDSCAPE RETROSPECTIVE (TLR), YOU WILL READ ABOUT:
Russian State-Sponsored Advanced Persistent Threat Actor Compromises U.S. Government Targets

APT Actors Chaining Vulnerabilities Against SLTT, Critical Infrastructure, and Elections Organizations

Potential for China Cyber Response to Heightened U.S.-China Tensions
Chinese Ministry of State Security-Affiliated Cyber Threat Actor Activity

2022-2022
Dec-22

Nov-22

Nov-22
Oct-22

Sep-22

Sep-22
Jul-22
Jun-22

Jun-22

May-22
Apr-22
Mar-22

Mar-22

Jan-22
Jan-22
Nov-21

Sep-21
Jul-21
Apr-21

Jan-21
Oct-20

Oct-20

Oct-20
Sep-20

RL

https://www.cisa.gov/uscert/ncas/alerts

https://www.fortinet.com/blog/threat-research/zerobot-new-go-based-
botnet-campaign-targets-multiple-vulnerabilities

https://www.cisa.gov/uscert/ncas/alerts/aa22-320a

https://www.cisa.gov/uscert/ncas/alerts/aa22-321a

https://www.cisa.gov/uscert/ncas/alerts/aa22-279a

https://arcticwolf.com/resources/blog/incident-response-insights-from-
arctic-wolf-labs-1h-2022/

https://www.cisa.gov/uscert/ncas/alerts/aa22-257a

https://unit42.paloaltonetworks.jp/incident-response-report/

https://www.group-ib.com/resources/threat-research/ransomware-
2022.html

https://www.cisa.gov/uscert/ncas/alerts/aa22-158a

https://securityintelligence.com/posts/x-force-top-10-cybersecurity-
vulnerabilities-2021/

https://www.cisa.gov/uscert/ncas/alerts/aa22-117a

https://www.tenable.com/blog/behind-the-scenes-how-we-picked-2021s-

top-vulnerabilities-and-what-we-left-out
https://www.cert.ssi.gouv.fr/uploads/20220309_NP_WHITE_ANSSI_pano

rama-menace-ANSSI.pdf

https://www.cisa.gov/uscert/ncas/alerts/aa22-011a

https://go.recordedfuture.com/hubfs/reports/cta-2022-0210.pdf

https://www.cisa.gov/uscert/ncas/alerts/aa21-321a

https://twitter.com/uuallan/status/1438899102448820224
https://www.cisa.gov/uscert/ncas/alerts/aa21-209a

https://www.nisc.go.jp/pdf/policy/infra/ransomware20210430.pdf

https://www.tenable.com/cyber-exposure/2020-threat-landscape-
retrospective

https://www.cisa.gov/uscert/ncas/alerts/aa20-296a

https://www.cisa.gov/uscert/ncas/alerts/aa20-283a

https://www.cisa.gov/uscert/ncas/alerts/aa20-275a
https://www.cisa.gov/uscert/ncas/alerts/aa20-258a
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NW

Product

Exchange Server

Citrix

Pulse Secure
Pulse Connect
Secure

Fortinet

F5 Big-IP
Log4j

VMHorizon

Accellion FTA

SonicWall

VMware vCenter
Server

ZOHO
ManageEngine
ADSelfService

1

1 9 ProxyLogon

CVE-2019-
19781

14

CVE-2021-
22893

CVE-2020-
8260 CVE-
2020-8243
CVE-2019-
11510

14

13

CVE-2022-
1388,CVE-
2020-5902

10

9 CVE-2021-
44228

CVE-2021-
27101CVE-
2021-

6 27102,CVE-
2021-
27103,CVE-
2021-27104

()}

6 CVE-2021-
40539

CVE-2022-
1388

CVE-2021-
44228

4

ProxyShell

CVE-2020-
12812

5

ProxyLogon,P
roxyShell

CVE-2019-
19781

CVE-2019-
11510

CVE-2020-
5902,CVE-
2022-1388

CVE-2021-
44228

CVE-2021-
22005

CVE-2021-
40539

6

ProxyShell

CVE-2021-
44228

CVE-2021-
40539

7

ProxyShell

CVE-2021-
44228

25

9

ProxyShell,Pr ProxyLogon,P

roxyShell

CVE-2021-
27101, CVE-
2021-27102,
CVE-2021-
27103, and
CVE-2021-
27104

CVE-2021-
20016

10

CVE-2019-
19781

CVE-2019-
11510,CVE-
2021-22893

CVE-2018-
13382

11

ProxyLogon,P

roxyShell

CVE-2019-
19781

CVE-2021-
44228

CVE-2021-
27101

12

ProxyShell,Pr
oxyLogon,CV ProxyLogon PropxylLogon
E-2020-0688

CVE-2019-
19781

CVE-2019-
11510,CVE-
2021-22893

CVE-2018-
13379

CVE-2021-
44228

CVE-2021-
27104,CVE-
2021-
27103,CVE-
2021-
27102,CVE-
2021-27101

CVE-2021-
20038,CVE-
2021-20016

CVE-2021-
21985

CVE-2021-
40539

13

CVE-2021-
22893

CVE-2021-
27101 CVE-
2021-27102
CVE-2021-
27103 CVE-
2021-27104

CVE-2021-
20016

CVE-2021-
21985

14

CVE-2021-
22893

CVE-2018-
13379

CVE-2021-
21985

ProxyLogon,C

VE-2020- ProxyLogon ProxyShell

0688

CVE-2019-

19781

CVE-2019-

11510
CVE-2018-
13379 CVE-

(1:\3/5;2018’ 2020-12812
CVE-2019-
5591

CVE-2020-

5902

CVE-2021-
44228

CVE-2021-
22005

18

ProxyShell,Pr

oxyLogon

CVE-2019-
19781,CVE-
2020-
8195,CVE-
2020-
8196,CVE-
2019-11634

CVE-2021-
22893
CVE-2020-
8260 CVE-
2020-8243
CVE-2019-
11510 CVE-
2019-11539
CVE-2018-
13379 CVE-
2020-12812
CVE-2019-
5591

CVE 2020-
5902 CVE-
2021-22986

CVE-2021-
27104,CVE-
2021-
27103,CVE-
2021-
27102,CVE-
2021-27101

CVE-2021-
20016 CVE-
2020-5135
CVE-2019-
7481

CVE-2021-
21985

CVE-2021-
40539

19

CVE-2019-
19781

CVE 2019-
11510

CVE 2018-
13379

CVE 2020-
5902

20

ProxyLogon

CVE-2019-
19781

CVE-2021-
22893

CVE-2020-
8260 CVE-
2020-8243
CVE-2019-
11510

CVE-2018-
13379

CVE-2021-
20016

21

CVE-2019-
19781

CVE-2019-
11510

CVE-2018-
13379

CVE-2020-
5902

22

CVE-2020-
0688

CVE-2019-
19781

CVE-2018-
13379

23

CVE-2019-
19781

CVE-2019-
11510

CVE-2018-
13379

CVE-2020-
5902

24

CVE-2020-
0688

CVE-2019-
19781,CVE-
2020-
8193,CVE-
2020-
8195,CVE-
2020-8196

CVE-2019-
11510

CVE-2020-
5902

25

CVE-2020-
0688

CVE-2019-
19781

CVE-2019-
11510

CVE-2020-
5902



NW

Product

Atlassian
Confluence
Server and Data
Center

Cisco

Mobilelron

QNAP QTS and
QuTS hero

Exim

D-Link

Atlassian Crowd
and Crowd Data
Center

DrayTek

GitLab CE/EE

Kaseya VSA

2 3 4 5

CVE-2022-
26134,CVE-
2021-26084

CVE-2021-
1497

CVE-2020-
25506

CVE-2021-
22205

25

9

CVE-2021-
26084

CVE-2021-
30116

10 11

CVE-2018-
0171,CVE-
2019-
1652,CVE-
2019-15271

CVE-2020-
15505

CVE-2019-
7192,CVE-
2019-

7193,CVE-
2019-

7194,CVE-
2019-7195

CVE-2019-
16920

CVE-2020-
8515

12

CVE-2021-
26084

CVE-2018-
0171

CVE-2020-
2509

13 14 15

CVE-2019-

1653

CVE-2019-
10149

CVE-2021-
30116 CVE-
2021-30119
CVE-2021-
30120

17

18

CVE-2021-
26084

CVE-2020-
36198 CVE-
2021-28799

19 20 21 22

CVE 2020-
15505
CVE-2021-
28799 CVE-
2020-36195
CVE-2020-
2509
CVE-2019-
10149
CVE-2019-
11580

23

CVE-2020-
15505

24

CVE-2019-
3396

CVE-2019-
1652,CVE-
2019-

1653,CVE-
2020-3118

CVE-2020-
15505

CVE-2018-
6789

CVE-2019-
16920

CVE-2019-
11580

CVE-2020-
8515

25
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NW

Product

Oracle
WebLogic
Server

Palo Alto

Progress
Telerik Ul

Sitecore XP

VMware
Workspace
ONE Access

Zimbra

Zoho
ManageEngine
ServiceDesk
Plus

ForgeRock
OpenAM
server

Hikvision
Webserver

Zyxel

N

CVE-2022-
22954,CVE-
2022-22960

CVE-2022-
24682,CVE-
2022-
27924,CVE-
2022-
37042,CVE-
2022-
27925,CVE-
2022-30333

CVE-2021-
44077

CVE-2021-
36260

CVE-2022-
30525

CVE-2021-
42237

CVE-2021-
36260

25

g 10 11
CVE-2021-
35464
CVE-2020-
29583

12

CVE-2019-
18935

CVE-2021-
42237

CVE-2021-
35464

13 14 15 16 17 18 19 20

CVE-2019-

2725,CVE-

2020-14882
CVE-2019-
1579 CVE-
2020-2021

CVE-2020-

4006

CVE-2019-

9670

21

22

23

CVE-2020-
2021

24

CVE-2015-
4852

CVE-2019-
18935

CVE-2020-
10189

25
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RDP 3389/TCP

Shodan RDP 3389/TCP PC
@ . 430 12
. . 2021 3 143,671
= s PC PC 500
3389/TCP TOP30
Country Nov-2019 May-2020 Nov-2020 May-2021 Nov-2021 May-2022 Nov-2022

Global 5,548,173 5,246,373 4 574,509 5,326,991 4.872,514 4,629,133 4,329,536 -22%
1 United States 2,465,109 1,775,745 1,512,654 1,675,269 1,641,343 1,398,938 1,281,178 -48%
2 China 1,252,901 1,485,333 1,137,537 1,412,295 1,274,560 1,216,480 1,234,529 -1%
] Germany 157,910 195,439 190,848 224,883 213,436 219,561 204,047 29%
4 Japan 95,499 106,456 109,979 128,105 127,740 122,696 120,375 26%
5 Netherlands 108,227 123,904 117,754 150,779 135,745 126,445 112,322 4%
6 UK 97,892 110,345 128,085 135,266 118,249 123,375 105,318 8%
7 Hong Kong 64,445 83,439 81,176 140,919 122,775 121,117 95,544 48%
8 Singapore 63,051 71,371 81,654 87,687 109,980 117,955 92,763 47%
9 Russia 99,283 108,936 107,153 125,012 112,107 103,944 90,156 -9%
10 Korea 87,110 98,430 89,274 104,676 91,285 103,532 85,012 -2%
11 France 95,681 106,573 108,828 146,557 82,744 89,499 82,128 -14%
12 India 49,107 54,196 56,413 69,310 72,923 79,263 81,815 67%
13 Brazil 104,606 112,926 87,252 90,793 73,802 72,023 67,068 -36%
14 Canada 68,073 69,149 65,763 88,981 73,978 72,836 60,859 -11%
15 Turkey 30,524 32,263 31,373 36,956 33,772 37,466 40,698 33%
16 Australia 43,427 46,921 51,000 51,995 45,711 65,386 39,161 -10%
17 Viet Nam 28,953 37,532 40,616 40,645 33,046 37,219 36,841 27%
18 Ireland 40,246 45,590 41,571 40,719 39,349 36,558 34,615 -14%
19 Israel 6,593 7,679 12,518 14,220 13,437 5,888 32,191 388%
20 Italy 38,898 41,578 36,864 40,957 31,942 32,524 29,236 -25%
21 Taiwan 46,139 45,088 40,318 40,986 31,095 32,476 29,230 -37%
22 Mexico 34,758 36,284 31,550 35,846 28,361 28,606 25,544 -27%
23 Spain 37,627 38,960 35,146 35,042 27,731 28,133 24,951 -34%
24 Thailand 21,275 25,777 21,326 24,589 21,950 22,896 21,978 3%
25 South Africa 30,225 24,397 19,389 21,142 17,313 17,751 17,178 -43%
26 Finland 6,934 9,007 10,533 16,307 15,287 16,730 16,758 142%
27 Poland 19,691 18,470 22,515 23,356 17,513 18,511 16,648 -15%
28 Indonesia 10,851 12,377 11,823 14,502 16,861 13,963 15,647 44%
29 Sweden 15,115 14,339 14,255 15,210 13,813 17,553 14,646 -3%
30 Czechia 19,281 18,646 16,928 16,949 14,633 13,963 13,587 -30%
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Windows OS

Shodan 1S Windows Version
. 132 1 4 15
2019 11 2022 11
[1S6.0 TOP30
Windows 2003 Server /2015 7 EOL Country Nov-2019 Nov-2020 Nov-2021 Nov-2022 Country
FITEAL 44 ot Found Global 5,500,255 2,945,700 1,824,451 1,323,633 1 Malaysia
it 1 China 774,106 641,059 595,457 493,195 p) Argentina
2 United States 2,532,017 1,179,770 464,793 267,506 3 China
3 Hong Kong 439,127 253,189 184,906 155,440 4 Korea
4 Korea 54,005 43,262 40,050 31,894 5 Thailand
5 Germany 108,929 67,073 41,567 28,097 6 Singapore
6 United Kingdom 96,194 57,877 35,205 24,441 7 Taiwan
11S7.0 7 Brazil 39,669 28,709 26,012 16,954 8 Indonesia
— 8 Taiwan 34,680 27,580 21,784 16,457 9 Viet Nam
Windows Server 2008/2020 1 EOL 9 Russian Federation 42,891 25,668 22,133 16,390 10 Italy
HTTEA. 1 200 10 Italy 36,255 35,095 23,007 16,177 11 Japan
11 Canada 54,564 36,209 24,249 15,776 12 Brazil
12 Australia 54,620 35,652 20,983 15,047 13 Mexico
13 India 52,305 23,670 21,235 14,841 14 oty
14 YEEVSE! 17,225 15,359 19,530 14,662 15 Russian Federation
15 Japan 32,103 30,691 30,880 13,932 16 Hong Kong
16 France 38,415 31,900 18,905 12,923 17 Ireland
11S7.5 17 Argentina 16,165 15,008 13,578 11,121 18 Czechia
—_— 18 Singapore 19,026 24,818 7,480 9,079 19 France
Windows Server 2008 R2/2020 1 EOL 19 Netherlands 43,270 27,106 12,646 9,042 20 Turkey
20 Spain 22,457 15,991 12,153 8,987 21 Canada
21 Mexico 19,867 14,399 11,100 8,449 22 Sweden
22 South Africa 628,316 82,357 7,945 8,187 yX] India
23 Turkey 23,963 21,369 12,560 7,974 24 Australia
24 Thailand 13,758 9,801 9,602 7,962 25 Iran
25 Indonesia 11,815 5,810 5,333 5,592 26 Germany
26 Iran 20,750 10,840 10,839 5,482 27 United Kingdom
27 Viet Nam 10,617 8,815 6,918 5,004 Global
owdE 28 Ireland 13,862 9,514 7,459 4,828 28 Netherlands

- m 29 Sweden 14,402 9,737 6,833 4,088 29 United States
mnlm 30 Czechia 11,354 7,582 5,750 3,913 30 South Africa

-15%
-31%
-36%
-41%
-42%
-52%
-53%
-53%
-53%
-55%
-57%
-57%
-57%
-60%
-62%
-65%
-65%
-66%
-66%
-67%
-71%
-72%
-72%
-72%
-74%
-74%
-75%
-76%
-79%
-89%
-99%
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CentOS

Shodan Apache CentOS Version
. 38 7 2
* CentOS5 2
TOP30
Apache/2.2.3 (CentOS) Country Nov-2019 Nov-2020 Nov-2021 Nov-2022 Country
CentOS 5/2017 EOL - Global 1,138,405 993,855 570,403 378,597 1 Malaysia -30%
1 United States 361,371 273,302 151,814 96,675 2 Korea -33%
2 Japan 132,819 113,143 94,122 71,338 3 Taiwan -34%
3 Russian Federation 54,011 61,206 26,318 17,264 4 Italy -40%
4 France 38,811 34,308 21,912 16,778 5 Mexico -41%
5 China 54,530 40,911 24,467 14,973 6 Thailand -41%
6 Korea, Republic of 20,895 21,251 16,349 14,082 7 Argentina -43%
7 Italy 18,685 21,392 14,894 11,248 8 Japan -46%
8 Canada 48,816 27,309 16,311 10,679 9 Erance -57%
9 Germany 40,460 36,758 22,471 9,994 10 Czechia -60%
10  United Kingdom 39,284 33,149 15,410 9,734 11 Hong Kong -60%
11 Taiwan 11,618 12,811 9,205 7,704 12 Brazil -62%
12 Ukraine 20,407 21,921 19,063 7.671 13 Indonesia -62%
Apache/2.2.15 (CentQS) 13 Brazil 17,541 15,268 9,751 6,707 14 UlEline -62%
CentOS 6/2020 EOL 14 Netherlands 26,970 23,528 10,267 6,097 15 Spain -64%
15 India 30,809 28,609 14,021 5,164 16 Global -67%
TR/ (& Forl 16 Hong Kong 11,904 11,212 6,575 4,728 17 Russian Federation -68%
17 Thailand 7,102 6,090 5,235 4,157 18 Viet Nam -70%
18 Singapore 14,146 17,709 5,272 4,123 19 Bulgaria -71%
19 Spain 9,470 7,683 4,721 3,419 20 Singapore 71%
20 Malaysia 4,788 4,388 3,312 3,344 21 Poland -72%
21 Indonesia 8,239 6,020 3,925 3,112 22 China -73%
22 Mexico 5,262 2,968 2,491 3,101 23 United States -73%
23 Czechia 7,227 5,979 3,607 2,897 24 Romania -75%
24 Romania 10,125 7,356 4,539 2,571 25 Australia -75%
25 Argentina 4,105 2,891 2,551 2,355 26 United Kingdom -75%
26 Australia 8,972 6,414 3,665 2,276 27 Germany -75%
27 Turkey 14,703 22,119 3,222 2,221 NEQEERE S -77%
R 28 Poland 7,148 6,069 4,990 1,967 28 Canada -78%

29 Bulgaria 6,248 3,449 3,524 1,839 29 India -83%

L
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Pulse Secure/CVE-2019-11510

e 2019 4 8 BlackHat
» Bad Packets @bad_packets
[}
100% 106%
90% \\
80% \
70% x
60% ‘ 62%
50% 3 eeseees Global
aoh AT o0
e EUrOpe and America
40% = 4045
’*..36% Asia
344,
30% s
20%
10%
0%
\?) > "% > Q A Q
B O T o
S & o\ o O o O
G SN R AN U

DEVCORE Orange

100%
Korea
90%
e HONng Kong
80% China
Taiwan
70% Spain
Japan
60%
’ France
50% United Kingdom
e e 00 e (Global
40% Switzerland
Belgium
0,
E05 Canada
United States
20%
Australia
10% Germany
Sweden

0% e Singapore

Netherlands
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Exchange Server/CVE-2020-0688

e 2020 2 25 3
. 39 1 52 AS 1 34

FaTaliVA

100% 166% i
\ Thailand
90%

2 Indonesia
\ Hong Kong
80% 80% Korea
\ 2% Vietnam
70% 70% Malaysia
\ o0 China
60% 61% 60% Italy
. ASIA Taiwan
S0% \ ﬂf;% e EUrOpPE and America i Sm_gapor_e
eseeee Global United Kingdom
40% 40% France
Japan
30% 30% 32% e Canada
United States
20% 20% Australia
e e e e o Global
10% 10% Switzerland
Netherlands
0% 0% Austria
Feb-2020 Jun-2020 Mar-2021 Feb-2020 Jun-2020 Mar-2021
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Atlassian Confluence/CVE-2022-26134

2022 6 2

o 2022/12/4 /7001 2303

100%

90%

80%

70%

60%

50%

40%

30%

20%

10%

0%

10004

\ 96%

—89%
X 850 86%  86%

'-. 7%
"229% 73%

. 67%
-.Q5,{°...62%---6\4»%-. 64%
«eeees Global

e EUrope and America
.‘. Asia

3-Jun 9-Jun 21-Jun 15-Jul 25-Jul 3-Aug 3-Oct 4-Dec
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119%
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eeeess Global
Canada
France
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Exchange Server/ProxyNotShell

e« 2022 9 2022 11 9 CVE-2022-41040 CVE-2022-41082
* Exchange Server

— 100% 100% : MO
e [NlONESIA
90% 90% China
87% .
\ 838/0 Russia
NN N 8704
80% 80% — 78% — Hong Kong
75% .
74% 13% Thailand
9 72%
70% i 70% L 6 )
67% India
o .
— s0% 63% Singapore
57% Asia
24 OAO> Japan
50% Other 50% £504 Taiwan
[
eeseeo Global 49% Italy
40% Europe and America 40% Turkey
eeeess Global
30% 34%
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10%
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0% Austria
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2020 vs 2022 Exchange Server

e 2020 2 CVE-2020-0688 2022 11 ProxyNotShell
. 2020 1 50 2022 1
ProxyNotShell (
e 2
CVE-2020-0688 ProxyNotShell
100% > 10004

1255 s Qi
\ ‘\\ 97%
) \ 90% ‘g‘ii/i
80% \ 80% \ — —
0 A
70% Lo 13 70% 24
\ 66% \
60% Q\\ 1 60% .

ASIA ASIA
0, S — 0,
S0% \ 48% e EUrOpe and America S0% e EUrOpe and America
47%

“o% — e Global “o% — e Global
30% 30%
20% 20%
10% 10%

0% 0%

Feb-2020 Jun-2020 Mar-2021 30-Sep-2022  14-Nov-2022  15-Dec-2022  27-Dec-2022
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2020 vs 2022 Exchange Server

e 2020 2 CVE-2020-0688 2022 11 ProxyNotShell
[ J
CVE-2020-0688 ProxyNotShell CVE-2020-066 1 ProxyNotShell 15
1 1.5
Korea 69% 87% 18% 4 1
Indonesia 73% 83% 10% 2 2
China 65% 81% 16% 7 3
Vietham 67% 78% 11% 5 4
Malaysia 65% 78% 12% 6 5
ASIA
Hong Kong 69% 78% 8% 3 6
Thailand 76% 77% 1% 1 7
Singapore 58% 72% 14% 10 8
Japan 54% 71% 16% (K] )
Taiwan 61% 70% 9% 9 10
Italy 62% 67% 5% 8 11
Canada 53% 56% 3% 14 12
United Kingdom 57% 56% -1% 11 13
Australia 51% 55% 4% 16 14
France ] 57% 54% -3% 12 15
United States FLICREERE e 53% 54% 1% 15 16
Germany 32% 52% 20% 20 17
Netherlands 44% 50% 6% 18 18
Austria 41% 49% 8% 19 19
Switzerland 44% 34% -10% 17 20
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(Shodan CLI )

Shodan http.title:outlook
DB
shodan download --limit -1 filename http.title:outlook
2 1 GB
shodan parse --fields ip_str,port,location.country code,data sourcefilename > targetfilename
OSINT
HTML
. Shodan
SonicWall VPN Shodan Censys
PoC /
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mAcnica /0

100

38

45

15

e

50
Shodan

76 OS Windows CentOS
Windows 2000 2010 EOL Server 2003 2015 EOL

90
Apache PHP OpenSSL OpenSSH MariaDB Serv-U
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Pandora AvosLocker

Deadbolt
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1

e 22 3
« 2022 ©

Pandora

VMware Horizon
Trend Micro

Pandora

Log4Shell Vulnerability in VMware Leads to Data Exfiltration and Ransomware

https://www.trendmicro.com/en_us/research/22/g/log4shell-vulnerability-in-vmware-leads-to-data-exfiltration-and-ransomware.html
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e
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HahTuhELE.
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@ randora Data Leak
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VMware Horizon(Log4j)

VMwareHorizon Log4j

e | weoww |
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2 AvoslLocker

2021 6 RaaS

2022 6 Exchange Server 2
ProxyShell

2022 3 FBI AvosLocker Proxy Shell

Indicators of Compromise Associated with AvosLocker Ransomware
https://www.ic3.gov/Media/News/2022/220318.pdf

. Exchange Version
@ Outlook Web App [ Exchange p
| 202206007 | e ]

| 2002/6/3 | Crmeowosesosoooss | | Proyshell |
| 2002/6/3 | Prwewseswsoswsows | ||
| po22/6/3 | meeewesewes | ||
| po22/6/3 | Ceweweswwew | ||
| oooora6 | ke | ||
| 2002/46 | Moo | |
I B S N
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3 DeadBolt

e 2022 1 QNAP ASUSTOR NAS
« 2022 1 5 6 8

. NAS

NAS

NAS Shodan

Your files have been locked by DEADBOLT. =

HTT# 1 K

WARMING: YOUR FILES HAYVE BEEM LOCKED EY DEADGO

What happaned?
All your files hawe been onorypted This inoludes (but is mot limited to D EAD BO L T

Spreadshests
WA Ve Fiien faew been focked by OFESL |

Why Me?

This is mot a personal attack., You have been targeted because of the inac Al| your fites bavy bom socrpted. Thin inclodes @bt im not |imibed tel Mootse. Bocomnts .-I.--‘." ]—‘ T .T =y
your wendor (ASUSTOR ol J )
What now? o .
this is mot o perormt sbtesh Fou tawe Seen Lerpeled brcasa of iR cadegmbs s ity R WRANTEN: Tous (ilss haws & ) S5L Certificate
v praduct nder (U
You can make a payment of [exactlyvl 0. 030000 bitcoin to the followirg adk =5 whai i |ssued By
’ B ri Hame
& Vo o mas o parpsent of lenscla) 000D mituain te e Tl lesing o H yowr, Ellas: bores B . ¥
Orce the payment has besn made we' || follow up with & transaction to the I 3 . s L b L Lat's Encrypt Authority X3
trangaction will include the decryption koy ss part of t r i o H

- fres ihe parymel s e mde o (1 Pid o op WITh B TreTion 19 D e sMVEIL DhiE
tFEnaasT i w) || iSeiude D Seeryethon key m sart of the tracasetion deteile |

You canm entér the desryption key below to start the decryplion process & o . i ¥ :
files again You cen ente the decryption key belos 3 start the secryption process end pet sccems ta all smiskr (LY prnehied by ysis praiiet vesdss (O
Tiles agan

Lers Encrypt

mortant sessaee for ASUSTOR

¥ 10 wnd Tox

Vit i qemsarpyy 0,880880

A, Enter your key here..

- im u e « deTEpLieam Ly | . ar T ' wirdl p

9. Emter your kay hars

=
-

T

.
MACNICA @ ©Macnica, Inc. 37

e
Li
e



3 DeadBolt

w

-

mAcnicA 50

th
e e

QNAP NAS

32.7

QNAP T5-253Be

S5L Certificate

©Macnica,lInc.

QNAP

QNAP

d applications.

0TS 4.5.x, and 5.0.x, and QuTS hera h4.5.x and h5.x, with updated applications, are not affected.

https://www.gnap.com/en-me/security-news/2022/take-immediate-actions-
to-secure-gnap-nas-and-update-qts-to-the-latest-available-version
https://www.gnap.com/ja-jp/security-advisory/QSA-22-19
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OSINT
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https://xoxo.darktracer.com/
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. Shodan,Censys,ZoomEye SSL
. /
URL STEP1
: . ; : ZoomkEye
ssl: ssl:macnica.co.jp
SSL Gxrnownsee | ZoomEy® Home  Component
ssl:macnica

If- SHODAN

Esl:macnica.com

f. SHODAN

es 1l . certificates lea I'__r:_|_'11_.:: .E:.j!::_;el:t coOmmaon_name=""macnica*

O SHODAN  Bxpore  Downioads  Pricng 2 [IECEEEEEEE services.tls.certificates.leaf_data.subject_dn="*targetname*”

services.tls.certificates.leaf_data.issuer_dn ="**targetname*”
services.tls.certificates.leaf _data.issuer.common_name =**targetname*”
services.tls.certificates.leaf _data.issuer.organization =“*targetname*”
services.tls.certificates.leaf_data.subject.common_name =**targetname*”
services.tls.certificates.leaf_data.subject.organization =“*targetname*”

‘. SHODAN Explose Downloads Pricing & sslmacnica

. i
MACNICA @ ©Macnica, Inc. 41


https://www.shodan.io/dashboard

URL

ncapuals e

Al Tomt Brnbinrs b

A brtsmatioral O

SSL

|P Shodan

Shodan

STEP3-1 organization
org:”organization ”

org:”Macnica GmbH”

org:"MACNICA DHW LTDA”

Whois IP
org:macnica
MACNICA, Inc. ( )

org:”’MACNICA, Inc.” - org: “MACNICA”

ZoomkEye org:macniac
Shodan ZoomkEye
Whois
Censys Whois
autonomous_system.name=

©Macnica,lnc.
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https://www.shodan.io/search/facet
https://www.shodan.io/

1. Hostname

hostname:targetname

'. SHODAN Explone Dewmiaads Pricing &

dns.names="*targetname*"

censys

hostname:targetname

C:KWWBEEI: Z{‘!DI‘]'IE}"@ Home

hestname:macnica

iR
L
mAcnicA O

2.
Viewdns.info

ViewldNS.info

APRT Research

s& Whois Lookup

Whois

©Macnica,lnc.

QO ¢

3. ->IP —IP
OWASP Amass
https://github.com/OWASP/Amass
b amass enum -active -d macnica.net
F. SHODAMN Explore Dowmniodds Pricing &2
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https://viewdns.info/reversewhois/

Shodan

ZoomEye

HTTP

Censys

Software Vendor

2900

Software Product

©Macnica,lnc.
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Shodan

SSL/TLS

Huser Portal 7 T/
e Da

W

ZoomEye

ssl:.targetname

Whois

org:targetname

HTTP

Germany, Bayreuth

sun,

i

1.1 200 0K

Jan Z02F Uh:27:5% GMI

-gpe-315368000

20
Censys

SSL/TLS
Issuer Subject

services.tls.certificates.leaf _data.subject_dn="“*targetname*”
services.tls.certificates.leaf data.issuer_dn =**targetname*”
services.tls.certificates.leaf data.issuer.common_name =“*targetname*”
services.tls.certificates.leaf data.issuer.organization =“*targetname*”
services.tls.certificates.leaf data.subject.common_name =“*targetname*”
services.tls.certificates.leaf data.subject.organization =“*targetname*”

IP Whois
Whois

Censys

Software Vendor:

584.91K Agranat
444 34K Sophos

©Macnica,lnc.
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Exchange Server

Shodan

HTTP

& Outlook Web App 7

B Outlook [
2| Qutlook Web App (£

ZoomkEye

Shodan

TITLE
+app:"Outlook WebApp"

B Microsoft 55 10,0

']

KR Microselt Dutlook Web Access

[===]

Software Product
252.81K IS

202156 ASPMET

I 176.30K Oullook Web Acc

Shodan

Censys ZoomEye

Citrix

Citrix Netscaler

@ Citrix Gateway
Welcome to Citrix
© Citrix Access Gateway
@ Citrix Access Gateway

= NetScaler AAA
B NetScaler Gateway

+app:"citrix*
82

||

Shodan

“Citrix”
Netscaler Gateway

Software Vendor

https://blog.fox-it.com/2022/12/28/cve-2022-27510-cve-
2022-27518-measuring-citrix-adc-gateway-version-adoption-
on-the-internet/

Pulse Secure

product:“Pulse Secure”
HTTP

B b el
Puber Becurs
P Sty st Tt 1.

Fuise Connes Secus

Pulseh B2 G orrectSA TR Savuny

oo Pulss Saurs Accan Sanvics
Pulsr

Pulss Conreett Sacurs - S

Pulse Conrmett Socurs - Ploase@st

JSarenf BAE Pul el BA2 Sevurel B R Accound 8

+app:“PulseSecure Pulse Connect

Secure”
FRODUCT

Shodan HTTP

HTML Title Pulse Connect Secure

Software Product:

493 Pulse Connect Secure

443
Pulze Secure

https://qgist.githubusercontent.com/Iz-
censys/856ab8f2b68c2504d036¢ce34fdf3965d/raw/92f84c7e4
753ed4de43bcaf9112d100501dbdbdc/pulse_vuln_matrix.csv



https://blog.fox-it.com/2022/12/28/cve-2022-27510-cve-2022-27518-measuring-citrix-adc-gateway-version-adoption-on-the-internet/
https://gist.githubusercontent.com/lz-censys/856ab8f2b68c2504d036ce34fdf3965d/raw/92f84c7e4753ed4de43bcaf9112d100501dbdbdc/pulse_vuln_matrix.csv

Fortinet

Shodan

sl -Hodified: Ted,
FortiGate/Fortinet
£) S5L Cortficate

v b

Foiate

Fortinel L2

ZoomkEye

+app:"FortiGate"
+app:"Fortinet”

PRODUCT

Shodan

Software Vendor:

115.45K Microsoft
111.27K Apache
38.77K nginx
35.45K microsoft
E M

Software Product:

3.01M FortiDSs
103.12K HTTPD
95.68K linux

http.html_hash:-1454941180

{\. Please Login [ ¥ Please Legin
6

http.html_hash:-1968569468
7
http.headers_hash:-841816352

F5 BIG-IP

HTTP

‘& BIG-IP&reg;- Redirect

+app:“F5 BIG-IP load balancer*

S84 IF Confliguration Utility

(¢) Copyright 1996-2022, F5, Inc.

(c) Copyright 1996-2014, F5 Networks, Inc.,,




VMware Horizon

Shodan

VMware Horizon
! VMware Horizon

2 YMware Horizon

& VMware Horizon

VMware Horizon

ZoomkEye

+app:“VMware Horizon”
HTTP

e

9 VMware Horizon [

Software Product:

35.60K Horizon

Atlassian Confluence

HTTP.COMPONENT:Confluence
& Log In - Wiki [

BB et Suanes Sfrincie

& Dashboard - Confluence
X Log In - Confluence

& Log In - Confluence

Ed Login - Confluence

+app:“Atlassian Confluence”
HTTP

6©

Software Vendor:

7,083 Atlassian
6,266 Apache

Software Product:

6,612 Confluence
6,045 nginx

HTML Title Dashboard - Confluence

©Macnica,lnc.
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SonicWall

product:“SonicWALL*

HTTP

Virtual Office

SonicWall - Authentication
&) Virtual Office
= SonicWALL
9 DELL SonicWALL

UTM/FW Nsa

SSLVPN  SMA

HTTRA1.1 200 OK
Date: Mon, 02 Jan 2023 03:23:54 GHT
| Berver: SoniclaLL SSL-YPN Web Server |

ZoomEye
+app:“SonicWALL”
330

Software Vendor

1.05M Sonici¥a
95.33K Microsof
37.88K Agranat

32 85K OpenBsD

28.24K Apache

Solware Product

1.05M SonicOs
1.01M HTTP
56.78K IS
54,508 PHP
167K ASPNET
48,86 Windows
39.20K EmWeb
37.84K OpenSSH
23,18K limux
22.59K Hikvision Web Server
21.43K windows

19.65K ngin

SSL-VPN VPN SMA

©Macnica,lnc.

SecureMobileAccess Secure Remote Access
HTML

SMA Comtemporary Mode
ClassicMode

Network Security Appliance
SSLVPN

Network Security Appliance UTM/FW
Nsa

5 DELL
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ZoomkEye

oho ManageEngine HTTP
ServiceDesk Plus
ManageEngine ServiceDesk Plus

HTML Title ManageEngine ServiceDesk Flus

& ManageEngine ServiceDesk Plus

= ManageEngine ServiceDesk Plus - MSP

Help Desk Software by ManageEngine ServiceDeak Plus | 11.1
Copyright © 2023 ZOHO Corporaton. ANl rights reserved.

oho ManageEngine
Desktop Central

“} ManageEngine Desktop Central 10

E! ManageEngine Desktop Central 10 Security
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