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1. Introduction
The Rule for Wild Mal-Gopher Families.
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Motivation & Goals Q) NTT  seouy orings
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Golang Malware @NTT
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Golang Malware Q) NTT  sccuntyrownss

« GolangMIlFDERZ BRINDIFVER IV — LD —IDFE

e Coldfire

« CHAOS

« EGESPLOIT
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o FAFENEELIL-LT-IHZN

https://github.com/redcode-labs/Coldfire https://github.com/tiagorlampert/ CHAOS
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gimphash © ~rT
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github.com/example/ExampleFunction gimphash

github.com/example/Malicious

0s.Getenv
Crypto/sha256/New

mmmm)  3b0c44298---

pcintab sha256
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gimpfuzzy © ~rT
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SHA256(F A MM bit TEER TSI [FAEEAL
Fuzzy Hash(ZMATWBAASDICIIUATWREZIRT, “KRMIER")\vS 17518
«  gimpfuzzyldssdeepZ ), 1R{KFEIDFBUE HSEITE BT BE(C

pclntab gimpFuzzy

github.com/example/ExampleFunction

github.com/example/Malicious 3 Zj4dWG |VWYV9XN4dW
mmmm) GIV3IMNWzYKKKVTKrs
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3:j4dwGIV++RSXzM9xN4d
WGIV3MNWzYKKKVTKTrs:j4

0s.Getenv
Crypto/sha256/New

github.com/example/AnotherFunction

github.com/example/Malicious

0s.Getenv

Cryptofsha256/New MGduSXg9ximGCMCcTjKrs
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Difference Between Previous Presentation @NTT Securiy Holdings

« CODE BLUE 2022
[Who is the Mal-Gopher? — Implementation and Evaluation of “gimpfuzzy” for
Go Malware Classification ]
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FRATE A DA% gimphash(CLD D FEUFEE T4
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2. Creating YARA Module
The Rule for Wild Mal-Gopher Families.
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[1] https://github.com/VirusTotal/yara
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Creating YARA Module

UTDZD%EEE

« goEYa—)L: golangB®DPENSF) LB
go.gimpfuzzy() : i L7-BE% % hogimpfuzzyit &
go.function_names : it L7=B8%% O X F5IEC 5]

« fuzzy®Pa—JL : Fuzzy HashDELIEZEETE
fuzzy.fuzzy() : IO XFHNET7o—/\YIaFtE
fuzzy.score() :5I DX FI Z D& LR LIFESRERMZEICLE-RO7EH
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Writing YARA Rule @) NTT scounty v

* YARA®JL—)L45
o gimpfuzzyZEICLI-BADFELEICE DUV EREM A REIC

import "go"
import "fuzzy"
import "pe*

rule GoFuzzyTest
{
condition:
pe.is pe and
fuzzy.score(go.gimpfuzzy(), "96:0512a8UdGAg27F92.." ) >80

FELED BIADgimpfuzzy teE Y% FE{LUE HY8ORB D
AaT7EHE STEER Fuzzy Hash BRIAZERR
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Using YARA Module Q) NTT sccunty oo

o« gimpfuzzyDFELEZA—RIZRIADRZEAATREIC

yara /test.yara -r .
GoFuzzyTest ./Valhalla_hktl htran_golang/4550635143c9997d5499d1d4a4c860126ee9299311fed0f85df9bb304dca8lff
GoFuzzyTest ./Valhalla_hktl htran_golang/645622a85906da6304315ae944404612310609da933153e87b54fbb206b53e3e
GoFuzzyTest ./Valhalla_hktl htran_golang/4e5468e36dc7bc5601384f22c0321990f2e8454d27f6b1l1e8e897fbOc6c5e0e5
GoFuzzyTest ./Valhalla_hktl htran_golang/65cfa86dec6f19cdbf5f9641ab835af023d34fa23b0e31a9f9b66c93a221d7a2

GoFuzzyTest ./Valhalla_hktl htran_golang/72549bdc9e857162603f3ce90f1lbfc8eb761e7e9f399a24a2bbad7468b6edfe3
GoFuzzyTest ./Valhalla_hktl htran_golang/91bce99e792db5c3da42da3f01f50a1021f9538b78f70544bedc9ca7508ce54e
GoFuzzyTest ./Valhalla_hktl htran_golang/d45a6f12d5956f0fb8ad17727c717b621e3be@6fabfoff27058cb8618f108b7d
GoFuzzyTest ./Valhalla_hktl htran_golang/e70e0c8fb2727b35b65596a6e2838abdOb5f7351cdd4031b9971b91c22+5d15¢
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Developing YARA Module Q) NTT  seouy orings

. FHEOBHEELETS
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module_initialize =~ YARAEZ 21— /)LD #)HA{ELE
module_finalize YARAED 12— )LD T ALIE

module_load EDaA—ILDTFAINEFTRAIAATZIEZDLE
¥ I7AIIHT 2RBEDRITOO VI ERE
=% | module unload EDaA—ILDTFAINEFRAIAATZED R LE
Ny A T—T )LDHIR. BERDORRGE
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Developing YARA Module Q) NTT  seouy orings

s BEAMTHNDNRELI-IGEESHAERGLIZIS—Z2RICENEE
BEICKO>TIXYARABIAEL IR NIET S

#ifndef ERROR_SUCCESS
#define ERROR_SUCCESS ©
#endif

#define ERROR_INSUFFICIENT_MEMORY

#define ERROR_COULD NOT_ATTACH_TO_PROCESS
#define ERROR_COULD NOT OPEN_FILE

#define ERROR_COULD NOT_MAP_FILE

#define ERROR_INVALID FILE

#define ERROR_CORRUPT FILE

© 2023 NTT Security Holdings All Rights Reserved
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3. Clustering Evaluation
The Rule for Wild Mal-Gopher Families.
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Clustering Evaluation
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Overview of Clustering Methods
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How to Evaluate Clustering O NTT  seouryriangs

e BEDYIYA AIZEL > TEWNISRAY T ETHEM?
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How to Evaluate Clustering O) NTT

c MBBDI —FATTHRMEYZEE
 scikit-learnIZEZE I TLVESV-measurel@Z = {E FH
s REBMROAT7 h: HABISAIANTEH—DERTIL—THEHEDHIEENAZNEESLY
e TEMRAT ¢ :HAERIIN—THE—DISRAZDEINBIFESLY

C

1 ifH(C,K)=0 1 if H(K,C) =0
h= H(C|K) (1) - ey AT
{ 1— H((T; else c 1_ Hb(’f}&( else (2)
where where
|K] 1C] - - c| K| § u
HCIK) = =33 “Plog —*— H(K|IC) = — Lk oy —ck
e N er:=|1 ek gkzl N Z.‘kh:‘l Qek
O] K] o 1Kl K| -l ]
HC) = ,Z@m% H(K) = — Z=:nck log ij:n ke
e=1 k=1 )

[2] https://www.researchgate.net/publication/221012656_V-Measure_A_Conditional_Entropy-Based_External_Cluster_Evaluation_Measure
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EV al u atl on ® NTT Security Holdings

c ZTLELMEDEDOERLETHM?

1 SHA256,YARA Hit
- o NS v 2 74fc63cfc60f3fadd3cada3f59052ba189faws544ccf79a8fdc99a90ef fdebefoe, trojan_golang hercules
—_—
b N }I/ I'7 I 7 77: U 0) ﬁ:m 75\ L \ E*E ’kb/ \ = 4 L \ 3 99b89e958eaf7FC70d8F6ac079358e6b71677Td242a6547cf2ca032caadoc3df, trojan golang veil
4 ¢6d4fb8c4924863d61678df3abas57fe8efal9946f4c5ea678444ec3d7adawl52,trojan_golang_veil
oo 5 15798d675289Ta5b96635635¢94562b32c8ddbogael2ad5af7b56cccd7c35062,N/A
s NILOTTIF=
=~ 6 738439%ade9ae9edesd2f2aff3e6314161722b3149b17d02962715c127340¢676,trojan_golang_veil
I 7 f25c859b8f2db7f9a7b4ed9234885a1cvaBe2b36e091dbb88041f0Af1c46Cc760,trojan_golang_chaos
° * %”E*Ef-d: Q }b' 7I j: o)*% HE 8  e49125ac24e15a30619f@7felebc2dbce3c8137aabc86as8bs5T1a57a89de3dst, trojan_golang_infostealer
9  7a@598927921ebl15980ee7d512fc2f20dd697642727ebda3z8bas38bf4e7ce902,trojan_golang_goBot2
" 10 57ca3cb68seef7alfadefebba2946adc3a01818371d4d57204€98601T08d097d, N/A
— =3
— AN Y [3] - =\ 11 53ded1467133e8c68c47aba33ea242a1751371031d727e8497a60bbgedb2abd3, trojan_golang_gobrut
« paloaltoT—%tvkBIZ k55 '
12 2ad37fa2946780e99f049b8be7980c6a3483c91ccb3b90506e3fdcc629a69039,N/A
13 437e5762¢1a814¢5934d5d3611e4a877b14b63be7Tfce86999b5503ba34af1aae, trojan_golang veil
— / \ sl 73 - > ] .
i YARA Z*‘77: U E 7] iﬁ L,T:ﬁq:*ﬁ'}ﬁﬂ@*ﬁﬁ‘ 14 56b110a95c2b16784ba053c69f3ffedbffeef1fdf42214f71d61bge0d59b9aa2, /A
15  55f4f5be742d8557956at3278f01825fbe2choofa2f27foc1f5160322c26alaf,trojan_golang_veil
° 775 IJ % 0) O b\ 7:-; 75\ 2 7(-__ *ﬁ{$€ Bﬁg* 16  el5c2dad9d8edc788ch394aanad5e078a50512c25ecebacse1e99d69fbs2d7ea, trojan_golang_veil
- 17 722f1c182bac229812107b6abg7853 7886 f5¢c1f96fbdd343dc1847667fb7f79,trojan_golang_veil
18  d69f4caf27097e9a8d7241aal334fa790d4f5a5708del2alb8aabd5239724cd8, trojan_golang_veil
° YAN l/f—- %\:l: &7 = U % %V_mea re Z*EElz{ﬁ 19 c680a89e218c74bded38119F9F3112c8725be59956a5fc3e53812165bfe556d2, N/A
]j * ~'A 7\ Su =] >

B®RIAD <yFLI=

SHA256 YARAJL—JL

[3]https://github.com/pan-unit42/iocs/blob/master/golang_malware_results.csv
© 2023 NTT Security Holdings All Rights Reserved 25



Evaluation
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Advantages of Our Methods

©) N1T
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4. Applying to “Wild” Binaries
The Rule for Wild Mal-Gopher Families.
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Applying to "Wild” Binaries
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Collecting Wild Binaries (O) NTT secury Hoones

e VTDRetrohuntTULTFDYARAIZRYFUH L= DEF 00—k
« golangZ Mwindows/\ A F)IZTYF T 5K

rule go_language_pe
{

strings:

$gol

$g02

$go3

$go4d

$go5

"go.buildid" ascii wide
"go.buildi¥¥" ascii wide
"Go build ID:" ascii wide
"Go buildinf:"
"runtime.cgo"
$g06 = "runtime.go"
$go7 "GOMAXPRO"
$strl = "kernel32.d1l1l" nocase
condition:
uint16(0) == Ox5A4D and uint32(uint32(0x3C)) == 0x00004550 and 2 of ($go*) and all of ($str*)

© 2023 NTT Security Holdings All Rights Reserved
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Collecting Wild Binaries
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gimpfuzzyst&
2876 R A
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Clustering Result O) NTT
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Clustering Result

« DSRIMTARIE
«  Python®bokeh.io TE#

o AVESUTATIIBNE BT STEER

« TSTDFKBED/—FIEIVTITOEMLHIEH
10U L DEFEETRT
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Case Study@® : GitHub Packages © ~rT

« Golangld/ Sy —(ZgithubD YRS M) %35 E Al BE
« EMHIFEI0EHLULEDEKIZER., 7058DYRIR) B EFETT
TSAR—EBHNBYRSIEED

. ﬁxéhti’iﬂﬂi 2Rk, (A
S LIFUAZ RS /07— (corpix/uarand %)
Process Invokingz 172/ \w%— (inconshreveable/mousetrap <)
TILITTERTIL—LT—7 (tiagorlampert/CHAOS %)
TILFHRYTTaFXL (Dlivd/VenomE)
Post-ExploitationZL—./.7—7% (NeOndOg/merlinZ§)
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EMERARICHIRL=githubD )RR Top20

0N
Top 20 github packages

github.com/pkg/errors
github.com/StackExchange/wmi
github.com/gofrs/uuid
github.com/cenkalti/backoff F—
github.com/buger/jsonparser IIEEEEEEEEEEEEEEEEE—
github.com/corpix/uarand I
github.com/pion/stun IEEEEEE——
github.com/btcsuite/btcd/btcutil/base58 NG

github.com/Ixn/win N

github.com/aead/chacha20/chacha N
github.com/gorilla/mux N
github.com/gorilla/websocket Il
github.com/hashicorp/yamux Il
github.com/golang/snappy ¥
github.com/klauspost/reedsolomon 1
github.com/golang/protobuf/proto =7
github.com/kardianos/service I
github.com/spfl3/pflag =
github.com/klauspost/cpuid =

github.com/inconshreveable/mousetrap =
0] 50 100 150 200 250

300 350
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Case Study® : /Ly 7DH#EEEMERE O NTT

« BHEREIZAZITCimpFuzzylEDH T MEEbZ R H LR EL =8 A

¢ 768:KZZ99PdnRrLXT3UbhHPBj/RqJgvm+HHYyScPOOhZIXCPINvxtWrX7G/NVAMWeEX:iZXJRrLXT3
INGKINvXtWrX7G/VEmWeEX

*  768:KZZ99PdnRrLXT3UbhHPBj/RqJgvm+HHYScPOOhZIXCPINvXtWrX7G/V3mWeEX:iZXJRrLXT3
INGKINVvXtIWrX7G/NV3mWeEX

25
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Case Study® /L7 OgeameRY O Nrr

o THEIN-EAHIIODYIEERIN TV
« EEINTLV-E#HA
768:~VAMWeEX
— application/pesignaturetest/wincert.GetPostalCode

768:~V3mWeEX
— application/pesignaturetest/wincert.Extract

wincert.GetPostarCode

© 2023 NTT Security Holdings All Rights Reserved
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Case Study® /L7 OMgeEMERE O NTT sy o

« BAHBAZEESNTOEZVEBORICHLADYINEEINTLDEDAH D

L] »

Similarity Confidence Address Primary Name Type Address Secondary Name Type | Basic Blocks Jumps
e 0.26 0.98 006A4080 main_reportInstallFailure MNo... |B06A3DC8 |main_reportInstallFailure No... |0 10 584 9 84
e 0.45 0.97 8069DA18 main_getCampaignID MNo... |8869D798 |main_getCampaignID No... [11 3 2|15 3 2
e 081 096 BB67B618 application_pesignature... | Normal |8867B618 |application_pesignature... | Normal |7 39 0|22 32 13
Tl 086 097 BB6BB1BE  |main_extractDistributor... | Mormal |886BB5EG |main_extractDistributor... | Normal g 10 2 11 3
5T 0.91 099 808694308 main_initializeConfig Mormal | 88694108 |main_initializeConfig Normal | g 21 32 22 6

« main_reportinstliFailure(X@{EH#EED BN A

v42 = (http_Request

23
13

if (w43 )

v55 = (_DWORD
v55[1] = 33;

*y55 = "

Header = (runtime_hmap
v56 = net_textproto_CancnicalMIMEHeaderkKey((int)"Content-Type™, 12);
#yruntime_newcbject((int)&RTYPE

application/x-www-form-urlencoded”;

*ynet_http_NewRequestWithContext(

(int)&go itab_ ptr_context emptyCix_comma__
dword_C76638,

(int)"POSTQEMU",

4,

(int)"https://fulusus.com/api/install-failure"”,

39,

v3g,

vaa);
*ywiZ->Header;

1 _string);

© 2023 NTT Security Holdings All Rights Reserved
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Case Study@ : Legitimate Files
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Case Study® : Legitimate Files O) NTT  scourty rotings

« ERIFZFAIEBLERATEITRINTES
 VTIZERBRINTUWSIRAKIEEEI7Z7MILOATHHEIR AL

gimpfuzzy cluster last_submission_date size type_ iption | malici un d
3072:ZVZoThQpAM+mBL+5CRE1yLR2Mr8tA4ICAIUEDXDbK. .. 106 2022-08-2317:29:28 27937584 Win32 EXE 0 70
3072:ZVZoThQpAM+mBL+5CRE61yLR2ZMr8uA4ICAluybXDbK... 106  2022-08-2910:48:57 27937072 Win32 EXE 0 69
3072:ZVZoThQpAM+mBL+5CRE1yLR2ZMr8uA4ICAIUhDXDDK... 106 2022-09-02 02:07:33 27938096 Win32 EXE 0 69
3072:ZVZoThQpAM+zBL+5CRE1yLR2Mr8uA4ICAIUWbXRD1... 106 2022-09-05 12:12:63 27936048 Win32 EXE 0 70
3072:ZVZoThQpAM+zBL+5CRE1yLR2ZMrB8uAdICAluwbXRb1... 106 2022-09-06 05:52:38 27913216 Win32 EXE 2 68
3072:ZVZoThQpAM+zBL+5CR61yLRZMr8uA4ICAluwbXRb1... 106 2022-09-08 11:21:42 27940144 Win32 EXE 0 70
3072:ZVZoThQpAM+zBL+5CR61yLRZMr8uA4ICAluwbXRb1... 106 2022-09-14 07:23:13 27940144 Win32 EXE 0 70
3072:ZVZoThQpAM+zBL+5CRE1yLR2ZMr8uA4ICAluwbXRD1... 106 2022-09-16 09:19:15 27940136 Win32 EXE 0 70
3072:ZVZoThQpAM+zBL+5CRE1yLRZMr8uA4ICAIUWbXRD1... 106 2022-09-1613116:25 27940136 Win32 EXE 0 69
3072:ZVZoThQpAM+zBL+5CRE1yLR2Mr8uA4ICAIUWbXRD1... 106  2022-09-18 12:38:06 27936048 Win32 EXE 0 70
3072:ZVZoThQpAM+zBL+5CRE1yLRZMr8uA4ICAIUWbXRD1... 106  2022-09-19 07:44:26 27940144 Win32 EXE 0 ral
3072:ZVZoThQpAM+zBL+5CR61yLRZMr8uA4ICAluwbXRb1... 106  2022-09-1917:28:46 27940128 Win32 EXE 0 61
3072:ZVZoThQpAM+zBL+5CR6E1yLRZMr8uA4ICAluwbXRb1... 106 2022-09-2105:35:09 27940128 Win32 EXE 0 70
3072:ZVZoThQpAM+zBL+5CRE1yLR2ZMrB8uA4ICAluwbXRb1... 106 2022-09-28 16:48:43 27917312 Win32 EXE 1 69
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Case Study@ : Floxif O)ntT

Graph Interaction Demo
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Case Study®@® : Floxif
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Limitations
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5. Conclusions
The Rule for Wild Mal-Gopher Families.
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Appendix
The Rule for Wild Mal-Gopher Families.
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Appendix 2 O) NTT
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Appendix 3 © NrT

« ssdeep (Context Triggered Piecewise Hashing)

Piecewise Hashing : D EIUERDT—5D)\w1 N
Rolling Hash : Eiﬁd)ﬂﬁﬁ?—’i(iﬂgél \w=1 ( Piecewise Hashing
. J
ADF =5 EEE..M.I' 3
; Rolling Hash
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