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ểḰA41APT Campaign Overview



A41APT Campaign Overview

Å Period of Activity: March 2019 to January 2021 Present

Å Target: Japan (Japanese companies including overseas branches)

Å Initial Vector: Not Spear phishing But SSL -VPN abuse

ÅMalwares: New type of malwares using dll -sideloading

ṕSodaMaster /P8RAT/ DESLoader / FYAntiLoader etc.Ṗ

Å Public Info: Very few [1][2][3][4]

Å Characteristics: Very tough to detect attacker s intrusion
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We call this threat actor A41APT from the hostname 
feature DESKTOP-A41 UVJV that is continuously used 
during the initial intrusion in this campaign.
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ỄḰ Malware Analysis

1. DESLoader

2. DESLoader Payloads
Å SodaMaster

Å P8RAT

Å Stager Shellcode

Å FYAntiLoader

3. FYAntiLoader

4. xRAT
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https://www.lac.co.jp/lacwatch/report/20201201_002363.html

NEW

NEW

Update



2-1ḰDESLoader

Aka. SigLoader

ǐLoader file for DLL Side -Loading 
and files contain encrypted 
shellcode and payload.

ǐDecrypt multiple PEs and 
shellcodes sequentially in multiple 
stages.

ǐMultiple algorithms are used for 
decryption.

ǐFinally, the payload is executed in 
memory.
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Example of DESLoader's payload decoding flow
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policytool.exe

side- loading load

jli.dll vac.dll stage_1.shellcode

decode
reflective

dll injection

stage_1.dll

load

pcasvc.dll stage_2.shellcode P8RAT
(payload)

decode
reflective

dll injection

Anti -analysis junk codes are 
found using OutputDebugStringA (), 
_time64(), rand(), srand ()

Junk code



jli.dll/stage_1.dll
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vac.dll

MZ

PE

Section table + 
Section 1 ṏ N 

Embedded data

Decryption Algorithm

key = 0x9F

stage_1.shellcode

AES
(CBC mode)

XOR

skipped

skipped

skipped

jli.dll

key = 83H4uREKfFClDH8ziYTH8xsBYa32p3wl
IV  = 83H4uREKfFClDH8z

Multiple algorithms(XOR, DES, AESand RSA) are defined and the order of using them is configured. Read 
encrypted data in specified DLL from the end of data till configured size and decrypt.



starge_1.shellcode
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ǐ In addition to known " ecipekac " magic_bytes , some samples use {BFAFBFAF} or {9F8F7F6F} 
as magic_bytes .

ǐ Prepare DLL from separately embedded data in shellcode

shellcode

ecipekac
Size of buf

Size of code

Section table
Section1 ṏ N

PE

0x00bf5

0x00bfd

0x00c01

0x00c05

0x39a1d

MZ

0x00000

0x39b25

Section table0x001E8

Section 10x01000

Section N0xXXXXX

MZ0x00000

stage_1.dllstage1_1. shellcode

PE0x000E0



Variant of stage_2.shellcod e
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Å In addition to stage_2.shellcode that has almost same feature as 
stage_1.shellcode, we found 2 types of stagae_2.shellcodes.

V Stager Shellcode

VShellcode dedicated for SodaMaster

stage_2.shellcode SodaMaster
(payload)

RC4

offset data description

0x000 90 90 90 90 90 90 90 90 magic bytes for Identification, this is 
used for comparision before data 
processing

0x008 0x11600 Size of encrypted data, only this value 
(size) is observed

0x00C A9 5B 7B 84 9C CB CF E8
B6 79 F1 9F 05 B6 2B FE

16 bytes RC4 key (each sample has 
different key)

0x01C C7 36 7E 93 D3 07 1E 86 
23 75 10 49 C8 AD 01 9F 
[skipped]

Encrypted SodaMaster payload with RC4

Embedded structure of 
shellcode for SodaMaster



DESLoader TimeLine
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ǐAES and DES algorithms 
are implemented using 
proprietary coding

ǐIn many cases, not all 
ciphers are used

ǐThe order in which 
ciphers are used is 
changed

ǐDESLoader which 
implements only one 
cipher contains a lot 
of OutputDebugStringA() 
code

DES: Modified DES / AES: AES -CBC

Compile Date
(JST)

File name Algorithm Payload

2019 -10 -18 CCFIPC64.DLL AES xRAT

2019 -10 -24 SBIEDLL.DLL DES Stager_Shellcode

2019 -12 -26 GLIB-2.0.DLL DES Stager_Shellcode

2019 -12 -28 DBUS-1-3.DLL DES Stager_Shellcode

2020 -05 -04 jli.dll DES SodaMaster

2020 -05 -04 jli.dll DES SodaMaster

2020 -05 -09 DBUS-1-3.DLL DES SodaMaster

2020 -05 -30 dbus -1-3.dll DES Stager_Shellcode

2020 -06 -02 uxtheme.dll DES P8RAT

2020 -06 -04 UXTHEME.DLL AES->DES (RSA XOR Not Used) P8RAT

2020 -06 -30 VMTOOLS.DLL XOR->AES ->DES (RSA Not Used) SodaMaster

2020 -06 -30 SECUR32.dll AES->DES (RSA XOR Not Used) SodaMaster

2020 -07 -01 jli.dll DES P8RAT

2020 -09 -28 jli.dll DES->AES (RSA XOR Not Used) SodaMaster

2020 -09 -29 jli.dll DES->AES (RSA XOR Not Used) SodaMaster

2020 -10 -02 vmtools.dll DES->AES (RSA XOR Not Used) SodaMaster

2020 -12 -21 jli.dll DES SodaMaster

2020 -12 -26 JLI.dll DES->AES (RSA XOR Not Used) Stager_Shellcode

2020 -12 -26 sbiedll.dll RSA(AES DES XOR Not Used) Stager_Shellcode

2020 -12 -27 JLI.DLL DES->AES (RSA XOR Not Used) Stager_Shellcode

2020 -12 -27 JLI.DLL DES->AES (RSA XOR Not Used) Stager_Shellcode

2020 -12 -27 JLI.DLL DES->AES (RSA XOR Not Used) Stager_Shellcode

2020 -12 -31 vmtools.dll XOR->AES (RSA DES Not Used) P8RAT

2021 -01 -01 jli.dll XOR->AES (RSA DES Not Used) P8RAT



2-2ḰDESLoader sPayload
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1. SodaMaster

2. P8RAT

3. FYAntiLoader ( ἲ .NET Loader( ConfuserEx v1.0.0) ἲ xRAT )

4. Stager Shellcode



SodaMaster
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Aka. DelfsCake , dfls, HEAVYPOT

ǐOne of DESLoader's payloads

ǐFileless RAT

ǐCommand identifiers are d, f, l and s

ǐSame Compilation Time

V 5CFE0D92 (Mon Jun 10 07:58:10 2019 )

ǐCheck VM environment from the following 
registry value

VHKCR\Applications \VMwareHostOpen.exe
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CRC32
0x8d01ca9f

Mutex = 9FCA018D

base64(RSA key) + 12bytes data

C2 server

Encrypted using RSA key

ǐMutex value is hex value 
calculated from hardcoded 
base64 string with CRC32 and 
reverse the order 

ǐ Initial C2 communication data 
is encrypted with RSA. RSA key 
is hardcoded base64 key_blob 
and data contains randomly 
generated RC4 key

ǐ Further communication data is 
encrypted with RC4

SodaMaster

SodaMaster

RC4 encryption

User
host
PID
Exec Date
RC4key



P8RAT
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Aka. GreetCake

ǐ One of DESLoader's payloads

ǐ Fileless RAT

ǐ Latest command identifiers are 
300~309

ǐ Command 309 was implemented 
after December 2020.

ǐ Timer related strings at command 
306 - 308 are not exposed at 
latest version.

ǐ Main feature looks Command 301, 
Execution of secondary PE 
based payload downloaded into 
memory

NEW


