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struct struc_auth_req_pkt
{
int signature; // 0xbeef (big endian)
char pass_size;
struct_auth_payload payload;

};
struct struct_auth_payload
{
char pass[8]; // flexible length (e.g., 8 bytes)
char padding[248]; // padding up to 0x100 bytes (248 bytes in this case)

};
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struct struc_metadata_314 // version 3.14 metadata
{
int big_signature; // 0xbeef
int big_size;
char session_seed[16];
__int16 little_ANSI_codepage;
__int16 little_OEM_codepage;

char victim_info; /* flexible length, tab delimited
"%d\t%d\t%d.%d\t%s\t%s\t%s\t%d\t%d",
beacon_ID_0to100000,
pid,
dwMajorVersion,
dwMinorVersion,
ipaddr,
computer_name,
user_name,
is64,
beacon_arch (1:x64, else:x86) */

};
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struct struc_metadata_40 // version 4.0 metadata
{
int big_signature; // 0xbeef
int big_size;
char session_seed[16];
__int16 little_ANSI_codepage;
__int16 little_OEM_codepage;
int big_beacon_ID; // up to 0x7FFFFFFE
int big_pid;
__int16 big_port;
char flags; // 1:None, 2:beacon_x64, 4:is64, 8:is_admin
char victim_info; /* flexible length, tab delimited

"%d.%d\t%s\t%s\t%s\t%s",
dwMajorVersion,
dwMinorVersion,
ipaddr,
computer_name,
user_name,
process_name */

};

struct struc_metadata_41 // version 4.1/4.2 metadata
{

int big_signature; // 0xbeef
int big_size;
char session_seed[16];
__int16 little_ANSI_codepage;
__int16 little_OEM_codepage;
int big_beacon_ID; // up to 0x7FFFFFFE
int big_pid;
__int16 big_port;
char flags; // 1:None, 2:beacon_x64, 4:is64, 8:is_admin
char dwMajorVersion;
char dwMinorVersion;
__int16 big_build;
char bytes[4]; // GetModuleHandleA/GetProcAddress

char gmh[4]; // GetModuleHandleA (low dword)
char gpa[4]; // GetProcAddress (low dword)
int little_IP_addr;
char victim_info; /* flexible length, tab delimited

"%s\t%s\t%s",
computer_name,
user_name,
process_name */

};
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buf C2_REQUEST (http-get.client) transform at 0x584:
- BUILD at 0x58a: 0 = metadata or id
- BASE64 at 0x592
- HEADER (Store data in an HTTP header) at 0x596: b'Cookie'



1
• p nl [_ n B o]e
• 0 1 - CS r ]e -
• s x d D I[a

• nc b _ Sc N
• n c2 . 2 b C f
• x m d    

• n A 1 c> 2 b _ [

	��������mode ����� �����
http (version 4 ) HTTP -

dns (version 3cx m ) DNS A p cdn

dns-txt (version 4cx m ) DNS TXT p api
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post =  タスク実行結果送信
1f4e9a5b688bb8cf9 = [データに使われるサブドメインの数を表す１文字] + [データ]

2d9039bc = DNS cache data ID
40a3ffe = Beacon ID
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imf l  

• i n - ) (2 2 8 2
(2 c nmog

• ad n eo B
EC



��	����

��



��



 

c

• 1 r
• H
• 1 43 c

• cg a t n L P[a
• o ec t o c D

• B P
• c o T c C NSaA

B a



C lv  

• / 153 . ./ / 3 1 )  g
(312 s x c el s D r

• / 153 s r) . 3 H 3 N  
• . ./ / / 153 a r
• 3 1 ) l 15 5m i

• cf Em (312 s T r PoaS
• B l 31 /3 3 m lf cfnn

set host_stage "false";
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struct struc_config_param_header { 
__int16 id; // 0 is end
__int16 type; // 1:word, 2:dword, 3:buf 
__int16 size; 

}; 
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]
...
buf C2_RECOVER (http-get.server.output) transform at 0x47e:
- PRINT (Send data as transaction body) at 0x484
- APPEND at 0x488: size = 1522 (0x5f2)
- PREPEND at 0x490: size = 84 (0x54)
- PREPEND at 0x498: size = 3931 (0xf5b)
- BASE64URL (URL-safe Base64) at 0x4a0
- MASK (XOR mask w/ random key) at 0x4a4
buf C2_REQUEST (http-get.client) transform at 0x584:
- _HEADER at 0x58a: b'Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8'
- _HEADER at 0x5d9: b'Referer: http://code.jquery.com/'
- _HEADER at 0x601: b'Accept-Encoding: gzip, deflate'
- BUILD at 0x627: 0 = metadata or id
- BASE64URL (URL-safe Base64) at 0x62f
- PREPEND at 0x633: b'__cfduid=‘
- HEADER (Store data in an HTTP header) at 0x644: b'Cookie’
...

17 8 68 02
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word CRYPTO_SCHEME (1 = disable encryption) at 0x746: 0
(0x0)
...
dword WATERMARK at 0x798: 0 (0x0)
...
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buf DOMAINS (C2 URLs) at 0x13a: ajax.microsoft.com,/gp/cerberus/gv

...

buf C2_REQUEST (http-get.client) transform at 0x412:

- _HOSTHEADER at 0x418: 'Host: cdndev94.azureedge.net'

...
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