
,"@�����"@����.�@��
� 	�C�E��(��)�B�@E�A*�

�B�"���A@C@�@ �
!D �C�@"

������A@���AD*�!���������@A�"B��B 

��A��C�	"� *B�B��"�C

2-)�A��(�A�@"�
 ���



• MardGPuISdl@(C=X<
4CMS2?BU>RA
• +1?`Mdn.
• Yebclog*U
• ]^`YebclgP
• CcnYebclgP

• yabcC*U
• (�!��
• .��� �

• `rdPGclTC`ch
• raS`-B*U
• icsa_b[a,T)?*P

• � 2��
�

/' VW

�������� �)�����2�������
"����

	���������2������� �����@������� ����� 



�

lbir`nq
• pgmdr`nqk<r��l���l4.
• =FBlPA���iPMb���
• S(ldpkeorX/IeB
• ��lbrjXN9Hk/JKBMBAN9ldpkeora-]FKBMB
• RXar^cekdrC#
• I)o_rb0nA
!4.� �� ,������ 0�1 ������� 	���0�1%
• ST2bl[?[yark3tVrCW*7;8i3tVrol
' ��32���.����� 0�1�



�

��"��

•  ���

��
��	�"�,/)'.��
• (C-*"��
• �4� ����"��
• #!$



 ���

��
��	��
��5�����

�



�

�
��	��

Beacon
(RAT)

Team Server

Stager
(ダウンローダ)

CSユーザ

Third-party
Controller

Third-party
Client

クライアント認証
(TLS)

Beaconのダウンロード
(HTTP/HTTPS/DNS)

タスクの実行
(HTTP/HTTPS/DNS)

Named Pipe

Third-party
Command &

Control

External C2
(TCP)
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Beacon/Stager/shellcode IDA Pro

	��� Wireshark
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struct struc_auth_req_pkt
{
int signature; // 0xbeef (big endian)
char pass_size;
struct_auth_payload payload;

};
struct struct_auth_payload
{
char pass[8]; // flexible length (e.g., 8 bytes)
char padding[248]; // padding up to 0x100 bytes (248 bytes in this case)

};
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shellcode separator
“gogo”

NetBIOS-encoded 
beacon

terminator
“aa”
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struct struc_metadata_314 // version 3.14 metadata
{
int big_signature; // 0xbeef
int big_size;
char session_seed[16];
__int16 little_ANSI_codepage;
__int16 little_OEM_codepage;

char victim_info; /* flexible length, tab delimited
"%d\t%d\t%d.%d\t%s\t%s\t%s\t%d\t%d",
beacon_ID_0to100000,
pid,
dwMajorVersion,
dwMinorVersion,
ipaddr,
computer_name,
user_name,
is64,
beacon_arch (1:x64, else:x86) */

};
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struct struc_metadata_40 // version 4.0 metadata
{
int big_signature; // 0xbeef
int big_size;
char session_seed[16];
__int16 little_ANSI_codepage;
__int16 little_OEM_codepage;
int big_beacon_ID; // up to 0x7FFFFFFE
int big_pid;
__int16 big_port;
char flags; // 1:None, 2:beacon_x64, 4:is64, 8:is_admin
char victim_info; /* flexible length, tab delimited

"%d.%d\t%s\t%s\t%s\t%s",
dwMajorVersion,
dwMinorVersion,
ipaddr,
computer_name,
user_name,
process_name */

};

struct struc_metadata_41 // version 4.1/4.2 metadata
{

int big_signature; // 0xbeef
int big_size;
char session_seed[16];
__int16 little_ANSI_codepage;
__int16 little_OEM_codepage;
int big_beacon_ID; // up to 0x7FFFFFFE
int big_pid;
__int16 big_port;
char flags; // 1:None, 2:beacon_x64, 4:is64, 8:is_admin
char dwMajorVersion;
char dwMinorVersion;
__int16 big_build;
char bytes[4]; // GetModuleHandleA/GetProcAddress

char gmh[4]; // GetModuleHandleA (low dword)
char gpa[4]; // GetProcAddress (low dword)
int little_IP_addr;
char victim_info; /* flexible length, tab delimited

"%s\t%s\t%s",
computer_name,
user_name,
process_name */

};
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buf C2_REQUEST (http-get.client) transform at 0x584:
- BUILD at 0x58a: 0 = metadata or id
- BASE64 at 0x592
- HEADER (Store data in an HTTP header) at 0x596: b'Cookie'
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dns (version 3cx^me\) DNS Afph] cdn

dns-txt (version 4cx^me\) DNS TXTfph] api

dns6 DNS AAAAfph] www6
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post =  タスク実行結果送信
1f4e9a5b688bb8cf9 = [データに使われるサブドメインの数を表す１文字] + [データ]

2d9039bc = DNS cache data ID
40a3ffe = Beacon ID
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arch Beacon���	�

� (x86 or x64) x86

pipename ���������� externalc2
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type $�% rdll
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set host_stage "false";
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Fox-IT [7] HTTP/HTTPS ��
(NanoHTTPD)
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ZoomEye [8] 
FireEye [9]

HTTP/HTTPS ��

TLS Server Hello"�
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Salesforce [10] HTTPS ��
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Stager�#��!�
&���$���
3+
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DNS/ExternalC25/1�HTTP/HTTPS Stager
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struct struc_config_param_header { 
__int16 id; // 0 is end
__int16 type; // 1:word, 2:dword, 3:buf 
__int16 size; 

}; 
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...
buf C2_RECOVER (http-get.server.output) transform at 0x47e:
- PRINT (Send data as transaction body) at 0x484
- APPEND at 0x488: size = 1522 (0x5f2)
- PREPEND at 0x490: size = 84 (0x54)
- PREPEND at 0x498: size = 3931 (0xf5b)
- BASE64URL (URL-safe Base64) at 0x4a0
- MASK (XOR mask w/ random key) at 0x4a4
buf C2_REQUEST (http-get.client) transform at 0x584:
- _HEADER at 0x58a: b'Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8'
- _HEADER at 0x5d9: b'Referer: http://code.jquery.com/'
- _HEADER at 0x601: b'Accept-Encoding: gzip, deflate'
- BUILD at 0x627: 0 = metadata or id
- BASE64URL (URL-safe Base64) at 0x62f
- PREPEND at 0x633: b'__cfduid=‘
- HEADER (Store data in an HTTP header) at 0x644: b'Cookie’
...
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...
word CRYPTO_SCHEME (1 = disable encryption) at 0x746: 0
(0x0)
...
dword WATERMARK at 0x798: 0 (0x0)
...
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...

buf DOMAINS (C2 URLs) at 0x13a: ajax.microsoft.com,/gp/cerberus/gv

...

buf C2_REQUEST (http-get.client) transform at 0x412:

- _HOSTHEADER at 0x418: 'Host: cdndev94.azureedge.net'

...




�

achpfn-yjlaoknog`oc
• [Cr]g�6�4=�<3r58 1		2T[yof
91rB4ilempNlMi��
• 
��'=��,�=B5."=�A��4�=B5�"=�A��6A 
• �==��6�
!!������6���!!#!=A�4=� 
• 0�4"=#=�A�
'B"6���'B"665�6��6A 

• 
��'=�o�==��6s�+/T.:;Y
1	
21	(2
• 7?FfG=A2ntude

• 0�4"=#=�A�
'B"6ifac6M,rjlaok
nog`ocB4rto^pzEZy
• 
'B"6�)��	���.�#A�C�)��	

��������
��	�
�����
�����
Team Server��

0 50 100 150

Microsoft Azure

Fastly



��

�����	�
����
�����



�!�����
����
��3

� "�!�

��

	
������3��



��

sg`nrTFMa>_9UGdrfi_gr

• sg`nrTd4IJ?J=RHd;YmTYihScgbigF/f
C@TeXYLOKE>?)
• PSENK
• ��	�)��
• ��5)�����
• AdW
• �55�a[ZNK ��4)��
)�5����45��)�()���CA�"B�#A!���C� 
• ���
,���45�	�� �A`Oof]Xd\[tdT 



  

	
����
• bd`otnceuc;9+k4TSoK*>
• _tiv^Ek��
i[umdfK,U
• 2iMo
��lyukXitZqm?�����������levr]fpk
���.����������.����5����� ibJ1s^ZtDkA0
• :kGlevr]fp_Rlafk_huaSe#"?GlyukXit
Zqm4@)aSoCikMo

 	
����_&!M�����������m?&cY=X]cuknIJ
T-aSJ@oSP/_B@



��

�
.)��
��

• �A"# �5!�
(���	1
• �A#� !�&�#� ��6��5��� 3��#"#!�95��A#� �Br?)
• %5!"� ����	M;hK=cte91S
• \afbmcfk^hgvK+Gseok8C6us

• imzlzhaz[hMatm]-*\z_mhAsbiv/2
• imzlzhaz[hAfJT]jad`mgB<WIBv4RT3



)�

US4[�. 5MK/"+C�7"+$"� 	(!��	�	���
 �

• 06�31��-l]ieKbdaorglBiC0I#")/�8/-DEBl=Aa
Fks\`t^i[ufhdih
• US9B"*�8B-1B-M7:/42�iP].���)�
	�)
 �!	��
• TY;V5:g?eSv]Tb



(


21M4���bF]a[?Y ZFABFC

• 4�:1�bF]a[?Y ��(� �������( 
• 21�# C�6#)-#):58.3199/5���(��
���

���



• 6E"ADEBA!A bF]a[?Y ��)���������) 
• 21�# C�6#)-#):58.3199/5��(������������
• 21�# C�6#)-#):/I*+EC#)�20��
(�
	)��� �9SP:��:25
U/5



	(

P20S�)�1-7A! 9�
:��������� 

• ��+!+ _aTaU1-7A! 2
�U�!"*�-


 ^`n[iMg?m`X
rao]`c4VnKVal^K[ky`Za`
• 1-7A! 2
�X4baC1]UAYG=X�)��C+�3+*AB!?�!� )EB
3+�#!*

• P2�!�D�3!*I!*?15�0��[UR?�	�?/1X/T



(�

2/-T
���#��"E&)� ��
:��������� 

• .&�" E�4 A&) ��31C +D#&!);BMIGiE
• 0 ��&B �	�:�noeA09

• 2/6 �A�� EG EA37�2/8]I:���
)�		��	(��:(�
• 1SRPK4?U=EGJcl



(�

9SP=
��3-!BL4E-+"���	�) :�
���������� 

• � C"�/"+BIE)er[yptT_^A?M[UImKP=
• p^sv_yT25Mu[]pIml2E*)C-#k��Mb45;M
�E �CI�6I*AB"��"�D�6"*K"*eC]gicK :���
• :a�"�D�6"*K"*k58�209MbYk�
�k15e1B



��

t]g];UOa
• fdes_nI;U]05Br
• 1D0! ��� ��-CDEAI!���� ��0)#D%*.I*+ ��	 ��6�91��AK"��
• jmenAhS[Y4PMr
• ,58	����
 ��-�� ���� �	

��cbklbklhml ��� �
• 7K!%AIBE
• 93-�	
����� 
• di=R[]N4Rn:Y]puecy]TV?T^CrO
• ,58�� ��
 ��8,
�
���� ��4"A!)2*KL- �	� �	� 



���

��



��

c\e
• 
3,�0����4�����yp�_%k8:i>;
• ��yp�n����s��^gvZnm�v�{wy!_
������46�4iE'th
C._0i
• eM2, ^lGVZSX
������46�4inab�l�vm�xIm
• KF/<+_q�}fnx��mVXbJxT"
• ��,x���  a_
������46�4rlGn?94r��o�o�woSd

• -*_B5
• ����42�0�
�_C$��yp�_13�)A
• |z��wy^gh
���r_0#vto~v��_=@

• o]X_u���s��`�




)

98S:;7 ���( 
8�9�$LL,K.��222��:-�H*�(:�D��H)��(H#�:�L%1!��	�=%K�H1!-4�MK%*#�,-HLH�H(�!)M(:L%H*�,:-L��$4=K!1!*�*!L2%-!�

8	9�$LL,K.��222��:-�H*�(:�D��H)��(H#�L$-!:L�:*:(4K%K�:�L%1!��	�=%K�H1!-4�MK%*#�,-HLH�H(�!)M(:L%H*�,:-L	�2%**L%�(���

8
9�$LL,K.��222��H�:(LKL-%D!��H)�

8(9�$LL,K.���(H#��H�:(LKL-%D!��H)�	��-��	��-��H�:(L�KL-%D!�L!:)�K!-1!-�,H,M(:L%H*�KLM=4�

8)9�$LL,K.��222��H�:(LKL-%D!��H)�$!(,�):((!:�(!��	

8
9�$LL,K.��#%L$M���H)�7,%=!-5:�K�2H31	

8�9�$LL,K.���(H#�?H3�%L��H)�	��-��	�	
�%=!*L%?4%*#��H�:(L�KL-%D!�L!:)�K!-1!-K�%*�L$!�2%(=�

8�9�$LL,K.����1M(�)!=%M)��H)�%=!*L%?4%*#��H�:(L�KL-%D!�L!:)�K!-1!-K�%*�L$!�2%(=��4�MK%*#�5HH)!4!�,:-L�	�:�:�!)��
�	�

8-9�$LL,K.��222�?%-!!4!��H)��(H#�L$-!:L�-!K!:-�$�	�	�����K�:*=:(HMK�!3L!-*:(�=!L!�L%H*�MK%*#�*!L2H-D�K�:*�=:L:�:*=�
:MLH):L%H*�$L)(

8��9�$LL,K.��!*#%*!!-%*#�K:(!K?H-�!��H)�!:K%(4�%=!*L%?4�):(%�%HMK�K!-1!-K�H*�L$!�%*L!-*!L�2%L$�C:-)�!�-)!=:�)	):

8��9�$LL,K.��L2%LL!-��H)�6%�$:(4H�52:-:�KL:LMK��

����(
�(-��-�)�)0K/	�

8�	9�$LL,K.��L2%LL!-��H)�*HL2$%�D!4�KL:LMK��

)�
��
-(
�(�-��	0K/	�



��

<;9=[: �(%
�
:
)��DOO.10%%RRR�0=,#D-+$�(-%!*-C%(	(	%
(%(	%=,=*78(,C#?-!=*O#1O0()$#B-0#BP,#=,##.0-B(O%

:

��DOO.10%%RRR�8--+$7$�-0C%1$=0?D8$1P*O2/1 ((4-!=*O9O0()$ (	3$=?-, (	?-,B(CP0=O(-,1 ((

:
���DOO.10%%/P=)$�)�	�?,%/P=)$%�%0$.-0O5$O=(*2(#1�B?�B$##
/
	).?)!(�?
/�	

:
���DOO.10%%C(ODP!�?-+%9$,O(,$*#6,$%4-!=*O9O0()$7=01$0

:
-��DOO.10%%!*-C�#(#($01O$4$,1�?-+%(	(	%

%	-%
-�.#)%

:
.��DOO.10%%C(ODP!�?-+%171-.B!%+=*R=0$�#$?-#$01%!*-!%+=1O$0%?1�!$=?-,%.0-.$0�!$=?-,�#$?-#$0�.7

:
/��DOO.10%%RRR�?-!=*O1O0()$�?-+%D$*.#=POD-0(8=O(-,#B(*$1

:(	��DOO.10%%C(ODP!�?-+%OD0$=O$S.0$11%+=**$=!*$#?(

:(
��DOO.10%%C(ODP!�?-+%8+=.%8+=.

:((��DOO.10%%-.$,#=O=�0=.(#-�?-+%

:()��DOO.10%%!*-C�?-!=*O1O0()$�?-+%(	
�%
	%

%OD$#?-!=*O#1O0()$#O0(=*1#$4(*#!(O%

:(
��DOO.10%%RRR�=,-+=*(�?-+%!*-C%?-4(##
/#OD$+$1#=0$#!$(,C#PO(*(8$##!7#OD0$=O#=?O-01#-B#4=07(,C#1-.D(1O(?=O(-,



��

=<W[?;  (�)�
:

��DPPL2/��666�B(1$$8$�"KI�!+KC�PD1$ P�1$2$ 1"D�
%
%�%
�P "P("2�P$"D-(04$2�L1K"$#41$2� 22K"( P$#�6(PD�I V$�1 -2KI6 1$�
(-"(#$-P2�DPI+

:
���DPPL2/��28I -P$"�$-P$1L1(2$�!+KC2�2$"41(P8�"KI�!+KC2�PD1$ P�(-P$++(C$-"$�2K#(-K*(!(�1 -2KI6 1$�"K! +P�2P1(*$�LK2

:
���DPPL2/��4-(P)
�L +K +PK-$P6K1*2�"KI�5 P$P�L8T($�#$B1 8����

:
-��DPPL2/��!+KC�-$P+ !�(�%�"KI�!+ "*1KP � -�K!B42" P$#�! "*#KK1�61(PP$-�(-�CK�$-�

:
.��DPPL2/��666�6$+(5$2$"41(P8�"KI�
%
%�	
�	%�+4"*8IK42$�P )
-�"KIL1KI(2$� !+$�#$2*PKL�

:(%��DPPL2/��C(PD4!�"KI�# 1*1)8�C$ "K-

:(	��DPPL2/��P6(PP$1�"KI�4K1!$-2�3-P$+�2P P42�	
	�	
	�.%-�
)
)))-

:(
��DPPL2/��(-2(CDP�)L�-PP2$"41(P8�"KI�LK2P�	%
BV
*�*(8 

:((��DPPL2/��666�"8"1 BP�"KI�#K6-+K #��
0756�9D(P$�
2
%
%%)	
�
%1D(I$1 �8)�	�L#B

:()��DPPL2/��!+KC�P +K2(-P$++(C$-"$�"KI�
%
%�%��(-#(CK#1KL�I +#K"2�"K! +P�2P1(*$�DPI+

:(
��DPPL2/��666�B(1$$8$�"KI�!+KC�PD1$ P�1$2$ 1"D�
%
%�%(� LP)	�(-(P( P$2�C+K! +�(-P142(K-�" IL (C-�42(-C�I4+P(L+$�$TL+K(P2�DPI+

:(���DPPL2/��(2"�2 -2�$#4�#( 18�122�
��





�-

;:8<=V  )�)�
8(�9�%11-0/��444�#C/??S?�=,*��),$�1%/?�1�/?0?�/=%�
�
��&
�?3�0C3?��11�=E?/�)?3?/�$?0�0,)�/4C+!0�02--)S�=%�C+�
=,*-/,*C0?0�4C1%�02+�2/01���=E!,,/�%1*)1&

8(-9�%11-0/��444�)�=�=,�D-�)�=4�1=%�-?,-)?�
�&-�

&:��&�(-�%1*)

8(.9�
%11-0/��444�#0?=�,/�E/�20?/���0�#0?=�&�(�())���03�1�7C?4�&(-
�!,1-�$?0&�=,)2*+0�0?�/=%0�0?�/=%53�1?0�
0?�/=%43�1?0���03�1�2�1?$,/S0

8)�9�%11-0/��444�-�),�)1,+?14,/E0�D-�=,*-�+S�C+�1%?�+?40�
�&.�1/�=EC+$�,=?�+),120�+?4�!,4+),�!?/�E?//!,4+

8)&9�%11-0/��444�3,)?5C1S�=,*��),$�
�
��&&����,=?�+),120�?51?+!C+$�=S�?/�?0-C,+�$?�,-?/�1C,+0�1%/,2$%�#�E?�
4?�0C1?0�

8)
9�%11-0/���11�=E�*C1/?�,/$�1?=%+C.2?0�6&�.����)�

8)(9�%11-0/���),$�=,��)101/CE?�=,*�
�&���
����%C$%�/?-21�1C,+�/?!C/?=1,/0��+!�!,*�C+�#/,+1C+$�

8))9�%11-0/��-�-?/�0??�2$�,/$�&&.��

8)
9�%11-0/���40��*�T,+�=,*��),$0�0?=2/C1S�?+%�+=?!�!,*�C+�-/,1?=1C,+0�#,/��*�T,+�=),2!#/,+1�/?.2?010�

8)�9�%11-0/���),$�1,/-/,D?=1�,/$�!,*�C+�#/,+1C+$�=/C1C=�)�,-?+�4?�


