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Knock, knock, Neo.
- Active C2 Discovery
Using Protocol Emulation

Takahiro Haruyama (@cci_forensics) ..

Threat Analysis Unit . °

VMware Carbon Black
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- Sr. Threat Researcher @ VMware . XEUTALIIHZ
Carbon Black Threat Analysis Unit (TAU) o VP FIALITHIA
'«"1'\* . NIVITTERA
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‘ J « Winnti
b 1 q | e URN=RI>S=7>Y
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o J\AFIUEDEE
o DDINASLAIVEESHEORERR
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BEFR—>3>

e LEIT—332(CFEBC2DI0CHRTR
o« ZXLLID(Z. IoCT(FR<I0A

« MBDOTLAN)—ZFFEIL)
o IROF—LZFEFBEACFTOTOR, FBEEDTL XN —hEZRL TLVR
o AZA=TYNII D ?
« HIFJY—FEH (HydSeven NetWire [1], Winnti 4.0 [2])

o INZADBRYLT DA —fEDHNDS IZERBEIINETENNZIED
— Cobalt Strike [3]
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* Cobalt Strike version 3.13 - 4.2
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D547 > NEREEJ ORI

¢ TLS%EUE} \OZU |<|:|:L;\|:|
» T JA)LRR—KE50050

©®® ® Connect

New Profile | This is the connect dialog. You should use it to
127.0.0.1 connect to a Cobalt Strike (Aggressor) team server.

Host: 1127.0.0.1
Port: 150050

|
|
User: Ineo ]
|

Password: [#e

]‘ Connect l [ Help l



JORIVITA—TY

o FEEUIIANIYNIXUT, Y=/)NF 4 )1 bDILEZIRT
« Oxcafe=0K, 0=NG

struct struc_auth_req pkt
{
int signature; // Oxbeef (big endian)
char pass_size;
struct_auth_payload payload;
};
struct struct_auth_payload
{
char pass[8]; // flexible length (e.g., 8 bytes)
char padding[248]; // padding up to 0x100 bytes (248 bytes in this case)
};

10






HTTP/HTTPS Stager

» Team Serverlc. checksum8JL—J [4] &ii@lcd URIJVAN

GETY/

 ANZIXBCET. BeaconzS50 > 1)l 11— R2EVE

e e.g., 3XQa, 14Jv, gBly, ...
 Malleable C2 profile [5] Ouri_*T{EEOURIZIETETIEECH. .

- Web”

EhN3dUser-Agent(dsiE< (lynx/curl/wget)

while(True):
tmp = random.sample(string.ascii_letters + string.digits, n)
if sum([ord(x) for x in tmpl]) % 256 == 93:

- return ''.join(tmp)

http-stager {

set uri_x86 "/get32.gif";

set uri_x64 "/get64.gif";

12



DNS Stager

« DNS TXTLZ

— R JJIANTDIETS DIV I— M EUS

« DNS Staging(3x86M#HHH— b

« DNS TXTLZ

— NME255/)\1 FUNFTIRLD T, #8EX[C

N E =TI Ry i)
o [ATTWMNERIINF].stage. [CSI-UNFIEIBRAM>E]
e €.g., aaa.stage.hoge.com, baa.stage.hoge.com, ...
o V4. 1BIBF TIIER DY T RXA > ZIBEBIRECH .
« C2 profileddns_stager_subhost

.

LA



DNS Stager (#t)

e #5512, >)lJ—RhbeaconzT1—RUTELT
e V3ETIZ. DNSIZHTTPED/\AJUw RO NI

» Stager(C”reverse_dns_txt"Z#IRLTE. HTTPEENMELITIARE
- v4.0LAP# (&, Stager/Beacon(CTeE2 /B DNSERE

C2 Profile®
dns_stager_prepend
CTHERECO=ZEN R 5.

separator NetBIOS-encoded terminator
shellcode “ , €y
gogo beacon aa






BeaconJORNIIEARTIO—

1. BeaconhMtzw=a> X957 —4 (ReguimRhBUREUIEIR) Z
Team ServerlGx{=E
+ HTTP/HTTPS T TEICE DV TERIMISRE
« DNSTIIBR/REVRIV RETHME (IDDOHTEERIISXIE)
. e.g., checkind¥>R
2. Team ServerhinE
o EITIERUVWIRY (OYUR) hdNnFENZE5H3
3. Beaconh" YR VGEZz 5. TCDEITHERZIXE




w3 AT —HADFEIE
o )\—=23> MEFFIC/HEL, B

RTINS IER

e beacon IDTC/kg
n_u\(L_ D%BU

/S’Z’Jd)g \R IL\’#‘- T

D—

Ui AR 2

—A(&

session seedZztlcAES

a=10 (12%h)

» WY 3> AT —HIERSAD

HEETIESE

struct struc_metadata_314 // version 3.14 metadata
{

int big_signature; // Oxbeef

int big_size;

char session_seed[16];

__int16 little_ ANSI_codepage;

__int16 little_ OEM_codepage;
char victim_info; /* flexible length, tab delimited

beacon_ID_0to100000,

pid,

dwMajorVersion,
dwMinorVersion,

ipaddr,

computer_name,

user_name,

1564,

beacon_arch (1:x64, else:x86) */

17



struct struc_metadata_40 // version 4.0 metadata
{
int big_signature; // Oxbeef
int big_size;
char session_seed[16];
int16 little_ ANSI_codepage;
__int16 little_ OEM_codepage;
int big_beacon_ID; // up to Ox7FFFFFFE
int big_pid;
__int16 big_port;
char flags; // 1:None, 2:beacon_x64, 4:is64, 8:is_admin
char victim_info; /* flexible length, tab delimited
"%d.%d\t%s\t%s\t%s\t%s",
dwMajorVersion,
dwMinorVersion,
ipaddr,
computer_name,
user_name,
process_name */

struct struc_metadata_41 // version 4.1/4.2 metadata
{
int big_signature; // Oxbeef
int big_size;
char session_seed[16];
__int16 little_ ANSI_codepage;
__intl16 little. OEM__codepage;
int big_beacon_ID; // up to Ox7FFFFFFE
int big_pid;
__int16 big_port;
char flags; // 1:None, 2:beacon_x64, 4:is64, 8:is_admin
char dwMajorVersion;
char dwMinorVersion;
__int16 big_build;
char bytes[4]; // GetModuleHandleA/GetProcAddress
char gmhl[4]; // GetModuleHandleA (low dword)
char gpal4]; // GetProcAddress (low dword)
int little_IP_addr;
char victim_info; /* flexible length, tab delimited
"%s\t%s\t%s",
computer_name,
user_name,
process_name */
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HTTP/HTTPS Beacon

o TIAIRTIEZYS A2 AT —HEGET. FRIEITHERIFPOST T1X(E

« CSI1—YI(d. Malleable C2 profile [5] ZFHWT. U’JIZI\X‘J‘JI\’(‘DURI}\
A I\GA=F ANYADIE, 931.:.7 ADISA-F 1) ERIEE

» YILIIT77FIANE, BeaconlCEZFN2I>T1) &/ —RAIBTETEDEHTE
ZIEETED (22747 DIBISICO VT (F 48R

buf C2_REQUEST (http-get.client) transform at 0x584:
- BUILD at Ox58a: 0 = metadata or id

- BASE64 at 0x592
- HEADER (Store data in an HTTP header) at 0x596: b'Cookie’

GET /activity HTTP/1.1

Accept: *x/x*
Cookie: CY6sAk8xdKjnwXx2nl1+2WZeXLjONY6qeOL1hhsE3ClwOdXI1lrsGfavdfagwknCpKeBtF8HMVHMAWS LKYJONQL

+0M17TzTJzh4KqC/RKp+RiKDVWNnCbFANY54hq935YNzMGTLELA6SpD57IrHntvbc1dPSYn10Uxur@/IZLKjc40=

User-Agent: Mozilla/5.0 (compatible; MSIE 9.0; Windows NT 6.1; Trident/5.0; NPQ7; NPQ7)

Host: 172.16.24.2
Connection: Keep-Alive 20
Cache-Control: no-cache




DNS Beacon

« DNS ALJ—RZUIIARNUT, FRIETZR-U2T TS
« [beacon ID].[CSI—YNFIBETBRAM>E]
o Y3 XIT-AHFEELIEELLRL)
o IRVDBECIGUTILEDY RLAEHNZAL,
« JRE -> C2 profile®dns_idlell3&ESNTAE
. FIA4JLNZ0.0.0.0
« 32ADHF -> LEEfEZDNS Beacon®”mode” (U TxorUTiE

HARAI59>0— REFDmode Jabkan YO RALY
http (version 4 TBELL) HTTP

dns (version 3T JAILN) DNS ALJ—R cdn

dns-txt (version 407 JAJLN) DNS TXTLO—R api

dns6 DNS AAAALJ—R WWW6

21



DNS Beacon (X205 7>0-R)

o JRINDDIHZE. 56 4 ATV NzZXor

« XOrdBEDFTH
« N—X{E(X240

Team Serverh

« YT ADAITHIDXRENME -> R—RE |= 1 Y a> XFF —HRIEL,
« mode dns-txt ->R—-X{E |= 2 HRIDFI>0- K

(dns-txt mode) Z&E3k

« mode dns6 ->X—X1E |= 4

Standard query 0x97bb A 308b3dfe.cs42.test.com
Standard query response 0x97bb A 308b3dfe.cs42.test.com A 0.0.0.0

Standard query 0xab97 A 308b3dfe.cs42.test.com
Standard query response 0xab97 A 308b3dfe.cs42.test.com A 0.0.0.

22



DNS Beacon (AXIMA>0—-R, %)

e e.g., dns-txt modeDiFE. BJ RXA>(Capiz D3 TUIIR b
» ALJ—K (FRVIEEROTI—RMEOY A X)
e TXTLO-R (HZ2|52R) dns_idle& Y4 X% xor

Standard query 0x3831 A api.@e3d3d2b.lad@7cfe.cs42.test.com
Standard query response 0x3831 A api.@e3d3d2b.lad@7cfe.cs42.test.com A 0.0.0

Standard query 0x48le TXT api.le3d3d2b.lad@7cfe.cs42.test.com
Standard query response 0x481le TXT api.le3d3d2b.lad@7cfe.cs42.test.com TXT

Type: TXT (Text strings) (16)

_(Ij}ass: IN (o>_<0001) g {bENIEARDIBER
ime to live: 1

Data 1 (baseb4-encoded)

23



DNS Beacon (F—45DiX(E)

R \

o WA XAT
AU TEE

—4 or JR)E THESR%Z. DNS ALJd-FOUJT

« TAFHTRALUICEEND

Standard
DD, Standard
AR F—H Standard
vy — Standard
ﬁg{ﬁ Standard
Standard
Standard
2RXID Standard
9*‘.-77/']_ N Standard
Standard
Standard
2R ELT Standard
$ZLRIX(E Standard

Standard

query
query
query
query
query
query

query
query
query
query
query
query
query
query

180.0d8f494b.1ad07cfe.cs42.test. com
response 0Ox83ee A www.180.0d8f494b.lad@d7cfe.cs42.test.com A 0.0.0.0
Oxe8ce A 41bfa81c1e641296221af4d2ea402e1a4be72f6a2 .Cfe75b630a286b6¢
response Oxe8ce A www.41lbfaB8lcle641296221af4d2eadB2eladbe72f6a2.cfe75b¢
0xa9c5 A|wwwl13d46c1532710a55bcdef88Fcoab1df19b7a7ba90663531cc. 28494t
response 0xa9c5 A www.13d46c1532710a55bcdef88fclabldf19b7a7ba90663531cq
0x3831 A api.0@e3d3d2b.lad@7cfe.csd42.test.com
response 0x3831 A api.@e3d3d2b.lad@7cfe.cs42.test.com A 0.0.0.48
0x481le TXT api.le3d3d2b.lad@7cfe.csd42.test.com
response 0x48le TXT api.le3d3d2b.lad@7cfe.cs42.test.com TXT
0x996e A 30.0448209c7.1ad@7cfe.cs42.test.com
response @x99be A post.130.0448209c7.ladd7cfe.cs42.test.com A 0.0.0.0
0x249b A|post.R4cfc87073acab0d6d617241579129491ad24176a0e214629.da2442.
response 0x249b A post.24cfc87073aca60d6d6f7241579129491ad24f76a0e21‘E!4




DNS Beacon (7—5MiX{E. %)
o TAEERFOHT RA(>DORZI

v Queries

v post.1f4e9a5b688bb8cf9.2d9039bc.40a3ffe.beacon.cs40.com: type A, class IN
Name: post.1f4e9a5b688bb8cf9.2d9039bc.40a3ffe.beacon.cs40.com
[Name Length: 55]
[Label Count: 7]

Type: A (Host Address) (1)
Class: IN (0x0001)

25
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External C2 ORI

e third-party C2JOMLIEI—HBERISRHTEL)
* e.g., DNS over HTTPS [6]

e third-party controlleréTeam Server®EIOIORIILIETCP
o« frametl(IN3S > TNRIA Y NEED
o J\WIFHAZX (UNVI>T17>4)N48) + J\vI7
« BEMRIBE. "F—=E"OXFI/\vIraSOAT IV EHREIXE

x— &t BA T+ ME
arch BeaconMD 7 —FT 4 F v (x86 or x64) x86

pipename ZHITE/N TDEFHI externalc2
block ISERIZR RV EHRZFOEM (T U 100

type *{EH rdll

27



External C2 JOMIIL (%t)

» AT 32 BIMDE(SE. third-party controlleri*“go”
frameZiX{=9 3¢ T, Beaconz45>0—R

« LW 3 AIT A, FRATBEREZDFERDODEDE. [EUframe
iz eaelildiey g

00000000 08 00 00 00 61 72 63 68 3d 78 36 34 .+..arch =x64
0000000C Of 00 00 00 70 69 70 65 6e 61 6d 65 3d 66 6f 6f ....pipe name=foo
0000001C 62 61 72 @9 00 00 00 62 6c 6f 63 6b 3d 31 30 30 bar....b lock=100
0000002C 02 00 00 00 67 6f

00000000 00 de 03 00
00000004 4d 5a 41 52 55 48 89 e5 48 81 ec 20 00 00 00 48 MZARUH..
00000014 8d ld ea ff ff ff 48 89 df 48 81 c3 af 49 01 00

28






ﬁ:\\ Takahiro Haruyama
¥, Wy ©@cci_forensics

"Knock, knock, Neo" through Cobalt Strike protocol

VA — N EBR

Cobalt Strike View Attacks Reporting Help
¢ BIEILPU BN 7o B

ner user comp. arch

!

beacon> checkin

[*] Tasked beacon to checkin

[+] host called home, sent: 8 bytes
Wake up, Neo...

beacon> getuid

[*] Tasked beacon to get userid

[+] host called home, sent: 8 bytes
The Matrix has you...

beacon> pwd

[*] Tasked beacon to print working directory

[+] host called home, sent: 8 bytes
Follow the white rabbit.

beacon> ps

[*] Tasked beacon to list processes

[+] host called home, sent: 12 bytes
Knock, knock, Neo

[MATRIX] trinity */777 last: 795ms
b

eacon>

F8110:37 - 202068158 - Twitter Web App

30



AFED7TO—F

» StagerJOMIIVICTA—DRAT B [4]
« FEMNCEMI D
e BeaconJOMINDIZIL—2a3CSI1—HICTIH NI L)

o SREEDSORTF 1T #AEZ EEELRL)
o DAV RNREETJOMNIIADRF v IO A1 > i1 TDEEAREHIEL

o RARFNZ (TS

=B v llul]

« HTTPLRARZZAPTLSD/\> RS 144, DNS ALd— ROIGEICEDCE
C(FERRA%Z 0 (CTERL
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ARFED7TO-F (i)

» StagerOMIJL (HTTP/HTTPS/DNS/ExternalC2) (&>

TBeaconz47>0—RU. €O J4J &M IS

- Stagerzf#3)(CIBC2 Profiles%iE (version 3.5. 1)

« HTTP/HTTPS/DNS StagerhMERN(CRSD
» External C2Mstaging(dEXNC TSR

set host_stage "false";

AN BRI ER

#HN Ui ad. BeaconZALE 9 31

« KFDTeam Server(dFHEEDZHICBERNCUIZEE ?
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ERF

M= YN bIn TR ERfRAN e
Jakran

NanoHTTPDDZEE)IZ Fox-IT [7] HTTP/HTTPS & Y 3.13T{E&1E
EOoOCHRYE (NanoHTTPD) S
HTTPL AR R ZoomEye [8] HTTP/HTTPS & Y
ANy F[ZEDSHRE Firekye [9]
TLS Server HelloL X Salesforce [10] HTTPS H L JARM Z 3 B
RURIZEDCKRE (RL/NN—3 Y

DJava web server)
StagerZ70 baJLZx  [11][12] [13] HTTP/HTTPS 7z L 450-781
FEot=a>2445 [14][15] (1R F v )

.I--III:I:II

DNS/ExternalC2k ¥t hts. HTTP/HTTPS Stagerld & T4 HE & LLER
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Beacon®1> 1 {&E&

» FANUIE\AFUREIE
» ZVT1J1BIF 6 )81 hOAYFZERFD

struct struc_config _param_header { o typeb‘bufd)i;z.:. BATFouvgnh
__intl6id; //Ois end

. |
__int16 type; // 1:word, 2:dword, 3:buf X5
__intl6 size; . transform data
¢ « HTTPEXE

o JOCRAS1I33ENTE

35



transform data

« JOVRXA>>1933> transform data (Z3> 7)1
« 12>17>3>1—ROprepend/append
e BRIE 4)\(MMNIAXIBER+T—F

« HTTP transform data (F&FHAX
e I I(HEERD, BtransformiBDAYAS (E 4 N1 FDIDDH
o IDCE(CHAT A ZXNERD. AVIDHDIDHHD

« transform IDH'EIUTHE. ERBtransform dataThnid. EOFRHE
B2 KD

. e.g., B—)UZ (C2_RECOVER) vs Ty a> X957 —4%(E (C2_REQUEST)

36



B 72 FIN—H— 116][17][18] EDIELN
e 5¥T/\—23> 00> J(JBIC G, ZFHTTP transform data%

e A4

buf C2_RECOVER (http-get.server.output) transform at Ox47e:
- PRINT (Send data as transaction body) at 0x484

- APPEND at 0x488: size = 1522 (0x5f2)

- PREPEND at 0x490: size = 84 (0x54)

- PREPEND at 0x498: size = 3931 (0xf5b)

- BASE64URL (URL-safe Base64) at Ox4a0

- MASK (XOR mask w/ random key) at Ox4a4

buf C2_REQUEST (http-get.client) transform at 0x584:

jquery C2 profile [20]
(X BN —AFER

- HEADER at 0x58a: b'Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;q=0.8'

- HEADER at 0x5d9: b'Referer: http://code.jquery.com/'

- HEADER at 0x601: b'Accept-Encoding: gzip, deflate'

- BUILD at 0x627: 0 = metadata or id

- BASE64URL (URL-safe Base64) at 0x62f

- PREPEND at 0x633: b'__ cfduid="

- HEADER (Store data in an HTTP header) at 0x644: b'Cookie’

37
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Team Serverz

Internet
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Internet-widelcTeam Serverz B D(F3/z8(C

« A=y IO I\ZI)I/ 7I'\ NDIETE
« DNSEUSHMER— (CZEE D] HE
. HTTP/HTTPS
« BEDI>STM NELR—K
« 1BEDBeacontRAENSD/— &R [20]
. twittercORR
. fifEHK(ICLBStagery OV EE>EO> D44 [14][15]
« External C2
o EICHYERRICTAMNLTHB
o =4y IR (EIBPIT(FEEUSEIIBEZ DN 15—/ HMRES




Internet-widelCTeam Serverz BDI3318(C (%t)

e A—=TUINANIZ NDOEUS
o UVIAA LFEZKOHBDDTHNIBESER (e.g., Zmap [21])
« BIRCTITSRVWESY — RN\ —F/HECTRL TLVBUANZ{ES (e.g.,
Rapid7 [22])
- TAEHREIRORIZIFS TERN THIFT
« IXSTTDERL
o TCPR—=XADYI)IAMITorzi@9
o UDPR—ZADUIIAMIEZILVPNZES
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ReTETJORLBIEIS

- EURIEAR
+ 2020/02NBIRTEE T

« Team ServerDZRET2%
» 6,336 (IP/port1=—7)

W HTTPS WM HTTP EDNS M ExternalC2




0> 4 BICE DL 4E

 version 3.8 LRI,
WATERMARK (Customer

ID) 72U [19]

« version 4.1 DIBF(E. ER(Z
2\ \a]8eEHD

w40 m4.1and later m3.14 m3.9-3.13 = 3.8 and below




J=7-0397ROENS

« LI'F®D 4 DMDCustomer

ID(X. U= -J5v)iEH
1873433027
305419896
16777216

1359593325

» customer ID = 0
M 305419896 O (trial&cracked) m 1873433027 . I\alr)v)l/mi@(iasr_yb\\

W 16777216 1359593325 mFDh




297087147 VAR

I\7*( PILHRDIHE . version 3.6 &(%. BeaconDHRIZELT
S{tHofflcidd [23]

: :|>74’7“1‘|Eo> SETTING CRYPTO SCHEME = 1

o NSAVIVIR &3.6LAFT. HEENOCR>TLSTeam Server
Hin the wild(CZEIFE

word CRYPTO SCHEME (1 = disable encryption) at 0x746: 0
(Ox0)

dword WATERMARK at 0x798: 0 (0x0)



1 AFv>B0OHEHOHER (well-knowndDd)

900

3800

700

600

500

400

300

200

100

0

- P ==C— ® —C= o ® =0

Feb-20 Mar-20 Apr-20 May-20 Jun-20 Jul-20 Aug-20 Sep-20 Oct-20 Nov-20 Dec-20 Jan-21
HTTPS/443 -=—HTTP/80 -=~DNS/53 -a=ExternalC2/2222
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HTTP/HTTPS 1XF+v>4EELLES (2020/12)

iz ||

Michael Koczwara z< as @Mich: a - 202
| mapped active Cobalt Strike servers in the wild (over 450) Some of
them could be legit Red Team Ops. However, the majority probably
belongs to APT/Ransomware groups.

1 1 I | i 3 I J
Tl T aVaTe 1l ~ w4y J e~ res M b st e~ /Y
alaladi~Nalalalali~Nala Jalg~¥ ichoaaoatre/n

%;?46"&2” - whickey @notwhickey - 20204128 5|

Q"g U | attempted to extract #CobaltStrike Beacon configs from #JARM scan
data (11-25 & 12-04) collected by ,,,,, -utler on port 443 for hash
O7d14d16d21d21d07c42d41d00041d24a458a375eef0c576d2337bab9a

ofb1’
| extracted|503 configs in JSON; you should block C2s:

Based on the same code, | have scanned the 3424 servers identified with JARM in

Shodan, | have scanned them all using this script and found erving Cobalt Strike

beacons. https://www.randhome.io/blog/2020/12/20/analyzing-cobalt-strike-for-fun-and-profit/

[11] 450
EEN— N AFv>
(HTTP/HTTPS)

[12] 503
443DIHAFV>
JARMA—X
(HTTPS)

[13] 520
BER— M X+ v>
JARMA—2
GINS)

48



HTTP/HTTPS 12+ MHRELEE (2020/12. %)

CD ﬁ]iﬁﬁﬂ:}? | Z()on]Ey@ Home Component Explore Discover Topics Business Shared Developer Privatization

"CobaltStrike Beacon configurations” Q Search Helper

165.22.37.148 ©

CobaltStrik eacon

N
BeaconType: 0 (HTTP)
g [14] 568
Polling: 12000

Jitter: 35 44 ~
tials.com,/u/vercheck,165.22. “ /

C2 Server: update03.microsoft-essentials

| HTTP Method Path 2: /u/version status
Methodl: GET (l ITTP/I ITTPS)

Method2: POST
Spawnto x86: $windir%$\syswow64\svchost.exe -k netsvcs

80/http IDC

Spawnto_x64: %windir%\sysnative\svchost.exe -k netsvcs

Total of 777 CobaltStrike standalone IPs and|781 **Beacon C2 addresses ( [15] 781

Some of the loCs are as follows. EBEN— b2 AtTv>
https:/quake.360.cn/quake/#/reportDetail 2id=5fc6fedd191038c3b25c4950 GIRYGIRLES))
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RAA>J0>74>%

CONETON—T1J2EBRHI3TI=Y) [42]

. HTTPSiEE'C\pNS’JIUc‘\:\TLSODSND«r—)I/ RCEZRCDNDORAL> HTTPD
HostAWAICINEB DY —/)\RAL>ZIETE I D

« WHD RN EILCDNASTRESN COME, HTTPSO#E#c e HEZZCDNT
o CH. EFEDBEZINEZDOY —/\[CFRmXTES

Cobalt Strike TOHOStAYA % TE

« Malleable C2 Profile [43] -> HTTP transform data

« GUIXZ1— (C2 Profilei&E%z LEZE) -> 1>J41/J1E (ID=54)

buf DOMAINS (C2 URLs) at Ox13a: ajax.microsoft.com,/gp/cerberus/gv

buf C2_REQUEST (http-get.client) transform at Ox412:
- HOSTHEADER at 0x418: 'Host: cdndev94.azureedge.net'
50



AT —ATRDIRXA>I0274>9

- BEDELBeacontRADREE [44](CLDE.
BUFORBRAMASY—ITofEh ..
« Amazon CloudFront (cloudfront.net)
« Google App Engine (appspot.com)
« Microsoft Azure (azureedge.net)

« Amazon&Googleld 2 &/ SRIF

0 50 100 150

Microsoft Azure

Fastly [45][46]
- AT 1. 2HRRETEEFHER
48PS ch 58] & A7 « Microsoft Azureh'. #LHIEARIFFD A>T

KA T7AVTF 4T EhTND 0T T ERDFEAER LD
Team ServerM#X  Azure = 140, Fastly = 24



RtEMicrosoft(EXFsRURUN ?

.. Tim MalcomVetter ¥ @malcomvetter - 201938218
Opinion: Red Teams use domain fronting more than FIN/APT groups.

Why? Because red teams have to follow more rules when acquiring
callback domains. We can't reuse third party victims.

Also, because categorization and aging are hard, requiring discipline &
planning.

QO 1 1 30 ) 112 s

( ) Andrew Thompson
\

A /J' @anthomsec

RAE 5L @malcomvetter= A

| agree with your opinion. | see domain fronting with
Cobalt Strike and Empire use regularly, and almost always
it is authorized actors. We can also consider the fact that
a lot of domain front-able domains exist within
"legitimate” IP space, where bad largely doesn't operate.
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1> (T BEICED LI

A J4JEQIE SN, $FTED

WD AAZENTZWD ?
- BRNEHR

PUBKEY

« WATERMARK
.« TOAH

BRrN )5 —-

= 2= 100} | el %7

F > R=INHED

« HTTPAWAIE#R (USERAGENT, HOST_HEADER, transform data)
« PROCINJ]_STUB (jard7A LN\ AD)\w= 118)



PU

e WS AT —HIG

BKEY

SACICENDN S FnE

e 1> 74 RICDERIA—NYNTIRTF

e JGEIRDHRSAMD-A
.cobaltstrike.

s (RICZEDT AL NABIRANIIE —2N 5

1)

—Pp

(=}

I INTUV\BE]EES

BV EIENBE(CIRD
UBKEYh' E—#RTeam Server(f. BIUBRLZIH—CEDT

=0

F—NR7I74 )&, Team ServerODTﬂ/’J NJ(C
beacon_keys &L TH]

R,

%0)“

F—/N\J)J7
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WATERMARK

« customer ID [19]

authorization file (cobaltstrike.auth) Hh53hH
version 3.9l [F CERINIL HH

e PWIFT—NJOJ 7 %ETIBRENNAENEDNS
— )< D9IRTIRINIZE, B—799—THdEZAREL

o |

o |

=)DV IRTHOTH. LYRF—LNIREEN

X pll T e
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23FIZEHI1: Mustang Panda [24] (2020/03)

« COVID-19%Z7—YEUITI71 )V %
BR3IREAFT—JFvoR—>

16

(C. Cobalt StrikeZz @

« NfTeam Server®PUBKEY(C—%X: 185.62.56[.]217

» BRMERKI TR IT147



NRSBH2: I2HLADIT7 122726

« MAZE 5>5 L0177 [25] (2020/05)

« N Team Server®PUBKEY(C—%X: 152.89.244[.]48
« Sodinokibi 2> AD17 [26] (2020/06)

» N Team Server®PUBKEY(C—%X: 5.101.1[.]202

» N Team Server®Customer ID (452436291) (. BID19DIP
H—EX
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/NBAEEHI3: PyXie [27] (2020/11)

- Vatet O0—%—. PyXie RAT. Defray777 35 LADI7NDZ
X—2A2%EIVAIN =351 LFv>oR->
» PyXie RATHMEDONBRIL. (FEAENCobalt Strike®Beacont®
Stager

« /N Team Server®PUBKEYI(C. BID151DIPH—EX




NFEHI4: Blackrota [28] (2020/11)

« Docker Remote API%zexploitd3/\wI Ry
« Geacon [30] R—ADEE

« NfTeam Server®PUBKEY(C—%X: 187.33.236[.]62
« BRMERIFRRCRIZTIT147
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73HSBHI5: LuckyMouse/TA428 [29] (2020/12)

» Able Desktoph'H T34/ F1—> W EE(CERAINIZEH

e 1AM =SEITEFICTTIOMENBKorplugDC2(C. EIRFHA(C
Cobalt Strike Team Serverh &L Tz [31]

« Y% Team Server®PUBKEYI(C. BID253DIPH—EX
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@O CIOYNEE =]

« LY NI BHIELFHDIPHEEL
« Kiya [32], Chimera [33], IndigoDrop [34], RYUK, etc..

e h—MZRIA T HBF R 2EL
« APT41 [35], CVE-2020-14882 AFv>Fv>~R—> [36]
» StagerfEx)

« UNC2452 [37]

- FUHIHARISND ., BFREIMESB S EIRE DB HE (F(FEELLY
« APT10 [38], TA505 [39], OceanLotus [40][41]
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XD

« Cobalt StrikeZJOM IO ITHERZHER

7°I]£I\OZ)I)I/I S1L—32aUICdHO T 19—y EDTeam ServerzFE R 93
FEDZES

. EJ%/HUHHFeﬁEJ(J’%@JLFCL\RTeam ServerZz. (FEU7)LAA LATHEHE
ERIGRIOY -\t T IOV TR
« 1 FRT6,300#BDTeam Serverh 5@, @BFZENN -7 - Do3vIiEH
« SIEDRE
« External C2OBEIJONIIOFEE - K
o \Z—RyMZLBCSI—HDEITIRIINT—>2DURE
o« HIRITCOVI1—>3>(F 7

AT
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