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@ MacOS Artifact Collector (macosac)

Forensic Artifact Collection Tool for macQOS
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AutoMacTCDFirefoxt1—J)V CILo—
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% automactc — -bash — 120x45

ermacforensics:automactc macforensics$ sudo python2.7 ./automactc.py —-m firefox -o ../automactc_out/ -nt

automactc
automactc
automactc
automactc
automactc
automactc

51, in modExec\n
n2.7/importlib/__

INFO
ERROR
INFO

Started automactc (v. 1.0.0.3) at 2019-12-26 06:47:05.906552+00:00.
IPv4 not available, recorded as 255.255.255.255.

Going to run in low CPU priority mode.

RunID N/A

mod_firefox_v102 falled ['Traceback (most recent call last):\n File "./automactc.py", line 3

import_module(modImport)\n File "/System/Library/Frameworks/Python.framework/Versions/2.7/1ib/pytho

init__.py", line 37, in import_module\n

import__(name)\n File "/Users/macforensics/forensic/autom

actc/modules/mod_firefox_v102.py", line 241, in <module>\n module(firefox_location)\n File "/Users/macforensics/fore
nsic/automactc/modules/mod_firefox_v102.py", line 215, in module\n get_firefox_version(c)\n File "/Users/macforensic
s/forensic/automactc/modules/mod_firefox_vi@2.py", line 56, in get_firefox_version\n ver = config.get(\'Compatibility
ALY lastver510n\ )\n

automactc
automactc

INFO

Flle "/System/L1brary/Frameworks/Python framework/Ver51ons/2 7/11b/python2 7/ConflgParser py", 1li

Finished program at 2019-12-26 06:47:06.040406+00: 99
Total runtime: 0:00:00.133854.
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macosackBUT/LINIICAEET D
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s FIAIROHTIVIANIAppendix 1208

1 [mru]

2 f-l:-_hmwﬂpplicatim Support/com.apple.sharedfilelist/*.sfl

2 file1l 2 Users/*/Library/Application Support/com.apple.sharedfilelist/*/*.5f1

il Tilel 3 =pfomdobalonlEilibosmelion) ot oot fcom oo Lo chonadfilol Sob did* _ofl

& file2 1-= IUSEPSI*Ileﬂaryfhppllcatlun Support/com.apple.sharedfilelist/*.sf12

6 Tile2 2 ="FUsers/  FLiUrdry/Applicd I SUPPUTELS Ll dpple . slhidredi 1ielis oy f osrid

7 file2 3 = fprivate/var/*/Library/AppY goSupport/com.apple.sharedfilelist/*/*_sfl2

_3 i_i-—f_l = IUS:.EPSI*ILibr‘ar}f{CDnt T—F4 I RN ITAIND I . securebookmarks.plist -
g ile3 2 = fprivate/var/*/Libran ('j’f}HQjJ—FiEEﬁ,D\\EJAb ces/* _secureboolmarks.plist
18 file4 1 = fUsers/*/Library/Pre RE

11 file4 2 = fprivate/var/*/Library/Preferences/com.apple.finder.plist
i . file5 1 = fUsers/*/Library/Preferences/com.apple.sidebarlists.plist
13 fileS5 2 = fprivate/var/*/Library/Preferences/com.apple.sidebarlists.plist
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® mMacosacDEE (5) - )\WIFTYTF—ANDTIEAFE

O o Time Machine/\WJ 7y DR

$ tmutil listbackups

/Volumes/TimeMachine/Backups.backupdb/ermacforensics, 2019-06-13-195104
/Volumes/TimeMachine/Backups.backupdb/ermacforensics,2019-07-04-154843
/Volumes/TimeMachine/Backups.backupdb/ermacforensics,2019-07-19-194030
/Volumes/TimeMachine/Backups.backupdb/ermacforensics, 2019-07-25-120411
/Volumes/TimeMachine/Backups.backupdb/ermacforensics, 2019-08-01-004740

o O—NIVAFYT >3y bDME

$ tmutil listlocalsnapshots /
.apple.TimeMachine
com.
com.
com.
com.

com

apple.TimeMachine
apple.TimeMachine
apple.TimeMachine
apple.TimeMachine

12019-12-26-121648
.2019-12-26-131643 .

W/7 77w
.2019-12-26-141643 )Ny 7yTBES
.2019-12-26-151643
.2019-12-26-161644
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) o O—HILAFYISayhDNYI> K
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$ tmutil mountlocalsnapshots /

Mounted local snapshots: (
"/Volumes/com.apple.TimeMachine.localsnapshots/Backups.backupdb/ermacforensics/2019-12-26-151643/Macintosh
"/Volumes/com.apple.TimeMachine.localsnapshots/Backups.backupdb/ermacforensics/2019-12-26-141643/Macintosh
"/Volumes/com.apple.TimeMachine.localsnapshots/Backups.backupdb/ermacforensics/2019-12-26-191644/Macintosh
"/Volumes/com.apple.TimeMachine.localsnapshots/Backups.backupdb/ermacforensics/2019-12-26-131643/Macintosh

HD",
HD",
HD",
HD",

o O—RIVAFYIT Sy D7

$ tmutil unmountlocalsnapshots /

Unmounted local snapshots: (
"/Volumes/com.apple.TimeMachine.localsnapshots/Backups.backupdb/ermacforensics/2019-12-26-191644/Macintosh
"/Volumes/com.apple.TimeMachine.localsnapshots/Backups.backupdb/ermacforensics/2019-12-26-181644/Macintosh
"/Volumes/com.apple.TimeMachine.localsnapshots/Backups.backupdb/ermacforensics/2019-12-27-104519/Macintosh
"/Volumes/com.apple.TimeMachine.localsnapshots/Backups.backupdb/ermacforensics/2019-12-26-121648/Macintosh

HD",
HD",
HD",
HD",
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® mMacosacDEE (10) - 7—F1IT7 MNARFESE

? o DMGHBEADZIAIY > K5I

$ brew install libewf

$ hdiutil attach -nomount ermacforensics 20191010 171704.dmg

$ diskutil list =¥ b L1=DMGD T /31 R4 #HER

$ ewfacquire -t evidence -v /dev/disk4sl -/dev/disk4slh 5evidence.EQ1 & {ERL
$ hdiutil detach /dev/disk4

o FEANTISREASMNDORANTERITI DL
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® User Consentlc&d7ItEXHIE (1)

O o —EBDIANACIZUser Consentlc LB

YO ZAFHIENANDIOTLS

o FIVT -2 1-HDTFANS—CEN3ET
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95tF1 )7L —-LT—)
macOS 10.13 High SierraAB& CERFE

o roottEPR CTHVITAITBIEIETER)

ermacforensics:~ macforensics$ sudo ls -al ~/Library/Safari/

Password:
ls: : Operation not permitted
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User Consentlc&B 7 AHIER (3)

* Photos

e\ .
1 | Reminders
L=

Automation

m Analytics

@ Advertis

General

Security & Privacy

FileVault  Firewall W

Allow the apps below to access data like Mail,
Messages, Safari, Home, Time Machine backups, and
certain administrative settings for all users on this Mac.

Advanced...
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macosacIN>RIA>ATZa> (1)

° -o/--outputdir H
O WAHFET4LIN (FIAIE : macosac.pyeEUTLIR))

© -t/ --outputtype \
b BREFEREK dir/dmg/ro-dmg (FI#)Lb : dir)
© |/ --list ‘
B macosac.inid7AIUEEhENTLWB AT IVEFRRIT D

°© -c/--categories :
5 ABELEATIVOT—F1I7I N IP AN OFHIESS (FIAILN : all)

© -|s/ --localsnapshots

O APFSO-HILAFYITSay M INETRICEDHD
©  -tm / --timemachine

B Time Machine/\WI 7y ZINEMRICZHS

© _ts/ --timestam
O UNERIBHDZI\YI TV THESZIEET D

©  --use-builtincopy o
B rsyncARNODICEIL M >OE —HgEZ{ER TS
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® macosacdX>YRIAIAT3> (2)

0 ° macosacE{TI

$ sudo python2.7 ./macosac.py -t ro-dmg -o ./out/ -tm -ts 2019-12-01-090000

o TCONFIVOT7—T4IT7) Mz URET S

s oUtTAL I NILLTFICDMGTARIARA—S%AERR T
7|

o IRTFEAN—DICHB T —T4T7) M2019F12H1
H oBFLURRIC/ERR SN Time Machine/\wo 7w
NO7 —F4I7 NeDMGICIE—9 3

= JE-5E 7. DMGZFHMAHFER(CEIRT S
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@ mMacOS Artifact Collector Demo

macosacEAutoMacTCOEE
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Icon made by

mMacOS Artifact Collector Demo (1)

) FEIRE(VMware Fusion)

macOS 10.14
EEESOEY VAN

MAacosac

USBRSAJICDMGEVERRL T,
7—T4J7)NedE -

phatplus from www.flaticon.com

macOS 10.15
EEATFRA B

AutoMacTC

USBRZAJICURELL
7 —=T4 7)) NafET
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mMacOS Artifact Collector Demo (2)

Lo INELET—F4T7) N

— mojave_20200114_125917

artifact_file_stat.csv copy_artifact_files.log

o artifact_file_stat.csv |
o JE-RIOT—T4I77 MOMACBIA LIREDXFEH

o copy_artitfact_fileslog
o V=4 J7) N NIE-BFOENMEDY
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mMacOS Artifact Collector Demo (3)

D N artifact_f

file_path

fUsers/macforensics/Library/Application Support/com.apple.sharedfilelist/com.apple.LSSharedFileList.RecentDocuments.sfl2
/Users/macforensics/Library/Application Support/com.apple.sharedfilelist/com.apple.LSSharedFileList.ProjectsItems.sfl2
/Users/macforensics/Library/Application Support/com.apple.sharedfilelist/com.apple.LSSharedFileList.FavoriteVolumes.sfi2
fUsers/macforensics/Library/Application Support/com.apple.sharedfilelist/com.apple.LSSharedFileList.FavoriteItems.sfl2
/Users/macforensics/Library/Application Support/com.apple.sharedfilelist/com.apple.LSSharedFileList.RecentApplications.sfl2
/Users/macforensics/Library/Preferences/com.apple.finder.plist

/private/var/log/asl/BB.2020.07.31.G80.asl

/private/var/log/as|/BB.2021.01.31.G80.asl

/private/var/log/asl/2020.01.14.G80.as|

/private/var/log/asl/BB.2020.08.31.G80.asl

/private/var/db/com.apple.xpc.launchd/disabled.248. plist

/private/var/db/com.apple.xpc.launchd/disabled.501.plist
/System/Library/LaunchAgents/com.apple.mdworker.shared.plist
/System/Library/LaunchAgents/com.apple.storedownloadd. plist
/System/Library/LaunchAgents/com.apple.parentalcontrols.check.plist
/System/Library/LaunchAgents/com.apple.AOSHeartbeat.plist
/System/Library/LaunchAgents/com.apple.icloud.findmydeviced.findmydevice-user-agent.plist
/System/Library/LaunchAgents/com.apple.powerchime.plist
/System/Library/LaunchAgents/com.apple.installandsetup.migrationhelper.user.plist
/System/Library/LaunchAgents/com.apple.rapportd-user.plist

/Svstem/Librarv/LaunchAaents/com.apple.AirPlavUlAgent.plist

) o artifact_file_stat.csv

m_time

2019-07-25 10:31:14.927094 UTC+0000
2020-01-14 01:35:49.060661 UTC+0000
2020-01-14 03:52:26.291068 UTC+0000
2019-07-25 10:27:31.864653 UTC+0000
2020-01-14 03:32:25.040301 UTC+0000
2020-01-14 03:53:38.543970 UTC+0000
2019-07-30 07:42:40.516346 UTC+0000
2020-01-14 03:32:23.556804 UTC+0000
2020-01-14 03:59:12.848801 UTC+0000
2019-08-27 10:07:06.262822 UTC+0000
2019-07-25 10:18:31.623546 UTC+0000
2019-08-27 10:07:06.246417 UTC+0000
2019-04-26 06:29:10.000000 UTC+0000
2019-04-26 06:21:44.000000 UTC+0000
2019-02-23 06:24:13.000000 UTC+0000
2019-02-25 02:50:09.000000 UTC+0000
2019-04-08 02:57:38.000000 UTC+0000
2019-02-23 05:25:31.000000 UTC+0000
2019-05-01 04:41:08.000000 UTC+0000
2019-04-16 02:18:25.000000 UTC+0000

2019-04-27 03:38:47,000000 UTC+0000

Open with TextEdit

2020-01-14 03:59:18.379810 UTC+0000
2020-01-14 01:35:49.060540 UTC+0000
2020-01-14 03:52:26.290950 UTC+0000
2020-01-14 03:59:18.380134 UTC+0000
2020-01-14 03:32:25.040193 UTC+0000
2020-01-14 03:59:17.967248 UTC+0000
2020-01-14 03:59:18.380329 UTC+0000
2020-01-14 03:32:23.498463 UTC+0000
2020-01-14 03:32:23.498367 UTC+0000
2020-01-14 03:59:18.380526 UTC+0000
2020-01-14 03:59:18.380592 UTC+0000
2019-08-27 10:07:06.045571 UTC+0000
2019-04-26 06:29:10.000000 UTC+0000
2019-04-26 06:21:44.000000 UTC+0000
2019-02-23 06:24:13.000000 UTC+0000
2019-02-25 02:50:09.000000 UTC+0000
2019-04-08 02:57:38.000000 UTC+0000
2019-02-23 05:25:31.000000 UTC+0000
2019-05-01 04:41:08.000000 UTC+0000
2019-04-16 02:18:25.000000 UTC+0000

2019-04-27 03:38:47,000000 UTC+0000

c_time

2019-07-2!
2020-01-1«
2020-01-1«
2019-07-2!
2020-01-1«
2020-01-1«
2019-07-3(
2020-01-1«
2020-01-1«
2019-08-2:
2019-07-2!
2019-08-2:
2019-07-2!
2019-07-2!
2019-07-2!
2019-07-2!
2019-07-2!
2019-07-2!
2019-07-2!
2019-07-2!

2019-07-2!
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mMacOS Artifact Collector Demo (4)

) o copy_artifact_files.log

S0 copy_artifact_files.log Open with Console th

2020/01/14 :59: receiving file list

2020/01/14 03:59: cd+++++++ Applications/

2020/01/14 :59: >f+++++++ ._Applications

2020/01/14 03:59: cd+++++++ Library/

2020/01/14 :59: >f+++++++ ._Library

2020/01/14 03:59: cd+++++++ System/

2020/01/14 :59: >f+++++++ ._System

2020/01/14 03:59: .d..t.o.. .fseventsd/

2020/01/14 03:59: >T+++++++ . Fseventsd/0000000000007903
2020/01/14 03:59: >f++++++4 , fseventsd/000000000001de0s
2020/01/14 159: >f+++++++ . fseventsd/00000000000204el
2020/01/14 03:59: >T+++++44 , fseventsd/00000000000204e2
2020/01/14 03:59: >T+++++++ . Fseventsd/0000000000028bd f
2020/01/14 03:59: >f++++++4 , fseventsd/0000000000028bed
2020/01/14 03:59: >T+++++++ . Fseventsd/0000000000030215
2020/01/14 03:59: >f++++++4 , fseventsd/0000000000030216
2020/01/14 03:59: >T+++++++ . Fseventsd/0000000000036c79
2020/01/14 03:59: >f++++++4 , fseventsd/0000000000036¢c7a
2020/01/14 03:59: >T+++++++ . fseventsd/000000000003d831
2020/01/14 03:59: >f++++++4 , fseventsd/000000000003d832
2020/01/14 :59: >f..t.0.. .fseventsd/fseventsd-uuid
2020/01/14 03:59: cd+++++++ Library/Extensions/

2020/01/14 :59: cd+++++++ Library/LaunchAgents/
2020/01/14 03:59: >f+++++4+4+ Library/LaunchAgents/com.vmware. launchd.vmware-tools-userd.plist
2020/01/14 :59: cd+++++++ Library/LaunchDaemons/
2020/01/14 03:59: >f++++++4+ Library/LaunchDaemons/com.vmware.launchd.tools.plist
2020/01/14 :59: cd+++++++ Library/Logs/

2020/01/14 03:59: cd+++++++ Library/Logs/DiagnosticReports/
2020/01/14 :59: >f+++++++ Library/Logs/DiagnosticReports/
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o MY —ILEDELE

WEUTET7 =747 MIFEATY — )L TEEAT
Tgéutﬁﬁﬁu:b\lﬁﬁ

AutoMacTC 1.0.0.3

mac_apt 0.4.

APOLLO 08252019

m T4 I7JN(SOLite DB)NEFTEN B8,
A EVNEFADMGRIAN TIRFET D

BlackLight 2019 R2_ .

m DMGCTREFUGE. EONOZNnE

AXIOM 3.8.0 .

m DMGTRFUISES . EONDOZEIRHINE
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o JIHMMacOSTOERERELXIER (1)

0 e FEROMacOS(c[EPython, Ruby, Perl
FDAYIT RS EBHISENR

o CNBDAITNSEB%ZEE

L CL\DY —

JUEMacOSTEITCERIRB

o macosachZ . Z<Dtz
W— )LhEL7252115

-1« B8
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Use of Python 2.7 isn't recommended
as this version is included in macOS for
compatibility with legacy software.

G‘) Future versions of macOS won't include
Python 2.7. Instead, it’'s recommended
that you run python3 from within
ferminal. (5709/165)

https.//developer.apple.com/documentation/macos_release_notes/macos_catalina_10_15_release_notes
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()

o JHRMDOMacOSTORRELIIER (2)

) o Pylnstallerlc&d/\wor—=>7
o Pythonh'macOSICA > A R=)LENTLVELTE

ADVTNeRITTED

o )\ —>7 4

B A A A A A

sudo pip2 install virtualenv

virtualenv ~/envs/macosac

source ~/envs/macosac/bin/activate

pip2 install pyinstaller xattr --user

pyinstaller --onefile --runtime-tmpdir ./ macosac.py
cp ./dist/macosac ./macosac.ini /Volumes/thumbdrive/
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@ Norimaci

Simple Malware Analysis Sandbox
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o PEIFOVNIIIVEEMFYY FRWIXDEIER (1)

) o BEFOY> RINWIX
»  CuckoorR—Z2OmMacOSEFOA—-T>Y—
DY RAWIZ(FLKDONMFEIET D
= Cuckoo: OS X 10.10 YosemiteF THR— K
= Mac-A-Mal: macOS 1012 Sierrax THR—

o folFEm
s FEMRAY(CASTFOAMTONTHESY . &=FTD
MacOS TR ZITODIZEEL VB EETE N DD

()
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5 o Cuckoo

o PHOT4ETADERRICDTracez{ERLTLD

s OS X 10.11 El CapitanAB#. Security Integrity
Policy (SIP)NEAZEN. TIAINNCDTraceldfE
TS <A

o Mac-A-Mal

o POT4ETAEE R HDON—FRINLRZIZEL TLVAH,

macOS 1013 F(EHR— MU TLVERL)

* A—-FRINLEREXDTFT ALK S IAME VDT
EvAR)
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C

e NorimaciDZ 3 (1) - BiZ

o YURNIRELTOASTFOADRA N

HI]ZH%ESZ

H—RIN—=FT1D7 )71 ET1EZRY — )| ZFER

HCHIAHI D

m SIPEEIAMENGHDIENRST—
o JFEROMacOSTEEMET BCENEAF TE DS

>IN — ) iERkZ

159

o NBhZmIZIYIrL > AELE: Noriben
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(m]

(m]

e NorimaciD3EZ (2)

> o Noriben Malware Analysis Sandbox

https://github.com/Rurik/Noriben
WindowsFD> > TILRXIVIT 7 E#ATH > Rk
W R

7741 ET1E2fRICSysinternals®Process
MonitorzFI| 9 %

PythonROVT N T7I71E7 107 OFFATEL
MN—=T1>) %175
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Noriben = DHH:
T ORGSR

Nori-Ben:
Seaweed Lunch Box

Simplest “box” to make |
(4 |
Cheap

[
Minimal ingredients g

https://www.slideshare.net/bbaskin/bh15-arsenal-noriben
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e NorimaciDZEZE (3)

& ° Why “Norimaci”?
o HILZA(@cci_forensics)DF RINA
o “Noriben”-like tool on “Macintosh”
— Norimaci (F6&: norimaki)
= DDEZ
o DDBSF(EIDODFEEULIIC
&/ \NEOEBMTIEAN TS
Norimaciba/NEDHEEEZIEHL I D

0 Norlbend)lﬁl'\ NIA—NY N2 BREEL TLVD
o NoribenFEAD T &K EH
s Thanks Brian ©

https://commons.wikimedia.org/wiki/File:Futomaki_zushi_in_201902jpg 43



O

NorimaciDEE (4) - 7I71E71EZfR

o

o

macOSA7I71ET1EEfR Y-l

(m]
(m]

(]

PAN
=

(m]

FireEye Monitor.app
Fortinet FortiAppMonitor
N5DY—)UIESIPEEE®D

o](EMonitor.appzFIFHI 3

FortiAppMonitor(d 77745740 %{FZ T
S0
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== =p DTS L% H 1
e NorimaciDE3E (5) - YUEDREN ) 5 FEAY

2.
7 7071€718# —— FireEye Monitor.app ¢V

‘\ 1. ECE
¢ S 4Lk
~

3. Seeo
REEET (F8)

\ _-’
® 7, “/"" 5. kCE)
FHTAETA O BRAR ro
Norimaci

LR-F0

(*1) https://www.fireeye.com/services/freeware/monitor.html 45
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e NorimaciD3Ezx (6) - Monitor.app

Monitor Clear Filters
Time
<> 1577251986. 83.. ces xecuti by r 4 root roxy com.apple.mdworker.shared. 24200000-0000-20...
1577251986.83.. |Process Execution mdworker_shared E /System/Library/Framewor CoreServices. framework/F..

1577251986.99.. Dylib Load mdworker_shared 48 N/ mdworker_shared loaded dylib /System/Library/Spotl.
1577251987.14.. |File Write mdworker_shared E macforensics mdworker_shared wrote file /private/var/folders/54/.
1577251987.14.. File Rename mdworker_shared 48 macforensics mdworker_shared renamed file /privat
1577251987.14.. |File Write mdworker_shared E macforensics mdworker_shared wrote file /private/var/folders/54/.
1577251987.14.. File Rename mdworker_shared 48 macforensics mdworker_shared renamed file /privat
1577251987.17.. Socket trustd N/A trustd outbound to 172.16.229.131:88
1577251987.21.. Dylib Load mdworker_shared 48 /A mdworker_shared loaded dylib /System/Library/Framew..
1577251987.23.. Socket trustd J trustd outbound to 172.16.229.131:88
1577251991.53.. File Write
1577251998,
1577251998.5

mgecuted by launc..

Monitor.app(d¥IATIERIEUVRIFTNIERS V8. Norimacih's

AppleScriptZ B> T T DIEEZITS rcso-_
Monitor.appi#C®),/#&7T oriversion..
771 E T ERRRA/fZIE ararsrecn
TPIOT1ET4T R =F

arsec. framew..
1577251999, 34 Process Execution XPCKeychainSandboxChe.. 95 acforens
1577251999.38.. File Write XPCKeychainSandb.. 5 acforens
1577251999.38.. File Rename XPCKeychainSandb.. 5 acforens

1577251999.38.. File Write XPCKeychainSandb.. 5 cforensics XPCKeychainSandb. wrote file /privat

Monitor (Disabled) : 131 events




—_

e NorimaciDZE3x (8) - Monitor.appDT—4

) o Monitor.app®7T —F(3/{(FV
S e Dy 7‘J|\0)u¥%lﬂ(iAppend|x 207

92B46F73 782E6167 656E742E 66696C65 2E777269 74658BA8 70726F63 6E616065 ..osx.agent.file.write..procname
A4626173 68A97070 726F636E 616D65A5 6C6F6769 6EA37069 64CD@425 A3756964 ) .bash.pprocname.login.pid. %.uid
CD@1F5A9 74696D65 7374616D 7@CESE@3 @25BAC74 696D6573 74616D7@0 S5FGE73CENN . ..timestamp.A [.timestamp_ns.
1E3BE997 A3676964 14A47070 6964CD0O4 24A46567 696414A4 65756964 CDO1FSA4 .gid .ppid. $.egid .euid.

?061?468 BC2F5573 65?2?32F 6D616366 6F72656E ?36963?3 2F7465?3 742E7478 pa t h /Users/macforensics/test.tx

65786563 ZF?S?% “I26E7R_79AR7069 64(D0447 A9707072 6F636E6L bexec/xnch
6D65A76C 61756E63 6864 “ 4 00A97469 6D657374 616D7@CE | |{me. laung — = e
SE@3025D AC74696D 6573 1|/:|_ I\ \4 63DCA367 696400A4 65676964 | | A ].tir TUT{tT{O)%E*’E‘b
00A46575 6964004 69735uorvrrrorre—urosarhd 61726776 (4487870 6370726F || .euid | SO %L . J7(IVEZED
78790063 6F6D2E61 70706(65 2E6D6477 6F726B65 722E7368 61726564 2E3@3330 | | xy com.( 31?5']73‘%25
30303030 302D3030 30302D30 3030302D 30303030 2D303030 30303030 30303030 | | 00000-0C
300092B2 6F73782E 6167656E 742E7072 6F636578 65638DA4 70617468 DI7D2F53 | |@ ..osx.agent.procexec..path. (/5
79737465 6D2F4C69 62726172 792F4672 616D6577 6F726B73 2F436F72 65536572 | |ystem/Library/Frameworks/CoreSer
76696365 732E6672 616D6577 6F726B2F 56657273 696F6E73 2F412F46 72616D65 | |vices.framework/Versions/A/Frame
776F726B 732F4D65 74616461 74612E66 72616D65 776F726B 2F566572 73696FGE | |works/Metadata. framework/Version
732F412F 53757070 6F72742F 6D64776F 726B6572 S5F736861 726564A3 706964(D | | s/A/Support/mdworker_shared.pid.
0447A970 70726F63 6E616D65 A76(6175 6E636864 A4707069 6401A375 6964CDO1 G.pprocname.launchd.ppid .uid.
F5A97469 6D657374 616D70CE SE03025D AC74696D 65737461 6D705F6E 73CE@BO4 | | ..timestamp.A ].timestamp_ns.
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e Norimaci®3EZE (9) - Monitor.appDT —5Z A

O o monitorappconv.py
o PI74ET407 hY)\A FUTEHROSLES,
JSONTA—=YYMIZEHT D

{"record _num": @, "record type": "file write", "procname": "bash", "pprocname":
"login", "pid": 1061, "uid": 501, "timestamp": 1577255515, "timestamp ns":
507242903, "gid": 20, "ppid": 1060, "egid": 20, "euid": 501, "path":
"/Users/macforensics/test.txt"}

{"record num": 1, "record type": "procexec", "path": "/usr/libexec/xpcproxy",

"pid": 1095, "pprocname": "launchd", "ppid": 1, "uid": @, "timestamp": 1577255517,

"timestamp_ns": 178545628, "gid": @, "egid": @, "euid": O, "is64": 1, "argc": 2,
"argv": "xpcproxy¥u@eeocom.apple.mdworker.shared.03000000-0000-0000-0000-00000000
0000¥u0000" }
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e NorimaciD3E% (10) - 7771857407 DfEEAT (1)

& o Monitor.appld> AT LAEEKD )74
TAZECER I D

o IRARLREEIENMEVT DY S APERR
(CVERREN D IT7AIND T IT1ET 1% T4

)1/5’ VUK
SpotlightREDT—E>.DS_StoreDT7A )
Txﬁf%/‘l'\'}f NIZRUTEETS

o UZXMDEFSARE (I RV Y—=ILOHR(C/\
—RI—71>J0LTWS
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Lo O ) |
&

it B

e Norimaci®EZE (1) - 7I71E7405 OF#ET (2)

NJA4NZAMOERE (—3B6)
: JSON@II/M\UUL% SEID
«  1EARFRIR(EFH O] EE

whitelist process = [
{"record type':-"info'},

{'record_type':-'procexec’,-"path’':-r’/usr/libexec/xpcproxy’, - ‘ppid’:-1},- -# for-Monitor.app

{'record_type': 'procexec’,-"procname’:-r’/sbin/launchd®, - 'path’: r'xpcproxy’, - "ppid‘:-1}, - -# for-OpenBSM

()
Y

"record_type’: 'procexec’, - "path’: r'(/System/Library/CoreServices/)2?iconservicesagent?’, "ppid": -1},
‘record_type’: ‘file write’, - "procname’: r’(/System/Library/CoreServices/)2iconservicesagent?’, "ppid’:-1},
'record _type': 'file rename’, - ‘procname’: r'(/System/Library/CoreServices/)?iconservicesagent?’, 'ppid’: -1},
‘record_type': - 'folder_create’, - "procname’:-r’(/System/Library/CoreServices/)?iconservicesagent?’, "ppid’':-1},
‘record_type': - 'folder_delete’, - "procname’:-r’{/System/Library/CoreServices/)?iconservicesagent?’, "ppid’':-1},
‘record_type': - ‘procexec’,-"path’:-r’(/System/Library/CoreServices/)?iconservicesd’, - 'ppid’: -1},

‘record_type':-'file write’, - 'procname’:-r’(/System/Library/CoreServices/)2iconservicesd’, "ppid’:-1},
record_type’:-'file _rename’, - "procname’: r'(/5ystem/Library/CoreServices/)?iconservicesd’, "ppid’:-1},
‘record type’:-‘procexec’, - ‘path’:-r’/usr/libexec/periodic-wrapper’, ‘ppid°:-1},

‘record type’: 'file write’, ‘procname’: r'(/usr/sbin/)2cfprefsd’, ‘ppid’: 1},

el el el e el el e R



O

NorimaciD3EE (12) - Lik—F4>4

o

o

o

2FEFEDLIN— Nz AR I D
VI)71E74DA11 LA >
7JTj NCEDTIT1ET4
JOvR&ER

7T IT1ET4
dylibadridAdr
N—I)LsEST A

YNNI =D7)74E74
DNSJTIY

BIETRAN

/\—/7&)7\551_77411/\0)7’7@\
TTIYA=T>. J0—

O O O O o o o O
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C

e Monitor.apphmacOS 10.15 Catalina TENMELRL

5y o Monitor.appldmacOS 1015 TEMEL
TR0\

o BIOITEDTIFAE TR EIRTTT S
HENHD
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Framework |
1

® mMacOSTVITAETAEERITEXDIL—LT—7
" BR—-MLTWLD TIOTAETABERRELT
SIPERIE macOS/t—Sa> {230 ?
DTrace ! Up t0 10.10 (2
OpenBSM v 10.6 or later
EndpointSecurity i v 10.15 or later

° SO, SIPEHIEMENHD, Z<DmacOS/\->3> THR—hahn

TLW30penBSMZ{ERT3

° EndpointSecurity Framework®Hm—haRISIRAD R TES
0 SEREAFREMECIHUVIL—LAD—IROTSEEIRAINEMEET (JNE

(*2) SIPZEzp{EINIE, OS X 10.11ABFTHIERIRIEE
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O

OpenBSM (1) - OpenBSM& (&

o

Solaris®Basic Security Module (BSM)EFFIEN S

SZAT LEEERAPIETFAINITA =Y MDA =T —

AR )

o E(CBSDROSTIRAINT

o McAfeelc ko TmacOSICFBHBEEN

o 2T AA=)LEZDFIEIERDE. TOTADIDEUIDEZ
BISIDENTED

o 27 A=)\ N —RFBETTIVT—2 3> DENEZES
RIBDENTED

Monitor.appéRIUARED 7 IT71ET1EERIZIT AR

L)

o FAJTIVUGEHIAH . N—RILEESiHIAH. DNSHTI,
TIYA=T>/90-X
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® OpenBSM (2)

O o FEITAIN
= /etc/security/audit_control
p EEBENROIATAI-INDISAR04 T7
1T XZIETE

= /etc/security/audit_event
m AT LO=IEDSADI eAT T

- BEEOVHUSIVOR
sudo praudit -Is /dev/auditpipe
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e OpenBSM (3) - sXTEI7AI

Qe /etc/security/audit_control

#

# $P4: //depot/projects/trustedbsd/openbsm/etc/audit control#8 $
#
dir:/var/audit . o
flags:lo,aa,fc,fd,pc,nt,ex NOI’imOCiﬁw(c—_j)—”“M}EEE\ J74)VHEIBR.
minfree:5 JOtR. Ry I\U—’Jd)ﬁjz%iﬁbﬂﬁ“é
naflags:lo,aa,fc,fd,pc,nt,ex (RERICHEENNE)
policy:cnt,argv

filesz:2M

expire-after:10M
superuser-set-sflags-mask:has_authenticated,has console access
superuser-clear-sflags-mask:has_authenticated,has _console access
member-set-sflags-mask:
member-clear-sflags-mask:has_authenticated
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OpenBSM (4) - Ez&804 45

O o sudo oraudit -Is /dev/auditpipe

CSVIA—=XYRTH
SICEPEN -3/ SA-SDZIK(FAppendix 32 [Esgmm

(oudit event"%ﬂﬁ) SIEDAIEEE

ar flags,path,test.txt,subject,macforensics,macforensics,staff,
ma ,1073,100007,50331650,0.0.0.0, return,success, 3. 1dent1ty,1 com
apple.touc ,complete,,complete,0x58a7dddb22328e88c0c55b56dad7c56 O

' /dev/auditpipe o _
header,157,11JAUE_OPEN_WC,@,Wed Dec BAFLILTP AV 823 msec argument, 3,0x1a4,mode,

header 277, 11,AUE_MKDIR.0 Wed Dec 25 15:19:42 2019, . ,deJA] }La)
path; olders/54/tdpjprs97fn6llhpslkwgb6k NGR2 ﬁkz'tl_bfﬁ
ip te, 40

“header’hSiax211THMLI—R
e LI-RODOSZRT LAT-I)IVHECERENS
1b85c91267f6c7f@@9e1f28cc84c295e,traller 277

s,start




=== fOTOT 5 L HI1H

NorimaciMENNZEZ (1) - LLEDRN ) 5 sEniAs
. —
2. OpenBSM Norimociﬁiﬁbﬂﬁd)
774 tj_"i 2y =) - or AT23>Ti&EIR
\ g L FireEye Monitor.app
¢ S 4 8Lk
3. \“~ 6.
RAERIT (F8)) F— 4 i
\ N
\ /
® 7. “ ,/’ 5. o @)
THOTACTA DI R L=
) Norimaci
Lik—=F1>7)
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e NorimaciDiENNZEEE (2) - OpenBSMEEEDNYI ZHA

O o openbsmconv.py
- BEEN/%ZmonitorappconvEIROJISONTA
—XYNIEZH#I 5>/ -4

{"record_num": 0, "record type": "file write", "procname": "/usr/bin/touch”,
"pprocname": "-bash", "timestamp": 1577254781, "timestamp ns": 823000000, "pid":
1073, "ppid": 670, "uid": 501, "gid": 20, "egid": 501, "euid": 20, "path":
"test.txt"}

{"record_num": 1, "record_type": "file write", "procname":

"/usr/libexec/biokitaggdd", "pprocname": "/sbin/launchd", "timestamp": 1577254782,
"timestamp _ns": 159000000, "pid": 271, "ppid": 1, "uid": 501, "gid": 20, "egid":
501, "euid": 20, "path": "/Users/macforensics/Library/Saved Application
State/com.apple.Terminal.savedState/window_5.data"}
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O

NorimacidX>R3A>ATZ3> (1)

o

-m / --monitor )

o POFET(EERIERI3I0I 3 A

O ‘openbsm’ or ‘monitorapp’

-0/ --output

o Lik—bOHEATTLIR)

-} / --json —

o JSONIA—=XYbD7I)71E57407%

o openbsmconv.py/monitorapp.pyDti SIF5ER

-bl / --openbsm-log }
o CSVAZEDOpenBSMEZEDY

-p / --proclist :
o openbsmconv.pyMREFIZIOTRUZ

-ml / --monitorapp-log
0 Monitor.app®DT—4

HEARIICZD2D0DAT> 3>

DRI

ZOMEEIFOO) %
RITIDIBEICERETS
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e Norimacid¥>RIA2AT3> (2)

o o NorimaciE{ T/l

$ sudo python3 ./norimaci.py -m openbsm -o ./out/

= OpenBSMTVI7/1ET1B5f87%Z175
s outTALINIICEEATLIN— N ARTE T D
o YTV ZEITIE. ﬁé'ﬁ&;’}”( =T
NorimaciZz[ Ctrl + C]T{E1EetE3
o POTAETAEER 7T —23>681EEN3
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@ Norimaci Demo
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® Norimaci Demo (1)

O FEIRE (VMware Fusion)

macOS 10.15 Kali Linux
17216.229.50 17216.229.131

EI HTTP/HTTPS

[ DNS

Norimaci PolarProxy + INetSim

OSX.AppleJeus AZZELT A 25—y NRIBZ R4
HTTPS(ZiptablesTPolarProxy (10443/tcp)lCUFA LI veN3
PolarProxy TS SNIH@S(EINetSim (80/tcp)lCVF/LI hen?
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Norimaci Demo (2) - ZEReN3I71 )

| NN
< : B % v
Favorites
@ Recents
2\ Applications

] Desktop
@ Documents

Norimaci_27 Dec_19_16_31.100629_timeline.csv

Norimaci_27 Dec_19_16_31_100629.bsm
Norimaci_27 Dec_19_16_31_100629.json

Norimaci_27 Dec_19_16_31.100629.proclist
Norimaci_27 Dec_19_16_31_100629.txt

Q

Date Modified

Today, 4:31 PM
Today, 4:31 PM
Today, 4:31 PM
Today, 4:31 PM
Today, 4:31 PM

J71 ) Dar#RAl : Norimaci_DD_Mon_YY__hh_mm_ffffff

Locations

LR FDRK ‘
| bsm:OpenBSMEEENY (CSVIA—NYHN)

proclist: 7OTAUZL (bsmZUUIET ZERICTOERZETOERIDZFRDIFS)

.mon : Monitor.app/\{1F)F5—%4

Kind

Plain Text
Document
Plain Text
Document
Plain Text

json : openbsmconv.py/monitorapp.pyDEFIFER (JSONTA—=IY DT I71E540%)

txt : NorimaciiFJULR—bk
_timeline.csv : Norimaci¥4 LA54 > Lik—hk




® Norimaci Demo (3)

O ° /5"([)‘5’(\/1/#2—#
o i 73’)73‘5'#(;«/\17/55 (X7 —23>40J0t
AIDRRETgrepLTHD

2019-12-27 16:31:12.737000000,Process,CreateProcess, /sbin/launchd, 1, /System/Library/Frameworks/Quartz.
framework/Frameworks/QuickLookUI.framework/Resources/QuickLookUIHelper.app/Contents/Mac0S/QuickLook
UIHelper,4737

2019-12-27 16:31:12.842000000,Process,CreateProcess,/sbin/launchd, 1, /System/Library/CoreServices/
DiskImageMounter.app/Contents/Mac0S/DiskImageMounter,4738

2019-12-27 16:31:12.999000000,Process,CreateProcess, /sbin/launchd, 1, /System/Library/PrivateFrameworks/
DiskImages.framework/Resources/hdiejectd, 4739

2019-12-27 16:31:13.177000000,File,CreateFile, /System/Library/PrivateFrameworks/DiskImages.framework/
Resources/hdiejectd, 4739, /var/run/hdiejectd.pid, SHA256,7897af5e7c52ddfa6d91d5bb33cd57a0c39a790f8e2cddo
528f23516bf9deees, ,

2019-12-27 16:31:13.190000000,Process,CreateProcess, /System/Library/CoreServices/DiskImageMounter.app/
Contents/Mac0S/DiskImageMounter,4738, /System/Library/PrivateFrameworks/DiskImages.framework/Resources/
diskimages-helper -uuid AE3A32E9-B721-4B23-AD33-86ABACBA3352,4740

2019-12-27 16:31:13.204000000,Process,CreateProcess, /System/Library/PrivateFrameworks/DiskImages.
framework/Resources/diskimages-helper,4740,/System/Library/PrivateFrameworks/DiskImages.framework/
Resources/diskimages-helper -uuid AE3A32E9-B721-4B23-AD33-86ABACBA3352 -post-exec 4,4741

(snip)
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e Norimaci Demo (4) - Norimaci#4 AS4 > LRk—b

$ grep CelasTradePro Norimaci 27 Dec 19 16 31 100629 timeline.csv | grep -v installd

2019-12-27 16:31:13.770000000,File,CreateFolder, /usr/libexec/diskarbitrationd, 120, /Volumes/CelasTradeP -

2019-12-27 16:31:13.775000000,Process,CreateProcess, /usr/libexec/diskarbitrationd, 120, /sbin/mount -t
-g=20 -m=755 nodev noowners nosuid /dev/disk2sl /Volumes/CelasTradePro,4745

2019-12-27 16:31:13.787000000,Process,CreateProcess,/sbin/mount,4745,/System/Library/Filesystems/hfs.fs/Contents/
Resources/mount_hfs -u 501 -g 20 -m 755 -0 nodev -0 noowners -o nosuid /dev/disk2sl /Volumes/CelasTradePro,4746

2019-12-27 16:31:29.781000000,File,RenameFile, /System/Library/PrivateFrameworks/PackageKit.frame o -~ U~

shove, 4762, /Library/InstallerSandboxes/.PKInstallSandboxManager/BF9CB5EF-0D74-4E44-9696-2AF27D434 I\WT =242 A=)
Root/Applications/CelasTradePro.app,/Applications/CelasTradePro.app

2019-12-27 16:31:29.847000000,Process,CreateProcess,/sbin/launchd, 661, /bin/sh /tmp/PKInstallSandbox.qRskRK/Scripts/
com.celasllc.pkg.CelasTradePro.gvYlvg/postinstall /Volumes/CelasTradePro/CelasTradePro.pkg / / /,4763

2019-12-27 16:31:29.916000000, Process,CreateProcess, /bin/bash,4763,/bin/mv /Applications/Ce/ iy -n
Resources/.com.celastradepro.plist /Library/LaunchDaemons/com.celastradepro.plist,4764 N=2RT7 2 AT DERIE
2019-12-27 16:31:29.918000000,File,RenameFile, /bin/mv,4764,/Applications/CelasTradePro.app/Contents/Resources/
.com.celastradepro.plist,/Library/LaunchDaemons/com.celastradepro.plist

2019-12-27 16:31:29.918000000,File,Persistence,/bin/mv,4764,/Applications/CelasTradePro.app/Contents/Resources/
.com.celastradepro.plist,/Library/LaunchDaemons/com.celastradepro.plist

2019-12-27 16:31:29.929000000, Process,CreateProcess,/bin/bash,4763,/App
Updater CheckUpdate, 4765

CelasTradePro®I> R—%> hh¥443/tcplIBIE
2019-12-27 16:31:30.182000000,File,CreateFile, /Applications/CelasTradePro.app/Contents/Mac0S/Updater,4765, /private/
var/db/mds/system/mds.lock,SHA256,e3b0c44298fclc149afbf4c89961b92427ae41e4649b934¢ca495991b7852b855, ,

2019-12-27 16:31:30.653000000,Network, TCP Send, /Applications/CelasTradePro.app/Contents/Mac0S/Updater,4765,
172.16.229.131,443

2019-12-27 16:31:30.671000000,Network, TCP Send, /Applications/CelasTradePro.app/Contents/Mac0S/Updater,4765,
172.16.229.131,443

| O




Q ° Po

arProxy0%

$ grep "Dec 27 16:31:30" /var/log/syslog

www.celasllc.com%ETOHTTPSIE{S

® Norimaci Demo (5) - PolarProxy&INetSimdO4

Dec 27 16:31:30 kali PolarProxy[85782]: [10443] 172.16.229.51 -> N/A Cg on from: 172.16.229.51:50962
Dec 27 16:31:30 kali PolarProxy[85782]: [10443] 172.16.229.51 -> www.celasllc.com Connection request for:
www.celasllc.com from 172.16.229.51:50962
Dec 27 16:31:30 kali PolarProxy[85782]: Creating certificate for www.celasllc.com
Dec 27 16:31:30 kali PolarProxy[85782]: [10443] 172.16.229.51 -> www.celasllc.com Terminating TLS session from
172.16.229.51:50962 and forwarding decrypted data to 172.16.229.131:80 B=SUEHTTPSZ
N |Pd tES. []{7‘ INetSim(CUA1 LI b
elolMm
— . www.celasllc.comD&RiIfER
$ grep "2019-12-27 16:31:30" /var/log/inetsim/service.log

[2019-12-27 16:31:30] [71009] [dns_53_tcp_udp 71014] [172.16.229

[2019-12-2

[2019-12-2 ESSNLBEAT 53 tcp_udp 71014] [172.16.229

[2019-12-27 16:31:30

.50]
[2019-12-27 16:31:30] [71009] [dns_53 tcp_udp 71014] [172.16.229.
53 tcp_udp 71014][172.16.229.

50]
50]

.50]
Rdns_53 tcp_udp 71014][172.16.229.

501

connect
recv: Query Type A, Class IN, Name www.celasllc.com
send: www.celasllc.com 3600 IN A 172.16.229.131
disconnect

stat: 1 qtype=A qclass=IN gname=www.celasllc.com

[2019-12-27 16:31:30] [71009] [https_86_tcp 80530] [172.16.229.50:49946] connect
[2019-12-27 16:31:30] [71009] [https_80_tcp 80530] [172.16.229.50:49946] info: Client sent no data
[2019-12-27 16:31:30] [71009] [https_86_tcp 80530] [172.16.229.50:49946] disconnect
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® Norimaci Demo (6)

Q o H7JULR—b

(snip)
Network Traffic:

[TCP|UDP] /usr/sbin/syslogd:93 > 127 0.0.1: 32376
[UDP] 127.0.0.1:60170 > /Systien
[TCP] /usr/libexec/syspolic
[UDP] /usr/sbin/mDNSResponde
[UDP] 172.16.229.131:53 > /usr/si#
[TCP] /Applications/CelasTradePro.app/Contents/Mac0S/Updater:4765 > 172.16.229.131:443

V]

B

c0S/Installer:4756

(snip)

_ MVCIN=2 TR T7AN % E 7T 74 IV EABIRR
Persistence:

[Persistence]l /bin/mv {4764 > /Applications/CelasTradePro.app/Contents/Resources/.com.celastradepro.plist

=> /Library/LaunchDaemons/com.celastradepro.plist
(snip) IVE1—-5RBs(C0—-Ran?
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e Norimaci Demo (7) - com.celastradepro.plist OFAE

<?xml version="1.0" encoding="UTF-8"?>
<!DOCTYPE plist PUBLIC "-//Apple Computer//DTD PLIST 1.0//EN"
"http://www.apple.com/DTDs/PropertylList-1.0.dtd">
<plist version="1.0">
<dict>
<key>Label</key>
<string>com.celastradepro</string>
<key>ProgramArguments</key>
<array>
<string>/Applications/CelasTradePro.app/Contents/Mac0S/Updater</string>
<string>CheckUpdate</string>
</array>
<key>RunAtLoad</key>
ctrue/> O— REFICS=AT
<!-- Uncomment to debug
<key>StandardOutPath</key>
<string>/tmp/tmpctp.log</string>
<key>StandardErrorPath</key>
<string>/tmp/tmpctp.log</string>
<key>Debug</key>
<true/>
-->
</dict>
</plist>

JO73L0INRES 2K




e bgiparser

A parsing tool for backgrounditems.btm

Al



backgrounditems.btm (1)

o

o

g1-YolnJ4>IEE |ZFEFL TV ()L
o 1-HYOJAIBFICEITIZ 7TV %IBE TS
macOS 10.12 SierralAH]

o ~/Library/Preferences/com.apple.loginitems.plist

macOS 10.13 HighSierrallAfF

o ~/Librar /Appllccmon
Supportycom apple.backgroundtaskmanagementagent/
backgrounditems.btm

IN=2ZAFTDAELTHRIAENS

AutoMacTC¥Pmac_aptld. backgrounditems.btmilc
XHIEL TR

VenatorldS14 JRIE CHNIZEEAT TE RN AT ##
MTETER
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® backgrounditems.btm (2)

O o OSX.WindTail on macOS 10.14

Users & Groups

y macforensics These items will open automatically when you log in:
W' Admin

Item Kind
g Final_Presentation Application
Final_Presentation Unknown

N=2RFT2RELT

074> IEBICEFREND

To hide an application when you leg in, select the checkbox in the Hide
column next to the application.

m Login Options +




|o backgrounditems.btm (3)

$ file backgrounditems.btm Binary plist7A—Ywvhk
backgrounditems.btm: Apple binary property

$ plutil -p backgrounditems.btm
{

"$archiver" => "NSKeyedArchiver"
"$objects" => |
0 => "$null”
1=>{
"$class" => <CFKeyedArchiverUID 0x7ffe7b7077c0 [Ox7fff8c8888e0]>{value = 28}
"NS.keys" => [

NSKeyedArchiverJA—XvRhT
RIFESNTVS

0 => <CFKeyedArchiverUID 0x7ffe7b707660 [Ox7fff8c8888e0]>{value = 2}
1 => <CFKeyedArchiverUID 0x7ffe7b707680 [0Ox7fff8c8888e0]>{value = 3}
]
"NS.objects" => [
0 => <CFKeyedArchiverUID 0x7ffe7b707740 [Ox7fff8c8888e0]>{value = 4}
1 => <CFKeyedArchiverUID 0x7ffe7b707760 [0Ox7f{ff8c8888e0]>{value = 5}

¥

2 => :Vel"SiO”“ NSKeyedArchiverDf# T 755%E

ERREREIL WU 15/ /\wwww.mac4né.com/blog/2016/1/1/manual-analysis-of-nskeyedarchiver-formatted-
4 => 2 plist-files-a-review-of-the-new-os-x-1011-recent-items




|o backgrounditems.btm (4)

(snip)

12 => {

"$class" => <CFKeyedArchiverUID 0x7ffe7b708040 [Ox7fff8c8888e0]>{value =
"data" => <CFKeyedArchiverUID 0x7ffe7b708060 [0x7fff8c8888e0]>{value =

"identifier" => <CFKeyedArchiverUID 0x7ffe7b708080 [0x7fff8c8888e0]>{value

}

13 => {

"$class" => <CFKeyedArchiverUID ox7ffe7
"NS.uuidbytes" => <9f70e89b 9420428d aa

}

BN 7 N —23>0
J AEMRFEINTWET—

15}
14}

= 13}

14 => <626T6f6b 84060000 00000410 30000000 ©VVVVOVO 0VVVVVVO V0OV V0O

00000000
01010000
01010000
01010000
41463831
01010000
28000000
b4000000
08000000

(snip)

00000000
76617200
7464706a
54000000
34323144
64000000
01060000
C0000000
04030000

00000000
07000000
70727339
10000000
2d394233
16000000
04000000
08000000
01be0aoo

00000000
01010000
37666e36
01010000
382d3445
01010000
14000000
04030000
03000000

24050000
666f6Cc64
6c6Cc6870
41707054
37322d39
46696e61
20000000
cfb90a0o
08000000

07000000
65727300
736¢c6b77
72616e73
3730302d
6c515072
30000000
03000000
04030000

01010000
02000000
67366b68
6c676361
30343044
6573656e
3c000000
08000000
38610b00

70726976
01010000
30303030
74696f6e
30354135
74617469
64000000
04030000
03000000

61746500
35340000
676€0000
24000000
38453332
6f6e2e6l
70000000
cobboaoo
08000000

03000000
1000000
01000000
01010000
01000000
70700000
88000000
03000000
04030000

75



B
000

020
040
060
080
QA0
ace
OE@
1ee
120
140
l6@
180
1A0
1ce
1E@
200
220
240
260
280
2h0
2C0
2E@
300
320
340
360
380

backgrounditems.btm (5)

®

626F6F6B
00000000
61746500
02000000
6C6Co870
10000000
41463831
38453332
6573656E
20000000
08000000
03000000
08000000
08000000
10010000
80010000
02000000
66696C65
64706A70
41707054
4537322D
00607FF3
00000000
64657273
30303030
31442039
03000000
68204844
46334231

84060000
00000000
03000000
01010000
736CeB77
01010000
34323144
01000000
74617469
30000000
04030000
04030000
04030000
04030000
20010000
80010000
00000000
3A2F2F2F
72733937
72616E73
39373030
18000000
00000000
2F35342F
676E2F54
4233382D
01090000
08000000
2D353144

00000410
00000000
01010000
35340000
67366B68
41707054
2D394233
01010000
6F6E2E61
3(000000
CFB90AGO
@1BEQAGD
39610800
8E360E00
30010000
08000000
OFoeo000
70726976
666E366C
6C6F6361
2D303430
18000000
6Eo00000
7464706A
2F417070
34453732
66696C65
00040000
39203333

30000000
00000000
76617200
1E000C

30303¢

72616E

382D34

640000

70700000
64000000
03000000
03000000
03000000
03000000
40010000
00040000
00000000
6174652F
6687073
74696F6E
44303541
01020000
01010000
70727339
5472616E
2D393730
3A2F2F2F
41ACBED?
33352D42

Untitled
00000000 VVVVVVYY VVVVVVRD POODOOOD

A4050000 07000000 01010000 70726976
AZAOAAAGR_A1A1AAAA_ARARERCAA_AEZ27200

SAFUIFHTERE |
BRENET I —3320 )
JCANFERTES ;
LOYVIUIY U Lgovavy d4uavaguyg J.‘I-WWEJEJ@@
70000000 38000000 B4000000 COOOOOOO
08000000 04030000 COBBOACD 03000000
08000000 04030000 38610B2Q Q3000000
08000000 04030000 3C610B00 ©3000000
00000000 010A0000 28000000 01060000
50010000 60010000 70010000 30010000
41BE3504 62000000 18000000 01020000
00000000 00000000 YO0VVVYY 01090000
7661722F 666F6C64 ©6572732F 35342F74
6C6B7767 366B6830 30303067 GE2F542F
2F414638 31343231 442D3942 33382D34
35384533 322F0000 03000000 04030000
00000000 0PORRRRO EF130000 01000000
2F707269 76617465 2F766172 2F666F6C
37666E36 6C6C6870 736C6B77 67366B68
736C6F63 6174696F 6E2F4146 38313432
30203034 30443035 41353845 33320000
0C000000 01010000 4D616369 GE746F73
68000000 24000000 01010000 30413831
33453320 31363943 33363430 33303044

book.

priv

ate var folders

54 tdpjprs97fn6
1lhpslkwg6kh@@@@gn T

AppTranslocation$
AF81421D-9B38-4E72-9700-040D0O5AS
8E32 d Final_Pr
esentation.app (

[4] < d p

file:///private/var/folders/54/t
dpjprs97fn6llhpslkwgbkh@@@@gn/T/
AppTranslocation/AF81421D-9B38-4
E72-9700-040DO5SAS58E32/

n /private/var/fol
ders/54/tdpjprs97fnéllhpslkwgbkh
@000gn/T/AppTranslocation/AF8142
1D-9B38-4E72-9700-040DO5SAS8E32

file:/// Macintos
h HD AP $ PA81
F3B1-51D9-3335-B3E3-169C3640360D




® backgrounditems.btm (6)

O o ZOTF —AlEBookmarkDatolEiEia

BookmarkDatat&E&ARD/\—ADE 75

m http://michaellynn.github.io/2015/10/
24/apples-bookmarkdata-exposed/

o pbgiparser.py
= backgrounditems.btmZEEHTLU T, BEixaN
TWB7 VT —23>0%HE1EINA%Z JSONTA—

YYRCHTD
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backgrounditems.btm (7)

) o bgiparser.pyDEITHER

Gatekeeper Path Randomization(Z&D
FoMSUT AL I NIDICANERTESNTULB 28,

IN—SRFOADETEELTIERBULTWS
(1071 BCEITEINRZW)

"name": "Final Presentation",
"path": "/private/var/folders/54/tdpjprs97fn6llhpslkwg6kh@eeegn/T/AppTrans

location/AF81421D-9B38-4E72-9700-040D05A58E32/d/Final Presentation.app"

}s
{

"name": "Final Presentation",
"path": "/private/var/folders/54/tdpjprs97fn6llhpslkwg6kheeeegn/T/AppTrans

location/8212B23C-D9C2-4C66-B478-1C30A136DF06/d/Final Presentation.app"

]

}

7o




e backgrounditems.btm (8)

()

) o PIOUT—23>TlOJA > BEICEEE) | 235 TE
g3 NOMeZZETRTEIDEDH®DD

Evernote Helper (menu bar item)

v Show Evernote Helper in the menu bar

v Keep Evernote Helper running in the background when | quit Evernote

v Start the Evernote Helper when | log in to my computer

"path": "/Applications/Evernote.app/Contents/Library/LoginItems/Evernote
Helper.app"

}
|
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e Future Work

80



O

Future Work

o macOS Artifact Collector
o ATV - ILED BT Z S
> Python 3%/t
m FERE(CmacOSIcPython W EIESHEC 45
fz&. Python 27%“(5% =9 DEMENRR

D
o Norimaci
: Nor;benb‘ﬁ@tbfh%’fﬁ%ﬁ‘é@%%’iETE‘?
m Yarad

m VirusTotal .
s mMacOS\—=>3> Py T ST, 7I71ET (B RY
—)VETEERNICREYT
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O

e

° macOS Artifact Collector

m]
(m]
(m]
(m]

BEATY — LRI IEL CORW —T 4 J7) MEUREERTBE
USBXEUFNSICENAIHE \ .
BAEFRATY — )L CHEMT CE BT A AVA A= (CEHAD] BE
https://qgithub.com/mnrkbys/macosac

°  Norimaci

m]
(m]

m]
(m]
° b
(m]
(m]

Z{D)\—>3>DmMacOS TENER]RE
JOCRER, T7AIIVTIT741ET4, *‘J NI—D07 9574 ET4E = LR
—Tfjaﬁmb

EROYINIIT D7 IT41ET1% Lik— NCHEER TSN
https://qgithub.com/mnrkbys/norimaci

iparser

mocOS 103U E0OT 4 > IEE QOEEMTH E] BE
https://qgithub.com/mnrkbys/bgiparser
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Any questions?



@ Appendix 1

Default categories of macOS Artifact Collector
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Default categories of macOS Artifact Collector (1)

o MRU (Most Recently Used)

o mru
o msoffice
o quicklook : Can not access >= macOS 10.14
o spotlight
o Execution History

bash

zsh
cmdhistory
ard
terminal

o Auto Execution
o gutoruns

86



Default categories of macOS Artifact Collector (2)

5 ° Logs
o Qs
o syslog
o uUtmpx

o ynifiedlogs

o Usage Statistics
o coreanalytics
o knowledgec_db
o netusage_db

o Application List
o installhistory
o applist




Default categories of macOS Artifact Collector (3)

o SSH

o ssh

o Quarantines
o quarantines

o FSevents
o fsevents

o Miscellaneous
o systeminfo
o USers
o Networking

o Preparing more categories...
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@ Appendix 2

Monitor.app data format
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Monitor.appT—45L1—RIA—=YYk (1)

TROBWVEDMLI—-ReRT

° %=

S TECERSN D T1—IL RH'Z LV, BELZOANE(ERE THN DN,

J07 3 MR B(C(ETA— Xy MR T BN EN'HD

monitorapp_sample.mon

®
92B46F73
A4626173
CD@1F5A9
1E3BE997
70617468

6D65A76C
5E@3025D
00A46575
78790063
30303030
30009282
79737465
76696365
776F726B
732F412F
0447A970
F5A97469

782E6167 656E742E
68A97070 726F636E
74696D65 7374616D
A3676964 14A47070
BC2F5573 6572732F

65786563 2F78706
61756E63 6864

AC74696D 6573

696400A4 6973S<e
6F6D2E61 70706C65
302D3030 30302D30
6F73782E 6167656E
6D2F4C69 62726172
732E6672 616D6577
732F4D65 74616461
53757070 6F72742F
70726F63 6E616D65
60657374 616D70CE

66696C65 2E777269
616D65A5 6C6F6769
7OCESE@3 025BAC74
6964CD04 24A46567
6D616366 6F72656E

AZ26E78 _79A37069

4
1LJ-R
cerremre—ereseZAd
2E6D6477 6F726B65
3030302D 30303030
742E7072 6F630578
792F4672 616D6577
6F726B2F 56657273
74612E66 72616D65
6D64776F 726B6572
A76C6175 6E636864
S5E@3025D AC74696D

74658BA8
6EA37069
696D6573
696414A4
73696373
64CD0447
00A97469
63DCA367
61726776
722E7368
2D303030
65638DA4
6F726B73
696F6E73
776F726B
5F736861
A4707069
65737461

70726F63
64CD0425
74616D70
65756964
2F746573

A9707072
6D657374
696400A4
C4487870
61726564
30303030
70617468
2F436F72
2F412F46
2F566572
726564A3
6401A375
6D705F6E

6E616D65
A37569064
5F6E73CE
CDO1F5A4
742E7478

6F636E61
616D7@CE
65676964
6370726F
2E303330
30303030
D97D2F53
65536572
72616D65
73696F6E
706964(CD
6964CD01
73CEQBO4

..osx.agent.file.write..procname
.bash.pprocname.login.pid. %.uid
..timestamp.A [.timestamp_ns.
;...gid .ppid. $.egid .euid.
path./Users/macforensics/test.tx
t..osx.agent.procexec..path./usr
/libexec/xpcproxy.pid. G.pprocna
me.launchd.ppid .uid .timestamp.
A J.timestamp_ns. .c..gid .egid
.euid .1s564 .argc .argv.Hxpcpro
xy com.apple.mdworker.shared.@30
00000-0000-0000-0000-00000000000
@ ..osx.agent.procexec..path.}/S
ystem/Library/Frameworks/CoreSer
vices.framework/Versions/A/Frame
works/Metadata. framework/Version
s/A/Support/mdworker_shared.pid.
G.pprocname.launchd.ppid .uid.
..timestamp.A J.timestamp_ns.
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® Monitor.appT—4ALI—RIA=XYh (2)

O o I/ZI RIA—=YYH
L—RFUZATEED, EEICLI-RIATH

s0ERIND
L I—RAALTIHEBRIL XS MhNEREU CERER
N3

N



® Monitor.appT—4L1—RIA=YYk (3)

O o LO—-RXYID

o« 1LO—ROWBFENERT
NI CIEERAMRENNFRET DT, LI—RS
A TXFHCEFENS “osx.agent” LHFETHI
GIEES

Record delimiter

Appendix 2RNZRADEF(F161ELEEZRT
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()

e Monitor.appT—4L1—RIA=YYk (4)

) o I/ZI RYAT
2= 1—ROIEFEZRI
= Exf)D1\A MISCFFEZ0xAOTXORUIE

AE osx.agent.info 81 Information
B4 osx.agent.file.write 8B File write

B5 osx.agent.filerename 8C File rename

B4 osx.agent.dylib.load 87 Dylib load

B2 osx.agent.procexec 8D Process execution

93



()

e MonitorappT—4HLd—RIA—=XYk (5)

> o LO—RAAT ()

BB osx.agent.socket.connection 8A | Socket
B3 osx.agent.kext.load 87 Kext load
BC osx.agent.socket.dns.request 86 | DNS query

BA osx.agent.socket.dns.reply 86 DNS reply

AD osx.agent.tty 87 TTY create/close

94



()

e MonitorappT—4HLd—RIA—=XYE (6)

) o TULADNIAT (F38)
« LO-RAODEZE (JOTR&. PIDE) 2#K9
= Exf)D1\A NMISFFEZ0xAOTXORUIAE

A8 procname Process name

A9 pprocname Parent process name

A3 pid Process id

A4 ppid Parent process id

95



()

A3 uid

A3 gid

A9 timestamp

AC timestamp_ns

A4 euid

A4 egid

A5 bytes

Monitor.app7 —4~L1—RIA=XYb (7)

) o ILXYMIAT (HiB) #&E

User id

Group id

Timestamp (UTC)

Timestamp nanoseconds (UTC)
Effective user id

Effective group id

Byte array
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O

Monitor.appT—45L1—RIA—=XYh (8)

o

TIULANT—H94T

o TLAYNIATERD) W I\t“ AEINESNDT -9 TET —
AE (EvJI> {) 7>) &

o PITFORICBRWMNMEE. ILXAY I\/%?" BOINA MEUET
—AELTIRD

CC XX Value of 1-byte (XX)
CD XX XX Value of 2-byte (XX XX)
CE XX XX XX XX Value of 4-byte (XX XX XX XX)

C4 XX <byte array> Byte array length of 1-byte value (XX)

D9 XX <string> String length of 1-byte value (XX)

DA XX XX <string> String length of 2-byte value (XX XX)

97



()

® Monitor.appT—4LI1—RIA=YYk (9)

) o ILASNIAT (A>TAR—=23Y)

Information about Monitor.app

98



()

A4 path

A7 oldpath
A7 newpath
A4 is64

A4 argc

A4 argv

Monitor.appT—45L1—RIA—=Xvk (10)

o ILAYNIAT T4/ T0ER)

File path

Old file path

New file path

64bit process or not

Number of arguments at program
execution

String of arguments at program
execution

99



()

Monitor.appT—45L1—RIA—=YYk (11)

) o ILASNIAT (YTwh)

A7 version
A9 direction
A5 srctip

A7 srcport

A5 dstip

A7 dstport

A5 proto

Internet Protocol version
Direction of communication
Source IP address

Source port

Destination IP address
Destination port

Protocol

100



® Monitor.appT—4ALI—RIA=NXYk (12)

) o ILAIRNIAT (TTY)

()

A3 dev TTY number

A9 operation An operation against TTY

101



@ Appendix 3

OpenBSM audit log parameters

102



e OpenBSMEZERDOJ/SA—4

argument,<POSITION> <VALUE>,<DESC>

path <PATH>
(This parameter may be present multiple times in one record.)

subject,-1,<EUName> <EGName> <UName> <GName>,<PID>,
num,num,0.0.0.0

return<STR><RETVAL>

|dentity,1,<STR>

POSITION: A position of the argument
VALUE: A value of the argument
DESC: Short description

PATH: File path

EUName: Effective user name
EGName: Effective group name
UName: Real User name
GName: Real Group name

PID: Process ID

STR: String of “success” or “failure”
RETVAL: A return value of system call

STR: An identity string for process
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References and resources (1) - Documents / Articles

©  Get Cozy with OpenBSM Auditing
O https://objective-see.com/talks/Wardle_ShmooCon2018.pdf

MacOS monitoring the open source way | Dropbox Tech Blog
O https://blogs.dropbox.com/tech/2018/04/4696/

©  Auditin a OS X System
O https:.//www.scip.ch/en/?labs.20150108

©  Monitoring Process Creation via the Kernel (Part 1) - Synack
O https:;//www.synack.com/blog/monitoring-process-creation-via-the-
kernel-part-i/
o

Manual Analysis of ‘NSKeyedArchiver Formatted Plist

O https:,//www.mac4né.com/blog/2016/1/1/manual-analysis-of-
nskeyedarchiver-formatted-plist-files-a-review-of-the-new-0s-x-1011-
recent-items

© Atpple’s BookmarkData - exposed! - mikeymikey blogs here
http://michaellynn.github.io/2015/10/24/apples-bookmarkdata-exposed/
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References and resources (2) - Software (1)

o AutoMacTC: Automating Mac Forensic Triage
o https.//www.crowdstrike.com/blog/automating-
mac-forensic-triage/

° macOS Artifact Parsing Tool
o https://github.com/ydkhatri/mac_apt

° Venator

o https://posts.specterops.io/introducing-venator-a-
macos-tool-for-proactive-detection-34055a0017e56

° CyLR
o https://github.com/orlikoski/CyLR
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References and resources (2) - Software (2)

°  Noriben
o https://github.com/Rurik/Noriben

°  Monitor.app
o https://www.fireeye.com/services/freeware/monitor.html

° FortiAppMonitor
o https:;//www.fortinet.com/blog/threat-
research/fortiappmonitor--a-powerful-utility-for-
monitoring-system-activi.htm|

° PolarPorx
o https://www.netresec.com/?page=PolarProxy

° INetSim
o https:;//www.inetsim.org/
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e References and resources (3) - Mac Malware Samples

O o Mac Malware of 2017
o https://objective-see.com/blog/blog_0x25.html

o The Mac Malware of 2018
o https://objective-see.com/blog/blog_0x3C.html

> The Mac Malware of 2019
o https://objective-see.com/blog/blog_0x53.html
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o

o

e CREDITS for this presentation template and Icons

) Special thanks to all the people who made and
released these awesome resources for free;

Presentation template by SlidesCarnival
R.I.P icon made by Freepik from

www.flaticon.com
USB thumb drive icon made by phatplus
from www.flaticon.com
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