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} Adversary Profile: HUAPI

+ Alias BlackTech Bug in Malware “TSCookie” - Fails to

A Read Configuration - (Update)
f f/////,///l|\\\\,\\\\\~ ¢ Since 2007

HIC JA\ + Malware: o o

Our past article has presented a bug in malw:

‘ TS C O O K I E article is to update the features of the malware. Malware “TScookie”

Even after we published the blog article in Octd 1ol BlackTech

K I V A R S May 2019, we confirmed that the malware had
(= e}
Details of the fix
‘ Around 17 January 2018, there were some reports on the social media about malicious emails purporting to be from

Ministry of Education, Culture, Sports, Science and Technology of Japan [1]. This email contains a URL leading to a
The malware copies its configuration to the me| malware called “TSCookie”. (Trend Micro calls it “PLEAD” malware [2]. Since PLEAD is also referred to as an attack
which resulted in the configuration not displaye campaign, we call this malware TSCookie in this article.) TSCookie has been observed in the wild since 2015, and it is
‘ D B G P R I N T size is set to 0x1000 instead of 0x8D4. suspected that an attacker group “BlackTech” is related to this campaign [3]. JPCERT/CC confirmed that adversaries using
the malware had conducted targeted attacks against Japanese organisations in the past. This article presents findings from
TSCookie analysis.

4
mal_top(8CONFIG);

Overview of TSCookie

Figure 1 describes the flow of TSCookie’s execution.

Figure 1: Overview of TSCookie
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Malware Profile: DBGPRINT {

- -

00 61 | B u.péfidi;....a

+ Alias Waterbear 32 28 | oo vernciss.
+ Since at least 2009 00 00 | svert.diteo.n.:
« DLL export name “DbgPrint” 00 77 | 1o
+ Advanced malware design 72 73 | dows\Currentvers
+ Adopt shellcode stager 62 6C | tings. prowyEnaDl

«+ Able to load the plugins se oo | e e

00 43 f1.0..... 200 .C

69 T4 onsole.{uickEdit

00 00 B g P r i n
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Malware Profile: DBGPRINT {
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Evil Hidden in Shellcode: The Evolution of Malware DBGPRINT

Evolution of DBGPRINT
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Version Changes in the Wild

0.13 0.17 ;0.1.0
l 0.1 l 0.2 l 0.16 l 0.24
2010 2011 2012 2013 2014 2011 2016 2017I 2018 2019 0020
Discovery time in the wild
0.14 0.1.n

 Listen port
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Access Payload {
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Inside EXE Inside DLL Standalone payload Double DLL Sideloading




} RC4 Key of Payload

mov al, byte ptr [ecx]
mov dl, al

shr dl, 3 . 01
shl al, 5 .

or dl, al - 13
mov byte ptr [ecx], dl

inc ecx .

dec esi - 40

jnz short 100010CD

XOR / Shift Random 16 bytes

03

72

CO

FF

D1

21

89

OA

BB

C:\Program
Files\NVIDIA
Corporation\Display\
nvwss.ptn\x00

Miss You! printupg.PNF

String + File name
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} Execution Procedure

Access Decrypt O
— — N A

Payload DBGPRINT Controller

© Ask for DLL implant
@ Wait for connection
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DBGPRINT Stager

Check PEB!IsDebugged}

Relocate
function table

1

Initialize API from J

hash table

Inside DBGPRINT Stager ---------

Generate session keys

Fail

Check for challenge |—— Drop connection

|

Decrypt implant & }

~—— ] N

Execute in memory

[
[
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Inside DBGPRINT Stager
2

DBGPRINT Stager DBGPRINT Controller
( D Request the DBGPRINT implant [ )
Generate request with session keys
packet >
\ ) Calculate the
pre-session key and
4 N challenge

Send the calculated challenge

Check for challenge

\. J \ J

4 ) h . 4 )
Decryptimplantand | Send the DBGPRINT implant Splitimplantinto
execute in memory | encrypted blocks

. J . J
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Inside DBGPRINT Stager
2

S9

DBGPRINT Stager DBGPRINT Controller

Generate request packet — Generate header

1 *
Sl SfEERE (GetTickCount()/0xff)*2 mod Oxff

Data size (Little Endian)

[ : \ | l
40 1f 03
| |

GetTickCount() mod Oxff Command

\

(GetTickCount()/0xff)>>1 mod Oxff

|
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Inside DBGPRINT Stager

S9
\“5 32
-
r
DBGPRINT Stager DBGPRINT Controller

Generate request packet — Generate session keys

Authentication key @ Random number = Pre-session key
Pre-session key @ 0x6162636465666768696A6B6C6D6E6FOO = Session key 1
Pre-session key @ 0x01020304050607080900010203040506 = Session key 2
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Inside DBGPRINT Stager

S9
\% 32
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DBGPRINT Stager DBGPRINT Controller

Generate request packet

000000 da 40 1f b5 03 6d 20 00 00 00
0000RVA 35 c5 da 9¢c ae 62 04 f7 5a 36 29 19 b3 37 2d 45 Sessionkeyl
P0PPOR1A 55 a5 ba fc ce 02 64 97 3a 5c 43 77 dd 5d 47 43
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Inside DBGPRINT Stager
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DBGPRINT Stager DBGPRINT Controller

Calculate the pre-session key and challenge

Session key 1 @ 0x6162636465666768696A6B6C6D6E6FOO = Pre-session key
Pre-session key @ Authentication key = Server challenge

00000000 de 40 1f ee 01 bd 10 00 0O 0O 58 88 dc el 84 f7
00000010 18 b2 50 8f 04 40 19 eb 47 al
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Inside DBGPRINT Stager
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DBGPRINT Stager DBGPRINT Controller

Check for challenge

if (Server challenge @ Pre-session key) == Authentication key:
- Yes: Continue
- No: Abort
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} Inside DBGPRINT Stager

\% 3
-
r

DBGPRINT Stager DBGPRINT Controller

Splitimplant into encrypted blocks

# Modified RC4_ PRGA
for charin prga_data:
X=(x+1)% 256
y = (y + box([x]) % 256
box[x], box[y] = box[y], box[x]
z = (box([x] + box[y]) % 256
box[z] = ((box[z] << 4) & 0xf0) + ((box[z] >> 4) & 0x0f)
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Inside DBGPRINT Stager
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DBGPRINT Stager DBGPRINT Controller

Splitimplant into encrypted blocks

PRGA_data2
0000PO1A 90 15 8f 2a 96 e6 4e 8 91 ed 64 7c dc 46 47 30
PPOOPO2A 07 10 2c 6a 3d ac 47 e0 51 f7 86 02 07 2c 5e 0a
0000PO3A 44 b9 b6 f4 38 3d 63 79 b3 dl1 53 58 b3 f1 10 ac
PP0PPR4A 95 35 52 17 3 3b 1f ab 28 80 45 f2 c3 8c c2 d4
PPOOPOSA a7 62 5a 76 48 25 8e 33 31 ba 33 bo 19 46 bo 17

PRGA_data4
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Inside DBGPRINT Stager
2

DBGPRINT Stager DBGPRINT Controller

Decrypt implant and execute in memory

RC4_KSA(Pre-session key)
decrypted data size header = RC4 PRGA(PRGA datal)
decrypted data size = Modified RC4 PRGA(PRGA data2)
decrypted data header = Modified RC4 PRGA(PRGA data3)
decrypted data = Modified RC4 PRGA(PRGA data4)




DBGPRINT Implant
o File transfer / management

Capabilty

2 Enumerate disk drives

3 List files

4 Upload file to C2 server

5 Download file from C2 server
6 Rename file

7 Create folder

8 Delete file

10 Execute file

11 Move file

12 NtSetInformationFile

:I;EAMTS




DBGPRINT Implant

+ Windows management / Screenshot

Capability

807 Enumerate Windows
808 Hide Windows
809 Show Windows
810 Close Windows
811 Minimize Windows
812 Maximize Windows
814 Screenshot

815 Set screenshot event signaled




DBGPRINT Implant

+ Remote desktop connection
« Process / Network connection / Service management

Capability

816 Remote desktop

817 Enumerate process

818 Terminate process

820 List network connection status
821 Abort a network connection
822 Enumerate services

827 Manipulate service




DBGPRINT Implant {

+ Remote shell / Registry management

Capability

1006 Start remote shell
1007 Exit remote shell
1008 Obtain remote shell PID
2011 Enumerate registry
2013 Create registry key
2014 Set registry key
2015 Delete registry key

2016 Delete registry value
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} Eliminate Patterns
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Eliminate Patterns

abcdefghijklmno.
./e.06{-cOF5C2.3

Plain text

"P¢-CVe00.2 'w;006

YYYYYYYYYyyyyyyyy
YYYYYYYYYyyyyyyyy
YYYYYYYYyyyyyyyy
YYYYYYYYyyyyyyyy
YYYYYYYYYyyyyyyyy
YYYYYYYYYyyyyyyyy
YYYYYYyyyyyyP. ..

XOR with Oxff

........ abcdefgh
ijklmno../e.0}{-

Listen port

A TEAMTS

<
Wl i v x

far

[y

7

S




X64 Version

LIS LI rerer (0]

00SFO04B| 3D 40E80000  |cmp eax, OEZ40

OOBFOOS0| 5B pop Eax

008F0051| DB28 fld  tbyte ptr [eax]

008F0053| C3 retn

OOBFO054 ) 8d:A1 30000000 | mov eax, dword ptr fs:[30]

OOBFOOSA| B0 push Eax

OOBFOOSE| 5B pop ebhx

OOBFOOSC|  BBO3 mov eax, dword ptr [ebx]

00SFOOSE| 3D 00000100  |cmp eax, 10000

00SF0063|" T4 BB .. .Jdr. . . shors ONSEONRN - —

008F0065|. 75 01 no0000000010007C 30 S0ES0000 cmp eax,ES880

008F0067| ER 8DIDFT - - - - - - - - -~ S

00SFO0RC| 40 o000 1D0o0s1 CE pop rax

008F006D| 0043 E2  OOQ0O00000001D0082 DEZS f1d st(0),tword ptr ds:[rax]

T ooTolr B2 &4 DDO0D0000001D0O0SS C3 ret

008F00T4| CT 00000000001D0085 6548: A1 &00000000000( mov rax,qword ptr BE: [60]
000000000010 0020 50 push rax
QQ000000001D 0091 41:5C pop riz2
00000000001D0093 41: 580424 mov eax,dword ptr ds:[riz]
000000000010 0097 30 00000100 cmp eax, 10000
000000000010 009C ~ 74 E3 je 1D0081
000000000010 009E ~ 75 01 jne 1D00A1
000000000010 00A0 ES 49C7C5A1 call FFFFFFFFA1E2CTEE
00000000001D00AS 0000 add byte ptr ds:[rax],al
000000000010 00AT 0049 FF add byte ptr ds:[rcx-1],cl
o000 001D00DAN CE
000000000010 00AE E2 D8 Toop 1DOO0S8S




Self-Modifying Code
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(White) Benign EXE

RN

EEE——)

Double DLL Sideloading

(Black) Malicious DLL

(Gray) Malicious DLL

——

>

J

B | %] File: ssleay32.dll
—— =] Dos Header
— (=] Nt Headers
—— =] File Header

—Ej (Optional Header
=] Data Directories [x]

—— =] Section Headers [x]
—— ) Export Directory

— | Relocation Directory

" ssleay32.dll

Module Mame

Imports

TimeDateStamp

ForwarderChain

MName RVaA

szAnNsi

(nFunctions)

Dword

Dword

Dword

Dward

LIBEAY32.dll
MSVCRT.dI
KERMNEL32.dll
tzeay32.dl

Q0020CBC
Q0020FBC
00020CAD
00026713

00000000
Q0000000
00000000
00000000

00000000
00000000
00000000
00000000

Q0020FE4
00021020
000210C4
00026706
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RC4 Decryption

Anti- “SecurityProduct”

SecurityProduct

Payload 1

.’
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Malicious DLL

DBGPRINT Payload 2
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